New HawkEye Reborn Variant Emerges Following
Ownership Change
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Edmund Brumaghin and Holger Unterbrink authored this blog post.

Executive summary
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Malware designed to steal sensitive information has been a threat to organizations around
the world for a long time. The emergence of the greyware market and the increased
commercialization of keyloggers, stealers, and remote access trojans (RATs) has magnified
this threat by reducing the barrier to entry for attackers. In many cases, the adversaries
leveraging these tools do not need to possess programming skills or in-depth computer
science expertise, as they are now being provided as commercial offerings across the
cybercriminal underground. We have previously released in-depth analyses of these types of
threats and how malicious attackers are leveraging them to attack organizations

with Remcos in August and Agent Tesla in October.

HawkEye is another example of a malware kit that is actively being marketed across various
hacking forums. Over the past several months, Talos observed ongoing malware distribution
campaigns attempting to leverage the latest version of the HawkEye keylogger/stealer,
HawkEye Reborn v9, against organizations to steal sensitive information and account
credentials for use in additional attacks and account compromise.

History of HawkEye

HawkEye is a malware kit that has been around for several years and has seen continuous
development and iterations since at least 2013. It is commonly sold on various hacking
forums as a keylogger and stealer that can be used to monitor systems and exfiltrate
information from those systems. It features robust stealing capabilities as it can be used to
obtain sensitive information from a variety of different applications. This information can then
be transmitted to the attacker using protocols such as FTP, HTTP, and SMTP. Talos has
recently identified several changes concerning HawkEye Reborn in the latest version,
HawkEye Reborn v9.

In December 2018, a thread on HackForums described a change in the ownership and
ongoing development of the HawkEye keylogger.

DRLVERY METHODH

HAWHEYE HEYLOGGER

Shortly following this exchange, new posts began to appear that were attempting to market
and sell new versions of HawkEye (HawkEye Reborn v9), with these new posts also
referencing the change in ownership of the project moving forward.
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HAWKEYE KEYLOGGER - REBORN v»

ADVANCE MONITORING SOLUTION

HawkEye Reborn v9 is currently marketed as an "Advance Monitoring Solution." It is
currently being sold using a licensing model, with purchasers gaining access to the software
and updates for different periods based on a tiered pricing model.

PRICE & PACKAGE

$27.00 S $37.00

365 DAYS ACCESS

¢ 1
90 DAYS ACCESS INSTANT ACTIVATION 80 DAYS ACCESS

INSTANT ACTIVATION ACCESS ALL FEATURES INSTANT ACTIVATION

ACCES5 ALL FEATURES UNLIMITED UPDATES ACCESS ALL FEATURES

UNLIMITED UPDATES 24/7 SUPPORT UNLIMITED UPDATES

24/ 2
24/ 7 SUPPORT UNLIMITED BUILDS 24/ 7 SUPPORT

UNLIMITED BUILDS UNLIMITED BUILDS

BUY NOW
BUY NOW D42 BUY NOW

HawkEye Reborn v9 also features a Terms of Service agreement that provides some
additional insight. While the seller specifies that HawkEye Reborn should only be used on
systems with permission, they also explicitly forbid scanning of HawkEye Reborn
executables using antivirus software, likely an attempt to minimize the likelihood that anti-
malware solutions will detect HawkEye Reborn binaries.
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TERMS OF SERVICES

YOU MUST HAVE PERMIESION FROM OWNER'S PC TO KEYLOG THEIR SYSTEM. ALl QOUR PRODUCTE ARE PROVIDED FOR EDUMCATIOMN-
Al PURPOSE ONLY. PARENTS MAY EEYLOG THER CHILD'S COMPUTER BUT UNDER 14 YEARS OLD.

THE DEVELOWERS, SELLERS OR SUPPORTERS OF HAWEEYE PRODUCTS - REBORN INC. ARE NOT T BE HELD RESPOMSIBLE FOR ANY

OF THE CUSTOMERS ACTIOMS,

YOU MAY NOT ATTEMPT TO MANIPLLATE THE EXECUTABLE ANY IW IMMORAL WAY [DECOMFPILE, TAMPER ETC)

WE HAVE FULL RIGHT TO RESTRICT / LISAIT SERVICES AT ANYTIME WITH OR WITHOUT ANY NOTICE.

WE HAVE FULL RIGHT TOHCHANGE PRICE AND PACEAGES / TOS / MODWFIED EXISTING PACKAGES AT ANYTIME WE WANT

YOU ARE FORBIDDEN FROM SHARWG WITH ANYONE OR HOSTING A SERVICE WITH THE STUBS. ANY LEAKERS WILL HAVE THEIR LICEN-
SE TERMINATED AND THEIR SERVICES WILL BE BLACKLIST

ALL STUES BUILT ARE MOT ALLOYWED 10 BE SCANNED ON ANTIVIRUS SOFTWARE OF CONLIME SITES THAT DISTRIBUTE SAMPLES, IF FOLUND
THEN WE WILL BAN YOURE LKCENSE PERMANENTLY, NO EXCUSES!

MO REFUMDSE AT ANY COST, ALL SALES ARE AINAL. WE DONT PROVIDE ANY REFUINDS, WHOLE, PARTIALLY OR MISTAKEN

AFTER EACH SALE WE RECHNIEST A VOUCH ON DECORD OF ANY SCCIAL MEDIA SERVICE WE ARE USING OR WILL LISE W FUTLIRE TO
AUTHENTICATE QLR SALES AND TO HAVE FEEDBACK FOR OTHERE OW DNSPLAY

FOR HWID OR FORGOT PASSWORD, IN BOTH CASES WE CHARGED SMALL FEE §5.

RUNNING OUR PRODUCTS IN VMWARES, RDP AND SUCH RELATED TOOLS ARE MOT ALLOWED AND BAN PERMANENTLY

TRY TO LOGIN N HAWEEYE PRODUCTS FROM DIFFERENT MACHINE, WILL CONSIDER SHARMNG HAWKEYE PRODUCTS WITH FRIENDS
RELATIVES ETC WHICH 5 AGAINST THE TERMS OF SERVICES, THIS WILL YOUR LICENSE PERMANENTLY BAN, NO EXCUSES AT ALLI
CHARGEBACKS OR DISPUTING YOUR PAYMENT WITHOUT ASKING FOR HELP OR ANY FORM OF COMMUMNCATION WILL END UP GETTING
TOURSAELF BANMNED AND BLACKLIGTED FROM BUYING ANY OTHER SOFTWARE WE OFFER [N FUTURE

Following these changes, the new developer of HawkEye Reborn has continued to make
changes and we expect this to continue as long as the developer can monetize their efforts.

CHANGE LOGS

v 9.0.1.6 | January 23, 2019
Spoiler [Click to View)

v 8.0.0.5 | January 07, 2019
Spoiler [Click to View)

v 9.0.0.4 | January 04, 2019
Spoiler {Click to View)

v 9.0.0.4 | January 04, 2019
r (Click to View)

v 9.0.0.0 | January 01, 2019
Spoller (Click to View)
=) VOUCHES :

As with other malware that we wrote about last year, while the developer claims that the
software should only be used on systems with permission, or "for educational purposes,”
malicious attackers have been continuously leveraging it against various targets around the
world.

Distribution campaigns

For several months during the last half of 2018 and continuing into 2019, Cisco Talos has
observed ongoing malicious email campaigns that are being used to distribute versions of
the HawkEye Reborn keylogger/stealer. The current version, HawkEye Reborn v9 has been
modified from earlier versions and heavily obfuscated to make analysis more difficult.
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The email campaigns that have been observed feature characteristics that are consistent
with what is commonly seen with malspam campaigns, with the emails purporting to be

associated with various documents such as invoices, bills of materials, order confirmations,

and other corporate functions. An example of one of these emails is below:

(9 G 7 17122018 - Mozilla Thunderbird

File Edit View Go Mrnd-:_;u- Taols |;||.-|p

L] a5y y fo-.ﬁ &ﬁqddrr\.\. Book _\_- g =
- i © Reply % Reply All|v —+ Foward  More v

Subject (R RFQ 12122018 2/28/201%, 6:36 AM

Reply to Email ADMIN <noreply@domain-admin.coms 12
o wvictimi@talosinteligence.com &

Dear Sir,Madam

Could you be so kind to provide the Met Price with applicable

discount & best possible delivery schedule for the products and =
machinery attached as per specification{or alternative, quote for

those which you can).

Bid Closing Date: Mar. 4th 2818/ 17:8@ GMT

Please do not forget to indicate shipping dims and freipht weight
of your offered items to emable us to calculate its freight
cost.

PLEASE CONFIRM BY THE RETURMN E-MAIL SAFE RECEIPT OF OUR IMQUIRY.

kindly enable content to view attached price inguiry and
company's proftile.

Thanks in advance,

Regards,
| EI 1 attachment: SPECIFICATIONSxlsx 626 K [3) Save w

Figure 1: Example email message

While the current email contains leverage malicious Microsoft Excel files, earlier campaigns

have also been observed leveraging RTF and DOC files. Additionally, a small number of
campaigns over this same period also made use of various file-sharing platforms like
Dropbox for hosting the malicious documents rather than directly attaching them to the
messages themselves.
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Figure 2: Example malicious Excel document

Similar to the technique described in our previous blog about Remcos, the contents of the
documents have been intentionally made to appear as if they are blurry, with the user being
prompted to enable editing to have a clearer view of the contents.

Another interesting characteristic of the malicious documents is that the metadata associated
with the document files themselves also matches that found in many of the malicious
documents that were previously being used to spread Remcos.
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OpenXML Document Info ()

LS

Document Properties

2018-09-09T12:27:30Z
2018-09-09T12:42:41Z
AppVersion 16.0300
Application Microsoft Excel
DocSecurity 0
HyperlinksChanged  false

LinksUpToDate false
ScaleCrop false
SharedDoc false
1

pstr Sheet1
calcP 162913
lastEdited 6
lowestEdited 6
rupBuild 14420
sheets 1

Figure 3: Document metadata

Additionally, the creation and modification dates associated with these documents are shortly
after we released a detailed analysis of Remcos distribution campaigns that were being
observed throughout 2018.

Assuming the victim opens the attachment, the infection process begins as described in the
following section.

Many of the distribution servers that are being used to host the HawkEye keylogger binaries
that are retrieved during the infection process are hosting large numbers of malicious
binaries and, in many cases, contain open directory listings that can be used to identify the
scope of the infections that they are being used to facilitate. In many cases, additional
stealers, RATs, and other malware were observed being hosted on the same web servers.
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Analysis of HawkEye Reborn

The campaign starts with sending the aforementioned Excel sheets that exploit the well-
known CVE-2017-11882 vulnerability, an arbitrary code execution bug in Microsoft Office.
The exploit works similarly to what we saw with Agent Tesla in October. It leverages a buffer
overflow in the Equation Editor, which occurs if someone hands over a font name that's too
long. The shellcode starts after the MTEF font tag "08 13 36" in this case.
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After executlon in the Equatlon Editor (EQNEDT32 EXE) context, it downloads the maI|C|ous
data from the malware server as you can see in the ThreatGrid Process Timeline screenshot
below. After a successful download, it creates and starts the RegAsm.exe process.
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This RegAsm.exe process is a heavily obfuscated AutolT script compiled into a PE. After

decompiling it from the PE file, it is heavily obfuscated and still almost unreadable.

LYW TSENBT] AITEGUOFTOFHI WA LOJR EF HF FI:FﬂTEID’I‘.FPﬂ'JJIFEH 56
4] d i M. |

STTEMPSTRUCT
FIPLATINTENTSIZE
SARETURN
IHARYTOS TFlIHh
RO T OHE XL G
= EVDSREFXTLRHOE QELLYEELR

EGAHPAKELMWBIL
FHCANTMGE ALILUA

OLMAEMEUCTL( )

EDHGE TOR( G40 TSR “ll.

We dobfusated the scrlpt to understand how the infection process orks It first creates the
"winrshost" mutex. Then, it extracts the final payload malware from two objects in the PE
resource section (capisp1, appsruprov2).
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MyCreateMutex( "winrshost™)
$0e_or_EncryptedData-DLLSTRUCTGETDATA(GatResourcefromPE( " capispl™, "8%),1)
$be_or_Encryptedbatal-DLLESTRUCTGETDATA(GetResourcefromPE( "appsruprovz”,"8"),1)
$0e_or_EncryptedData-DecryptData($De_or_EncryptedData,”pydbdicatenbiemmmzyrqvggytlyywvtblbaghtphtcfventhb")
$USE_REGASM_DIR=gUSERPROFILEDTRE" \Raghsm"
StartandPatchRegasm( “False™)
copy_org_exe_to_FILE_set_attribs_and_exec("Regism.exe",

’u+_u‘I

It concatenates them and uses AES to decrypt the result, using the hardcoded key
"pydbdio..." which is handed over to the DecryptData function (see above). The screen
capture below shows the decryption function.

DRt Dats [ FVDATA, SWCRYPTEEY ]
F_6_ACHYFTINTERRALDATAL 2]
FTBUFF_VCRYPTEEY
ATTEMSSTRUCT
LIPLATNTEXTSIZE
FVRETURH

BATRIT A BIMARY TOSTRING  SUDATAY

SHANDLE _Avapd 2. dl1-Cl1o0pan{ "Advapisa, d11=)

pllcall_RETWAL-C]LCall{ 3HanoLE_advepdaz.dl1, "Eool™, "Cryptaces recentext™, “handLe* ™ 0, " ptr=, 8, "ptr", @, " dword ™, "24", "drord”, “areaagsen” |
$ G MRYPTINTERMALDATA[2]-011Call RETVAL[1)

DRRCall RETWAL-DRLCaLL[SHANDLE Advapii2.dll, “beol®, "CryptcresteHash® ; “handle™ 5 6 ACKYPTINTERMALOATA[ 2] " ulet™ , “enBOBEERaE", " pir" .8, “dword™ 8, "handle® ", &)
SHCRYPTHLSH -D11Call_RETWAL[5)

STBUFF_YCRYFTKEYs DL1Structreate ("t “iBdnaryLen SVCRYPTREY 18] )
AL 5Trwe toet Darta (FTEUFF _VWCRYPTEEY, 1, VCRYPTEEY)

ELNCA1]_RETYAL-E11CALE [ SHANDLE AdvapEs2. 11, "Beol™, "CrygtHashbata™, " handla™ , SHCRYPTHASH, " struct™™ , STEUPF_WCRYPTKEY, “dword™ 01152 dutSira STBUFF_VCRYPTEEY],"
olicall_RETYAL-Cl1Call{SHARDLE_Advapdaz.dl1, "tool”, "CryptDerivekey®, "handle®, 5 & ACRYPTINTEAMBLOWTAL®2"], "uint® , “Ax2eaees1a™, " handle™ , $HCAYPTHESH, " dword ™ , "G
$RETUEN DLIcall RETWAL["5"]

CRECH1L{SHANDLE_Advapii2.dll, el ®, “CryptDastrosHash ™ "handla™  SHCRYPTHASH )
CHVETERY - SVRETURN

STBUFF_VIATA-DL1StructCreste] orta [ "4 naryLen( SVIATA)+ ~1808°47 ")
DAL StructSetData $TBUFF_VDWTA, 1, SUDATA}

BLNCR1T_AETAL-E11CALE [ SHANDLE_Ldvmpdss. A1, "Beal, "CrigtDacrypt, "handle"  IVERYPTREY, "handla™, 8, "basl™, "Teua", "dward™, 8, "aeructs " STHUPF_VOATA, "Sard ™" Biss
SIPLATRTEXTSIZE-DL1Call RETWAL[%]

STTEMMS TRLUET <0115 teraate] byta] "25IPLATHTEXTS ITE =17, 01N ST P t ekt r (ETBLIFF_UTIATAY }
ENRETURN -Binary 1R P a(BTTEFPSTRUCT, 1) 1  STMLATNTEXTLIZE}

Blicall pervar-ollcall{fuancdE Advepdsa.dil, ool ®, "cryptoestrovkey® , Shand1e®  FWCRYPTEE Y}
1 L{BHANDLE_Advapd32.dil, “tool ™, "CryptDestroy Key™  hand Le® , SWRYPTEEY )

L FHANDLE_AdvapE32 411, "Beal™, "Cryptha LaadeContaxt™, "handle™, 5 & ACRYPTINTERNALDATA[™2"], " dward™,8)
{SHARDLE_Advacdaz. 1)
BIMERY{ FWRE TURN )

It then calls the StartAndPatchRegAsm function.

StartandratchRegass] SPROTECT )
$0ecryptediataFrosResources-$0e_or Encryptediata
Llafxista{EHaseiriue L™ \Windowi \MicropeFe . HET Frameea rk v . 8. BATI T Ragkin. soe ™)

LPROCESSI0-sEart_protect haxcods[BHomelrivel™ \Windadi \MicrapaFt, NIT\Frimsuark| v, 8. 50T\ Reglin. oxe” "  f0ecryptedDatal Foafed sirdid , SPROTECT)
FilleEwxists{(@Hoselrdve ™ \Windows Ml crosoft . HETY, Framesork el 6. 38515 Rephom . e )
SPROCESSID-start_protect hexcode({@iomenrivel ®\Windows \Micrasaft . NET) Framewarklvd . @, 30005 Repisn,. exe® , ** JDecrypiediataf rosiesources  JPROTECT)

This function tries to find the original Microsoft RegAsm executable path. It hands over the
decrypted buffer extracted from the resource section and the path from the original RegAsm
executable to the start_protect _hexcode function.

start_protect_hexcode| SHPATH, SWARGMENTS . SLPFILE, JFROTECT )
SHENCODEL = "axES SN CH AR R RS 1R 300 T A G aBa BIRe TR P AZ DC 1 BDC IR S SR EC RS T

SHENIDDEL
A DCO0E 15 =" PO TSR LIS P o LG P F PP FRa 7A0 TS IO SFORCES 0 5 DC 20000k BBl CRLEL"
SHENCODED L« " 53565 TEE D93 3F H B4 T }CERA4 187 BAIC T BESECREE5H1 CAMNTEB E14830FER"
T ENCOOE 15 = " 80 LB BOP S-S FC R BADF RS NS00 T A LR RBABI0IC TS RERRZF FRFPF I DASRC "
SHENCODEDL A« " 741 4BRCCF C4 5307 SBAT 2ET 330055 ESBRREC SO 109008 BAC FBA FETAL TogaaA"™
SHECOOE 15 - "R BC TIE 55 80 0 CH LIS FONIR00Rs 1565 T SEFFRR TG4 A 0 B E FaRa0oan 76"
SHEWCODEL !« "ACEETEAIERI 6801 A ATE L EES TS8R0 DCECAEEIS10000000EETEACERTEACER"
SOOI 15 " B RE TR LR TR C A D SRS TR S AP FF PP F PR RABCOTRGRS 20F P F PF PSS THOAS IR "
EHERCODEL - % T ARABBESESIAFFFFFFBD4SBEES3528F FFFF FED4 544398520
SHENCOOE 5= " FFFFFFEOASCRG RS FOF FEFFRRDASO RGNS RAFFPFF PR S0ARERE KPP FFERD"
$HENCODE LS « " AS4BRSETICF FFFF B0 SARES3SA0F FFFFFED4 5593985 44F FFFFFE0M55489085"
HENCOOE 1A= " AN FFFFFFEDASCAR B S4C FFFRFF DA SACRERSSF PP PP BDA500C T
SHENCODEL <" EE 3BRIBOCTESEAF FFFFFST6IE180C 7ASGEFFFFFFIBEACABBITRSE
H ENCOOE 1 5= "GO BC TS TRF FF FF PO BMERGL TR S FAF FFFFFSIBASaR 0L TRETRFFFFFFEACT"
SHERCODEL! - " BOBSCTESTCF FF FF FESETEBAIC TS0 840 MO0 E1CT45 840501 2DeBCT45334427
SHENCOCE DA =" 2 MIFC TASECE BGF 1 RRDE AR S 54F FFFF FABASCEE MR ERZFF DARGEBF FFFFFRFAFAE"
BHERCODEL " - " BASBEBLT F FBBE8CE 52 FFFFFFE961050B8FE451 838008468 %F
$HENCODE LS~ " DFRAL DDA 50041580 9 R0 FCFR S SERGASAADRSOCF EFFFFGAF F S SEREECCRZRRRA"

“BDBS1BFCFFFF58F F5SEBERDISCTRS 1 8FC FRRFaTe881 88867 1208 3F 18FBTA6"



https://3.bp.blogspot.com/-LkoKmpYlZI8/XLSpSlAwVFI/AAAAAAAABCI/3imcGZdkdSYvAdyXyLULSvqBOIUWrzc1ACLcBGAs/s1600/image31.png
https://4.bp.blogspot.com/-KJKN9kXAelA/XLSpWqvttxI/AAAAAAAABCQ/6VvUkgSF91864qKaULizw0llm4Wat7_CwCLcBGAs/s1600/image30.png
https://1.bp.blogspot.com/-VDSLuvBYhCE/XLSpacgofmI/AAAAAAAABCY/YK7E0pWtUpkaJEyZ_7AZrigJTR28NOU1gCLcBGAs/s1600/image5.png
https://4.bp.blogspot.com/-w-kCXgz3u0o/XLSpeBlFHnI/AAAAAAAABCg/JKhf2gJXxgQbeRTam8rQd2GPf10pYTpMwCLcBGAs/s1600/image18.png

*  EBEnL asHE KOO0 L
Jal le< wdduf far P ot %0

Then it starts the process-hollowing shellcode, which is stored in the HEXCODE1 variable.
This shellcode injects the final payload taken from the resource section into the original
RegAsm.exe process. The shellcode in HEXCODE1 is very similar to this RunPE example.

The AutolT script is offering a lot of other functions which are not used in this campaign, like
anti-virtual machine detection, USB drive infection and others.

check for vmtools vbox process()
$vndetect string arrayy-["vmtoolsd.exe","vbox.exe"]
$I-8TO UBOUND($vmdetect string arrayy) -1
ProcessExists($vmdetect_string_arrayy[$I])
ProcessClose (@AutoItPID)

i)
CWABLE™ )

SIKB TET[$T] <> i
$FILEARRAY
AFTLEARRAY._FILELT: £(fBBLIST[ST], ="

$F SFILEARRAY (]
$OATATARGET sRead ($FILEARREN]
SCHECKDATA ($FILEARRAY[SF], "

"15384%)

FHRUNDLE_ORG_EXE) )

The final payload — which we found in the AutolT PE file resource section and was started
by the process-hollowing shellcode — is a .NET PE file that's obfuscated with ConfuserEx.
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Bl Darbad Types

Syrten;
Systen. Runtise . CompilerSarvicas;

Deobfuscated, we can see it is the HawkEye Keylogger — Reborn v9, Version=9.0.1.6.

When HawkEye is executed, in line 34,

byte[] byte_ = gclass.method_0()["0", GClass30.GEnum3.RCDATA].Byte_0;

it reads the encrypted configuration from the RCDATA resource and in line 33,

byte[] byte_2 = GClass29.smethod_12(byte_, GClassl2.string_0);

and then decrypts this data with the Rijndael algorithm you can see below in the
RijndaelManaged function to initialize the HawkEye configuration settings.

glManaged string_ @)

2 telE);
iveBytes rfc2898DeriveBytes =w Rfc2898DeriveBytes(string @, salt, 1086);
rijndaelManaged = 15
RijndaelManaged rijndaelManaged? = rijndaslManaged;
rijndaelManaged? . = Pfe2Bo8DeriveBytes . GetBytes{rijndaslManaged . : s
rijndaslManaged?. TV = rfc2898DeriveBytes.GetBytes(rijndaelManaged.TV. ¥;
rijndaslManagedz2. = CipherMode. -
rijndaelManaged? . = PaddingMade.
rijndaslManagedz. = 128;
rijndaelManaged;
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The decrypted configuration shows us the account used for exfiltration:

“Version=9.0.1.6

_Mutex=5adeeec4-5dbe-418a-8e37-7c57a6d389%ef
_Delivery=
_EmailUsername=calvin@firshyd.us

_EmailPassword=.YF.L4?vOmIXQ
_EmailServer=mail.privateemail.com
_EmailPort=587

The main loop of HawkEye has the following functions:

if (GCla=<28.smethod B()) {f decrypt config
{
GClass5. smethod o {f if "Install® copy and restart itself, delete org binary
‘f sleep for a while
Create Mutex (chack if other instance is runming)
ck for emulation etc
@ antl-reversing/ProcessProtection, kill taskmgr,processhacker,precess explorar)
Pro I:i::Elul ation

¥ ablers {DisableTazkMgr, I:Iuabll-'l'l:h DisablefegistryTools)
if (1GC]asad, smethad &0} ) rerypt and basedd itself sembly) and write :Inra
{f tmp + BuildMDShashi d,¥olumeSarialMumbar, "x
i
GClass3. "uatha-:l B{); {f FakaWassagashow;
{/ wabsiteBlocker (adds site in Ydrivers\etcihosts to 127.8.8.1) stored in _WebsiteBlockerSites
JF WebsiteVizsitor, open websites secre in browser (stored im _WebsitelisitorSites)
GClass6.smathod ai); {f dalets cached login data: minecraft, rome, Firefox

1

GClass 16, smathod B(); F 5 el & Stealer (email/ Filezilla, Beyluxe Messenger, CoreFTR,
i i f ogger {SetWin sHookEx), ClipboardLogger
{f repeat steali (eyboard, Clipbasrd, Screenshot, Webcam every LogInterval * coacd

Application.Run(};
1
]
catch (Exception ax)

This shows the rich feature set of HawkEye. The adversaries can get detailed information
about the victim's machine, as you can see in the screenshot below.
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Beside the system information, it steals passwords from common web browsers, Filezilla,
Beyluxe Messenger, CoreFTP and the video game "Minecraft." It also starts a keylogger,
steals clipboard content, takes screenshots from the desktop and pictures from the webcam.

Version 9 is still using the well-known MailPassView and WebBrowserPassView freeware
tools from Nirsoft to steal web and email passwords. These tools are embedded in the PE
file in the form of data which is decoded at runtime and added to the local resources. Then,
they are using the process hollowing technique to hide the execution of these tools inside of
the original Microsoft vbc.exe (VisualBasic Compiler) process. They are starting an instance
of vbc.exe via ProcessCreate, injecting the tool and resume the threat. The stolen passwords
are ending up in a temporary file, which is read in and added to the list of data to be
exfiltrated. HawkEye offers the following exfiltration options based on the configuration:
email, FTP, SFTP, HTTP POST to PanelURL API or ProxyURL.
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As mentioned above, in the comments of the main loop section, it also comes with several
anti-analysis features, including starting an anti-debugging thread or disabling certain AV-
related programs via the Image File Execution Options (IFEO) evasion technique by

registering invalid debuggers that redirect and effectively disable various system and security
applications.

d_ 1{object object_@)

Thread thread = object @ as Thread;
if (thread == null)
{

thread = new Thread(new ParameterizedThreadStart{<Module>.s
thread. = true;

thread.Start(Thread. 1=
Thread.Sleep(508);

for (53)

if (Debugger.

{

}

if (Debugger.IsLogging())

if (lthread.
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}
The following diagram summarizes the full infection process:
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Conclusion

Recent changes in both the ownership and development efforts of the HawkEye Reborn
keylogger/stealer demonstrate that this is a threat that will continue to experience ongoing
development and improvement moving forward. HawkEye has been active across the threat
landscape for a long time and will likely continue to be leveraged in the future as long as the
developer of this kit can monetize their efforts. While the Terms of Service have been written
in an attempt to absolve the developer of any wrongdoing, it is actively leveraged by
malicious adversaries. Organizations should be aware of this and similar threats and deploy
countermeasures such as Multi-Factor Authentication (MFA) solutions such as Duo, to help
reduce the impact of credential theft within their environments. Talos continues to monitor
this threat as it changes to ensure that customers remain protected from this and other
threats as they continue to emerge and evolve.

Coverage

Additional ways our customers can detect and block this threat are listed below.
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Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the
malware used by these threat actors.

Cisco Cloud Web Security (CWS) or Web Security Appliance (WSA) web scanning prevents
access to malicious websites and detects malware used in these attacks.

Email Security can block malicious emails sent by threat actors as part of their campaign.

Network Security appliances such as Next-Generation Firewall (NGFW), Next-Generation
Intrusion Prevention System (NGIPS), andMeraki MX can detect malicious activity
associated with this threat.

AMP Threat Grid helps identify malicious binaries and build protection into all Cisco Security
products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious
domains, IPs, and URLs, whether users are on or off the corporate network.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the
latest rule pack available for purchase on Snort.org.

Indicators of compromise

The following IOCs are associated with various malware distribution campaigns that were
observed during the analysis of Hawkeye Reborn v9 activity.

Attachment hashes (SHA256)

A list of hashes observed to be associated with malicious email attachments can be found
here.
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PE32 hashes (SHA256)

A list of hashes observed to be associated with malicious PE32 executables can be found

here.

Domains

The following domains have been observed to be associated with malware campaigns.

tfvn[.Jcom[.]vn
shirkeswitch[.]Jnet

guideofgeorgial[.]org

gulfclouds].]site

jhssourcingltd[.Jcom

kamagra4uk[.]Jcom
pioneerfitting[.Jcom

positronicsindia[.Jcom

scsegurosl.]pt
spldernet[.]Jcom
toshioco[.Jcom

www([.]happytohelpyoul.]in

IP addresses

The following IP addresses have been observed to be associated with malware campaigns.

112.213.89].]40
67.23.254[.161
62.212.33[.]98
153.92.5[.]124
185.117.22[.]197
23.94.188[.]246
67.23.254[.]170
72.52.150[.]218
148.66.136[.]62
107.180.24[.]253
108.179.246[.]138
18.221.35[.]214
94.46.15[.]200
66.23.237[.]186
72.52.150[.]218
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URLSs:

The following URLs have been observed to be associated with malware campaigns.

https[:)//a[.]Jpomf[.]cat/
http[:]//pomf[.]Jcat/upload[.]php
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