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Introduction

Russian language spam pushing Shade ransomware (also known as Troldesh ransomware)
has remained active since my previous ISC diary about it on 2018-11-29. However,
sometime in February 2019, this malicious spam (malspam) has altered its tactics slightly.
Instead of a zip archive directly attached to the malspam, recent emails have attached PDF
files with links to download the zip archive. Otherwise, this infection activity remains
relatively unchanged.

Details

Malspam pushing Shade has a variety of subjects, spoofed sending addresses, and
message text. The common theme is some sort of order or invoice. The attached PDF files
have links to download an alleged invoice, which was saved as pic.zip when | checked.
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Shown above: From malspam to PDF to downloaded zip archive.

Pic.zip contained a JavaScript (.js) file designed to infect a vulnerable Windows host when
double-clicked. Infection traffic remained similar to previous examples of Shade
ransomware, and my infected Windows host exhibited the expected behavior.
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Shown above: Downloaded zip archive and extracted .js file.
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Shown above: Traffic from the infection filtered in Wireshark.
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ZW+BhSuyxq, README4.txt READMEOD txt
X-1grkKO7H2v
72193

READMES.txt

READMES.txt README10.tx
t

READMELtxt READMEG.txt

README2.txt READMETY.txt

Bawu darnbl ObnKM 3awudpoBaHbl.

Umobe pacwudpoeaTe ux, Bam Heobxoaumo oTnpasumbe kog:
A7119344483C82A1BFE2|0

Ha 3NeKmpoHHbiA aapec pilotpilot088@gmail.com .

| lanee Bbl NoAy4yuTe BCe HeobOXoAWMble UHCMPYKUMU.

MonbiTkM pacumbpoBamb CAMOCTOATENbHO HE NPUBEAYM HU K YeMmy,
ECAU Bbl BCE Xe XOmWTe noneimambCH, mMo nNpejsaputenbHO (_ﬂ,eﬂdl;ll'll(:
X MNIMeHeHUA pacmmppoeka cCTaHem HeBOBMOH{HOﬁ HU npu Kakux ycr
ECNM Bbl He MOAYYUAU OmMBeTa No BbiweykazaHHOMY aapecy B Te4YeHk
BOCNONb3yWTECh (opMoi obpaTHOW CBA3U. ITO MOXHO CAenaTb ABYM
1) Ckavavme u ycmaHoeuTe Tor Browser no cceinke: https://www. -
B aapecHoWM cmpoke Tor Browser-a BBejume ajpec:
http://cryptsen7fod43rré.onion/

u Haxmume Enter. 3arpy3uTca cmpadHuua C dopmon obpamHon cBA3N
2) B nwbom Bpayzepe nepedaume No OAHOMY U3 AAPecOB:
http://cryptsen7fo43rré.onion. to/
http://cryptsen7fo43rré.onion. cab/

All the important files on your computer were encrypted.

To decrypt the files you should send the following code:
A7119344483C82A1BFE2|0

to e-mail address pilotpilot088@gmail.com .

Then you will receive all necessary instructions.

All the attempts of decryption by yourself will result only
If you still want to try to decrypt them by yourself please
the decryption will become impossible in case of any changes ~
4 11} »

12:19 AM
2/20/2019

)

Shown above: Desktop of an infected Windows host.
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Br1 MokeTe oTOPAaBATE co00meHHe Yepe3 (hopMy 0OpaTHOI CBS3H:
You can send the message using the following feedback form:

Bam e-mail / Your e-mail:

_ Moit xog mz Readme txt (emga 001122334455667TAAFF|0):
~ My code from Readme txt (1t looks like 0011223344556677AAFF|0):

S notepan ece Readme txt mubo He cMor HaHTH HH OQHOTO
I lost all my Readme txt files or did not find any of them

Texct coodmenma / The text of the message:

IosxanyHcTa, BEEOHTE TEKCT C KAPTHHEH:

Please enter the text from the image:

OtnpaeHTs / Send

Hugopmayua: Ha 0anHeiii MOMeHM UCNOTb3Vemca alzopumm wugpoearua RSA-3072. On Ae1aemca 00HUM U3 CAMbIX
KPUNIMOCMOLIKUX Memo0o6, U OaHHble, 3AUUBPOSAHHbIE UM, HE MO2YM Hbimb pacuiu@posanst be3 NPUsamMHO20 KIHoud.

Information: the current encryption algorithm is RSA-3072. If is one of the most cryptographically strong methods and
the data encrypted by it can not be decrypted without the private key. More...

Shown above: Decryption instructions from the Tor page.
Indicators of compromise (loCs)
The following are indicators associated with today's infection:

SHA256 hash:
6950efbd9d6d10fdd8f644a71b30e53a8d1dbd64976279d8a192a0c9459d06e1

o File name: pic.zakaz.pdf
o File size: 18,831 bytes
¢ File description: PDF attachment from malspam pushing Shade/Troldesh ransomware
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SHA256 hash: e76b93f6ab032e16f5f1d600cb061db49a10538b10a063561df95be94156ac0b

File name: pic.zip

File size: 3,493 bytes

File location: hxxp://simplerlife[.]pl/wp-content/themes/hueman/assets/admin/css/pic.zip
File description: Downloaded zip archive from link in PDF attachment

SHA256 hash: 17539e1a0c33fe2f98fa1b8fa282f9f3786ba15419e30ae6¢c4171ccff65338c9

e File size: 6,932 bytes
» File description: .js file extracted from pic.zip

SHA256 hash: 33dde2eed8ccb2b74c9d0feaf19c341354e54cb5d2c9e4755071f3fe22240381

o File size: 1,254,664 bytes

File location: hxxp://sidneyyin[.Jcom/templates/joomlage0084-aravnik/css/msg.jpg
File location: C:\Users\[username\AppData\Local\Temp\rad8EEC7.tmp

File location: C:\ProgramData\Windows\csrss.exe

File description: Downloaded zip archive from link in PDF attachment

Traffic from an infected Windows host:

e 62.212.69[.1227 port 80 - simplerlife[.]Jpl - GET /wp-
content/themes/hueman/assets/admin/css/pic.zip

e 74.220.207[.161 port 80 - sidneyyin[.Jcom - GET /templates/joomlage0084-
aravnik/css/msg.jpg

e Various IP addresses over various TCP ports - Tor traffic

e port 80 - whatismyipaddress.com - GET /

e port 80 - whatsmyip.net - GET /

Email address and URLs from the decryption instructions:

¢ pilotpilot088@gmail.com

o hxxp://cryptsen7fo43rr6[.Jonion/

o hxxp://cryptsen7fo43rr6[.Jonion.to/
o hxxp://cryptsen7fo43rr6[.Jonion.cab/

Final words

As | stated last time, Russian language malspam pushing Shade/Troldesh ransomware is
nothing new. Since [ first posted a diary about it back in 2016, it's never disappeared for
long. Nor is this malspam limited to Russian language. An example | documented in 2017
was from English malspam. This diary is yet another reminder the criminals behind this
malware remain active.
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Brad Duncan
brad [at] malware-traffic-analysis.net

Brad
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