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Apparently there is a new Russian botnet floating around by the name of Amadey. Despite
the very high price tag on Russian forums, it is a very simplistic bot that is quite honestly
poorly made.

SHA-1: B7235E2981456D29412AD935BDBCA140B6AD0151

Compiler info (from Exelnfo PE): Microsoft Visual C++ ver 5.0/6.0

Sample given by a friend.

The payload was not spreaded directly but rather was packed with a crypter. The crypter
seems to be TitanCrypt, based on the storage method (appended section which contains
the payload which was encrypted and then base64 encoded). The crypter’s code is
encrypted using a self-decryptor as well as heavily obfuscated, and is executed by using
windows API callbacks.
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moy  dword ptr ss :lebp-200,0
mov es5i,esp
push 122
push crypted.422A30
ca]] dword ptr ds:[<&Enumwindows>]
% esi,esp
1 crypted 401880
mnv eax,dword ptr ss:[lebp+E]
mow dwnrd ptr ss:[ebp—lcﬁ,eax
mov dword ptr ss:lebp-18[,0
mov esi,esp

maam b TEon

The code being passed as a callback function

The code is put into a layer of self decryption loop, after which we jump into a very
obfuscated region of code. After some (and by some | mean a lot) of manual analysis, the
important code where the payload is decrypted is identified.
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The decryption call:

jmp crypted.42ZFFb
mov dword ptr ss:|lebp-18],6F2DF779
Emp crypted. 425869
swap ecx
push 18
not edi
bswap di
movsX cx,dh
pop ecx
movzx edi,s
jmp crypted. 423550
je crypted.422D8E
push dword ptr ss:|lebp-34]
call =bx
cmp dword ptr ss:|[flebp-300,0
jmp crypted.425C3B
mov dword ptr ss:|[lebp-8[Jl, 35464424
jmp crypted. 426895
push AB2A3B3B
jmq crypted. 423A7D
call crypted.423975
sub ecx,ecx
TEa esi,dword ptr ss:|[ebp-110]
inc ecx
adc edi,29325FAF
or di,lD6A
sbb di,bx
sub ebhx,ebx
dec edi
Test eax,eax
cmovne ebx,ecx
sub esp,60
movsx edi,sp
MOVZX eCx,CX
not ecx
push 18
pop ecx
not di
mov edi,esi
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moy eax, dword
MOVWSX &CX,CX
lea esp,dword

shld di,si,c?
dec di
btc cx,F6

rol ecx,FB
test ebx,esi

movsx ecx,di
push eax
movzx edi,bp
ush esi

Tr ecx,FA
xadd esi,ecx
bswap ax
lea =ax, dword
ush eax

ea esp,dword
lea esi,dword
add ecx,ecx
stC

ush &

ts edi,ecx
pop ecx
shld di,ax,B6
not di
mov edi,esp
cmp cl1,bh
sub esp, 60
rep movsd
mow
push 18
pop ecx
movzx edi,bx
lea esi,dword
movzx edi,bp

P S

call crypted.42660C

ptr ss:|fflebp-&j

ptr ss:flesp+Cll

add eax,FFFFFFF4

push dword ptr ss:|[lebp-4]

ptr ss:|[lebp-78]

ptr
ptr

s5:|lesp-18]
55 :lebp-90]

add edi,7EF76A14

esi,46F50902

ptr ss:|[lebp-110]

crypted. 0042660C

.data:00423B99 crypted. exe:$23899 #23B99

@ Dump 1

4 Dump 2

@'y Dump 3

@Y Dump 4

4 Dump 5

& watch 1

lx=| Locals @ struct

Address | Hex

ASCIT

00030000
00030010
00030020
00030030
00030040
00030050
00030060
00030070
00030080
00030090
000300A0| 7
00030080
000300C0
000300D0
000300ED
000300F0
00030100

00
05

c3
BE
FA
99

Z2E
FA
99
BE
40
89 B9
D1
BF
9D
EO

99
5E
FA
99
6E

FA
99
BE
FA
a7

-...0VQt..q_-A.uU
CHO. o0.0H. THOHG.
0. MO M0, M0, M0 =
0. 30, 30, 30, %0, 380
CEO.H0.%¥z0%80. @,
EN.sO! YT, 2fix. ' 1
G0, @00aRk. =M. 0.

The code decryption call
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e Dump 1 ¥ Dump 2 @ Dump 3 @ Dump 4 % Dump 5 & watch 1 lx= Locals # struct

Address |Hex ASCIT

00030000|01 00 00 00|35 56 71 74|00 00 71 5F [4D 5A 90 00|L...5vQt..q_MZ..
00030010(03 00 00 00|04 OO0 00 OO|FF FF 00 00 (BB 00 00 O0|........ VY. .
00030020(00 00 00 00|40 0O OO0 00|00 OO 00 0000 00 00 00|....@...........
0003003000 00 OO0 QO (00 OO0 00 CO|00 OO0 00 00|00 00 00 00| ... nnn.
0003004000 00 OO0 QO (00 OO0 OO0 CO|BO OO 00 OO|0E LF BA OE|....cvevevunn. @

00030050|00 B4 09 CD|21 B8 01 4C|CD 21 54 68|69 73 20 70|. .1! .LI!This b
00030060|72 6F &7 72|61 6D 20 63|61 6E BE 6F |74 20 62 65|rogram cannot be
00030070|20 72 75 6E|20 69 6E 20|44 4F 53 20|6D 6F 64 65| run in DOS mode

00030080|2E OD 0D 0A|24 00 00 00|00 00 OO 00|50 45 00 00|....%....... PE..
00030090(4C 01 05 00|92 6E 5A 5C|00 62 00 00|96 04 00 OO|L....nZ%.b......
000300A0(EQ0 00 O7 03 |0B 01 02 38|00 36 00 00|00 SE 00 0O0|a...... B.6...A..
00030080|00 42 01 00 (40 12 00 00|00 10 00 00|00 50 00 00|.B..&........ [Poc
000300C0(00 00 40 00|00 10 00 00|00 02 00 00|04 00 00 OO|.. @ ... ...t
000300D0(01 00 00 00|04 00 Q0 00|00 00 Q0 0000 EO 01 O0f.......c.unnn. a..
C000300EC|00 04 00 00|4D 7D 01 00|02 00 00 00|00 00 20 00|....M}.....un. -
000300F0Q |00 10 00 00|00 00 10 00|00 10 00 00|00 00 00 00| ......cvvveennnnn
00030100110 00 00 00100 00 00 00100 00 00 00100 DO 01 00 B

After the call
Stepping over the call, we see the region decrypted rather clearly. Dumping this, we get the
actual payload.

SHA1: 3E4CD703DEEF2CFD1726095987766E2F062E9C57
Compiler info: FreeBASIC Compiler v0.14 — 0.17

The malware in question is “Amadey”, a new bot that is sold on a Russian forum. Link to
thread content in Russian. It goes for $600 for a license, and for the high price cap the
author is extra nice in his customer service — he delivered the symbols for us within the
binary, allowing reverse engineers to inspect it with great ease : )

B __cdecl main([ll argc. const char xxargu, const char =xenup)
{
char =vu3; // eax
char =u4; // eax
char =u6; // [esptOh] [ebp-8h]

_alloca((size_t)ue);
__main();

aBypassUAC( ) ;

U3 = (char =)aGetSelfPath(];
aDropToSystem{v3);

v4 = (char x)aGetSelfDestination(0);
aAutoRunSet(u4);

aBasic(0);

return 9;

Main function
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B =BypassunAC(uvoid)
{
Bl result; // eax

char =vl1; // eax

if ( '(unsigned __int8)aGetProcessIL() )
aBasic(1):
while ( 1 )

{ UAC bypass just runs
result = aGetProcessIL():

if ( (_BYTE)result )
break ;
vl = (char =)aGetSelfPathi();
aRunAsAdmin(ul);
}

return result:

self as admin...

B z2GetProcessIL{void)
{

const char xSource; // eax
CHAR Dest; // [espt20h] [ebp-118h]

aFillChar( &Dest) ;

Source = (const char x)aGetProgramDir();
strcat(&Dest, Source);

strcat(&Dest, aElevateFile);

aCreateFile( &Dest) ;

return (unsigned __int8)aFileExists(&Dest) == 1;

Terrible permission check by creating a file in a privileged folder

Startup is added by executing the command “REG ADD
“‘HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders” /f /v
Startup /t REG_SZ /d path_to_folder_containing_the_file”

5/6



loc_483

lea

mov

call

lea

mov

lea

mov

lea

mov

call

mov

lea

mov

call

mov

lea

mov : ,

call __Z5aParsPcS_

mov eax, _alimeQut

mov esp ;" eax ; dwMilliseconds

call

sub

Jmp

The bot is not too mterestlng, it is in fact very simplistic. | would write more about the bot
but...there is nothing else to write about. The programmer was nice enough to ship the file
with symbols for us, making things a lot easier and in the process of doing so defeated the
point of him encrypting strings. All files are available on virustotal and virusbay as usual.

View Comments ...
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