SUCEFUL: Next Generation ATM Malware
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You dip your debit card in an autoated teller machine (ATM) and suddenly realize it is stuck
inside, what happened?

a) You took too much time entering details.

b) There was an error in the network connection to the bank.

c) The machine is infected with malware and your card was intentionally retained to be
ejected to the crooks once you walk away asking for help.

If you answered ‘c’ you might be correct! FireEye Labs discovered a new piece of ATM
malware (4BDD67FF852C221112337FECD0681EAC) that we detect as
Backdoor.ATM.Suceful (the name comes from a typo made by the malware authors), which
targets cardholders and is able to retain debit cards on infected ATMs, disable alarms, or
read the debit card tracks.

ATM malware is not new, back in 2013 and 2014 threats like Ploutus[1] or PadPin[2]
(Tyupkin) were used to empty ATMs in Mexico, Russia and other countries, but SUCEFUL
offers a new twist by targeting the cardholders.

SUCEFUL was recently uploaded to VirusTotal (VT) from Russia, and based on its
timestamp, it was likely created on August 25, 2015. It might still be in its development
phase; however, the features provided are shocking and never seen before in ATM malware.
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Figure 1. SUCEFUL Testing Interface

By clicking on different buttons in the GUI shown in Figure 1. The malware authors can test if
the malware operates properly; the word “SUCEFUL” is displayed in the text box indicating
success.

Potential SUCEFUL capabilities in Diebold or NCR ATMs include:

1. Reading all the credit/debit card track data

2. Reading data from the chip of the card

3. Control of the malware via ATM PIN pad

4. Retention or ejection of the card on demand: This could be used to steal physical cards
5. Suppressing ATM sensors to avoid detection

XFS Manager

Similar to Ploutus and PadPin, SUCEFUL interacts with a middleware called XFS Manager
which is part of the WOSA/XFS[3] Standard that major vendors comply with. The XFS
Manager is the interface between the application (malware in this case) and the peripheral
devices (e.g., printer, dispenser, card reader, in pad) as shown at Figure 2.
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Figure 2. WOSA/XFS Architecture

One benefit of the XFS Manager is that it is vendor independent, similar to Java’s “Write
once, run anywhere” mantra. This means that it can be used maliciously by ATM malware, so
that it can run transparently in multiple hardware vendors. This is the case of SUCEFUL,
which is targeted for Diebold and NCR.

Every vendor has its own implementation of the XFS Manager with proper security controls
in place; however, they also support the default XFS Manager template provided by
WOSA/XFS Standard allowing the attackers to create their own interface with the ATM.

The Service Provider Interfaces (XFS SPIs) are vendor-dependent developed to provide the
functionality of their own hardware.

Establishing a connection with the XFS Manager

As shown in Figure 3, the first step before starting interacting with the ATMs peripheral
devices is to establish a connection with the XFS Manager via WFSStartup API.

dext 00402048 push ebp

Ldext 00502049 mow ebp, esp
text:00502D4B add esp, BFFFFFFBCh
text:00402D4E moy [ebpevar_38], edx
Ltext 004082051 movy [ebpevar_34], eax
text:00hA2D5L moy eax, offset stru_LBASHC
text:00402D59 call @ [InitExceptBlockLDTC
text:00402D5E push offset unk_ 4H4OBFF8
text:-004D2D63 push dword_4p19@
text:OM4AZDAD call WFESStartup_LBCcT18
text:00402D6F moy error_num_4BBFFO, eax
textoo0s02D74 chp error_num_4oBFFa, @

Figure 3. Connecting with the XFS Manager via XFSStartUp API

Opening sessions with the peripheral devices

The next step is to open sessions with the peripheral devices via the Service Providers (XFS
SPIs) through the XFS Manager by calling WFSOpen or WFSAsyncOpen APIs where the
first parameter is the Logical Device Name.

In Figure 4, a session with Diebold Card Reader is being initiated where the logical device
name is “DBD_MotoCardRdr”.

-Eent rH0RBICOR R Device S09194, offset s0bd_mobtocard @ © "DHD MOTOCARDREDR™
L EERt D NISBICE L paish aFFset word _WOCTIN

Eext HISEICES push oFFzet wnk_SOCWIE

LEent D NBSBICEE pash oFFset wnk_&OC234 ; _DMHRD
RLLERE LT ] push dword _hig 198 i DNORD
LEent i NDNDICFR push dwnrd _W0C&S 0 i DWOED
EERL DI paish dwnird WOGFEE L
LEERL R D paish (T T THeT i+ _DAMIRD
«RERL 0 RI0 paish dsinrd WOC22N i _DuOED
SEewt o BENIIDI1 push Device W@919h i _DMOED
SEERE IR EIDTT call W Sdpen_Wic? e

Figure 4. Diebold Card Reader

In Figure 5, a session with NCR Card Reader is being initiated where the logical device
name is “IDCardUnit1”:
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Jrexl : ABIERD Aoy Device 489194, offFset aldcardunitl ; “lDCardUnive™

el GBIEDS push offset woird 4OC234

Jtext c GBBIEIR push of fset unk_LiChIE

ek BBGBIELD push offsel unk_LOCE34 ; _DWORD
Jtexk c BNBIELS push duard L0198 i _DRORD
ek BB UIELE push duord HOCHS B _DRORD
Stexk : BBMOIEST push dwnrd_ BIGEREG i _MRIRD
Stexkc OBMOIEST push dword_LOC2EE _DRIRD
Stk s ABMBIESD push dunird_BOE22 Y 7 _DRIRD
SJtenk c BBNIEAD sk Deirlce_WB9194 i _DRIRD
Jtext c OBBIELD call WF Shpen kLT oc

Figure 5. NCR Card Reader

In Figure 6, a session with the Sensors and Indicators Unit (SIU) is being initiated:

-text:B84B5CFE oy Device 489194, offset aSiu ; “SIU”
text:00ua5DBE push ofFfset word WBC23Y4
text:00ua5DAD push ofFfset unk WOCLIE
Stext:@8h05D12 push offset wunk_ HKOC236 ; DWORD
text:0Baua5D17 push duord 4B9198 ; _DHORD
text:08LBSD1D push duword 4HBCAS%0 ;  DWORD
Stext:oauasD2a push duword 4RC2ZE : _DHORD
StexRtOnaps0D2Y push duord_LRC22H ; _DHORD
Stext oS0 F push dunrd_4BC2EN 3 _DHORD
Stext0naRs0Das push I}IFl.l‘ll:F_ll-ﬂ'iH'Nl ; _DWHORD
et 0napsDan call WEsDpen_uDET OC

Figure 6. Sensors and Indicators Unit
The SIU provides functions to operate port (indicators) categories including but not limited to:

e Door Sensors: cabinet, safe, or vandal shield doors
o Alarm Sensors: tamper, seismic, or heat sensors
e Proximity Sensors

In Figure 7, a session with NCR PIN pad is being initiated where the device logical name is
“Pinpad1”.

Jtext s DBh0S 008 nou Device &B9194, oFfFset aPinpadi ; “Pinpadi”
JtextoDREDS@12 push ofFFset waird_LOC23N
JtextoDBEDS@1T push oFFset unk_4BCHIE
JestieRls 10 push offset unk_4%0CZ36 ; _DWORD
Lt B0 a1 push dword_bhDF198 : _DUDRD
LEEthenDGg e r push dirnd_HOCHS b : _DUDRDK
LEEwt o nens @D push dward_KOC22C : _DUORD
AT T LTI HE] push dwsiiid BOC2 2R 3 _DUORD
A T LTI H push sl BOC2 24 :  DUORD
LrEst o DRRDS B3R push Deuice NB9194 : _DUDRD
Jrewt s DBhis ks call WFShpen_4acyT ac

Figure 7. Connecting with the ATM PIN pad

By reading information from the PIN pad, the crooks could interact with the ATM malware.

Interacting with the peripheral devices

Once a session has been opened, the APIs WFSExecute or WFSAsyncExecute can be used
to request specific operations to the peripheral devices where the second parameter is the
command to be executed.

Reading debit card track data
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In Figure 8, the WFS_CMD _IDC_READ_RAW_DATA command instructs the card reader to
read all the track data and chip if a card is inserted or wait to read it as soon as the card has
been inserted or pulled through.

Jegh o dBhDdasE push of Fsel wnk_&BC208 ; _DUDRD

Jegk o n@hnaT e push disord_WOCAS0 i _MARD

Jegton@nnmaTy 1ea ek, [ebpeuvar T0]

SJLedt i nannanTe push L] i _MMIRD

JEEdk s nEy T e push LIH ] i _MMED

ek m@hnaaen LT al, wnrd hBCEIL

CEEHE B ITARG push Ay : _MMIRD

JEEdk s nBaiEng f call WFSExpcute &SOCA&FR ; BRCF = WFS_CHD_IDC_READ_EAW_DATA

Figure 8. WFS_CMD_IDC_READ_ RAW_DATA Command

Track 1 & 2 contain information like cardholder’s name, account number, expiration date,
encrypted PIN, etc.

Retain and/or Eject debit card

The WFS_CMD _IDC_RETAIN_CARD command in Figure 9 instructs the Card Reader to
retain the card:

SEexk : BBLHSHLA push ofFset unk_RBC208 [ _AORD

-Eexk - BELHSHLF push dward_ hBECESE ; _DMIRD

SEext : BIBMISHSS 1ra pidx, [ehpsuvar_us]

JEexk OB ISHERR push rdx ; _DMOHD

JEexk D BB ISHER push BLCHR 7 _DMHD

Eexk - BENSHSE Ry cx, word_ S00234

ek D BB IS HAS push rCX ; _DMOHD

Eexk - BBY IS HOS call WFSExpcute RBCSFR [ OxCC = WFS_CHD_IDC_HETAIN_CARD

Figure 9. WFS_CMD_IDC_RETAIN_CARD

In Figure 10, the WFS_CMD _IDC_EJECT_CARD command instructs the Card Reader to
eject the card:

LErxk D BBYISEAE push oFfFset unk_LBCZO0 [ _DWORD

TRk BBUISRTI push dword NOCAS R HLL

SEEEE  BBISEETY lea edy, [ebpruar %%]

SRk ORISR push ] : _DNORD

SLeal : ABLISATD Push dan : _DWORD

el : ABGOSEED [t cx, word HEC23N

Ltk GBLOSERD pust rCX ; _DVMRD

Stexk D BBLISEEA call WFiExecute_LBCSER [ BCE = W3S _CHD_IDC_EJECT_CARD

Figure 10. WFS_CMD_IDC_EJECT_CARD

This RETAIN and EJECT commands suggest that the malware authors can retain debit
cards inserted into the ATM and eject them whenever they want stealing the physical card
from the victims.

Interact with the Malware via PIN pad

In Figure 11, the WFS_CMD_PIN_GET_DATA command is used to read the keystrokes
entered by the cardholder (or attacker) in the PIN pad.

et DBhns DRD push Bax + _DUDRD

Sbext: B8k DRE push dward_BBLASD + _DUDRD

Stewtc OBhsb DG lea wdx, [ehpsovar Dy

SEext C nahmn ncn push Lk 7 _WIHD

LR LU T ush 1VER i DEORD

SEEELC DD oo moy CX Word_4icin

Sbewdc dnhsd 007 push [ ; _DUDRD

ek BB s DDE call WEExrcute MOCAFL ; Owi198 =3 WFS_CHD_PIM_EET_DATA
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Figure 11. WFS_CMD_PIN_GET_DATA

Once the input is read, a loop will run to identify the keys typed in the Pin pad, which can be
Key0-9, Key-ENTER, Key-CANCEL or KEY-CLEAR. In Figure 12, the Key-0 and Key-1 are
being checked:

i l.'du:l, nl'-F-.'rI.aHryE = URey-r
lea eax, [ebp+var_C] ; Chis
call Bsystem@ansistring@ibetriqqrpec ; System::ansistring::Ansistringy
inc [ebpevar_uC]
noy edx, [eax]
moy vax, [ebp+var 8&]
moy eax, [eax]
noy ecx, [eax]
call dword ptr [ecx+3Eh]
dec tehp-uar J|I::|
liea vax, [ebp+var L]
mou edx, 2
call lectroy 4B7IER
¥
=
loc_NBE220:
My ecx, [ebpsvar BO]
meay eax, [ecx+Z]
Y rdx, [rax]
CHf dword ptr [edxs+2], 2
jnz short lec_aB&2TA
|

rcx, _Forml

eax, [eck+318h]

eax, 220h

[ebpruwar B8], eax
[ebp+war_ 58], ZCh

edx, offset aleyl ; ““Heg-1
eax, [ebpevar_ 18] ; this

Bsystem@ansistringEib

Figure 12. Pin pad Keys check

Disabling ATM Sensors

In Figure 13, the WFS_CMD_SIU_SET_PORTS command could be able to set or clear ATM

output ports (indicators) in order to avoid triggering the alarms, some of the sensors that can
be controlled are:

o Turn on/off the Audible Alarm device

o Turn on/off the Facial light

e Turn on/off the Audio indicator

e Turn on/off the Internal Heating device

SLeht s @k BuF2T push offset duord_ LDCAH&E

LJEext - AahBLhE 20 push hmd

SEewt DBanF32 push dward _NOCASR 7 _DUDRD

etz B@hBLFIA lea ecx, [ebpivar_EN] ; _DWEORD

SEEn  anh e aE rsh L1 i DUDRD

EERh  DahaLnrar push :kzn i FUDRD

LUEal s DD anE Ly i ax, werd BOC23A4 ;  DUDRD

LEEx ok aLE 4a push rax + _DEIRD

LText DR NFuE call WFEAspnCExecute  Me322 =3 WFE_CHD_STU_SET_FDRTS

Figure 13. WFS_CMD_SIU_SET_PORTS

In Figure 14 the WFS_CMD_SIU_SET_AUXILIARY command is used to set the status of an
Auxiliary indicator including but not limited to:
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WFS_SIU_VOLUME: Set the value of the volume control
WF_SIU_REMOTE_STATUS_MONITOR: Set the value of the Remote Status Monitor
WFS_SIU_AUDIBLE_ALARM: Set the value of the Audible Alarm

BT T AT piish oFFsel dwbird_4BCEa%E

Stext: ARARS 187 push Wi

Ltext : BN 0S a0 push dword_4SOCE5Ea 7 _DMORD

Ltext:DOsES113 1ea edx, [ebpevar_ k4] ; _DAAIRD

Jextc 00sEE114 push wix 7 _DWORD

SLext: ARS 117 push I25h i _DNORD

BLCE I | LTk A L o, word_WOCZ3N ; _DUORD

LEext: IARS123 push PLE 5 _DWORD

Stext DORES12Y call WFSasyncEsecute ; B3IS =3 WUFS_DMD_S10_SET_RUXILIARY

Figure 14. WFS_CMD_SIU_SET_AUXILIARY

DLL Hooking

Although DLL Hooking is not a novel technique, it is interesting to understand the reason this
is being done inside an ATM. SUCEFUL is able to hook the WFSAsyncExecute API in order
to control and monitor all the commands issued to the peripheral devices, this is done by
replacing the first 6 bytes of the API Entry point with a classical push <malware_func>, ret
instruction (see Figure 15) to redirect execution, as well as patching the RVA address in the
Export Directory pointing to WFSAsyncExecute Entry point.

Stext: BRABYIER L] tyte WOCH&E, &Ah ; PUSH

Ltext: BNABYIEF MY pax, offset HookFunoc ; ADDRESS
Stext: BOsBUTFL 2121 duwnrd_4MBCSEE, rax

Stext: BORBLTFD Aoy byte bOCA&FH, UC3ER ; RETURH
Ltextc GdshFan 1ea edx, [ebpsflildProtect])

BT TR UL ] push eilx : 1pFl0ldPratect
Botiad LTk push L] i FlHewProtect
LHext ; BONBNT B push [ 3 dwsize

LJtext B0NBLZ R push [ebp+iphddress] ; lpAddress
Stext o DhBLT call Uirtualfratect

et DORBLT 0 push sfFset HumberdfFBgtesdritten ; 1pHunber0fFByptesiead
MCEL LT THE LY pliah [ : ntiEe

Jext: DABLZIT push ofFset unk _BOCASH | LphufFer
Ltext: BNNBRZAL push [ebpeipnddress] 3 1pkasenddress
Ltext: BNNBRZIF call LetturrentProcess

MRS LT TR plsh rax ; hProcess

S EELR IET DHFLY call o a1 e i 5 Wi i i

SJOEED D DORBYEIR plsh nffset HumberDflgtesdvitien [ IpbunberDfRiptesie BT Een
SRR D INBYTT plsh [UH] y nElze

IR IIL] TFH push pFFSEE byte WOCHSE | LpBuaffer

M R TET THH T Push [ebpelphddiress] § lpBasenddress
MCH] S DT LY call EethurreantPracess

LHext: BISBLFIE push rax : hPFrocess

Ltext: DNBLYTIF call WritePfro o s sHEmo ey

Figure 15. Hooking WFSAsyncExecute API

Conclusion

Since it is impossible to ascertain whether a retained card is due to this malware, keep the
contact number for your bank in your phone and call it while keeping eyes on the ATM.

SUCEFUL is the first multi-vendor ATM Malware targeting cardholders, created to steal the
tracks of the debit cards but also to steal the actual physical cards, which is definitely raising
the bar of sophistication of this type of threats.

List of known MD5s

4bdd67ff852c221112337fecd0681eac - Backdoor.ATM.Suceful
f74755b92ffe04f97ac506960e6324bb - Backdoor.ATM.Suceful

8/9



[1] Ploutus: http://www.symantec.com/connect/blogs/texting-atms-cash-shows-
cybercriminals-increasing-sophisticatio

[2] Padpin: https://www.symantec.com/security _response/writeup.jsp?docid=2014-051213-
0525-99&tabid=2

[3] WOSA/XFS: http://lwww.cen.eu/work/areas/ict/ebusiness/pages/ws-xfs.aspx
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