Operation Potao Express: Analysis of a cyber-espionage
toolkit
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Operation Patao Express — Attackers spying on high-value targets in Ukraine, Russia and
Belarus, and their TrueCrypt-encrypted data.

Attackers spying on high-value targets in Ukraine, Russia and Belarus, and their TrueCrypt-
encrypted data

We presented our initial findings based on research into the Win32/Potao malware family in
June, in our CCCC 2015 presentation in Copenhagen. Today, we are releasing the full
whitepaper on the Potao malware with additional findings, the cyberespionage campaigns
where it was employed, and its connection to a backdoor in the form of a modified version
of the TrueCrypt encryption software.

Like BlackEnergy, the malware used by the so-called Sandworm APT group (also known as
Quedagh), Potao is an example of targeted espionage malware directed mostly at targets in
Ukraine and a number of other post-Soviet countries, including Russia, Georgia and
Belarus.
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http://www.welivesecurity.com/2015/07/30/operation-potao-express/
http://virusradar.com/en/Win32_Potao/detail
http://cccc-2015.com/#program
http://www.welivesecurity.com/wp-content/uploads/2015/07/Operation-Potao-Express_final_v2.pdf
http://www.welivesecurity.com/2014/10/14/cve-2014-4114-details-august-blackenergy-powerpoint-campaigns/
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Figure 1- Detection statistics for Win32/Potao according to ESET LiveGrid®

The attacks conducted using the Win32/Potao malware family span the past 5 years, the
first detections dating back to 2011. The attackers are, however, still very active, with the
most recent infiltration attempts detected by ESET in July 2015.

The timeline below lists a selection of Potao attack campaigns and other related events.
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Figure 2 — Timeline of selected Patao campaigns

Among the victims identified, the most notable high-value targets include Ukrainian
government and military entities and one of the major Ukrainian news agencies. The
malware was also used to spy on members of MMM, a Ponzi scheme popular in Russia
and Ukraine.

Malware Techniques

When the criminals shifted their focus from attacking targets in Russia to others in Ukraine,
they began sending personalized SMS messages to their potential victims to lure them to
landing pages hosting the malware, disguised as postal tracking sites.

We haven’t noticed Win32/Potao employing any exploits and the malware isn’t particularly
technically advanced. (Shouldn’t call it an APT then, right?) Yet it does contain a few other
interesting techniques that ‘get the job done’, like the mechanism for spreading via USB
drives and disguising executables as Word and Excel documents, as in the following
examples:
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Figure 3 — Potao droppers with MS Word icons and file names used in attacks against high-value
Ukrainian targets to capture the interest of recipients

Trojanized TrueCrypt

An (A)PT malware family that has gone relatively unnoticed for five years and that has also
been used to spy on Ukrainian governmental and military targets is certainly interesting in
and of itself. However, perhaps the most attention-grabbing discovery related to this case
was when we observed a connection to the popular open-source encryption software,
TrueCrypt.

We found out that the website fruecryptrussia.ru has been serving modified versions of the
encryption software that included a backdoor to selected targets. Clean versions of the
application are served to normal visitors to the website, i.e. people who aren’t of interest to
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https://en.wikipedia.org/wiki/MMM_%28Ponzi_scheme_company%29

the attackers. ESET detects the trojanized TrueCrypt as Win32/FakeTC. TrueCrypt Russia’s

domain was also used as a C&C server for the malware.

» \ TrueCrypt Ha Pycckom!
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FnasHasA O npoekre Hosoctn JlokymMeHTaumsa
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WINDOWS 7 b MAC 0S X
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Mocobue Ans YalHWKOB

TrueCrypt - Tenepb B Poccun

lndpoBaHne aaHHBIX — 0AWH M3 Hambonee 3¢ deKTUBHBbIX
cnoceboB 3alMThl KOHGUASHUWaNbHOA MHpopMaLUMK Ana
BU3NYECKMX W IOPUONYECKMX NWL. B COBPEMEHHOM MWPE BaXHast
WHbopMaums (NepcoHanbHble AaHHble, Naponu, gannbl Nog
rpudoM KOMMEpYecKor TalHbl) MOXET DbiTb MoxXuLLeHa
3M0YMbIWAEeHHWKaMK. Hanbonee onTMManbHbIM BEIXOLOM B
nofo0HOM CUTYaLMKM SBNAETCS UCMONb30BaHME COBPEMEHHbIX
CPeAcTB WH(POoBaHMs, NO3BOAAOLWMX NPEeAcTBPATUTL XMLLEHWE
Ba)HOW MH(opMaumK.

Cpeau MHOXECTBa MPorpaMMHbIX PEWEHMA B 0BnacTk

WK POBaHKUA AaHHBIX NMAWDYIOLME NO3MLMKM 3aHMMaeT
TrueCrypt — GecnnaTHoe MO, No cBoeMy (hyHKUMOHANY M YA0BGCTBY MCMONB30BAHUA HE YCTYMawllee
NAaTHBIM NPOrpaMMan.
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Bupoeoypoku TrueCrypt

LWWndposBaHne «Ha nery»

OTAMHHUTENBHOM ocobDeHHoCTbi0 TrueCrypt ABARETCA BO3MOMHOCTb paboThl «Ha neTy» (aHrn. - On-
the-fly encryption). bnarogaps 3ToW GQyHKUWK Bbl MOXETE WKGpPOBaTh MHOOPMaUWIO B PeanbHOM
BpeMeHW, paboTad Ha BUPTyanbHOM 3allMdpoBaHHOM NOMMYECKOM AWCKE, KOTOPBIA XpaHWTCA Ha
KoMMNbloTepe B BWAe (aiina. Bce gaHHble B 3TOM pa3jene (BKIOYan KaTanork M NogKatanoru)
KOOWMPYHOTCA M AOCTYNHBI TONbKO 8BTOPWM30BAHHOMY NONb30BATEND. Takan cxeMma padoTbl NO3BoNAeT
Nerko 1 BbICTPO MCMONb30BaTL 3allMpPOoBaHHbIA AUCK M NPM HEOOX0AMMOCTM KONMPOBATL MK Aawe
yoanaTe erc.

OcHoOBHble BO3MOXHoCTH TrueCrypt

C noMolysky TrueCrypt Nonb30BaTens MOXET: MOMHOCTEH 3allMdpoBaTe onpefeneHHBld pasgen
KECTKOro JMCKa, Co34aTh CneunanbHbli ¢ainosblid KOHTERHED (MO3BONAKLIMA NETKe KOMMPOBATD
WMNK yOansaTh COAEDPMUMOE) UMK ¥e 3allMdpoBaTe oTAeNbHOe YCTPOACTBO, HanpuMep dnelw-
HaKOMWTENb.

JononHWTeNbHblE BO3MOXHOCTH TrueCrypt:

- OTCYTCTBME HEOOXDAMMOCTK YCTaHOBKK (chain nporpamMmbl MOXHO 3anyckaTs 6e3 npouecca
MHCTANNALUMK);

- M3MeHeHWe naponeil 6e3 yTepu MHhOpMaLKK;

- BO3MOXHOCTb Ha3HaueHMa hot keys Ans MOHTMDOBaHMA MKW Da3sMOHTMDOBaHWA paboTarolero

Figure 4 — TrueCrypt Russia’s Website

The connection to Win32/Potao, which is a different malware family from Win32/FakeTC, is
that FakeTC has been used to deliver Potao to victims’ systems in a number of cases.

FakeTC is not, however, merely an infection vector for Potao (and possibly other malware)
but a fully functional and dangerous backdoor designed to exfiltrate files from the espionage
victims’ encrypted drives.
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http://virusradar.com/en/Win32_FakeTC/detail
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Figure 5 — Interface of the trojanized Russian TrueCrypt

In addition to the selective targeting (deciding to whom to serve the trojanized version
instead of the clean one), the backdoor code also contained triggers that would only
activate the malicious data-stealing functionality for active, long-term TrueCrypt users.
These were surely contributing factors to the malware’s going unnoticed for such a long
time.

Further details on both Win32/Potao and Win32/FakeTC, including a technical analysis of
the malware, description of plugins, infection vectors, C&C communication protocol and
other spreading campaigns not mentioned in this blog post are included in our
comprehensive whitepaper.

Indicators of Compromise (IOC) that can be used to identify an infection can be found in the
whitepaper or on github: https://github.com/eset/malware-ioc/tree/master/potao
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Sign up to receive an email update whenever a new article is published in
our Ukraine Crisis — Digital Security Resource Center
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https://github.com/eset/malware-ioc/tree/master/potao
https://www.welivesecurity.com/category/ukraine-crisis-digital-security-resource-center/
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