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This post describes the infection process of the latest version of the Bunitu Proxy Trojan as
seen delivered by the Neutrino Exploit Kit via a malvertising campaign.

We will start from a high-level overview of the issue and used elements. Then, we will dive
deeper in the used techniques of hiding and obfuscating the modules.

What is Bunitu Proxy and why is it dangerous?

As its name suggests, Bunitu Proxy is a Trojan that exposes the infected computer to be
used as a proxy for remote clients. It is done in a few steps:

1. Installs itself on the machine

2. Opens ports for the remote connections

3. Registers itself in the remote server (clients database) informing about its address and
open ports

4. Accepts connections coming on the exposed ports and bypasses the traffic

It may have various consequences for the infected user. Basically, it uses his/her resources
and slows down the network traffic. But it may also frame him/her in some illegal activities
carried by the attackers due to the fact that the infected client’s IP is the one visible from the
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outside.

Read more: Who’s Behind Your Proxy? Uncovering Bunitu’s Secrets

How is the infection carried?

Bunitu has been dropped from various exploit kits. On June 10th 2015, as Websense
Security Labs described in their post, it was dropped by the Angler Exploit Kit. This time, a
similar payload is distributed by Neutrino EK.

Role of Neutrino EK

A malvertising from Adcash (they have been notified and the problem is already fixed)
redirected users to the Neutrino EK via a compromised site and rotator.

The below screenshot from Fiddler Web Debugger, shows the chain of URLs on the way of
dropping the malicious payload:

4> Fiddler Web Debugger
File Edit Rules Tools View Help GET/book [% GeoEdge

) #4 Replay X~ b Go ‘ Stream i Decode | Keep: All sessions = &F Any Process 33 Find [ Save | (5] @ & Browse ~ @Clear Cache T TetWizard | [ Tearoff | M5

# Protocol Host  URL Body Process Comments

“¥1 HTITP www.adcash.com [script/packcpm.php?r=211675&runauction=1&crr=6ea240c382... 819 iexplore.. Malvertising

“%2 HTTP www.adcash.com [script/packcpm.php?k=559562ddbbfof5120103.8463641&h=2e... 300 iexplore.. Malvertising

€¥3 HITP .com [ 458,562 iexplore:... Compromised site

€¥#34 HTTP eu [ i/indexc.php 531 iexplore.. Rotator

€¥#43 HTTP ugkynknc.gaelrhvvyricus.ci:4943 [mental/6022/until/91530/younger /99086 twilight/32526/soon... 536 iexplore.. Neutrino EK

@4? HTTP ugkynknc.gaelrhvvyricus.c:4943 [assume/58552/cart/41911/swift/59579 /false/2500/vital/4087... 52,433 iexplore.. SWF exploit CVE-2015-3113
[El s6 urTP gsrcr.gaelrhvvyricus.c:45513  [cunning /2642 /time/cock/adventure /84022 /west/18450/group... 131,218 wscript... Payload

The rotator (.eu domain) does its job of switching to a new sub-domain every few minutes.
This technique is often used to bypass blacklists because the malicious URLs are ‘moving
targets’:

Rotate URL every x minutes I

type="tex
html, body {
overflow: hidden;
padding: Opx;
{ margin: 0px;
RS

Neutrino EK landing URL

=direct width= = height=  src=" /

http:/fzaajfru.xlsgobdxwkkxrzcpg.ga: 33775/ form/41117/security/74689/noon/boil/first
835/exact/56633/"
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And the landing page carried the exploit:

'115" height="110"
name="movie

goolor” value="#fffff
name="allowScriptA 5" value="always"
="high" width="115" height="110" src=
"fslab.phtml?story=217178&stack=069183&bitter=duchess&endless=hard&boot=98434&moonlight=fifteen&
expensive=clusterfcasual=snore&worth=extreme" align="middle" name="ghubj" ="true" ="false"
="high" ="sameDomain" type="application/x-shockwawve-flash" =
"http://www.macromedia.com/go/getflashplayer"

At this stage, users of Malwarebytes Anti-Exploit were protected — the product detected and
stopped the malicious activity.

e R - e
: |\-§} hittp:// .com) Lo~-B XH C - ‘ ‘ {n} W St

Malwarebytes Anti-Exploit 61

Malwarebytes Anti-Exploit has
blocked an exploit attempt

Application: Internet Explorer {(and add-ons)

Protection Layer: Protection Against QS Security Bypass
Protection Technigue: Exploit Stack Pivoting attempt blocked
File/Process Blocked: A
Attacking URL: NfA

Malwarebytes
ANTI-EXPLOIT
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But if deployed on a vulnerable, unprotected machine, infection followed further — the
payload was dropped and deployed.

Payload: Bunitu Proxy

Infection symptoms

Looking at the payload from outside, we will see just a typical installer (with an NSIS installer
icon).

It pretends to be a legitimate piece of software — scamming an existing product: ManyCam
by Visicom Media.

After dropping the malicious DLL (described in details further), the installer tries to run it.
Then we witness the attempt of opening the ports for incoming connections.

Windows Firewall alerts about this attempt (it seems that at this level it relies on social
engineering — only under Windows XP it managed to suppress these messages to maintain
stealth).

¥ Windows Security Alert @

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of ManyCam Virtual Webcam an all public and

private networks,
F;ﬂ. Mame: anyiCam Yirtual Webcam
9 Publisher: Visicom Media Inc.

Path: C:lusers\tester\desktopinstaller. exe

Allow ManyCam Virtual Webcam to communicate on these networks:

[ Private networks, such as my home or wark network

Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have lithe or no security)

What are the risks of allowing & program through a firewall?

Allow access ][ Cancel

Also, after the successful setup, when the computer is restarted, the persistent module runs
again — triggering a similar alert:

4/13


https://download.manycam.com/
http://www.vmn.net/
https://blog.malwarebytes.org/wp-content/uploads/2015/07/alert1.png

E Windows Security Alert @

@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Windows host process (Rundll32) on all public
and private netwarks,

] MName: indows host process (Rundll32
Publisher: Microsoft Corporation
Path: Crwindowslsystem32yundl32. exe

Allow Windows host process (Rundll32) to communicate on these networks:
[] Private networks, such as my home or work network

Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have litte or no security)

What are the risks of allowing a program through a firewall?

[ '@'Nlowaccess ] [ Cancel

If we see the details of the running process (rundll32) i.e. in Process Explorer, it will reveal
the module that has been loaded:

B csms.exe
& ] winint v L) rundiB2.exe:1500 Properties =R EcE ==
Path:
[Emor opening process] Image |Performanoe Performance Graph I Threads I TCP/IP | Security I Environment | Stringsl
5| WmiPrvSE exe Image File
5| VBoxService exe )
87| svchost exe ] Windows host process (Rundll32)
= [87svchost exe \ Microsoft Corparation
.| audiedg exe Version:  6.1.7600.16385
= @I%Choﬁ-m Build Time: Tue Jul 14 01:41:43 2009
dwm.exe
Path:
[ [87 svchost exe -
| consent exe C:\Windows\System32yundll32.exe Explore
[m 7 svchost exe Command line:
% 5\rd1|ost.em "C:\Windows\System32yrundll32.exe” "C: sers \tester\AppData\Localynfucvu.dl”, ynfucvu
oolsv.exe
@:ﬁdmst exe Current directory:
[ svchost exe C:\Windows\System32),
[ sqhwriter exe Autostart Location:
[mtaskhost exe nia Explore
= [m7] Searchindexer.sxs
] SearchProtocolHost &... Parent:  explorer.exe(2038) m
] SearchiterHost. [ verfy |
K] SearchFiterHost exe User: testmachine \tester
@) sppave e Bring to Front
Iﬂsvchost_eme Started:  21:11:56 2015-07-06
1]
| taskhost exe Comment: Kill Process
[m7lsass exe
jﬂ Ism exe VirusTotal:
z c:slrss e Data Execution Prevention (DEP) Status: DEP
.| winlogon exe
== explorer.exe Address Space Load Randomization: Enabled
]
N
undll32 exe
Ll PrOCEXD EXE [ Ok ] ’ Cancel
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and the open ports (chosen randomly at the time of installation):

._] rundll32.exe:1500 Properties

| Image | Performance | Performance Graph | Threads | TCR/IP | Security I Environment I Strings |

Resalve addresses
F'ro; Local Address Remote Address State
TCP testmachine: 14050 testmachine:0 LISTEMING
TCP testmachine: 18306 testmachine:0 LISTEMING

If we keep it running for some time, we may even see the clients, that connected via our
unwanted proxy (in the below case, july1.exe was used as the name of the installer)

& TCPView - Sysinternals: www .sysinternals.com
File Options Process View Help

EHa <@

Process  # FID Protocal Local Address Local Port Remote Addrezz Remaote Port State

20 julyl exe a8 TCP testmachine 33911 testmaching i LISTEMING
0 julyl exe Has TCP testmachine 40773 testrmaching i} LISTEMING
7 julyl exe Has TCP testmaching 43165 zerverbl32 megah... domain ESTABLISHED
7 julyl exe Has TCP testmaching 43140 9431 29.230ipyw-. hittp CLOSE wAIT
7 julyl exe Has TCP testmaching 497154 ec-B4-243-93-18. hitps CLOSE wAIT
7 julyl exe Has TCP testmaching 49158 ec-A0-17-235-41. . hitps CLOSE wAIT
7 julyl exe Has TCP testmaching 49224 thein-f141 1100 net hitps CLOSE wAIT
0 julyl exe Has TCP testmachine 49229 zerver-hd-192-238 . hitp CLOSE wfalT
0 julyl exe Has TCP testmachine 453231 wawlZz08-n-f36.. . hitps CLOSE wfalT

Technical details

To hide its real intentions, the installer uses several layers of protection. It takes several
modules to run before the malicious DLL (serving as proxy) is revealed. Let’'s go deeper!

Flow:

installer.exe-> unpacks and loads:
lithiasis.dll, function: Avidness -> decrypts and runs using RunPE technique:
stub_unpacked.exe -> unpacks and loads:
ynfucvu.dll, function: ynfucvu-> perform all the malicious activities

installer.exe

Unpacks several files into %9 APPDATA%%/Local/Temp/

It seems that not all of them play a role in unpacking the payload — some are dropped only to
make “noise”

e [random].tmp , i.e.: nsn4CBO0.tmp

6/13


https://blog.malwarebytes.org/wp-content/uploads/2015/07/rundll_open_ports.png
https://blog.malwarebytes.org/wp-content/uploads/2015/07/clients.png

pictures

script (javascript, YUl module): index(5).php
dalookerzmeoajrhja144

UncryptedStub._ini

[random].tmp/lithiasis.dll (i.e. nse474E.tmpl/lithiasis.dll)

= @ ° —

nse .tm x _sortable_ alookerzmeoajrhja index(5). ay-button.pn ncryptedstub. _ini
47E4 tmp 160x160 bl dalook jrhjal index(5).php play-b png UncryptedStub. _ini
stats_j3b0337b.jpg 44

=
us. gif

Then, it loads the dropped module: lithiasis.dll into memory and executes the function
called — in the analyzed case — Avidness (responsible for further unpacking).

lithiasis.dll, Avidness

(real name of the module: __Intelerino.dll)

— is unpacked and loaded by the installer.exe
— is obfuscated

— uses files:

» dalookerzmeoajrhja144 — packed list of functions that are going to be loaded in order
to do further unpacking
» UncryptedStub._ini — packed executable (I refer to it as: stub_unpacked.exe)

Keys used to decrypt the files:

» dalookerzmeoajrhja144 — “dalookerzmeoajrhja144”
e UncryptedStub._ini — “9JKjPZSpEL8uHMKHNIXhwhDc9jRTGN”

Files are encrypted with obfuscated, custom XOR based algorithms. For each file the used

algorithm is slightly different. Below you can see sample python scripts for decoding the files:

Bunitu Proxy — decoding_scripts (github)

#1 Decrypting functions
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1HEA1E24 CHLL ERX read file to a buffer
MOl OWORD PTR S5:[CEEFP-B21541, bk decrypt functions

166a1528 Mol ERX, DWORD PTR S5: [CEEF-8:1541

16681536 MOy EDX, DMORD. FTR 55: [EEF-8x 1021

1EEE153c CHF ERX, EDE

1EEAIESE |» | JGE lithiasi.lBEE15CE

168EE 1544 MOl EAX, OWORD PTR S5:[CEEF-Bx1541

18EE1S4AR MOUZx ERx,BYTE FTR 55: [EEF+ERx-H=&E4]

18EA1EE2 Mol EDX, OWORD PTR 55:LCEEF-8:=15C]

16EE1EES Mol ECH, OWORD PTR S5:[EEF-E=1E2]

16661 55E MOl OWORD FTR SS5:[EEF-8:241,ERX

16681561 MOL ERAX, EDX

1EEE 1S53 COG!

18EE 1564 IOIW ECH

1EEE 1 SEE MOl EAX, OWORD FTRE S5:CEEF-8=1081

1EEALSED MOUZx ERx,BYTE FTR D5: [ED<+ERH:]

16EE157E Mol EDX, OWORD FTR S5:[EEF-8=241

16EE1E72 WOR EDX, EAX

16661575 Mol ER, OWORD PTR S5: CEEF-G:1541

1668157E MOy BYTE PTE SS:[EEF+ERE-816841, 0L

lEEE15e2 IMC OWORD FTR SS:[EEP-Bx15C1]

18EE1588 Mol ERX, OWORD PTR 55: CEEFP-B:1541

16ER1S8E Mol E0X, OWORD PTR S55:[CEEFP-B=1ES]

16EE1594 MOL OWORD FTRE SS:[CEEBF-Bx2A1,EDH

18EA1E97 COG

16EE1592 Mol ECH, OWORD FTR S5:[EEF-8=2E81]

16661598 IOIU ECH

18681590 MOy EAX,DMORD FTR 55: [EEF-E8x18C]

1EEE1SA3 CHF EDK, EAX

1EEALIEAS [~ | JHME SHORT lithiasi.lBAB15E1

18EE1SAT MOy DWORD FTR SS:[CEEBF-E=15C], au@

16EA1SEL IMC OWORD FTR SS5:[EEF-Bx1541]

16EA15E7F Mol ERX, OWORD PTR S55:LCEEF-8:1541]

16EE15ED Moy EDX, OWORD PTR S5: CEEF-8=1021

166a1E5C3 CHF ERX, EDH

1EEALISCE |~ | JL lithiasi.lB6681544

1EEE1ECE LER EAX,OWORD FTR S5: [EEF-EBx3FE] funct ions decrypted

4 |l

Address |Hex dump ASCII

BE12FEEB[ 42 Y2 65 &1| 74 65 B@ V2| &F &5 &5 V3|72 41 BA 4E|CreateProcessA.H

BE12FSFE| 74 55 6E 60|61 7B 56 69|65 77 4F 65|52 65 63 74| tUnmapl)iewdf Sect

BElZFEEE| 69 &F GE BA|5E &9 v2 74|75 &l &C 41|6&C &C &F &3 ion.VirtualAl loc

BE1ZFE18(45 78 BA 56|69 72 v4 ¥5|61 &6C 41 &C|6C 6F &3 BA(Ex.VirtualAl loc.

BE1ZFE2E[ 57 72 69 V4|65 50 72 &F| 63 65 v3 ¥3[4D 65 &0 &F( WriteProcessHemo

BE1ZFESE( 72 79 BA 47|65 74 B4 68|72 65 61 64|42 &F 6E V¢ ry.GetThreadCont

BE1Z2FE48( 65 78 74 BA|( 52 65 74 B4| 62 72 65 61|64 42 6F EE| ext.SetThreadCon

BE1Z2FEEE| P4 65 78 V4| BRA 52 &5 V2| PE &0 &5 E4| &2 72 65 &1 tent.ResumeThrea

BEl2Feca| 64 BA 47 &5| 74 46 &9 &C|&E E5 &9 VA|EE BA 52 &5(d.GetFileSize.Re

BE1Z2FE7E[( 61 64 5@ V2|6F &3 65 V3|72 40 65 60| 6F 72 79 BA| adProcessMemaory.

BElZFEgE| 6E 74 &4 &C|&C ZE &4 &C|&C BA 4C &F (62 &1 &C 41(ntdll.dll.LocalRm

BE1ZFE9E(6C &6C 6F &3 BA 52 6C 65|65 FO OB BE|( 688 B0 B8 BE| [ loc.SleED. s,

BE1ZFERE[ BB BR BE BE| A8 B0 OE BE| A8 B0 HE BE| 688 BE BE BE| ... eaeannns

def decodel(data, key, max_key):

1 = len(key)
j = 0 #key index

decoded = bytearray()
for i in range(0, len(data)):
decoded.append(data[i] N key[] % 1])

if (1 > 0):
j+=1

if (J

j =0

return decoded

#2 Decrypting PE file

== max_key):
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1eEE1231
1BEE1237
1EBE123S (-
loealszF
1BEE1345
1BBE134E
1EBE124F
1BBE12EE
1EEE12ER
1eBE1261
1EBE1264
loealsen
1BEE1E7EA
1BBE1374
1BBE127H
1BEE1228
1EEE1222
1BBGE1235
1EBE122E8
logalzss
1BEE133E
1BBE133:2
1BEE1235
1BBE1297
1EEE1230
1BBE12AS
1EEE12AE
loealzsAc
1BEE13E2
1BBE13EE
1BBE12EC
1EBE12Cc2
1BEE12CE
1BEE12CTY
1EBaE12Cce
leealsCch
1aaalz0e
1aaa1z04
%BBEIED?
1
1
1EBE12ES
loeal2EE
1BEE13F4
1BBE13FR
1BBE12F0
1BBE12FE
1EEE1961
16661362
166612685
1EEE196E (-
1aEa12a0
1BEEa1317
1eEa1a1n
1BBE1322
1EEE1329
1ARELISZE [~
[leea1931

B
[15]

2Bas
2B95
2BC2
BF20
SESES
3E25

CCFEFFEF
14FEFFFF

F2EEEEEE
ZEFEFFFF
CCFEFFFF

MOL ER, DWORD
MOL ED, DWORD
CHP ERX,ED:

MOL ER, DWORD

JGE lithiasi.leEai9s]

PTR S5: [EBP-@:134]
PTR 55: [EBP-B=1EC]

decrupt FPE

FTR SS: [EEP-8:1

BFEGA4E8:2

B335 A4FEFFFF
2B9S 2BFEFFFF
220 CCFEFFFF
226411

2B25 2BFEFFFF
SE?S CCFEFFFF
BFEGA482

SE2% R4FEFFFF
2E20D EEFEFFFF

SESS C4FEFFFF
BFEGA48:2

SES5 E4

3308

2B25 2BFEFFFF
220 CCFEFFFF
2214481

2B25 2BFEFFFF
SE?S CCFEFFFF
BFEGA48:2

SE25 CCFEFFFF
2E20D EEFEFFFF

SESS C4FEFFFF
BFEGA4E:2

SESS ES

3308

2B25 2BFEFFFF
220 CCFEFFFF
2214481

FF25 R4FEFFFF
SESS CCFEFFFF
3E25 EEFEFFFF

SE4D EC
SESE TAFEFFFF
A
CFEE5 R4FEFFFF
FFS5 CCFEFFFF
SESE CLFEFFFF
8895 14FEFFFF
BFSC BEFFFFFF

BREE

MOUEX ERA,BYTE FTR OS5: [EDA+EARR
ADD EAX,.OWORD FTR S5:[EEF-EX15C
MOU EDX,. OWORD PTR SS5: CEEP-BX1EA]
MOU ECH.OWORD PTR SS5: [EEP-B1134]
HMOU BYTE PTR D5: [ECH+EDA], AL
MOU ERX,OWORD PTR SS: CEEF-Gx1EG]
MOU_EDM, OWORD FTR SS5: CEEF-85124]
MOUEX ERR,BYTE FPTR OS5: CEDX+EAK]
MOU ED:, OWORD FTR S55: CEEF-E-15C]
MOU ECH,OWORD FTR S55: [EEF-Ex152]
MOU DWORD PTR S5: [EEP-B=1C1, EAX
MOU ERX, ED:

conR

I0IU ECH

MOU ERX, OWORD FTR SS5: [CEEF-8513C7
MOUEX ERR,BYTE FTR OS5: CEDX+EAX]
MOU ED:, OWORD FTR SS5: [CEEF-8=1C1
XOR EDX,EHX

MOU ERX,.OWORD PTR S5: CEEP-BX1EA]
MOU ECH.OWORD PTR SS5: [EEP-Ex134]
HMOU BYTE PTR D5: [ECH+ERA], DL
MOU ERX,OWORD PTR SS: CEEF-Gx1EG]
MOU_EDM, OWORD FTR SS5: CEEF-85124]
MOUEX ERR,BYTE FTR OS5: CEOX+EAX]
MOU ED:,. OWORD FTR S55: CEEF-E+134]
MOU ECH,OWORD FTR S55: [EEF-Ex152]
MOU DWORD PTR S5: [EEP-B=121, EAX
MOU ERX, ED:

conR

I0IU ECH

MOU ERX, OWORD FTR SS5: [CEEF-8513C7
MOUEX ERR,BYTE FTR OS5: CEDX+EAX]
MOU ED:, OWORD FTR S5: [EEF-B+131
XOR EDX,EHX

MOU ERX,.OWORD PTR S5: CEEP-BX1EA]
MOU ECH.OWORD PTR SS5: [EEP-Ex134]
HMOU BYTE PTR D5: [ECH+ERA], DL

IHC DWORD PTR S5: [EBP-EX1E5C]

MOU ERA, OWORD FTR SS5: CEEF-85134]
MOU EDM, OWORD FTR 55: CEEF-E15 1551
MOU DWORDE FTR 55: [EEF-B:141, EDx

MOU ECK,.OWORD PTR SS5:[EEP-B:141
LI ECH

MOU ERX, OWORD PTR S5: CEEP-G:138C]
CHP EDX,ERX

JHE SHORT lithiasi.le@aiaiy

Moy DWORDE PTR S55: LEEFP-B=15C], 668
IHC DWORD PTR 55: [EEP-B:1341

MOU ERX,. OWORD FTR 5S5: [EEF-E4134]
MOU EDX, OWORD PTR SS5: CEEP-BX1EC]
CHMP ERX,.ED:

JL lithiasi.1666133F

HOR ERX,ERX

E&]
MOU_EDH,. OWORD FTR SS:[EBP—BHIB?]
]

result — a new PE file (stub_unpacked.exe):

decrypted

FE

Address

BEZA0EDEA
BEZA0EERA
BEZA0EFEA
BE2A0CEA
BEZA0C1A
BEZA0C2EA
gEazA0Cza
BEZA0C4A
BEZA0CSA
BEZA0CER
BEZA0C A
BEZA0C2EA
BEZA0CSE
BEZA0CHS
BEZA0CERA
BEZA0CCA
BEZA0COEA

&6F &7 Fz2| 61 6D 28 62| &l &6E &E &F| i= program canno
e 75 e6E| 28 &9 &E 2844 4F 52 28|+t be run in DOS
B0 B0 BA| 24 08 B8 B8 08 B0 B8 B8 | mode.cwafaraaans

AL LPELLe..
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def decode2(data, key, max_key):

j = 0 #key index

prev_j =0

decoded = bytearray()

for i in range(0, len(data)):
val = data[i] + prev_]j
val = ((val N key[j]) N key[prev_j]) % 256
decoded.append(val)

prev_j = j

j=3+1

if (j == max_key):
j =0

return decoded

After decrypting the new executable: stub_unpacked.exe — it loads it into the memory using
“‘RunPE” technique (unmaps the installer.exe and loads the new PE section by section on it's
place).

stub_unpacked.exe

Its main role is to unpack from inside the “heart” of the malware: module ynfucvu.dll. 1t also
loads and deploys it.

Makes following registry keys (Winlogon Notify):

%" Registry Editor L E|E|
File Edit Wiew Favorites Help
=[] Matify || Mame Type Data

(1 erypt3zchain {Default} REG_SZ {value not set)

% E”’Eﬁ”‘ﬂ B8] Asynichronous REG,_DWORD 000000001 {1)

= ;5'5: " 28] Impersonate REG_DWORD 000000001 (1)

D SEh:;uh;Dp Max'-.-'-.-'ait REG DWORD 000000001 (1

D sclgntfy i zirher ae REG_BIMARY d4 14 54 b 4F 53 50 d9 9F a6

[ sensLogn

[:l Lermsry =

[ wiballoon

wrfucyu b

< I >
My ComputeriHEEY _LOCAL_MACHIMEYSOFTWARE Microsofthiwindows MTYCurrenthersion) winlogon i Mokifw ynfucu

The key ‘zinkraxx’ is used to uniquely identify the installation. It is made by following simple
algorithm:
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[& cPU - main thread, module stub_unp

MOU EOI, stub_unp.d84126886 i EDI -3 address of "zinkr

It uses RDTSC (an instruction that reads time-stamp counter into EDX:EAX). Then part of
the result (EAX) is processed and writen into a buffer. This buffer is then stored in the
registry.

After unpacking the DLL it drops it in %APPDATA%/Local folder:

@Q-vl I tester » AppData » Local » I - | h}ll Search Local
Organize « Include in library « Share with MNew folder
il RecentPlaces  *  Mame . Diate modified Type Size
B Libraries I-i- ynfucwvu,dil 2015-07-06 20:31 Application extens.., 14 KB

Then, it loads in the memory and enters in the function ynfucvu of ynfucvu.dll — using JMP
EAX:

" Immunity Debugger - stub_unpacked.exe - [CPU - main thread, module stub_unp]
IE‘ File “iew Debug Plugins Immlib Options ‘Window Help Jobs

O EE M4X p Il bRl l emtwhcPkbzr. s

ynfucvu.dll, ynfucvu

This is the Bunitu Proxy module — malicious part of the full package. It is independent from
other modules. Once installed, it is loaded on system startup, using rundll32.exe. The entry
point is in the function ynfucvu.
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It carries all the network operations — registers the client on the server, opens ports and
serves as a proxy.
Techniques used by the Bunitu Proxy module haven’t changed much from June 10th, when it
was described by Websense Security Lab. Even the xor-ed value is exactly same!

+." Immunity Debugger

stub_unpacked.exe - |

thread, module ynfucwvu]

File ‘Wiew Debug Plugins

Immlib  Opkions

Window Help  Jobs

B X )

R

# U

o =

lemtﬂthkbzr...s?I

compare with the WebSense analysis:

e || LO00ZEFE o push eax ;l General I
s |100026F7 FF 15 1C E4 00 10 £all dword ptr ds:[<&wSAStartups=]
o |100026FD| EB 01 EC FF FF call gaottma.10001303 [
e |10002702| A3 AE 31 01 10 moy dword ptr ds:[100131AE], eax EBX 00000000
e |l0O00270F CF 05 E4 31 01 10 01 ogmovw dword ptr ds:[100131E4],1 ECx 0000C3FE
e |10002711| A3 ES 31 01 10 moy dword ptr ds:[100131E8],eax EDX  7CS0E4F4
e || 1000271& ©& 05 10 33 01 10 00 mow byte ptr ds:[1l0013310],0 EEF Foo00000
« |10002710| &5 CO 22 DO OF push FOOzzCo ESP  OOBSFEDS
e |10002722 31 04 24 34 2F 30 00 add dword ptr ss:[esp]l,302F8a ESI  1000B3DC
s | 10002722 FF 15 F4 EB? 00 10 £all dword ptr ds:[<tgethosthynames] EDI 100032007
e |1000272F| OB €O or eax, eax
--o || 10002731 0OF 34 37 01 00 00 Jje gaottma.l000zSCE EIF 100027 3E
e | 10002737 SEB 40 0OC mow eax, dword ptr ds:[eax+d]
10002734 SB 00 mow eax, dword ptr ds:[eax] EFLAGS ooooo30z
1000273 SB 00 eax, dword ptr ds:[eax] Al cF o TF 1
35 31 1A EC 16 FF O IF 1
10002743 A2 71 33 00 10 word ptr :[10009971], eax OF 0
1000274%| C7F 05 81 23 00 10 55 11mov dword ptr ds:[10009981],158£1155¢ 85.17.142.21 EE
10002752 66 C7 05 60 2% 00 10 03mow word ptr ds:[10009360],2
10002756 &6 C7 OS5 7D 9% 00 10 03mov word ptr ds:[10009370],:
10002764 | 2B CO sub eax,eax G5 0000
10002766 FF 1t 25 B4 00 10 £all dword ptr ds:[<&GetTickCounts] FS5 003E
10002 7F&C 22 Dz ®or edx,edx ed<:KiFast ES 0023
1000276E 33 C2 HOP BOx, 20K 0s o022
10002770 83 CO 78 add eax, 73 C5 001B
10002773 32 CO0 75 add eax, 73 S5 0023
10002776 CL ES DA shr eax,a
10002773 56 push esi DRO 00000000
1000277 A BEE 3C 00 00 00 mow 251,30 DOR.1 Qoooooo00
1oo0277F| 3B C6 mMb eax. esi 1| orz oooooooo
4 r DR3 00000000
————— DR& 00000000
dword [10009371]=0 OR7 0OOOO0OO
eax=720&CIEE
gaottma.dl1[2743] | ".text'":10002743
Address | Hex ASCIT ;I 1000235E
— || DOESFEDC | 10002AFE
10005141 |00 01 00 6E 73 31 2E 71 75 &% 78 £A &F 75 &0 &E[...nsl.guixjoumn OOESFEED| 004022 EA
100051B1 |66 2E &3 &F &0 00 00 01 00 0O 00 OE 00 00 00 O0ff.com....uae.n.s O0BSFEE4 | ooooooon
1000511 |00 00 00 00 00 00 00 00 00 00 00 00 00 05 OOESFEES | DOBSFCEO
10005101 |01 00 00 00 OO0 00 00 05 05 00 01 00 OO0 00 OOBSFEEC | 00401F0&
100051E1 |00 05 00 00 01 00 00 00 00 00 00 00 5B 00 o OOESFEFO| 07060504
100051F1 |00 00 00 00 54 00 00 00 00 00 00 01 OO0 00 00 43)....2.. H OOESFEF4 | DBOAGSOSE
10005201 |54 54 S0 2F 31 2E 30 20 32 30 30 20 4F 4B 0D OA|TTRS1.0 200 OK.. O0BSFEFS | OOBSFC24
10005211 |00 0OA 00 0D 02 3C 62 3E 58 3C 2F &2 3E 20 00 OAJ..... <hie b OOESFEFC | 7E418734
10005221 |00 00 6E 73 30 2E 71 75 &% 78 &A 6F 75 &0 6E 66 ..ns0.guixjoumnt O0BSFCO0| 001E00AG
10005231 | 2E 63 &F &0 00 SE 44 4C 2A 55 6E 43 73 SE 24 37 |.COM.AIL*UNCSA$T OQOESFo04 | 00000476
10005241 |56 61 &5 24 44 00 00 00 00 &E 73 &2 2E 71 75 &2 |[aefd....nsh.qui OOESFo0s | pooooooo
10005251 |78 64 &F 75 &0 6E &6 2E &3 &F &0 00 00 00 00 03 [xjoumnf.com.....
10005261 |00 01 01 00 00 01 00 00 00 00 00 00 00 00 00 00 LI LI—I

<ntdl11.KiFastsSystemial’

ntdl1.7C300000

<ganttma. &Regc] osereys

ganttma. 10003007

gaottma.1000273E

rFeturn to gaottma. 1000 A|
Feturn to gaottma.loo

ZCE6.004022EA

ZCEE.00401F08

FELUrn to user3z.7E41E

=
LlJ
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This module is slightly obfuscated — i.e. domains used to resolve C&Cs are given in a plain
text. Only their addresses are calculated on the fly — to make difficult finding where they are
referred. As we see below: the address of the string is calculated on the stack (this DLL is
always loaded on the same, predefined base — what makes calculation on the addresses
easy).

ethostbyname

It is also responsible for creating registry keys used for persistence and tries to be invisible
for the firewall — by adding itself to the list of Authorized Applications (but effectiveness of it
varies depending on the version of Windows).

Analyzed sample

Original sample (installer) md5=542f7b96990de6cd3b04b599c25ebe57 ; payload
(ynfucvu.dll) md5=1bf287bf6cbe4d405983d1431c468de7?

Conclusion

It seems that this malware is being actively distributed through various exploit kits. However,
the mutation of the core is not so fast, as we see our sample is very similar to the one
observed a month ago. Still, the used packing, composed of many layers gave it advantage
of low detection rates in early days after the release.

On the other hand, the good news is that it's not an entirely stealthy piece of malware
(except on Windows XP), so a cautious user can notice some of the alarming symptoms.

Part ll: Who’s Behind Your Proxy? Uncovering Bunitu’s Secrets
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