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Overview

“Troldesh”, aka Encoder.858 or Shade, is a Trojan and a crypto-ransomware variant created
in Russia and spread all over the world.

Troldesh is based on so-called encryptors that encrypt all of the user’s personal data and
extort money to decrypt the files. Troldesh encrypts a user’s files with an “.xtbl” extension.
Troldesh is spread initially via e-mail spam.

A distinctive feature of the Troldesh attack is direct communication with the victim. While the
most Ransom-Trojan attackers try to hide themselves and avoid any direct contact,
Troldesh’s creators provide their victims with an e-mail address. The attackers use this
email correspondence to demand a ransom and dictate a payment method.

In this report you’ll learn about the infection procedure, the primary symptoms, and you will
find out how | ended up getting a discount from the hackers.

The Infection Process

As mentioned previously, Troldesh is a Trojan which encrypts all the user’s data and
demands a ransom in exchange for decryption.

In my research, | used a malicious sample with this hash downloaded from VirusTotal:
a8b27aa4fe7df15a677f9ab9b62764d557525059a9da5f4196f1f15049e2b433
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After execution, Troldesh encrypts all of the user’s data and displays this message:

Additionally, it renames the encrypted files using this format: [random characters]=.xbtl For
example, this is a screenshot of my machine’s “Pictures” folder with the encrypted files:

Approximately 20 txt files were placed on my desktop. In other cases, a txt file was placed
in each folder that had an encrypted file.

Each txt file has the filename in the format README[number].txt and looks like this:
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Pictures library

Sample Pictures

Arrange by:  Folder =

2DoC2UWEbSeGk BEXy)dGyVRIs\WU 9a9CIF2qlchvlTh EdgbuvbD5dh-ow [9hFTtrEIHiVA3916
TOrl0ReSGA4IPE 35kQhWaPTizc3s ugXdlgQlLeAllss eluSzwl +Wilxm OSwFacF+MNDKW
oyQRp-YoascRv LUl pWiyF3avbM OCunlyCpfeMG DvhplEiTmc@bCC fPeM3cieiddVrll=
Ha ()= xthl Moo= athl B=.xthl prh=xtbl bl
Q3TFGXOkdBfus2 sHIDROTEWOb ZIndCYYc-jyL3T
cEju2tCpT05xdgald M- 02z +xKn QgkLnVl+n5UZY
G23Y¥XdetreFe-qT KnrLgMGIXml1Fa THGIR26j1 GKrzAd
QIOQZWPm5|L.. Trng=xtbl Q=.xthl

The user is instructed to send a specified code to the e-mail address provided.

To summarize, a Troldesh infection displays these characteristics:

e A warning message on the user’s screen

* Regular files replaced by the encrypted files with the .xbtl extension

o README[number].txt files for information and contact data

| READMES - Notepad

File Edit Format View Help

][Ol

Bawn dainst GenK 3awwdpoBaH..
YTobbl pacuMBpoBaTh WX, Bam HeobXogwMO OTNPaBWTbL KOA:

274054 9F07CBCEOBOGCE

Ha 3INeKTPoHHbIW agpec decode00001@gmail.com wnw decode00002@gmail. com .

lanee Bbl NOAyYyWTe Bre HeoOXOOWMbie WHCTPYHKLWM.

MOMLITKKY PAcWMPPOBATE CAMOCTOATENEHO HEe NPUESAYT HW K dYemy, Kpome De3BO3BpPATHON noTepw WHBop

All the important files on your computer were encrypted.

To decrypt the files you should send the following code:

274054 9F07CBCEQBOGCE| O

to e-mail address decodel000l@gmail.com or decodeQ0002&gmail.com .

Then ﬁou will receive all necessary instructions.

all the attempts of decryption by yourself will result only in irrevocable loss of your dat

How | Got a Discount From the Hackers
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| was very interested to learn more about the ransom and tried to start a correspondence
with the attackers. As required, | sent the specified code to the e-mail address provided,
one that is registered on the most famous Russian domain.

2740549F07C8CE0806C6|0

Ot koro: Olga Blondinkina <olga.blondinkina@mail.ruz= <

Komy:  decode(0001@gmail.com, decodel0002@gmail.com
cerogHa, 11:44

2740549F07C8CENS0BCE]0

After several minutes | received an answer with my next instructions.

Re: 2740549F07C8CE0806C6|0

Ot koro: decode decode <decodel0001@gmail.com= o D
Komy:  Olga Blondinkina <olga.blondinkina@mail ruz

cerogua, 11:57

The cost of decryption is 250 euros. Send us 1 encrypted file and we will decrypt it as a proof of file recovery
possibility.

Within 5 minutes to 1 hour after the payment we will send you a program and a key which will recover all your
data to the state exactly as before encryption.

2015-04-21 3:56 GMT+00:00 Olga Blondinkina <plga blondinkina@mail ruz:
2740549F07CECEOBOBCE|D

The extortionists said to send them one encrypted file to prove they could decrypt it. They
demanded 250 euros to decrypt all of the files.

Something about this transaction bothered me. Was their answer generated automatically
or was there a real person on the other end? To find out, | decided to accept the hackers’
“generous” offer and send them an encrypted file for decryption. At the same time, | tried to
start a conversation with them to see whether | could persuade them to give me the key for
free, or at least get a decent discount.
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[t's not clear for me how can | pay?
Where is a garantee that I'll get a program and key?
250 euros is too much! I'm from Russia, its my monthly salary!!!

To my great surprise, after a minute | got an answer from a real person who was open to
discussion! Since the answer and all of the following conversation were in Russian, a
translation is provided under each screenshot.

Re: Re[2]: 2740549F07C8CE0806C6|0

Ot koro: decode decode <decode00001@gmail com> @
Kowmy:  Olga Blondinkina <olga blondinkina@mail rus
cerogHa, 1216 42 1 daiin

rapaHTA YecTHOE CNOBD
MOMETE ONNaTuTe B pybnax 12000

2015-04-21 10:25 GMT+00:00 Olga Blondinkina <olga blondinkina@mail.ru=:
It's not clear for me how can | pay?
Where is a garantee that Il get a program and key?
250 euros is too much! I'm from Russia, it's my monthly salanyl!

“The guarantee is our word of honor. You can pay in rubles, 12000 RUB.”

| checked the currency exchange rate and saw that | received a discount of approximately
15% (~35 euro). A decrypted version of the encrypted file | sent earlier was attached to the

same e-mail.
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| continued asking about payment methods and if there was a specific time frame.

== [ | & Komy decode decode =

Tema Re[4]: 2740549F07CEBCEOB0ECE|D

MpuEpenuTs Gain -
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Kak A Qon#Ha oNNaTWTE? A He BUMY HUKAKWX PEKBWM3WTOE.
CpOKW oTpaHYeHsl?

“How can | pay? | don’t see any requisites. Are there any time frames?”

Re: Re[4]: 2740549F07C8CE0806C6]0

Ot koro: decode decode <decode00001@gmail com= o
Komy:  Olga Blondinkina <olga.blondinkina@mail .ruz
cerogHa, 12:26

Onnata Ha kowenek QW PEEBHANTEI 4aCcTo MEeHAKITCA. Kak EF,D,ETE FOTOBRl ONNATHTE NWLWKWTE, BBILLUMHD

AKTYanbHLIA KoLenek
12000 ato co crngkoil
Ana onnatel ecTe 2 gHA

“The payment should be done to the QIWI purse, requisites are changing frequently. As
soon as you will be ready to pay, write me, and I'll send an actual requisites.
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12000 RUB is a sum with discount!
You have only 2 days to pay.”

| took a break at this point and after almost a week wrote them again. | still had hopes of
getting the key for free.

Re[6]: 2740549F07C8CE0806CH6|0

Ot koro: Olga Blondinkina <olga.blondinkina@mail.ru= @

Komy:  decode decode
cerogHa, 13:22

H Bac oYeHb NpoLWY: BEPHUTE MOW JaHHEIE - TAM NOYTH BCA MOA #W3Hb 33 NOCNEAHWE HECKOMNLKD netl
Y MeHA NpaBaa HeT Takux AeHer, 4Tobbl 3annatute sam!
Byaobre yenoseynwlll

“l ask you: please, return my data — this is almost all of my life for the last several years!

| really don’t have much money to pay you!

Be humanel!!!l”

Re: Re[6]: 2740549F07C8CE0806C6]|0

Ot koro: decode decode <decode(0001@gmail.com=> 4

Komy:  Olga Blondinkina
cerognA, 13:25

MaKCHUMYM UTO MOy COenaTe TOPC

27 anpena 2015 r, 13:34 nonsacearens Olga Blondinkina <olga blondinkina@mail.ru= Hanwcan:
H Bac oYeHb NpoLWY: BEPHWUTE MOW SaHHLIE - TAM NOYTH BCA MOR 3M3HE 33 NOCNEAHWE HECKONLKD netl

Y MeHA Npaeda HeT Taknx geHer, utobwl 3annatuTe Bam!
Byakre yenoseuHkIll

“The best | can do is to bargain”
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Re[8]: 2740549F07C8CE0806C6]0

Ot koro- Olga Blondinkina <olga blondinkina@mail ruz= o
Komy:  decode decode
cerogHA, 13:44

MNpUwnuTe MHE, NOXaNYACTA, KoY.
£ BCe paBHO He CMOTY Bam 3aNNaTWTe, X0Tk C TOProM, x0Tk Oe3 Topra, Aawe 0f4HA TEICAYE - 4NA MeHA Gonbwan

CyMmMa.
A 0T Toro, 4To A NPOCTO NOTEPAKD W NMYHEe, W pabouwne(l} daine, Bam Begb Nerye He CTaHET..

“Please send me the key.

Anyway, | can’t pay, neither with bargain, nor without it. Even one thousand rubles is a big
sum for me.

The case in which I'll lose all of my personal and work(!) files will not make your life
easier...”

Re: Re[8]: 2740549F07C8CE0806C6|0

Ot koro: decode decode <decode00001@gmail.com=> o
Komy:  Olga Blondinkina
cerogHa, 13:49

7000 MmuHUMankHaA ONA Bac LeHa
camu pelaiiTe
becnnatHo HuKak

“7000 is a minimal cost for you
Decide for yourself
There is no way to get the key for free”

By the end of our correspondence, | managed to get a discount of 50%. Perhaps if | had
continued bargaining, | could have gotten an even bigger discount.
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