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Some of you know Betabot.. if you don't: http://www.ic3.gov/media/2013/130918.aspx
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Status:
Bot GUID:
Source:
Instal Path:
Instal Dat
Last Checkln:
Bot ovned for:
Opersting System:

Local Time:

17

Country:

SOCKS4 Ports

Bots killad since instalied:

Dafaut Brovssr:
Login Username:
Datectad Antivirus:

Exceptions Info:

Running vith Administrator privieges:
Has NET Framevork installed:

Has Steam installed:

Has Java installed

Extended information for mmm |

Online
SCCFIBIIIF1272425B3F23DTT47BTER
Spam / Explet Pack

gic ServicesDldidasndk
05/22/2013 10:35:09 am
(232013 04:42:37 pm
1d 6h 7m 285
Windaws 7 SP1 (x64)
04:41:43 pm

i France (FR)

N

torch.exe

patisa-HP\AURELIEN ET GLIVIER
Nertan

0(F) [ 0(w)

No

Save comment and close Close

Misc. Fikers

Operating Systems

IF Saarch

Remove bot:
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Botkill:
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Set browser homepage:
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Update bot option:
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Download file option:

il

DDoS cmd option:
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Settings:
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IP blacklist:

IP Blacklist

Enter blacklisted IPs in the following format:

12700 8 <raason D>
18.1.1

1560, 168, 1.

il

:'ﬂ-:j-:' Az I-:['-J'. 6 and up = Lzar-dafined

8515665534
AR 1T EE 1324

IDs: 1 = Suspicious Behavior, 2 = Honeypat, 3 = Other, 4 = SQLi Attemmpltis), 5 = Login

List of dns recod to modify:

9/16


http://3.bp.blogspot.com/-ucP0En_5JHg/UkCoLaEh-CI/AAAAAAAAkks/vJczlXsiIXs/s1600/23-09-2013+22-29-47.png
http://1.bp.blogspot.com/-mzHR2PW0_dI/UkCojTZ9FdI/AAAAAAAAklE/suPX6hP6dG4/s1600/23-09-2013+22-30-38.png

List of DNS records to modify

Enter domain entries in this format:

THANT, Covrr £27 000
sub. blah.com 10.0.0.1

“symamtec * 127001

And =0 on. Wildcards are accepbed. Failure to abide precisaly by this format could result in
wnknown errors, Maximuem of 1024 entries are allowed,

b 4 B

o e e e
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AV Checker:
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The botmaster was running a support site at the url betabot.ru that i've monitored since... i
don't know almost the begining till the end.

I've really collected a lot of datas and was constantly flagging new C&C urls even before they
was active.

.. home 01/02/2014 17:33 Dossier de fichiers

| Neurevt dients build 11/05/2014 23:36 Dossier de fichiers

| usr 14/02/2014 13:21 Dossier de fichiers

L wvar 14/02/2014 13:26 Dossier de fichiers
é Beta Issues.mp4 27/01/2014 12:50 WLC media file {.mp4) 21616 Ko
@ betabot dump_big. 7z 21/05/2014 13:49 Archive WinFAR. 1078 762 Ko
@ betabot.ru. 7z 21/05/2014 13:42 Archive WinRAR 43 675Ko
| oap.txt 01/02/2014 15:26 Document texte 1Ko
| decode.php 29/12/2013 14:02 Fichier PHP 2Ko
| decode. txt 13/02/2014 20:35 Document texte 53 Ko
@ forum. tar.gz 01/02/2014 17:01 Archive WinRAR. 1107 946 Ko
| hosts.txt 104122013 20:22 Document texte 1Ko
|| localhost.sql 21/05/2014 12:17 Fichier SQL 2041Ko
|| myquestions.sql 13/02/2014 20:34 Fichier SQL F0Ko
| nginx.conf, bet 104122013 15:37 Document texte 3Ko
| nginx. txt 104122013 15:36 Document texte 2Ko
| passwd. et 104122013 15:35 Document texte 1Ko
|®| Proof_of_payment.png 19/01/2014 23:25 Image PNG 15K
|| viewguestions.php 05/12/2013 02:09 Fichier PHP 7Ko
|| wtmp 14/01/2014 21:08 Fichier 57Ko

Inquiries sent to the betabot team (before they started the support forum):
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1
topic
question_data :

5] slrlclly: Can you please respond back, involving my issue with "Services and logs" tab
[16:58:81] slrlcl m currently using latest jQuery

[17:06:07] sirlclly: I've added the gapip.csy via phphyAdmin but 9t doesn't want it to load.

The page loads but it's white and I did increase the limits on the maximun file size gig. so it could upload
Thanks in advance.

-slrlclly
creation_date : 1381628725
num_views
user_ip .254.112.2

reservedd

4d 122
i 3 : firefart@default.gs
topic : Problems with connect bots

question_data : Hi,
have been got my files, installed and looks good. After installation @ grypisd bin file - nothing happened. Issigst with disabled A
creation_date : 1391632652

num_views

user_ip 6.115.39.87

reservedd

id 123

Jabbsrid : gh87893gexploit.in

topic : Received wrong update from you

question_data : A few days ago I purchased the upgrade from 1.8.2.5 to 1.7.8.1

When running update.ghp it states that the update is for 1.5+ to 1.7.0.1 and I an getting a bunch of mysql errors.
Please contact me on jabber when you have a moment

Thanks!

GeorgeH

creation_date : 1301768175

num_views [

user_ip
reservedd

: 116.231.117.117
®

topic
question_data : Hello,

Can i get lasgest update for Betabot
Im volwy from HF.

creation_date : 1391788341

num_views

user_ip 8.227.146.231

reserveds

4d 125

i 3 : BETASELLEEXPLOIT.IM

topic : I want to buv this oroeram

Site structure:

b 01/02/2014 17:33 Dossier de fichiers

) dist 01022014 17:34 Dossier de fichiers

. docs-assets 01/02/2014 17:34 Dossier de fichiers

, fonts 01/02/2014 17:34 Dossier de fichiers

. img 01/02/2014 17:34 Dossier de fichiers

s 01/02/2014 17:34 Dossier de fichiers

o less 01/02/2014 17:34 Dossier de fichiers

| pma2 01/02/2014 17:34 Dossier de fichiers
| buy.php 05/12/2013 21:07 Fichier PHP 5Ko
| contact.php 20/01/2014 03:48 Fichier PHP 3Ko
| dbi.php 05/12/2013 02:27 Fichier PHP 3Ko
| index.php 20/01/2014 03:48 Fichier PHP 10 Ko
| guestion.php 05/12/2013 02:09 Fichier PHP 4Ko
| screenshots.php 05/12/2013 02:09 Fichier PHP 5kKo
|| site.php 05/12/2013 02:09 Fichier PHP 10 Ko
| updates.php 20/01/2014 03:48 Fichier PHP 15Ko
| wiewguestions.php 05/12/2013 02:09 Fichier PHP 7Ko

Some clients kits:

g 2335ftht 1.7.rar 11/05/2014 15:40 Archive WinRAR 5945 Ko
Eahmedxo 1.7.rar 17/03/2014 12:35 Archive WinFLAR 5945 Ko
E bd 1.7.rar 19/04/2014 15:38 Archive WinRAR 5943 Ko
gbitman 1.7.rar 28/02(2014 18:06 Archive WinRAR 5945Ko
EBIUE Shark.rar 15/04/2014 15:38 Archive WinRAR 5945 Ko
gchangeme.rar 15/04/2014 15:37 Archive WinRAR 5944 Ko
gHoney Singh 1.7.rar 14/03/2014 13:52 Archive WinRAR 5947 Ko
gjamey 1.6.rar 14/01/2014 13:52 Archive WinRAR 4015Ko
E ninjal2345 1.7.rar 11/04/2014 14:35 Archive WinRAR 5946 Ko
E ofc 1.7.rar 11/04/2014 14:32 Archive WinRAR 5943 Ko
@ rebuild_4_10_2014_id21207.zip 11/04/2014 14:43 Archive WinRAR ZIP 135Ko
% rebuild_4_17_ 2014 _id1678.rar 19/04/2014 15:44 Archive WinRAR 136 Ko
g sliricily.rar 07/05/2014 00:54 Archive WinRAR 3543 Ko

Finally some people got busted using these informations..
If you want an example.. 'Spit Fyre' ex super moderator at Trojanforge who reside in the
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same country as me.
If you wonder why he disappeared you know why now.

B 01-07-2014, 09:19 PM

Alright,big po

Super Moderator — ; 3 bt
My shit for N oked 12.5g of hash in one night):

Some in-between shit:

And the stuff I have now,best hash I've ever smoked:

Stuff is like play-doh,tastes delicious and hits hard,and sticky as hell x)

Spit Fyre requesting an admin of Hackyard to delete his account after he got cops at door:

Account

Please delete my account.Thanks.

Forward

Delete this Message
|}

Delete this Message

Some of his domains:

*dns: 1 » ip: 124.248.205.104 - adress: DARKNESS.SU

*dns: 1 » ip: 124.248.205.104 - adress: WEED.SU

«dns: 1» ip: 124.248.205.104 - adress: MEZIAMUSSUCEMAQUEUE.SU

edns: 1» ip: 124.248.205.104 - adress: UMBXD15896.SU

e dns: 1 » ip: 124.248.205.135 - adress: STYXB1TCH35.SU

*dns: 1 »ip: 124.248.205.135 - adress: JINXFYR3.SU Anyway it's useless to talk about him
and others betabot clients who had visits, the current status of betabot is stalled now and
someone even made a builder for the 1.7.0.1 version.

Betabot was a creative malware, plagued by bugs though.
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