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Betabot retrospective
xylibox.com/2015/04/betabot-retrospective.html

Some of you know Betabot.. if you don't: http://www.ic3.gov/media/2013/130918.aspx

1.0.2.5 panel:
 Dashboard:

 

 
extended information:

 

http://www.xylibox.com/2015/04/betabot-retrospective.html
http://www.ic3.gov/media/2013/130918.aspx
http://1.bp.blogspot.com/-2lZC4G9n24c/VS-Xfps8URI/AAAAAAAAnNY/zA98GlG6DgA/s1600/23-09-2013%2B22-24-41.png
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Search options:

 

 
Tasks:

 
Remove bot:

 

http://3.bp.blogspot.com/-oJf5lhcYtVA/VS-XAeNK8hI/AAAAAAAAnNQ/66WcIqdyFrk/s1600/23-09-2013%2B22-48-21.png
http://4.bp.blogspot.com/-82RgkFbTSVo/UkCjuFuiY2I/AAAAAAAAkio/4KPgPriLVVo/s1600/23-09-2013+22-25-11.png
http://4.bp.blogspot.com/-7epxfWWGyCA/UkCkE1KicJI/AAAAAAAAkiw/R6nEWLZHXZQ/s1600/23-09-2013+22-26-43.png
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Terminate bot till next reboot:

 
Botkill:

http://1.bp.blogspot.com/-JfAQ_v2IfPo/UkCma63rCpI/AAAAAAAAkjE/gpUjk1ciAeI/s1600/23-09-2013+22-34-17.png
http://1.bp.blogspot.com/-yEAsRpOLqLg/UkCml-LHsAI/AAAAAAAAkjM/WK-HhYfmM9g/s1600/23-09-2013+22-33-57.png
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Socks4:

Set browser homepage:

http://1.bp.blogspot.com/-sQPOw8NPbEg/UkCmvWJVltI/AAAAAAAAkjU/TISRUiEI7dg/s1600/23-09-2013+22-33-38.png
http://3.bp.blogspot.com/-wZtZjsLN5sM/UkCm0d9O9-I/AAAAAAAAkjc/K-vsP2Z_m_4/s1600/23-09-2013+22-33-20.png
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Visit URL option:

 
Update bot option:

http://3.bp.blogspot.com/-RoBZMUvFU8s/UkCm7qt_AsI/AAAAAAAAkjk/gFOc1N4ZLOU/s1600/23-09-2013+22-33-01.png
http://1.bp.blogspot.com/-cd7xN1wTMSw/UkCnB7VH33I/AAAAAAAAkjs/0OGaxs7m8d0/s1600/23-09-2013+22-32-46.png
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Download file option:

DDoS cmd option:

http://4.bp.blogspot.com/-2BbfUmT8_10/UkCnJ38GEVI/AAAAAAAAkj0/jzI4PQvyO1w/s1600/23-09-2013+22-32-31.png
http://3.bp.blogspot.com/--cJAfXhVw8Q/UkCnP5rvLaI/AAAAAAAAkj8/povSk3IznJk/s1600/23-09-2013+22-32-13.png
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Formgrabber logs:

 
logins:

http://1.bp.blogspot.com/-FDVBQuGo0vU/UkCnVfUAtsI/AAAAAAAAkkE/KKsPammsMKA/s1600/23-09-2013+22-31-43.png
http://4.bp.blogspot.com/-bVSJTN_0sa8/VS-Wtugh9ZI/AAAAAAAAnNI/bFcm6xVJgbY/s1600/23-09-2013%2B22-28-53.png
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users:

 
Settings:

http://3.bp.blogspot.com/-H9d-V9k5lfk/VS-WJZ3Ld1I/AAAAAAAAnNA/VE8vIapeFSQ/s1600/23-09-2013%2B22-29-07.png
http://1.bp.blogspot.com/-GfZuugZTnAY/UkCoEs1Ll5I/AAAAAAAAkkk/Rq-LxB40T9E/s1600/23-09-2013+22-29-18.png
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IP blacklist:
 

List of dns recod to modify:
 

http://3.bp.blogspot.com/-ucP0En_5JHg/UkCoLaEh-CI/AAAAAAAAkks/vJczlXsiIXs/s1600/23-09-2013+22-29-47.png
http://1.bp.blogspot.com/-mzHR2PW0_dI/UkCojTZ9FdI/AAAAAAAAklE/suPX6hP6dG4/s1600/23-09-2013+22-30-38.png
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Help:

 
1.5.0.0:

http://2.bp.blogspot.com/-pNWygv-5Pio/UkCofBOT5hI/AAAAAAAAkk8/IAf2H6eSSrk/s1600/23-09-2013+22-30-24.png
http://2.bp.blogspot.com/-nn0SdFXA8rw/UkCoQ3vXKCI/AAAAAAAAkk0/UfLGW3_OT1Y/s1600/23-09-2013+22-29-58.png
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Tasks:

 
Statistics:

http://2.bp.blogspot.com/-NteyH2Usj1o/VS-X2nKZVWI/AAAAAAAAnNg/tNTm1AUZ7Uo/s1600/23-09-2013%2B22-47-04.png
http://4.bp.blogspot.com/-5Tnf16pyfTU/UkCpjdSnfTI/AAAAAAAAklw/pdHzI0pSIFA/s1600/23-09-2013+22-50-02.png
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Files:

 
Users notice:

http://3.bp.blogspot.com/-T9N9d7K2OpM/UkCpzisH12I/AAAAAAAAkl8/9hIMRXchDfw/s1600/23-09-2013+22-51-09.png
http://2.bp.blogspot.com/-xGr8RaloInE/UkCqE95votI/AAAAAAAAkmE/p4EwOCdFDcY/s1600/23-09-2013+22-52-20.png
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AV Checker:

 
1.7.0.1:

http://3.bp.blogspot.com/-r5mnmqrWkLM/UkCqPjeXk-I/AAAAAAAAkmM/7HnUK_TNu6k/s1600/23-09-2013+22-53-04.png
http://1.bp.blogspot.com/-y9ocr3CQOKU/UkCqbnwLe1I/AAAAAAAAkmU/BnsPJYVhoiU/s1600/23-09-2013+22-53-51.png
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The botmaster was running a support site at the url betabot.ru that i've monitored since... i
don't know almost the begining till the end.
I've really collected a lot of datas and was constantly flagging new C&C urls even before they
was active.

 
Inquiries sent to the betabot team (before they started the support forum):

 

http://2.bp.blogspot.com/-OCpuquuf5gY/VS-YJfnXW6I/AAAAAAAAnNo/5G1Xu1S1tgQ/s1600/19-04-2014%2B17-28-54.png
http://4.bp.blogspot.com/-mLYrjPSJ-JE/VF-S31x_X_I/AAAAAAAAmdg/gMsYNTemWxM/s1600/2014-11-09_17-14-13.png
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Site structure:

 

 
Some clients kits:

 

 
Finally some people got busted using these informations..

 If you want an example.. 'Spit Fyre' ex super moderator at Trojanforge who reside in the

http://4.bp.blogspot.com/-2RfrgGQiNRc/VF-TWfxkTcI/AAAAAAAAmdo/p7pQcXsO2DU/s1600/2014-11-09_17-15-48.png
http://1.bp.blogspot.com/-Yhbn4s9Vy4s/VF-Ttx34cVI/AAAAAAAAmdw/XaxfDa9f52E/s1600/2014-11-09_17-17-41.png
http://3.bp.blogspot.com/-_-P3eaMk6Wk/VF-T-m432gI/AAAAAAAAmd4/EVSrOcLsbKc/s1600/2014-11-09_17-18-32.png
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same country as me.
If you wonder why he disappeared you know why now.

 
Spit Fyre requesting an admin of Hackyard to delete his account after he got cops at door:

 

 
Some of his domains:

 • dns: 1 ›› ip: 124.248.205.104 - adress: DARKNESS.SU
 • dns: 1 ›› ip: 124.248.205.104 - adress: WEED.SU

 • dns: 1 ›› ip: 124.248.205.104 - adress: MEZIAMUSSUCEMAQUEUE.SU
 • dns: 1 ›› ip: 124.248.205.104 - adress: UMBXD15896.SU

 • dns: 1 ›› ip: 124.248.205.135 - adress: STYXB1TCH35.SU
 • dns: 1 ›› ip: 124.248.205.135 - adress: J1NXFYR3.SU Anyway it's useless to talk about him

and others betabot clients who had visits, the current status of betabot is stalled now and
someone even made a builder for the 1.7.0.1 version.

 Betabot was a creative malware, plagued by bugs though.
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