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Right-to-left override (RLO) is a special character used in bi-directional text encoding
system to mark the start of text that are to be displayed from right to left. It is commonly
used by Windows malware such as Bredolab and the high-profile Mahdi trojan from last
year to hide the real extension of executable files. Check out this Krebs on Security post
for more details on the trick.

We've spotted a malware for Mac using the RLO trick. It was submitted to VirusTotal last
Friday.
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The objective here is not as convoluted as the one described in Kreb's post. Here it's
simply to hide the real extension. The malware could have just used "Recent
New.pdf.app". However OS X has already considered this and displays the real
extension as a precaution.
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Last login: Mon Jul 15 @@:43:39 on console

Joes-Mac:~ joe$ 1s -1 Downloads/

total @

drwx 3 joe staff 102 Aug 21 2012 About Downloads.lpdf
drwxr-xr—-x@ 3 joe staff 182 Apr 23 @0:34 RecentMNews.pdf.app
drwxr-xr—-x@ 3 joe staff 182 Apr 23 BB:34 RecentNews.?fdp.app
Joes-Mac:~ joes I

The malware is written in Python and it uses py2app for distribution. Just like Hackback,
it's signed with an Apple Developer ID.
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8 0 C 1%} joe — bas

Last login: Mon Jul 15 @@:47:20 on ttys@00

Joes-Mac:~ joe% codesign —-dvvv fUsers/joe/Downloads/RecentMews.ppa.pdf
Executable=/Users/joe/Downloads/RecentNews. rellatsni/S0caM/stnetnoC/ppa.pdf
Identifier=org.pythonmac.unspecified.installer

Format=bundle with Mach-0 universal (i3B6 xB6_64)

CodeDirectory v=20100 size=344 flags=0x@(none) hashes=18+3 location=embedded
Hash type=shal size=28

CDHash=ee@45a751fb61e33b353bRAc91796cc3d4eBTc3Th

Signature size=B518

Authority=Developer ID Application: Gladys Brady

Authority=Developer ID Certification Authority

Authority=Apple Root CA

Timestamp=Apr 23, 2813 2:34:48 AM

Info.plist entries=21

Sealed Resources rules=4 files=21

Internal reguirements count=1 size=196

Joes—Mac:~ joes I

However, because of the RLO character, the usual file quarantine notification from OS X
will be backwards just like the Krebs case.

“RecentMNews.dedaolnwod noitacilppa na si "pdf
nepo ot tnaw uoy erus uoy erA .tenretnl eht morf
2ti

Safari downloaded this file today at 12:45 AM from
152.168.106.1.

@ Show Web Page ] [ Cancel ][

The malware drops and open a decoy document on execution.
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Bpems BbIOpasio HaC

Pepakops cafiTa — 370 KOANCKTHE HC3ASMCIMGEIN KYPHATNCTOS, YOeKNCHHEX B TOM, WT0 Opaaneme *oommienmxore® o cro
OKPYRCHIA TPHECACT KazaXcTal K BCMHHYCMON IKOHOMIMIGCKOM B IoanTirsccod
BATACTpOde.

Callt cosnas Kax noomanka ang ceabogsoro ofscsa sBcmoe. Hassassme caitma
BEIIPAHG HE CUYHadHo, TAK KA Mel casTacs, smo Myxtap Afnssos — apar Ml
Hasapfiacaa, gpar Ml cpemueBeroBoi QBCNO0THN, B KOTOPYH npeapaTin Pecylmaxy

Kazaxcras casonporoarnamérred ®omen nanpm®,

Mer nomnepsmzacy: Myxrapa Afaszoma npesie BOCIo KAK  KA3AXCTAHCKOTO
TOMETHEA ¢ MHPOS0R HIBCCTROCTRI, [Tojiie poRachl KAk MEIcpa, ROTOPRIA He pas
J0KAZAN CBOMW CHOCOGAOCCTE ACMUKATE Y3ap M X0TOpPEd ToTos secTd Gopeby Ao
nobeqHoro KoHOE. H HaNceMcE CROPO BCTPETETRCA ¢ HIDM B OOHORICHHOM, HCTHHHD
ncsioxpariiccros Kalaxcrade.

Mel npErnamacd K COTRYIHIMCCTEY BCCK  HCDABHONYOIHELY — KYDHAMECTOR,
Gnorepoe,  guiafimepok,  chotorpabos.  CEA3ATRCA  C HEMME  MOBHO  HCDEI
CODTECCTEYHLYI dopuy Ha caftre. [lockonexy ceolbopa coopa B KazaxcTase senseTeR deumed n meobol wenoses,
CRAABONGY COOBD  NPaRgul, MOomeT nonacTe non yaap KHE, MEl © nomndasEmes  OTHOCHMCE XK ICCRIOHIGEAM,
EOHSSICHIHATRHGCTH § AHOHIMEDCTH.

C yeamennwes, Taaviivn Tarupos, riasHerd pegakTop nopraia Ablyvazov.org

borartbie ceMbH dABTOPDHTAPHBIX JIM]ICPOB

KaK peTH NpeIrIeHTOR CTAR0SATCA omrapxass? OTECTITE Ha STOT BONPOC HE MOCYT JAXC X pogeTend. B wacTHOCTH,
OpezEIeaT ¥ EDaHR! CcoDGIIET BYPHRTACTAM, 0 DOIPOGH0CTER O BISHI CROSTD CTAPIIETD CRILA O HE JHSCT, BD YBCPCH, 4TO
Anercanip AHYKORHS «BCC ERACT TPOIPASEHO 1 MHOTO PalfoTaeT.
I T WHE [IBa TOJIA ChIH NPEIICHTA BXONHT B CIOMCKI CAMEIX

BOraTeix i BIHATENLEEX Neoyiedt YKPAsEa, ero coCToRMe

- DUEHHBACTCR B HECHOIBKD MILLTHAR08 fonnapoe. Ha sonpoc
- O TOM, HE NoMoraoT au Anexcanapy Aaysosaay 1pyrae

WACHE] MPEBIETEARCTEE, TPCIHCHT OTRETIL, IO OH (CRIH)
BAPOCARIY FICI0REE.
B cCroqRos PeATHHENE CaMED BMRATCARHEIN HOIER CTPAHE]
38 2012 Burrop Haysoant SaANMACT NEPROG MECTO, 8 HA
HETBCPTEM — €ro ChIl. HTo ynmuTensao — OyKBANLED 33 rog
Anexcasnp HEyR0SEY, (888 HABECTHINMHHON KOMIIEHNH
MAKQ, s rpipuaTss GoraTefms mopei Yxpanae:
BIOHNCA B NETCPKY MHICH0E.
370 OTNHFHD WINKCTPRPYET NIHEEMNKY SETOPHTAPHEIX
AEpEpoR 0UHPATE CTRAHY DYTCM KOHICHTDEINN BCCK o

Then it creates a cron job for its launch point and a hidden folder in the home directory
of the infected user to store its components.
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8 00

i} joe — bash — 80x24

You have mail.

Joes-Mac:~ joe$ crontab -1
* % % ¥ % python ~/.t/runner.pyc

Last login: Mon Jul 15 82:49:34 on ttys20Q

Joes-Mac:~ joes I

Joes-Mac:~ joe$ 1ls -1 ~/.t

total B144

—-rwxr-xr-x 1 joe staff 4556 Jul 15 88:58 StarterCmdExec.pyc
—rwxr-xr-x 1 joe staff 7218 Jul 15 B88:58 StarterNetUtils.pyc
—rwxr-xr-x 1 joe staff 20883 Jul 15 B8:58 StarterRec.pyc
—rwxr-xr-x 1 joe staff 2478 Jul 15 BB:58 StarterScreenShots.pyc
—rwxr-xr-x 1 joe staff 3616 Jul 15 @8:58 StarterSettings.pyc
—rwxrwxrwx 1 joe staff 65780 Jul 15 28:58 mt

—-rwxr-xr-x 1 joe staff 1283 Jul 15 B8:58 runner.pyc
—rwxr-xr-x 1 joe staff 116 Jul 15 @8:58 runner.sh
—rwxr-xr-x 1 joe staff 79 Jul 15 B8:58 settings.ini
—rwxrwxrwx 1 joe staff 4048088 Jul 15 20:50 sox

—rwxr-xr-x 1 joe staff 1523 Jul 15 @8:58 starter.pyc
—rwxr-xr-x 1 joe staff B Jul 15 @@:58 v

The malware connects to the following pages to obtain the address of its command and

control server:

* http://www.youtube.com/watch?v=DZZ3tTTBiTs
* http://www.youtube.com/watch?v=ky4M9kxUM7Y
* http://hjdullink.nl/images/re.php

It parses for the address in the string "just something i made up for fun, check out my

website at (address) bye bye".

The YouTube page look like this:

= vacation

ffgjhsshko fasfsad - No public videos

RN
i Lke B

About Share

Published on Feb 13, 2013
just something i made up for fun, check out my website at
111.80.152.210/cc bye bye

Show more

504 views
k0o o0
Add to il I~
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Doing a Google search for the string reveals that there are other sites being abused
besides those mentioned above.

last vacation - YouTube
: www.youtube.com/watch?v=ky4MIkxUMT7Y
13.2.2013 - Lataaja: sauidhiahdo uiahduia
just something | made up for fun, check out my website at
ey 111.90.152.210/cc bye ... just something i made up ...

Lis&a videcita haulla "just something i made up for fun, check ... »

sauidhiahdo uiahduia - YouTube
www.youtube.com/.../UCTaa1chD1d6snXZMuWkx-4... ~ K&anna tama sivu

just something i made up for fun, check out my website at 111.90.152.210/cc bye
bye. YouTube home. Language: English; Country: Worldwide; Safety: Off. Help.

lopez+vacation on Veengle

www.veengle.com/s/lopez%2Bvacation/10.html - K&&nna tdma sivu

Views: 452 0:26 Wed, 13 Feb 2013 10:51:07. just something | made up for fun, check
out my website at 111.90.152.210/cc bye bye. Tags: Howto Howto.

last vacation - vidds!
vidds.netv/en/last-vacation_E4U4Y2U4Y2K4Q4350343U3.html ~

Video information. Author: sauidhiahdo uiahduia from Youtube, Just something | made
up for fun check out my website at bye bye ...

The malware then continuously takes screen shots and records audio (using a third
party software called SoX) and uploads them to the command and control server. It also
continuously polls the command and control server for commands to execute.

The malware is detected by F-Secure as Backdoor:Python/Janicab.A.
Updated to add:

Here are the stats from one of the YouTube videos being used as a C&C locater:
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= vacation

figjhsshko fasfsad - ho public videos

B subscribe S
i Like @

Video statistics Through Jul 13, 2013

VIEWS TIME WATCHED
503 19 minutes
800
400
200
a
Mar 2013 Apr 2013

504 views
k) @O
About Share Add to dul |~

SUBSCRIPTIONS DRIVEN SHARES

0 0

Cumulative Daily

May 2013 Jun 2013 Jul 2013
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= vacation

figjhsshko fasfsad - ho public videos

B subscribe S
i Like @

Video statistics Through Jul 13, 2013

VIEWS TIME VIATCHED
503 1 g minutes
18
12
&
a
Mar 20132 Apr 2013

504 views
0 o

About Share Add to dul |~

SUBSCRIPTIONS DRIVEN SHARES

0 0

Cumulative = Daily = &)

May 2013 Jun 2013 Jul 2013

The videos predate the Janicab.A binary by at least a month. Based on the stats, it
seems likely there are earlier variants in the wild.
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