Unveiling the Locker Bomba (aka Lucky Locker v0.6 aka
Lyposit/Adneukine )

& malware.dontneedcoffee.com/2013/05/unveiling-locker-bomba-aka-lucky-locker.html

2013-05-21 - Affiliate

On the 10th of may was advertised on underground forum by bomba_service a new
Ransomware in Affiliate mode.

LOCKER BomBa best service - MakcumMmanbHbIN 3apaboTok
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Bomba Locker advert

Original Text

LOCKER BomBa best service - makcMmarnbHbIn 3apaboTok

B cBS3KM C yHbINOW CUTyauunen Ha pbiHKE NNOKEPOB, Mbl NpeanaraemM BaM yHUKanbHoe
peweHne - BomBa nokep, Hall NPoeKT HanpaBfeH Ha COBMECTHbI 3apaboToK B TEYEHUN
ANIUTENbHOIO BPEMEHU, Mbl NpeafaraeM akTUBHYH NOMOLLb afgBepTam U pelueHne
BCAYECKNX CUTYaUMin, BCerga OTKPbIThI K Anarory - 1 HOBbIM HanpasneHuam!B napTHepky
OyayT HabpaHbl 10-20 akTMBHbLIX aABEPTOB, NOCNE Yero OHa NepenaeT B NPUBATHbLIA PEXUM.

HeKOTOpre TEXHNYECKNEe JaHHbIE!

+++ metogbl o6xoga UAC ot Buctel o W7, 0-day

+++ MeTOo[, 3arpy3ku nokepa m3 namatun(muHys auck), 0-day

+++ AMHamMu4eckasa NogMeHa MUHUMNOPT-ApanBepa XeCTKOro Aucka

+++ CoKpbITMe/nogMeHa AaHHbIX Ha AMUCKE Ha YPOBHE NOAMEHbI CEKTOPOB

+++ MHXEKT B NPOLIECCHI, TAKXKe NTOKep UCMNOMb3yeT BCEBO3MOXHbIE METOAbI 3aKpeNfeHns B
CUCTEME - OT CaMbiX MPOCTbIX 40 U3BPaLLEeHUI, NpakTuyeckn He yaanum( gaxe B AB oTyeTax
- pekoMmeHgauus - dopMaTt AMCcKa U nepeycTaHoBKa CUCTEMbI - MOHATHO YTO HE BCEX Takoe
YCTPOWUT, YEM Mbl U BOCMONb3yeMCSl)

+++ 3aLMLLEHHbIA NPOBEPEHHBIMU anropuTMammn NpoToKkon obmeHa 60T-cepBep (kasanoch
Obl NOKep - HO 1N nocrne nporpy3sa 6onee 50k TECTOBbIX

6oToB - ocTtanca 0/34)+ kogbl B NaHenb OTNPaBsTCA HE NO CTaH4APTHOM
cxeme(koMepyeckas TavHa), nayt Ao 7 AHen akTMBHO, bbiBanu cnyyam gaxe nocrne 20 cyTok
60T BBOAUN BanuAHbIN KoAg(nocne Aonrmx nonbiToK BBoAA HeBanvaa)

+++ MCNOMNb3yeTcsa XMTpas cucTeMa yCTaHOBKW FIoKepa - He Tyrnow 3anyck cpasy( Takmm
obpa3om BaLLM NOPHO pecypCbl OCTAHYTbCHA YNCTbIMU BECKOHEYHO A0MT0

- MonesHas wtykn: KpyTble NEHANHIM MHOFOKPATHO NPOTECTUPOBAHHLIE Ha Tpadumke
pasnMyHbIX HanpaBneHun, 1 NOCTOSIHHOE NX U3MEHUS - MO, HOBbIE TPEHAbI B 3TOM
HanpasneHun Ans MakcumarbHOW NpubbInu.

- Paamep exe(He cxatbin): 70 K6

- HanucaH Ha: C++/ASM

- Pabotaet Ha cneg. OS: Bca nuHenka Windows HaumHasa ot Windows 98 n o Windows
7(nokep 6bin NPOTECTUPOBAH HA BCEBO3MOXHbIX Bapuaumax OC, OT orpaHM4eHHOM Ao pro,
BKNtovast x32 n x64 Bepcun)

- OTcTyK € Tpadha - 80%

MopnepxunBaemble nokepom CTpaHbl:
US|DE|IR|CH|ES|AT|BE|FR|PL|DK|PT|CA|IT|NL|RO|SE|UK |[TR|ROILV ( 20 cTpaH)
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AHTMBUPYCHI

Bbinn yctaHoBNEHbI MakcMMaribHble BEpcumM(camMble 4OPOrMe) aHTUBUPYCOB, CKadaHbl U1
06oBneHbI akTyarnbHble 6a3bl, U BbICTABINEH CaMblli BbICOKUIA YpOBEHL Be3onaHocTu, nocne

yero Obin OCyLLEeCTBMNEH 3anyck nokepa, bbina NnpoBepeHa oTnpaBka KO4OB (HUYEro He
Bnokupyetcs)
O06xoabl AB:
AVAST - OK
Microsoft - OK
Avira - OK
ESET - ok
Symantec - ok
AVG - ok
Kaspersky - ok
McAfee - ok
Trend Micro - ok
Panda - ok

O6xogbl PaepBonos
KOMOZO - OK
outoed - ok
OYTNOCT - OK

HOPTOH - OK

3710 6onee 90% OT Bcex Tayek, Kak npaBuo y 60MbLINHCTBA H03EepPOB CTOUT Kakon nmbo AB,
1 NpobuTb ero aTo eLle nongena - HeobxoaMmo YToObI ToKep HOPMarbHO YCTAaHOBUIICS U

cMmor oTnpaBuTb koabl.BomBa nokep crnpasnsercs ¢ 3TuM MakcmarnbHO 3peKTUBHO.
YuuTbiBasa BCe BbllLecKa3aHHOe, 6e3 npeyBeneyYeHnsa Mory ckasaTtb YTo BomBa nokep
nyduwee pelleHe AOCTYMHOEe cenyac Ha pbIHKE, KTO HE BEPUT - MOXHO YCTPOUTb
rnokasaTterbHble TeCThbl.

PentnHrin:

A0 1k noagoB B cyTku - Bawn 60% OT NonyyYeHHbIX YEKOB
A0 3k noagos B cyTku - Bawm 70% OT NOMyYeHHbIX YEKOB
Ao 10k noagos B cyTku - Bawn 80% OT NOMyYeHHbIX YEKOB
oT 10k noagos B cyTku - Bawm 90% OT NONyYeHHbIX YEKOB

Cynep BO3MOXHOCTU:

1)B Hanuumne MHOXeCTBO CTapbIX akoB 6upx ( oT 1 40 5 neT pern ¢ CTopmer NOKynok un
npogax - BCe aku nepeaaHbl agant mactepamu nmbo Obinv perHyTbl B T€ roabl) 310
no3BonseT n3bexarb orpaHN4YeHU HarnoXeHHble Ha HOBblE akayHTbl + TEXHUKU Cnuea 1
MeToAbl paboTbl NO KaXA0N U3 BMPXK(KaK YTO NanuT rge v Tn) - 3Ty BO3MOXHOCTb Haao0
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crnpawmBaTh y canopTa - OH nepegacT 3anpoc agMuUHy(UMeeT CMbICI NoAaBaTh 3asBKY €CIu
y Bac ecTb 6onbLion onbIT paboTbl U HE Hago 0cob0 HMYeMy 00y4aTb - TOMbKO rPaMOTHO
HanpaBuTb) BCe yCrnoBmnsa 0b6roBpmBatoTCAa Npu IMHHOM OBLLIEHNN.

2) Bo3aMOXHO Bblgava cMCTEMbI NO CKPbITUIO Tpaduka ot ndon agant Gupxu(sce yepes
Hall cepBep), MOXHO CrvBaTb Jaxe C Tpadmkxorngepa XOTb U KOBEPT OTTyAa HUKaKOW.BCe
cyry6o nHgmemayanbHoO - 06roBapuBaeTca Yepes agMmHa cepBuca - KOHTakT 6patb y
canoprTa.

3) Bolgaem cBA3KY - He BCceM, a TONbKO TpyaontobrBbIM aaBepTaMm.( Kor-Bo Tpada n Bawe
a[lekBaTHOCTb - rMaBHble (pakTopbl)

KoHTakTbl canopta - [email protected] [email protected]
http://bomba .asia

Translated by @Malwageddon (Thanks !!) :
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LOCKER BomBa: Best service - maximum earnings

Due to Lockers market being dull at the moment, we are glad to present you - Bomba
Locker. Our goal is to have long term relationship partners to share the earnings
with. We offer active help to adverts and flexible support. We are always open to a
dialog on new ideas. We're looking to partner with 10-20 adverts at the moment and
after that any further partnership discussions will only be done privately.

Some of the key features:

+++ UAC bypass - works on Vista through to Windows 7, 0-day

+++ loading the locker from the memory(not using the disk), 0-day

+++ dynamic HDD miniport driver replacement

+++ HDD sector level data hiding/replacent

+++ process injection, the locker is using variety of method to attach itself to the
system - from simple to most sofisticated ones. Almost impossible to delete (even AV
vendors recommend reformating the disk and reinstalling 0S if infected with our
locker - of course it's not a desirable solution for many people, so we use it in our
advantage)

+++ bot-server communications are protected/encrypted(test IP hasn't been blacklisted
even after testing with 50K+ bots). Not using any standard schemes to send codes to
the panel(our own 'Know How'). Normally, it takes upto 7 days for bots to send in a
valid code, but we've seen cases where 20 days later bots were sending valid codes
after many invalid entering attempts.

+++ using tricky locker deployment method - not just simply starting it up
immediately(in this way your servers will stay 'clean' longer)

- Useful features: Amazing lendings stress tested with different type of traffic.
Constant upgrades to faclitate any new trends to maximize the earnings.

- EXE file size (not compressed): 70 Kb

- Written in: C++/ASM

- Works on the following 0S': All Windows starting from 98 to Windows 7(the locker
was tested on all possible versions - 'core' and upto 'pro' editions including x32
and x64 versions)

- Callback - 80%

Countries supported by the locker:
US|DE|IR|CH|ES|AT|BE|FR|PL|DK|PT|CA|IT|NL|RO|SE|UK |TR|RO|LV ( 20 in total)

AntiVirus products

Tested with the latest versions of AntiVirus software - all patched and updated. The
locker was launched with AV software set to the maximum security level. Tested
sending the codes to the panel - nothing is being blocked.

AV evasion:

AVAST - OK

Microsoft - OK

Avira - OK

ESET - ok

Symantec - ok

AVG - ok

Kaspersky - ok

McAfee - ok

Trend Micro - ok

Panda - ok
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Firewall evasion:
Comodo - OK
BitDefender - ok
Outpost - ok
Norton - ok

In more than 90% of the cases, users have some AV software installed and to evade it
is only half of the work - the locker has to be properly installed and verified to be
able to send the codes. Bomba Locker handles it quite effectivelly. Taking all of the
above into concideration and without any exaggeration I can assure you that Bomba
Locker is the best product currently available on the market. Product demonstration
can be arranged if any further prove is required.

Rates:

upto 1K loads in a day - you get 60% from the earnings
upto 3K loads in a day - you get 70% from the earnings
upto 10K loads in a day - you get 80% from the earnings
from 10K loads in a day - you get 90% from the earnings

Super features:

1)We have many old stock accounts (from 1 to 5 years registration and trade history -
all accounts have either been handed over to us by 'veterans' or registered back
than) - it allows us to avoid any limits applied on the newly opened accounts. Also,
we have timeprooved methods of fund withdrawal specific to each stock - this feature
can be requested from the admin through our support(only submit the requests if you
have previously worked in this area and do not require any training). All details and
conditions are discussed individually in private.

2)We can provide adult traffic hiding systems(through our server only). We can pull
traffic from traffic holders even though the convert rate is quite low there. Any
specific individual requests can be addressed to service administrator - contact
details can be requested from support.

3) We can supply EK - available for most productive adverts only(traffic volumes and
being adequate - are deciding factors here).

Support - [email protected] [email protected]
http://bomba .asia

As you can see there is also a web site associated
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Website promoting Locker Bomba

It took few hours to spot something new and that could be related.

Pushed in a rented blackhole :

199.180.114.213 namesrootslist .net - Landing : /building/aim-circuit-proposing.php

| fond that sample : 31efd51e5¢c31ea38a30ebd9d005575beThe User-Agent and C&C call
were familliar :
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User-Agent and C&C Call Lyposit-ish

Like Lucky Locker (which is Lyposit v0.1 and Adneukine - v0.2 ) ...but no lock screen (!?).
So | wait...wait (> 10 min) till i got :
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German Design for Bomba Locker / Lyposit
(which is the same as Nymaim based on Urausy...itself inspired by Reveton June 2012)

Here are all other available looks like the German design except the US one.

9/17


https://4.bp.blogspot.com/-6yUMVsSSwsM/UZqI_XsmGgI/AAAAAAAAAJE/o_g8xrXKuMk/s1600/Bomba+Locker+DE+2013-05.png

All known Bomba Locker/Lyposit Design as of may 2013

TR = US Design

IR (read IE :D) like BE, CH, PL and DK show Blank screen like that :
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IE ('=IR) CH, BE, PL DK design... sic

The US Design is like :
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Bomba Locker/Lyposit US Design

This design has already been seen in Uremtoo (Urausy variant) in February
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and in Nymaim (but is a little more evolved there )
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User Name:

AN

Location

OW IT WORKS
Hac 0S ver
Not yet set

Walmart © CVS
arwin Kerr}
Systen nod

Systen up
1

You have been subjected to violation of Copyright and Related Rights Law (Video, Music, Software) and illegally using or
distributing copyrighted contents , thus infringing Aticle 1, Section 8, Clause 8, also known as the Copyright of the Criminal Cods of
the United States of America

Aticle 1, Section 8, Cause 8 of provides forafine
fortwo to eight years.

ora deprivation ofiberty

o
Files). Thus violating article 202 of the Criminal Codes of the United States of America, Arcle 202 of the Criminal Code provides for a
deprivaion of iberty for four to twelve years.

, thus
you are violating the law on Neglectul Use of Personal Computer. Aticle 210 of the Criminal Codes provides for a fine of up to

$100,000 andlor deprivation of iberty for four o nine years.
Pursuantto the amendment o Criminal Code ofthe United States of America of May 28, 2011, this law infigment may be considered
as conditional in case you pay te fine of he States.

To unlock your computer and to avoid other topaya

How do | unblock the computer using the ManeyPak?
1. Find a retail location near you.
2. Lookfor a MoneyPak n the prepaid section. Take it to the cashier and oad it with cash. A service fee up o $4,95 will apply.

Code (Digits only)

1](2][3][4][s][s][7][8][2][o

[ Pay oy voneypar |

How do | unblock the computer using the MoneyPak?
1. Find a retail location near you.

2. Look for Take ittothe
3.Topay entertne eyPak resulting code

cash. A senvice fee up to 54,95 will apply

‘When you pay the fine, your PC will be unblocked in 310 48 hours afer the money s putinto the State's account.
Please note: Fines may only be paid within 72 hours. As soon as 72 hours elapse, the possibility to pay the fine expires. All PC data
wil be is not paid!

it vour page on FBLoov

.

beusedas yourinviovement Notep: ipg, splashipg

/€ FBI Internet Wanted - Windows Internet Explorer

Following mugshot and your personal details ha
‘connection with offence you commited

Out of topic:

| did not wrote about Nymaim for now but it's related to the /Home/ BHEK (which evolved to

Nymaim US design

q.php BH EK which was behind the LA Times infection and is getting traffic via Darkleech

apache Module)

That C&C is pushing junk instead of 404 the same way Lucky Locker C&C was...
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Trash Data instead of 404

And here is the piece of code behind that on previous version of Lyposit :

C&C Side code used to push trash

As the Advert for Lucky Locker is not available anymore it seems we had here a good
candidate for this "new" locker.

And..tada! I've find a way to get a screenshot of the Admin Panel for Bomba Locker :
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Bomba Locker Panel
(same as Lucky Locker but v0.6)
IP is not blurred -> QED

And as a conclusion for those wondering what is the 0day UAC bypass on Windows 7
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Oday UAC Bypass :)

File :

Here (Owncloud via goo.gl) contains : 31efd51e5¢c31ea38a30ebd9d005575be
https://malwr.com/analysis/ZJESNmMVINjgxOTFINGM5ZGI1zZDAzYWFiYzViNDEZ2Y]E/

Read More :

Lockscreen Win32:Lyposit displayed as a fake MacOs app - 2013-05-20 - Avast - Peter
Kalnai
Inside view of Lyposit aka (for its friends) Lucky LOCKER - 2012-11-29
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