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B188ASER
B1EEAE01
B1EEAE0E
B18EATEE
B1EEATIC
BlBEA7Z2
B1EBATI1
B18BATAT
B18BATAE
B18BATFD
B1a8AS19
B1EEASET
B1BEASE1
B1EEASEE
B1EEASES
B188RSAT
G18BRASED
G1leBRSCY
GlesAoiz
GleBRo2e
B1E8A%ZF
H1RARASRF

JLE SHORT BREEAEST

FUSH DWORD FTR SS: [ESP+14]

CALL B1BEASEE

MO EDG., EBEE420

AOO BYTE FTR OS:[CECHI.AL

CHPE BYTE PTR DS:[ESI].EBVTE FTR ES: [EDI
STC

IHC ERX

ADD DWORD PTR DS: [ECKI,.ERX

JE 8leBAS0E

JGE SHORT B188A7IE

MOL DWORD PTR DS: [ECH+EEF#41,EDI
HOO BYTE FTR DOS: CEAXI.AL

HOO BYTE FTR DOS: CEAXI.AL

CHMP CL, 4B

IMC DWORD FPTR SS: [EEP+FF1SFPSFF]
JE SHORT 8188AR2C1

ADD DWORD PTR DS:[EDIT,ECH

CHP ESIL.OWORD PTR S5:[EBP+C]

0D 1.8186R221

ADD DWORD FTR OS: [EEX-521,ER=
Nr A=

Received a mail with an interesting exe

https://www.virustotal.com/file/17a3ee51492b9b2ba155f54be6 1f2c305b090cee8d604d1df616ca3ba881b372/analysis/

loc_48REEE
loc_4@RE01
check_for_avg
loc_4EATES
loc_4@AF1C
check_for_avira
loc_48AF91

Loz 48AFAT
check_for_zwvast
Lo 48AFFD
loc_48A813
loc_4EAZST
loc_4EARB51
loc_4EARZSZ
check_for_norton
Lo 4BRSAT

Lo 4@RSED
check_for_mcafes
loc_48R312
loc_48R323
check_for_panda
I dARSEF

1359049655/
Thanks creep.

This bot is used by one group of Russian carders and is not for sale, they call it 'triton’

IDA Map file imported to Olly, without IDA i got huge problem to understand the exe:

ALRSRASE| O
Blednes
Al&3AGED0| OR BYTE FTR 02

alEEAGEE JLE SHORT 005204
Blednsnl| F
aleERchE| Ch
QLEIATOE PO EDC, EERD45E0
BrOO BYTE PTR
CHPS BYTE PTR DS

[ECXI.AL

=

CH4EBPw 1, EDL
ERX. AL
+LEFHD, A

tFFLETEFF]

24| DD DWORD T EDLD

CHP ESI,ODUORD FTI Z: [EBP+C]

OO §.0126ASE]

D DUORD PTR DS [EEM-E21, EQ

sl

0E 0f

#0R BL,CH

FOF EBF

IHTO

MP DWORD BT
4| FUSH DWORD P

aleeAAnL| THE EST

SP+10],ERk

P+18]

Injects:

check_For_aun
Lowe_d@iea?
check_For_eset_nod
loc_ 4824ER
Lae_dedali
check_for_aws

Lo 485786

loo_d@s? 1t

[EZI1,BYTE PTR EZ: [EDI|check_for_avira
o

Lo 4857
loc_d4@s/H1ye

cheok_For_awvast
Lo 4857F
Lowe_daisa19

loe_d@sss 2
cheok_for_norton
loc_4853A7
loc_4825E0

EnuneCste_|

e

not ify_server_about_inseal led_au
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http://www.xylibox.com/2013/01/trojanwin32spyranbyus.html
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1887TAET | SHR:
HETAFS | INC EST

1BEGFR2E | MO WORD PTR DS:[EST+i6], A

JE SHORT 21227630

FOF Z2F

9| PUEH 23

HOU OWORD FTR DS: [EST+F),ER

% OWORD PTR D=1 CEAKD

- e8P

OMORD FTR 05: LESNT, 7

23| ¥CHE DUORD FTR DS:CED
JNZ @10881E7

fRDD =8K, BFEZ2E8E

7007 | CRLL DMORD FTR DS:[ESK=2E@]
ED| ADD ERX, 3955336R

1GGFE2E| CHE OWORD FTR DS: [ECH1, ERX

18G7E4F | OR EDLLED]

1667ESE| O EDLLED]

1GGFEAS| OR ERH, DUORD PTR OS

E|CALL OMORD FTR DSeC

COOELOUEEOTTROIT D@
5 3 = @ =

NN N

= NN

= o
&
=

18ETF2A| ADD EAK, DWORD PTR O3 CERXD
1EEFFEA| ADD BYTE PTR DS: [ERXD, AL

XN

injscr_ContactHiz
uninsralloirzelf

o
sub_487C042
oo 4870ES
Lo 407CEE
loc_4arcoe

ATERS
Ur iSerean
tiny
nEtall_thiead
tranzlink
rain_as_not_injectsd

Decoded strings (some, not everything):

&pp=1

reg add "

&files=1
nabagent.exe
putty.exe

[MOUSE R %dx%(d]
POST
SeShutdownPrivilege
UniStream.exe
cbsmain.exe

HKLM\

jawt.dll

&net=1

disk%u.xml

&scrn=1

&cmd=1

Uz.DB3

GET

iexplore.exe
ThunderRT6FormDC

com.bifit.harver.core.DocumentBrowserFrame

drweb.exe
nabwatcher.exe
WINNT
bc_loader.exe
avfwsvc.exe
[VK_END]
.iBank*
aswupdsv.exe
%s\tmp%xa%04d.$$$
V/servlets\Vibc
bclient.exe
EnableLUA
secring
client7.exe

Western Union® Translink™

Tiny Client-Bank
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http://3.bp.blogspot.com/-KSFdbdyh_7I/UQF_a9DTV6I/AAAAAAAAQnU/fAdb9d06DuQ/s1600/24-01-2013+19-34-13.png

/bsi.dll

Content-type: multipart/form-data, boundary=%s
Edit

java.exe

sign.key

\\.\PhysicalDrive0

inbank-start-ff.exe

http://([*:/1+)*(("")(-+)

Content-Disposition: form-data; name="data"; flename="1"
clbank.exe

BBClient.exe

WS2_32.DLL

ComSpec

iscc.exe
SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run
avengine.exe

https:\/Vibank.alfabank.ru

WebMoney Keeper Classic » Adia

a:\keys.dat

https:\\Wibank.prbb.ru

oncbcli.exe

logs

nortonantibot.exe

ContactNG.exe

BUTTON

wclnt.exe

ashwebsv.exe
mMj=%u&mi=%u&pt=%u&b=%u&dc=%u
sgbclient.exe

cbsmain.dll

avmailc.exe

Software\Microsoft\Windows NT\CurrentVersion\
winlogon.exe

webmoney.exe

egui.exe

/c del

--%s--
auth-attr-\d+-param1=.*&auth-attr-\d+-param2=.*
intpro.exe

vshwin32.exe

firefox.exe

mcshield.exe

Password:

nabmonitor.exe

UNIStream®. Addaioesesasey.
Software\Microsoft\Windows\CurrentVersion\Policies\System
&file=2

http://e71koapi.org/Ic5dx/index.php

rclient.exe

Jjks

cfp.exe

translink.exe
http://pulden376-seven3.in/doEst71beG/index.php
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Content-Transfer-Encoding: binary
ntvdm.exe

SysDebug32
%s?id=%s&session=%u&v=%u&name=%s
&av=

avp.exe

System\CurrentControlSet\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile\AuthorizedApplications\List

cmdagent.exe

WINSCARD.DLL

" /v EnableLUA /t REG_DWORD /d 0 /f
bankcl.exe
Software\Microsoft\Windows\CurrentVersion
safari.exe

avconsol.exe

elbank.exe

username=.*&password=.*

pubring=(.*)

javax.swing.JFrame

secring=(.*)

javaw.exe

ISClient.exe

JVM.DLL

bk.exe

http://([M:N+) .+
auth-attr-\d+-param1=(.*)&auth-attr-\d+-param2=(["&]*)
ekrn.exe

sched.exe

avgnt.exe

avwebgrd.exe

startclient7.exe

master.key

avsynmgr.exe
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

Aleksandr Matrosov know better than me this threat go have a look his article:
http://blog.eset.com/2012/12/19/win32spy-ranbyus-modifying-java-code-in-rbs

Let's do directly to the panel...

Login:
Pervcrpauua
NaruH |
Mapone |
BoHTH COpocHTE
Statistics:
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Active bots with smartcard:

Fo

RN )

RS ey [ — —

Screenshots (SR):

PN T e

A screenshot took by the bot:
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http://2.bp.blogspot.com/-UYgFmm4ByYk/UQT8tOrpQaI/AAAAAAAAQsw/SgpMLRKMwlk/s1600/23-01-2013+15-45-28.png
http://4.bp.blogspot.com/-ejhOG54LK28/UQT9INhuSII/AAAAAAAAQs4/Acxv-EVkviQ/s1600/23-01-2013+15-47-12.png
http://4.bp.blogspot.com/-QaXIcFztgaQ/UQT9elw62qI/AAAAAAAAQtA/E65UwQg54Ck/s1600/23-01-2013+15-49-35.png
http://1.bp.blogspot.com/-ToOQX7SuThU/UQT91CBPMoI/AAAAAAAAQtI/9UuzbJXinos/s1600/23-01-2013+15-50-35.png

File (F):

Fiae .

Keys (K):

Bot informations:
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http://4.bp.blogspot.com/-kruoqU5lpg4/UQT-IhpcOPI/AAAAAAAAQtQ/BKi1sJhvql0/s1600/23-01-2013+15-57-32.png
http://3.bp.blogspot.com/-OcLubExDrgY/UQT-ZtYyIXI/AAAAAAAAQtY/rU3N_DqqzWM/s1600/23-01-2013+15-59-21.png
http://1.bp.blogspot.com/-9YuJlgFy54M/UQT-o7BrXPI/AAAAAAAAQtg/0xfCMtwfZbw/s1600/23-01-2013+16-00-38.png

Orders to send:

Fi
-

Pazlinoknporars MpoRCERzS

Ofmaenenise Enoknporars Ciep

EnorapoaaTe bt Fasfinokeparan, Coep
FaANKHECASTs Dt Mparzi

EN0EapoeaTE MpoM e WIipaTe NpOKEH

PRIDNOEHICHST: TINOMEERE TIFTALATE CDE D 3RNDE
EnoEapoesTe Clep MEaTE £NIUl

PaifnoknpoaaTs CHep HhinTe Q0

Mpesen e Bora

¥hpaT. ook [Tl IEhOPAMALAD 0 KORLIETERD
MlorswTs crdcae dainag MeaRza@uTh BUNLnTED

e ETe enai BEOD

WiiTh O TopMO3HTE G0 NONEINEETENR

WHTE 073 TRk aT T TORMGATE EXO/ NON:EDEATENA
TlOrtiTe AHHOPMELPD 0 EOMP=OTEDE CISHUENTE SIIEC GAMAHKH
Meperatpyars KoMnEarep Enokuposats BES-offine

Bs00 Fasfinokeparars BEE-offine
TOpMNzITE B0 ROMKINRATANA CBMOENTH CNALANLHNE RRRCRER
e T HTE TORMOATE F50/] INLICAETANS CHAMDE JE0AHE

QOHIEATE [ it T MOk

Download list:

Some task urls:
hxxp://whispers.ru/upload/term.exe
hxxp://178.18.249.11/cono.exe
hxxp://hoombauls.com/cono.exe
hxxp://deluxe1924.com/cc/d.exe
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http://4.bp.blogspot.com/-R7n1hQE8v58/UQT-67F8cPI/AAAAAAAAQto/oxgh1EsHC5s/s1600/23-01-2013+16-02-10.png
http://3.bp.blogspot.com/-W3xNnwaDQFM/UQT_M8rMRNI/AAAAAAAAQtw/L9tnIfWDfcs/s1600/23-01-2013+16-04-11.png
http://2.bp.blogspot.com/-cry8XJt02Es/UP_9mMLQmSI/AAAAAAAAQTY/vb7QJD2zQrE/s1600/23-01-2013+16-05-00.png
http://3.bp.blogspot.com/-h944nDZXeuI/UQT_dqZMpHI/AAAAAAAAQt4/gV9TEXPaJ6Q/s1600/23-01-2013+16-13-06.png

hxxp://deluxe1924.com/cc/car2.exe
hxxp://hoombauls.com/cono.exe
hxxp://gramma.pro/update.exe
hxxp://girgrozn.narod2.ru/01/CONO.exe
hxxp://deluxe1924.com/cc/picpic.exe
hxxp://gramma.pro/update.exe
hxxp://deluxe1924.com/cc/fun2101.exe
hxxp://www.mobi-sys.ru/en/lox.exe
hxxp://likeme.pro/update.exe
hxxp://ejdovberk.org/MRD.exe
hxxp://www.enmtp.com/admin/lunt30.exe
hxxp://178.18.249.10/exel.exe
hxxp://deluxe1924.com/cc/picpic.exe
hxxp://orlik.pro/update1.exe
hxxp://whispers.ru/upload/MLN1.exe
hxxp://www.enmtp.com/admin/termclean.exe
hxxp://www.enmtp.com/admin/IMRD.exe
Some files can be found here: http://vxvault.siri-urz.net/ViriList.php?1P=209.61.202.242 Hide:
Froe

== IO I T TN T

3 I T I T Y N T
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http://vxvault.siri-urz.net/ViriList.php?IP=209.61.202.242
http://1.bp.blogspot.com/-xOuiwboZA28/UQT_tV5L_eI/AAAAAAAAQuA/DeoEShYOudY/s1600/23-01-2013+16-18-50.png
http://1.bp.blogspot.com/-KycJ4LMckCA/UQUAHqSEYGI/AAAAAAAAQuI/nx_YzgMsfnA/s1600/23-01-2013+16-20-42.png

Banks:

Fras

Download:

s~ 04
)

Comments:

Fo

o

Others:
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http://1.bp.blogspot.com/-Fq9AWmSyA-k/UQUAaaAUZmI/AAAAAAAAQuQ/pcvJAw4V7VA/s1600/23-01-2013+16-21-16.png
http://2.bp.blogspot.com/-Vf3wL-6k4KQ/UQUA2eaEXTI/AAAAAAAAQuY/1ijCJbzyMKI/s1600/23-01-2013+16-24-23.png
http://1.bp.blogspot.com/-H87LOnLbD28/UQUBHb-PyPI/AAAAAAAAQug/cFkepnBft6M/s1600/23-01-2013+16-45-27.png
http://2.bp.blogspot.com/-74tdL5H3SCk/UQUBgWn-fJI/AAAAAAAAQuo/pp9UDNwF75o/s1600/23-01-2013+16-47-19.png

Search via IP:

PN

Search via ID:

Update:
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http://4.bp.blogspot.com/-TspaJ4HVEAQ/UQUCE37x5WI/AAAAAAAAQu4/uq-qd0pqpO0/s1600/23-01-2013+16-50-24.png
http://3.bp.blogspot.com/-8DWwaL3GI7Q/UQUCVm65dBI/AAAAAAAAQvA/MF_F8Kzkio8/s1600/23-01-2013+16-49-51.png
http://4.bp.blogspot.com/-faRsQZEj9oM/UQUClBC6VXI/AAAAAAAAQvI/rxfb-GKey60/s1600/23-01-2013+16-51-24.png

S
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b 8
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