vSkimmer, Another POS malware
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vSkimmer - POS malware / track 2 grabber
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wSkimmer - FOS malware / track 2 grabber

vSkimmer - Virtual Skimmer

Functions:

- Track 2 grabber

- HTTP Loader (Download & Execute)
- Update bot itself

Working Modes:

- Online: If internet is reachable it will try to bypass firewalls and communicate to a the
control panel.

- Offline: If internet is not reachable it wait for a specific pendrive/flashdrive plugged in and
copy logs to it.

Server coded in PHP (can be modified on request to send logs to remote server, via smtp,
etc..)
Client coded in C++ no dependencies, 66kb, cryptable. (can be customized)
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The malware check the presence of debugger:

BB4BEsd

EEE]
D240 D
DD D

Get PC details (OS,Computer name, GUID for identify you in the POS botnet, etc..)

EDOC24 EBFLCF
81EC CERsaad
a1 TededzZea
28

25T &0 B

15 ZE0e418

FFIE B4l

230 &8 Bl

EH BB

LEA EEF.DWORD FTR =%5: [ESP-343]
SUE E=SF, 3CB

HOL ERE, DMORD FTR [ C4Z2457a]
%O ER, EBF

MO DWORD PTE 55 [ERP4 3841
15H BB

PLIEH ESI

FLUEH EDI

CALL DWORD FTR O [4 LD8&E]
10 EDL, DMORD FTR D5 C410102]
MO ER, DRORD FTR 05 69100801
P ESL, 410308
TEST ERHERH

FEH €
FLEH ESI
PUEH E5I

@
CALL EDI

FEH @

DAL EE¥

A0 DWORD FTR 25 [EEF-BR1.9
H ERX, DUOR] FTR 5530 ERP=55]

I5H ER
CALL DWORD PTR OeZ: [41D838]1
PLEH ER:
CALL DWORD TR D2 [4 LDBSE]
T CWORD PTR S5 [EEP-B81.1

EF

#choat . 89821
Stule = HE_OK:IHE RGP
Thtle =X “Undefined E
TEdT e f inied Errar™
hlunes = ML

EdisCode = @
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Check if the file is executed from %APPDATA% if not add registry persistence, firewall rule,
make a copy and execute the copy:

Detail of the registry persistence:

eI

Firewall rule to allow the malware:
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Create a mutex, thread and get host information:

Createfutesd

Check for process:

CreateToo |he lp3&Snsoshot

Bl . @DES FEFEFFF
- &B PA0s4lED RECTI “eosres.eHe™

ARG . 58 PLISH ERX

edaTTEY | . EB ARESEZTORD | CALL 28dasFed alachost . DQ4ESFED
TR - B9 FOF B

ap4ar7en . 59 FOF E

BRI TEE 2500 TEST EfRes, ERe

Some are whitlisted: "System", smss.exe, csrss.exe, winlogon.exe, services.exe, Isass.exe,
svchost.exe, spoolsv.exe, wscntfy.exe, alg.exe, mscorsvw.exe, ctfmon.exe, explorer.exe:

Froocessddtest
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And when finally a process is found:

—

Read the process and search for pattern:

ReacFroornimary

T M BT

Ak € BEHHITZER

e bk b b e

If nothing found:

SHORT BE4EPACT]

wchost, EHBZENE

D5 [034IDIE4I=FLSFACET (weZ_32. sand)

Answer:
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Date! Tue, OB Jam 2013 A7:=02:10 car
ontest-Type: test hinl
ranster-Encoding: chunzsd
annecTion! beep-alfve

=P irmbr s-My . PRP. 5210

eradarral < emds>
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I_I_I_ Ert e corrstesion 1L byess
*dns: 1 » ip: 31.31.196.44 - adresse: WWW.POSTERMINALWORLD.LA

Parse the answer:

Answer is reduced to first 3 letters and compared with 'dIx' (Download & Execute) and 'upd’
(Update) if one of these are found that mean the bad guys send us an order.

For example dIx:
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(RTINS -, L 101
aasanniell . BIE0 EAFEFFE{CTE DMORD PTR 552 CERF=11C], 18

GDSBE010) . BEES DEFEFFFYNOU ERX DMARD FTR 55; (EBP=1381]

oas38023|) ... TE BE L IRT DOS880ZE schaost . A3408028
OB4B80Z6|) . EDEE DEFEFFFYLEA EAX,DMJRD FTR 55 (EBP-1z8]

DD4BB0ZE|| *» E= FlEH EE=X T=Ehoan

BO4BBDZC|) . E= FlEH E=X DefDic

BB4BEDZD() . E= FlEH B2 Faraneters
BDO4BBDZE|) . EB FlEH B F i leflane
BDO4BBDZF|| . &F SEDEdlod |FLUEH 410332 Ooerat lon = “ooen"
0o4BB034|| . E= FlEH B2 il

994BB035 | . FFLE CODL4i0d CALL DWORD FTR DS:Cd41D0CE]

004pB03E|| . £f EFDCOOD0 [FUEH 322 Timeost = 1088, We
92288048 . EECE TEST B, 2an

@2288042|) .. T4 BE E SHORT 9338052 anchiont 984088052
@3288044|) . FFLE So0adi0d CALL DWORD PTR DS: (4108587

@32BEDER) . ET FiEH ED]

B32BB04B|) . EF EE0LOR |PUSH 410988 ASCI] ek
@3288058() .. EE BC P SHORT 3323805E auchast  9348805E
@328B0E3|) » FFLE CoOG4i08 CALL DWORD PTR DS: C41D853] L

aasgansal) . E¥ FLEH EO]

AA2BA0EG| ) . OF GADRLGE |PUSH $10865 ASCI] *ka™
AHSH00SE| ) »  ODOS FEFCPFFFYLEA E5ed, DuaRD PTR S5: CEDP=306]

FEERTTTAH P D

GHLB0065 ) . FFTE B0 PLEH [0 PTR 553 CEBPER]

apspnnenl) . ER DVFRFFFF |CALL a@sanpss wchast 4000844
gas28060{) .  BIC4 LB AOO ESF. 18

ggspe07e() . EE FLEH EEX Ex | tCode
B94BB071() . E57E B2 CHF DWORD PTA 551 CEBP+8], ESL

o04BE07A|) .. TE BE NE ZHORT agsnglrr saohost . 88488070
B04BB076[) . FFLE ZC00d 10 CALL DWMORD PTR D51 C4ALDE3C]

Order is executed and a response is send to the server:

BO4REEET|| * &7 PUSH EDI Flags
BO4REEEE|| . FFES E@FTFFF| PUSH DWOSD FTR SS5:[EEF-£301 DataSize
sa4asEEE(l . 52 PUSH ERX Data
PO4REEEF|| . FFBS ECFAFFF| PUSH [WORD FTR 55: [EBF-2441 Sacker
BO40GEFS aand
BO4aCEFE|] . B3 PUSH E&X
EO4EREFC|] . 8 B3 FUSH 3
BOGEREFE|| . 08D 14FSFFF| LEA ECH, DUORD FTR S5: [EEP-3EC]
BadeeFea || . ES T2FAFFFF | CRLL B24825TE zuchost. ABIRESTE
pasFRs| ) . EF PUSH EDE Flass
padesFon|| . 63 FFETEDBa | FUSH TFF BufSize = TFF (2B47.]
pa4asFeF|| . BD85 FOFTFFF| LEA ERX,DUORD FTR SS:[EEF-218]
sadasFis() . B2 PLEH ERR Buffer
Bpa4asFie|| . FFES ECFAFFF| PUSH DWOSD FTR SS5: [EBF-2441 Sacker
BO4aEFIC|| . C645 FC @R |HOU BYTE PTR S5z [EEF-41.89A
Eali41a1 CE DWORD FPTR O5: [41D1E8]

s (24 101E4=7L3F4 7 lum2 = nd

RAddres= |RECII duno
e
skt i bl HITRAL. 1, Host: www, posterninglwoprld. 1a

The part i love with pos malware:

Or just a simple ";1234567891234567=123456789123456789007" in a txt but it's more
gangsta to swipe a card.
So the algo detect the pattern, the track2 is encoded to base64
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And sent to the panel:

O3 [B0410LES 1=FPLOF4L2T (w=2 32, =end)

]

Now for the offline mode, get drive:

Serlogies | De lweSte Ingeh

GetleivaTypel

Baseh et . QQE4AT S0

The flash drive must be named "KARTOXAQ007" (dumps in russian)
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Périphériques utilisant des supports amovibles

@ KARTORADDT (E:)

Create dmpz.log:

B33 1CFea

Ba4iEFEQ|| . ER @@
B231SFeA(l . FFr/S F@
BaqiEFeD|(] .  CFaa a8l

B23ISFV3| . FF7S EE
BE41EF76|| . BI45 D@
paaioFal . &2
Ba41EFPAI| . FFPE EC
FF7S F4
FE?E @&l

. BESD S@0041@( N0 EDL,DUORD FTR OS:[410896]

FLEH @

FUSH DWORD PTR S5:LEBP-18]
ROV DWORD PTR Ce2 [ERKD, 1

FUSH DWORD PTR S5:EEBF-13]
LER ER, DWORD FTR S2: [EEF=28]
FLEH ERH

PLEH DWORD PTR 25:[EBP-14]
FUSH DWORD PTR S5:[EBF-C]

DWORD PTR 25: LEBF+C)

Now let's have a look on the panel:

FE== L],

i b 8 B

e e | TG e | e e e DU

POS Terminals:

isbars (FFLI

Lecteur DND (D1

kernel 22, CraateF i el
hTemplateFile = MULL
AEtiributes

Nee
pEECurity
Sharetiode

Access
FileHame

ERRCERE . ]

9/11


http://3.bp.blogspot.com/-3-ld5k_OWUY/UOx1mBKlH3I/AAAAAAAAPH8/BQFv4rXX1kc/s1600/08-01-2013+20-37-43.png
http://2.bp.blogspot.com/-DF303FeOGy4/UOx2mTMwAYI/AAAAAAAAPII/sM3LU0Bft08/s1600/08-01-2013+20-41-47.png
http://2.bp.blogspot.com/-AFMTfy56fps/UOx7nCZK4uI/AAAAAAAAPJk/hHee6snZatI/s1600/08-01-2013+21-03-34.png
http://2.bp.blogspot.com/-0MVL_85Z0g8/UO2iLaa8jbI/AAAAAAAAPMg/IcMNP0jvEk4/s1600/09-01-2013+18-00-31.jpg

i 0 = i g e e Do 2 cun

Dump download:

B = mm ml Tep {Administralewr) az 2.1.12 -}

[ 4d450be25c5T9ca7hadi2abad5468d730xE - Bloc-nobes =0l =] =

Fichiar Ediion Format  affichage 7

345G7H91250 567 -1234 567 BUL2 345675000 =]
=@
[ | ——
= m
[ Ln 1, Call =

g e e

] i S e i | i v v L G 3 cun e

Settings:
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Sample:
https://www.virustotal.com/file/bb12fc4943857d8b8df1eab7eecc60a8791257ac3be12ae4463
4ee559da91bcO/analysis/1358237597/

Unpack:
https://www.virustotal.com/file/4fba64ad3a7e1daf8ca2d65c3f9b03a49083b7af339b995422c0
1a1a96532ca3d/analysis/1358238314/

Thanks Zora for the sample :)

11/11


http://2.bp.blogspot.com/-sAx8co5b2_A/UO2jFE9bTMI/AAAAAAAAPM4/J6xD8HFX5VU/s1600/09-01-2013+18-04-27.jpg
http://4.bp.blogspot.com/-sHP_MdmCDc0/UQLc49XqhPI/AAAAAAAAQpI/ZQELMq1OuME/s1600/25-01-2013+20-28-22.png
https://www.virustotal.com/file/bb12fc4943857d8b8df1ea67eecc60a8791257ac3be12ae44634ee559da91bc0/analysis/1358237597/
https://www.virustotal.com/file/4fba64ad3a7e1daf8ca2d65c3f9b03a49083b7af339b995422c01a1a96532ca3/analysis/1358238314/

