ZeuS Version scheme by the trojan author
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List of all official existing Zeus versions and the scheme description made by the
author in his mother tongue. The source is Damagelab.org but | can't find the original
post, sorry - it was from this winter 2010. Many other versions like 1.3.1.1 and other random
numbers are fakes - hex'd , slightly modified older versions. There is an English translation
below, it is not perfect but *not* Google machine. Email me if you have any questions.

Read more about ZeuS here - Zeus Trojan Research Links

Q: YTo 3HauyaT umdpsbl B Bepcun ZeuS?
A:a.b.c.d

a - NONHOEe U3MEHEeHMe B yCTponcTBe boTa.

b - KpynHbIE N3MEHEHMSI, KOTOPbIE BbI3bIBAKOT MOSTHYIO UM YaCTUYHYHO HECOBMECTUMOCTbL C
npegbiayLwmmm

Bepcusamun bora.
C - ucnpaeneHus ownbok, gopaboTkn, nobaBneHMe BO3MOXHOCTEN.
d - Homep uncTkm oT AV onsa TekyLien Bepcum a.b.c.

Q: What do the numbers in the version of ZeuS mean?
A:a.b.c.d
a - a complete change in the bot design
b - the major changes that cause complete or partial incompatibility with the previous
versions of the bot.
c - correction of bugs, errors, refining, additional features.
d - number of cleaning for protection against AV for the current version abc

SCROLL DOWN TO SEE ENGLISH TRANSLATION

========s=s=s============ = §, Mc-ropuﬂ Bepc"ﬁ_ = SES=s=s=SS=s====s======
YCroBHblE METKM:

[] - nameHeHue. [-] - ncnpaeneHue. [+] - gobaBneHe.

[Bepcusa 1.2.0.0, 20.12.2008]

Obuwee:

[*] Bonee He BygeT gokymeHTaumm B chm-hanne, Bce byaget nucatbCcs B 9TOT dhans.

[+] Tenepb 60T cnocobeH nonyyaTb KOMaHabl HE TONBbKO NPW OTMNPaBKM cTatyca, HO U Npu
OTnpaBkun annos/noros.
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[+] NlokanbHble gaHHbIE, 3anpocCkl K cepBepy, U dpann KoHpurypaumn wndpytotca RC4 ¢
KNoYoM Ha Bawl BbIOOP.

[*] MonHocTbo 06HOBNEH NPOTOKON BOT--cepBep. BO3MOXHO, MOHN3UTCSA Harpyska Ha
cepBep.

Bor:

[-] YcTpaHeHa owmnbka, bnokupytowwasa 6ota Ha IMMUTUPOBAHHbIX y4eHbIX 3anncsax Windows.
[*] HanucaH HoBbIi PE-kpunTop, Tenepb PE-thann nonyyaeTcsi 04eHb akkypaTHbIM U
MakCUManbHO MMUTUPYET pesynerat pabotel MS Linker 9.0.

[*] O6HoBNEH Npouecc cbopkn GoTa B Bunagepe.

[*] OnTmMKuanpoBaHo cxaTtue garna KoHpurypaumm.

[*] HoBbIn hopmat GuHapHoro ¢panna koHdurypaumu.

[*] Mepenucan npouecc cbopkn BUHapHOro grarna KoHpurypaumm.

[*] Socks n LC Tenepb paboTtatoT Ha 0 AHOM NOPTY.

[MaHenb ynpasneHus:

[*] CtaTyc naHenwn ynpasneHus nepeseneH B BETA.

[*] 3ameHeHbI Bce Tabnuubl MySQL.

[*] HaveT nocteneHHbI nepeBoa NaHenn YnpasneHus Ha UTF-8 (BO3MOXHbI BpeMeHHbIe
npobnemMbl ¢ oTobpaxxeHNnemM CUMBOSIOB).

[*] OBbHoBNEHa reocbasa.

[Bepcusa 1.2.1.0, 30.12.2008]

Bor:

[*] BOFA Answers Tenepb otcbinaetcsa kak BLT _GRABBED_HTTP (6bino
BLT_HTTPS_REQUEST).

[-] Menkas owmnbka npu oTnpaBKe OTYETOB.

[-] Pasmep oTyeTa He mor npeBblwaTtb ~550 CMMBOSOB.

[-] Owmnbka cywecTByoLasa ¢ Ha4Yana CcyLwecTBOBaHUSA 60Ta: HU3KUI TarMayT AN OTCbITKU
POST-3anpocos, B pe3ynbrate yero 6riokMpoBanacbh OTCbifika ANMHHbLIX (bonee ~1 M6)
OTYETOB Ha MEASNEHHbIX CoeaMHEeHUNAX (He CTabunbHbIX), Kak TEOpeTU4ecKoe NocrneacTeme -
60T BoOOLLE NepecTaBan crnatb OTYETHI.

OObuwee:

[+] B cny4an 3anuncu otyeta tmna BLT_HTTP_REQUEST n BLT_HTTPS_REQUEST B none
SBCID_PATH_SOURCE (B Tabnuue 6yget path_source) gobasnsetca nyts URL.

[MaHenb ynpaBneHus:

[*] O6HoBNEH redir.php.

[Bepcusa 1.2.2.0, 11.03.2009]

bor:

[-] YcTpaHeHa owmnbka B HTTP-nnxekTax cywectytowasn Ha npoTtsxkeHun BCEX Bepcun
6oTa. pu ncnonb3oBaHMM B NporpamMmMe acUHXPOHHOro pexxuma wininet.dll, 6611 ynyuieH
MOMEHT CMHXPOHM3aLnn NOTOKOB co3gaBaemMbix wininet.dll, B pesynsrate yero, npu
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HEKOTOPbIX YCNOBUSIX MPOMCXOQUITO UCKIOYEHWE.
[+] Mpu cpabaTbiBaHn HT TP-nHxekTa, Tenepb Takke N3MEHSOTCA hansibl B JTIOKanNbHOM
kawe. OTcyTCcTBME 9TON AOPabOTKM, NO3BONANO He Bcerga cpabatbiBatb HT TP-uHxekTam.
[+] YMeHbLieH pa3svep PE-ganna.

[Bepcus 1.2.3.0, 28.03.2009]

bor:

[-] Menkne owmnbkm B kpunTope, cnacndo AobnecTHbIM roBHOAHaNUTUKam 13 Avira.
Obuwee:

[*] sameHeH npoTokon pasgayn komaHg 6otam.

[MaHenb ynpasneHus:

[*] NMonHocThO NepenncaHa naHenb ynpasneHus.

[*] Anzann nepenucaH Ha XHTML 1.0 Strict (nog |IE He paboTaer).

[*] Bot Tenepb onaTb cnocobeH nony4atb KOMaH4bl TOMBKO NPy OTNpaBke OoT4eTa 06 OHMaNH-
ctatyce (CNMLLIKOM BbICOKasi Harpyska).

[*] OBbHoBNEHa reocbasa.

[Bepcusa 1.2.4.0, 02.04.2009]

Bor:

[+] Mpun paboTte ¢ HTTP, 3aronosok User-Agent Tenepb untaetcs ot Internet Explorer, a He
ABIISIETCA KOHCTAHTOM KakK paHblue. TeopeTndeckn ns-3a noctosHHoro User-Agent'a,
3anpocbkl Mornu 6rnoknpoBaTbCs NpoBanaepamu, Unu nonagatb nog nogospeHuve. lNaHenb
ynpaBneHns:

[-] UcnpaBneHa owmnbka oTobpaxeHnsa oT4eToB, cogepxawmx cumaonbl 0-31 1 127-159.

[Bepcusa 1.2.5.0, 27.05.2009]

bor:

[+] HesHaunTenbHas ontuMmmnsaums koga. NaHenb ynpaBneHuns:

[-] YcTpaHeHa ya3smMMmocCTb B gate.php, no3sonsowas 3annceiBatb oansnbl B pOAUTENbCKUNE
ANPEKTOPUMN.

[+] Jo6aBneHbl 3anpeLleHHble paclumpeHns B maccus $bad_exts.

[+] B mogyne botnet_bots, npu nameHeHne unsTpa COXpaHAETCH TeKyLlaa COPTMPOBKA.

[Bepcus 1.2.6.0, 04.06.2009]
bor:
[+] MepexBaT Gubnuotekn nspr4.dil.

[Bepcusa 1.2.7.0, 22.06.2009]

OObwee:

[+] B oTtyeTbl foGaBnsieTcs UMs Nonb3oBaTens, KOTOPOMY NpUHAANEeXnT npouecc. bort:
[+] OTkntoveHune uwmnHr-counetpa B IE7, IE8.

Bepcusa 1.2.8.0, 05.10.2009]
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bor:

[+] 3a cuet BkntoveHus onummn TCP_NODELAY, yBenuyeHa ckopocTb paboTbl Socks-
cepBepa, 1 NPOYMX BCTPOEHHbIX MPOTOKOSOB. OTO OyAeT 0COBEHHO 3aMeTHO Ans
NPOTOKOOB, 0OMeHuBatoLwwmxcs menkummn TCP-naketamu.

[+] Mpwn coeguHennn c cepepom Yepes Wininet, He gobasnsnca HTTP-3aronosok
"Connection: close", korga a1o 6bINo Heobxoaumo. MN3-3a ocobeHHocTen Wininet, aTo morno
co3aaTtb NNLWHED Harpy3Ky Ha cepBep (BepOATHO). [NaHenb ynpaBneHus:

[*] OBbHoBNEHa reobasa.

[Bepcusa 1.2.9.0, 10.10.2009]

bor:

[+] Jo6aeneH rpabbep naponen ana cneaytowmx FTP-knneHToB: FlashFXP, Total
Commander, WS_FTP FileZilla, FAR Manager, WinSCP, FTP Commander, Core FTP,
SmartFTP.

[Bepcus 1.2.10.0, 17.10.2009] NMaHenb ynpasneHus:

[+] Monnas nHTerpaums "Jabber notifier".

Bepcusa 1.3.0.0, 22.11.2009]

bor:

[*] NepexsaT WIinAPI meTogom cnnancuHra.

[+] MonHoueHHas paboTa B Windows Vista/7.

[*] BpemeHHO OTKIo4eHo cKpbiTUe channos boTa.

[*] Y6paH TAN-rpatbep.

[-] UcnpaBnena owmnbka gybnmpoBaHmst otyeToB B nspr4.dil.

[*] CrpabneHHbie cepTuukatbl TENEpb NULYTCA C UMeHeM grabbed _dd_mm_yyyy.pfx, n
naponem B UTF-8. [*] Komanga getcerts, nonyyaetcs ceptudpukatsl Tonbko n3 MY-
XpaHunuuia, a He U3 Bcex. T.K. NonyyYeHne cepTnmkaToB N3 BCEX XPaAHUMULL HE UMEET
cMmbIcna.

[*] N3ameHeHo noBeneHune rpabbepa ceptndukaTos.

[*] Nepenucan FTP/POP3 cHudep, ynydweHo obHapy>KeHue NorMHoB, caenaHa nogaepxka
IPv6-agpecos.

[*] MepenucaH nepexeat BBOAA KnaBMaTypbl, UCnpaeneH Metog paboTsbl ¢
WHTEepHauMoHanbHbiMK cumBonamu. [-] icnpaeneHa owmnbka B HT TP-denkax, kotopas
Morna npueecTtu Kk deadlock.

[*] NameHeH cnocob reHepaumm BotlD.

[Bepcua 1.3.1.0, 29.11.2009]

bor:

[-] YcTpaHeHa cepbe3Hada owmbka, KoTopasa Morna BO3HUKHYTb Npu paboTte ¢ dhannom
KOH(purypaumm.

[Bepcua 1.3.2.0, 11.01.2010]
bor:
[-] YcTpaHeHa cepbes3Has owmnbka, koTopas morna npueecTtu k deadlock B ntobom npouecce
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(akTyanbHo TONbkO ANs 6ungos ¢ nogaepkkon nspr4.dil).

[Bepcusa 1.4.%]

[*] MonHas HecoBMECTUMOCTb C NpeabIayLLNMU BEPCUAMM.

[*] Nockonbky aapo 6oTta HaueneHo Ha Windows Vista+, B 60Te Hukorga He 6yayT
NCNONb30BaTbCS CMMONTLI NOBLILEHNA NpuBenernn n T.4. bot paboTtaeT B nepeaenax
OLHOro nonb3oBaTtens. TeM HEMEHee arneMeHTapHbIE MOMbITKN 3apa3nuTb NPOYMX
nonb3oBatenen Windows cosepuiatotcs (06b14HO 3 dEKTMBHO B cryyasx oTknodeHmns UAC
nnu 3anyck ¢ ns-nog LocalSystem).

[+] BoamoxHa pabota ¢ "Roaming User Accounts".

[*] NMpounsBonbHbIE MEHA hannoB, MIOTEKCOB.

[*] Mannbl 6onee He Ncnonb3yTCA.

[*] NMonHocTo nepenucaHo 9apo 6oTa, OT Npouecca YCTaHOBKN B CUCTEMY [0 OTCyKa B
aoMUHKY.

[+] Mpwn MHCTanALMK, NEPEKPUNTOBLIBAET CBOE TENO, TaknM 06p030M CoXpaHseTcs
YHUKanbHasa Konua exe-gansia Ha KaxgoMm KoOMnbroTepe.

[+] NMpuBsaA3ka 6oTa K KOMMbIOTEPY, NYTEM MOAUUKaLmMm/yaaneHnss HEKOTOPbIX AaHHbIE B
exe-gpanne. [+] NonHoueHHasa paboTa ¢ x32 npunoxenunamm B Windows x64.

[+] YnaneHue ncxogHoro canna 60ta, nocne UCNonHEHUs.

[+] MonHoueHHas paboTa B "Terminal Services".

[+] Mpwn 3anycke 13 nog nonb3oBaTtens LocalSystem, nponcxoant nonbiTka 3apaxeHust Bcex
nosib30BTaren CUCTEMBbI.

[*] Y6paHa onuma StaticConfig.blacklist_languages.

[+] Wmsa B6oTHeTa orpaHmnyeHo 20 cuBonamm, U MOXET coaepKaTb Nobble
WHTEpPHaLUMOHamnbHblE CUMBOSbI.

[+] ®ann KoHdurypaumm ymtaetcs kak UTF8 HE COENAHO ELUE.
HeT noaaepxku B buildcfg.cpp

[*] Y6paHa onumsa StaticConfig.url_compip.

[+] Henb3sa o6HOBUTL HOBYIO BEPCUIO HA CTapyto.

[+] Mpwn o6HOBREHMM BoTa NpomcxoauT NonHoe OOHOBNEHNE HEMEOTEHHO, HE JOXMAAACh
nepesarpyaku.

[*] B A@HHbBIN MOMEHT M3-3a HEKTOPbIX COOBpaXXeHnn ckpbiTue dannos 6oTa He ByaeT
NpPoOM3BOANTbLCS BOOOLLE.

[*] Y6paH rpabbep Protected Storage, nokonbky HaumHacs ¢ IE7 oH 6onee He ucnonby3yeTca
nUM.

[*] C cBA3K ¢ He HAOEXHOCTbLIO CTapon cucTembl nogcyeta MIHcTannos, 60T UMeEET METKY
WHctanna npu pobasneHuun B 6aasy.

Q: Kakum ob6posom reHepupyetca Bot ID?

A: Bot ID coctouT 13 aByx yacten: %name%_%number%, rae name - uMsi KOMMbtoTEPA
(pesynberat ot GetComputerName), a number - Hekoe 4ncno, reHepMpyemMmoe Ha OCHOBE
HEKOTPbIX YHMKanbHbIX gaHHbix OC.
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M: ZeuS vcnonbayet DLL ansa csoen paboTbl.

A: Jloxb. CylwecTtByeT ToNbKO oauH ucnonHaemoln PE dann (exe). DI, sys v T.4. He korga He
ObINo n BpATAM Korga-nnbo byaet. SToT Mrd nowlen B pesyrnsraTe Toro, YTo B HEKOTOPbIX
Bepcusa 60Ta Ana XpaHeHUs HacTPoeK, UCMOoSb3YTCA hanrbl C TaKUMU pacLUMPEHUAMN.

M: ZeuS ncnonesyet COM (BEXO) ansa nepexsata Internet Explorer.
A: Iloxb. Bcerga ans atoro ucnosnb3oBarncs nepexsaT WinAPI 13 wininet.dll.

Machine translation - it is quite bad, | am planning to make a better one later.

Q: How Bot ID is generated ?

A: Bot ID consists of two parts:% name% _% number%, where the name - the name of the
computer (the result of GetComputerName), and the number - a certain number generated
on the basis of unique data of the OS.

=========== M: ZeuS uses a DLL to their work. A: False. There is only one executable PE
file (exe). DI, sys, etc. not when there was no vryatli ever will. This myth came from the fact
that in some version of the bot to store the settings used files with extensions.

M: ZeuS uses COM (BHO) to intercept Internet Explorer.
A: False. Always used WinAPI from wininet.dll. for this interception

===================== 5, Version History (dates are in DD/MM/YY format). =

Tags: [*] - change. [-] - A correction. [+] - Add.

[Version 1.2.0.0, 20.12.2008]

Overall:

[*] There will be no more documentation in the chm-file, everything will be written to this file.
[+] Now the bot is able to receive commands not only when sending its status, but also when
sending files / logs.

[+] Local data, server requests, and the configuration file are RC4 encrypted with the key of
your choice.

[*] Completely updated bot <-> server protocol. Perhaps it will diminish the server load.

Bot:

[-] Fixed a bug that blocks the bot on limited Windows accounts.

[*] Written a new PE-cryptor, now PE-file is very neat and simulates the working result of MS
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Linker 9.0.

[*] Updated build process of the bot.

[*] Optimized compression of the configuration file.

[*] Introduced a new format of the binary configuration file.

[*] The build process of the binary configuration file is re-written.
[*] Socks and LC are now working on the same port.

Control Panel:

[*] Control panel status is now beta

[*] Changed all tables in MySQL.

[*] Started a gradual transfer of the Control Panel to UTF-8 (there may be temporary
problems with some displaying characters).

[*] Updated geobase.

[Version 1.2.1.0, 30.12.2008]

Bot:

[*] BOFA Answers are now being sent as BLT _GRABBED_HTTP (was
BLT_HTTPS_REQUEST).

[-] Small error when sending reports.

[-] The size of the report could not exceed about 550 characters.

[-] Error in existence since the bot introduction: a low timeout for sending POST-requests
resulting in blocked long (more than ~ 1 Mb) reports on slow connections (unstable
conections) and, as the theoretical implication, the bot would stop sending reports altogether.
Overall:

[+] When entering reports like BLT_HTTP_REQUEST and BLT_HTTPS_REQUEST into the
field SBCID_PATH_SOURCE (would be path_source in the table) URL is now added.
Control Panel:

[*] Updated redir.php.

[Version 1.2.2.0, 11.03.2009]

Bot:

[-] Fixed a bug in HTTP-injections for all versions of the bot. When using asynchronous mode
wininet.dll, it would miss the moment of the thread synchronization, which under certain
conditions could cause an an exception. (ok, this is iffy and may need a better translation)
[+] when HTTP-injection occurs, the files in the local cache change too. Without this feature
the HTTP-injections was not always triggered.

[+] Reduce the size of PE-file

[Version 1.2.3.0, 28.03.2009]

Bot:

[-] Minor errors in the cryptor, thanks to the shit analysts from Avira.

Overall

[*] Changed the protocol of bot control commands.

Control Panel:
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[*] Completely re-written Control Panel.

[*] Design rewritten to XHTML 1.0 Strict (does not work in IE).

[*] Bot again receives commands only when sending online status reports (utilization too
high).

[*] Updated geobase.

Version 1.2.4.0, 02.04.2009]
Bot:

[+] When you work with HTTP, User-Agent string now shows as Internet Explorer and is not a
constant value as before. Theoretically, never changing User-Agent queries could be blocked

by providers or cause suspicions in the past.'
Control Panel:
[-] Fixed a bug in the display of reports containing characters 0-31 and 127-159

[Version 1.2.5.0, 27.05.2009]

Bot:

[+] Minor code optimization.

Control Panel:

[-] Fixed a vulnerability in gate.php allowing adding files to parent directories.

[+] Added new forbidden file extensions in the array $bad_exts.

[+] Changing filter in the botnet_bots module does not prevent from keeping the current
sorting

[Version 1.2.6.0, 04.06.2009]
Bot:
[+] interception of nspr4.dll library.

[Version 1.2.7.0, 22.06.2009]

Overall:

[+] Added the name of the user- process owner into the reports
Bot:

[+] Ability to disable the phishing filter in IE7, IES.

[Version 1.2.8.0, 05.10.2009]

Bot:

[+] By including option TCP_NODELAY, increased speed of the Socks-server, and other
built-in protocols. This is particularly noticeable for the protocols, exchanging small TCP-
packets.

[+] When connecting to the server via Wininet, HTTP-header "Connection: close" was not
added when needed. This could possibly create an unnecessary load on the server.
Control Panel:

[*] Updated geobase.
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Version 1.2.9.0, 10.10.2009]

Bot:

[+] Added grabber passwords for the following FTP-Client: FlashFXP, Total Commander,
WS_FTP FileZilla, FAR Manager, WinSCP, FTP Commander, Core FTP, SmartFTP.

[Version 1.2.10.0, 17.10.2009]

The control panel:

[+] Full integration of "Jabber notifier".

Version 1.3.0.0, 22.11.2009]

Bot:

[*] Intercept of WinAPI by means of splicing

[+] Fully functional in Windows Vista /windows 7.

[*] Temporarily disabled hiding of bot files.

[*] Removed TAN-grabber.

[-] Fixed duplicate records in nspr4.dll.

[*] Intercepted certificates are now entered as grabbed_dd_mm_yyyy.pfx, and password in
UTF-8.

[*] Command "getcerts" allows to get certificates only from MY-store, not from all locations
because obtaining certificates from all the stores does not make sense.

[*] Changed behavior of the certificates grabbers.

[*] Rewrote FTP/POP3 sniffer, improved detection of logins, introduced support for IPv6-
addresses.

[*] Rewrote keyboard input interception feature, fixed methods of working with international
symbols.

[-] Fixed bug in HTTP-fakes, which could lead to deadlock.

[*] Changed the way of generating BotID.

[Version 1.3.1.0, 29.11.2009]
Bot:
[-] Fixed a bug that could occur with the configuration file.

Version 1.3.2.0, 11.01.2010]

Bot:

[-] Fixed a serious bug, which could lead to a deadlock in any process (relevant only for
builders with nspr4.dll support).

[Version 1.4 .%]

[*] Full incompatibility with all the previous versions.

[*] Since the core of the bot is targeted to Windows Vista+, the bot will never use exploits for
increasing privileges, etc. The bot works within one user account, however it will attempt to

infect other Windows users (usually effective if you disable UAC or start it as LocalSystem).
[+] Ability to work with "Roaming User Accounts".
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[*] Random file names, mutexes

[*] Pipe no longer used.

[*] The core of the bot has been completely changed. Everything - from the installation to the
callback process.

[+] As it installs itself, it re-encrypt itself so every computer has a unique copy of the exe file
[+] Binding bot to a computer by modifying / deleting some data in the exe file.

[+] Fully functional work with x32 applications in Windows x64.

[+] Delete the original file after the execution.

[+] Fully functionalin the "Terminal Services".

[+] When running as LocalSystem, it tries to infect all windows users

[*] Removed StaticConfig.blacklist_languages option.

[+] Name of the botnet is limited to 20 of characters, and may contain any international
characters

[+] Configuration File is read as UTF8 NOT DONE YET. no support in
buildcfg.cpp

[*] Removed staticConfig.url_compip option.

[+] Can not be used to upgrade an older version

[+] the bot update happens instantly, not need to wait for a reboot.

[*] At the moment, after condidering some aspects, decided not to hide the bot files

[*] Removed the Protected Storage grabber because IE7+ is not using it

[*] Since the old system had reliability issues with the way installs were counted, the bot will
now have an install marker when added to the database.

00
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