May 28 CVE-2009-3129 XLS for office 2002-2007 with fud
keylogger EIDHR from david@humanright-watch.org

& contagiodump.blogspot.com/2010/06/may-28-cve-2009-3129-xIs-for-office.html

]

CVE-2009-3129 Microsoft Office Excel 2002 SP3, 2003 SP3, and 2007 SP1 and SP2; Office
2004 and 2008 for Mac; Open XML File Format Converter for Mac; Office Excel Viewer 2003
SP3; Office Excel Viewer SP1 and SP2; and Office Compatibility Pack for Word, Excel, and
PowerPoint 2007 File Formats SP1 and SP2 allows remote attackers to execute arbitrary code

via a spreadsheet with a FEATHEADER record containing an invalid cbHdrData size element
that affects a pointer offset, aka "Excel Featheader Record Memory Corruption Vulnerability."

Update: Noticed an ineresting post by Nart Villeneuve (Internet Censorship Explorer)
regarding this malware and decided to update and resurrect the post
July 29, 2010 Human Rights and Malware Attacks

‘ Download 4f681733fd9e473c09f967fa87c9faef EIDHR.xIs and all the files described

below as a password protected archive (contact me if you need the password)
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From: david@humanright-watch.org [mailto:david@humanright-watch.org] On Behalf Of ?7?

Sent: Friday, May 28, 2010 2:31 AM
To: XXXXXX
Subject: BIAEIDHRIER

AL

#I EIDHREH AMETE B et 57m T BB AIA , BT £H558
¥, AREERIAB M SMEIRWERE T , AEAIER.
e

From: SHARPE Simon (RELEX-BEIJING)
Sent: Monday, May 24, 2010 6:15 PM
Subject: FW: EIDHR T B {E3k$
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1. BT PADORAS I MERE.
http://ec.europa.eu/europeaid/onlineservices/pador/index_en.htm
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European Commission
EuropeAid Co-operation Office
Unit F4 — Finances, Contracts and Audit for thematic budget lines
Call for Proposals Sector
Office: L-41 03/154
B - 1049 Brussels
BELGIUM

Pug it

European Commission
EuropeAid Cooperation Office
Unit F4 — Finances, Contracts and Audit for thematic budget lines
Call for Proposals Sector
Office: L-41 03/154
Central Mail Service
Avenue du Bourget 1
B-1140 Brussels (Evére)
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See machine translation in the end

Headers
Received: (gmail 3230 invoked from network); 28 May 2010 06:31:58 -0000
Received: from static-ip-251-116-134-202.rev.dyxnet.com (HELO mx02.diaocha8.com)
(202.134.116.251) by XXXXXXXXXXXXXXXXXXX with SMTP; 28 May 2010 06:31:58 -0000
Received: from sppfszwr (unknown [180.98.74.10])
by mx02.diaocha8.com (EMOS V1.5 (Postfix)) with ESMTPA id 37B71109A81
for
Reply-To:
Sender: david@humanright-watch.org
Message-ID:
From: =?utf-8?B?5by16lux?=
To: XXXXXXXXXXXXXXX
Subject: =?utf-8?B?6Zec5pa8RUIESFLpolXnm64="7=
Date: Fri, 28 May 2010 14:31:10 +0800

Hostname: 180.98.74.10

ISP: CHINANET jiangsu province network
Organization: CHINANET jiangsu province network
State/Region: Jiangsu

City: Suzhou

AS4134

File EIDHR.xls received on 2010.06.02 04:13:50 (UTC)
http://www.virustotal.com/analisis/8b8960a855603393190152439c64ac9fd16655b304d472ecb
83422900369a266-1275452030

Result: 17/41 (41.47%)

a-squared 5.0.0.26 2010.06.02 Trojan-Dropper.MSExcel.Agent!IK
AntiVir 8.2.1.242 2010.06.01 TR/Drop.MSExcel.Agent.BC
Antiy-AVL 2.0.3.7 2010.06.01 Trojan/MSExcel.Agent
Authentium 5.2.0.5 2010.06.02 MSEXxcel/Dropper.B!Camelot
BitDefender 7.2 2010.06.02 Exploit.D-Encrypted.Gen

F-Secure 9.0.15370.0 2010.06.02 Exploit.D-Encrypted.Gen
GData 21 2010.06.02 Exploit.D-Encrypted.Gen

lkarus T3.1.1.84.0 2010.06.02 Trojan-Dropper.MSExcel.Agent
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http://www.robtex.com/as/as4134.html
http://www.virustotal.com/analisis/8b8960a855603393190152439c64ac9fd16655b304d472ecb83422900369a266-1275452030

Jiangmin  13.0.900 2010.05.31 Heur:Exploit. CVE-2009-3129
Kaspersky 7.0.0.125 2010.06.02 Trojan-Dropper.MSExcel.Agent.bc
McAfee-GW-Edition 2010.1 2010.06.02
Heuristic.BehavesLike.Exploit.X97.CodeExec.EBEB

Norman 6.04.12 2010.06.01 ShellCode.B

nProtect 2010-06-01.02 2010.06.01 Exploit.D-Encrypted.Gen
PCTools 7.0.3.5 2010.06.02 HeurEngine.MaliciousExploit
Symantec 20101.1.0.89 2010.06.02 Bloodhound.Exploit.306
TrendMicro 9.120.0.1004 2010.06.02 TROJ_MDROPR.MRV
TrendMicro-HouseCall 9.120.0.1004 2010.06.02 TROJ_MDROPR.MRV
Additional information

File size: 64166 bytes

MDS5...: 4f681733fd9e473c09f967fa87cOfaef

Excel successfully opens, displaying hello, and a Chinese font set as default. The properties
show that it was created on a Lenovo (Beijing) Limited laptop.

Ed Microsofl Excel - sat.xis
B3] Bl Edt yew et Fomat ook Data Wndaw b

El

Blam Fo o8 r dilmase i 2 =|B

| O N F G - T T
hella gy
set.xls Properties |£|

| General | Summery | Statistics | Conbents | Custom |
Thle:

Subjeck:

Author: -l"'l':.-;'l Lisr

Managar |

Comparmy: Lerovo (Beifing) Limized

Category: L

Keywords:

Comments

Hypatlni
barse:;

D Save prendlew picture

——

Files created

1. D52EF63FDC5C5452D9DA23BD6D4BFOFS Y%userprofile%\Local
Settings\Temp\1001.tmp11kb 0/41 Virustotal
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https://2.bp.blogspot.com/_xQabPlo6k5s/TAXlmcgln7I/AAAAAAAABWs/S4SZ7InE-QE/s1600/Capture.JPG

2. D52EF63FDC5C5452D9DA23BD6D4BFOF5 CAWINDOWS\ntshrui.dll 11kb 0/41
Virustotal

3. A363ABE09A44176386C50EE887359270 %userprofile%\Local Settings\Temp\set.xlIs
17kb -clean spreadsheet you see above

Upon reboot, it is copied to system32 as well

File: ntshrui.dll
MD5: d52ef63fdc5¢c5452d9da23bd6d4bf0f5
Size: 10720

Handle, Owner, Object,

0x01710000 1660: explorer.exe C:\WINDOWS\ntshrui.dll
0x76990000 1660: explorer.exe C:\WINDOWS\system32\ntshrui.dll

Virustotal
http://www.virustotal.com/analisis/accaf7b5ca9d35fe9c7e8442fc7bacaaeef5702d3c6552

2314edf3e0495ed398-1275476466

File ntshrui.dll received on 2010.06.02 11:01:06 (UTC)
Result: 0/41 (0%)

Additional information

File size: 10720 bytes

MD5...: d52ef63fdc5c5452d9da23bd6d4bfOf5

The file ntshrui.dll is digitally signed - signature is invalid

JinDIQIAO@hotmail.com

Certificate is issued by Root Agency
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Certificate

Gerera |L|etr=|ls ' Certification Path |

B
Certificate Information

This certificate is intended for the following purpose(s):

*Ersures software came From software publisher
sFratects soltwars from aker ation after putlication

Tssued bo: Fool agency
I Issued by: Hoot Agency

I Yalid from S/26/1906 ko 12/3:/2039

Certificate E_lrgl

| General | petals || Certification Path |

T
l E Certificate Informalion

The digital signature of the object did not verify.

Issued bor JnDigLad

Issued by: Fook Agency

Valid From 3502010 Lo 12931/2035

Install Cartificate, .. lzsuss Skatems
(1 i

TCP Trafficto 117.85.151.96:3460 360liveupdate.com
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168 150%, 506423 172, 29, 0,114 T E———
AL R 172.2%, 114

178 1540, BA03GS 172, 26,0,104
175 1590, 312163

100 1671, B25712 172,20, 0,114 L
181 1672,175710 172,29 0,114

# Frame 173 {80 bytes on wire, &0 bytes captured)

E EThernet 11, Sr<i Cisoo-Li_6Fracie® (0Q:LA:TEI6racita), DSt wiware edidfide (00:Qcii%iedidfize)
& Internet Protocol, Src; 117.89%.1%1. %5 {117.89.151.540, D=t; 172.29.0.114 {172.25,0.1147

warston: A
Header Tength: 20 bytes

B pifferentiated services Fiald: 0wl (pIcP 0x00: perfawlt) ECH! Oxd0)

Total Length: 40

tdentitication: OxF57d (300770
i Flags: dwdi

Fragmant affser: o

Time to Tiwe: 255

FroTocol: TOR (Ox06]
i Header checksum: 0x2Bdod [carrect]
soidrces 147, B5.L510. 68 CLAT, &5.151.96)

pestinatdion: 172.2%.0.114 (172.29.0.114)
= Transdission control Protocol, SPC FOrT! edi-manager (34607,
Sgurce port: eom-manager {32607

pasTination porT! Tod-posTman (L0490

A e O 2% el AT 28 Q0 18 TE AT aC 09 08 00 45 00
1 { 1

o b
CILg G0 28 TS T 00 00 FF 00 Bd o 7§ 55 97 B0 ac 1d (1) P

0020 00 ¥2 0d B4 04 19 00 00 00 OO0 00 0D 00 00 30 04
D030 00 00 ed Ta Q0 00 00 00 T2 b4 T &0

360liveupdate.com 117.85.151.96

360liveupdate.com is a domain controlled by two name servers at oray.net.

Having a total of four IP numbers. All four of them are on different IP networks.

The name server peanutmail.newpeanut.idc stated in SOA record is not in the list of name
servers. 360liveupdate.com has one IP number.

ctt.hk, 8jy.cn, ghcn.cn, 33cc.cn, jhcp.cn and at least 56 other hosts share name servers with

this domain.

360liveupdate.com is hosted on a server in China.
Reputation is not yet known.lt is not listed in any blacklists.Search for 360liveupdate.com.

http://www.robtex.com/dns/360]liveupdate.com.html#fwhois

DST POPT: Td-posthan (10490, sagr 1, Len: ©

LTIT R

Standard query & 3601 iveupdate, com
Srandard query FeEsponse & 117,385,151, 96

Standard query & 3601 Tveupdate, com
srandard query response a 117,835,151, 95

srandard qUERy A 3601TvEUpHATE, com
srandard query FEspONse a 117.85,151,096

Domain Name: 360LIVEUPDATE.COM

Registrar: XIN NET TECHNOLOGY CORPORATION
Whois Server: whois.paycenter.com.cn
Referral URL: http://www.xinnet.com

Name Server: NSI1.ORAY.NET
Name Server: NS2.0ORAY.NET
Status: ok

Updated Date: 29-jul-2009
Creation Date: 29-jul-2009
Expiration Date: 29-jul-2010
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Hostname: 117.85.151.96

ISP: CHINANET jiangsu province network
Organization: CHINANET jiangsu province network
Type: Broadband

State/Region: Jiangsu

City:  Wuxi

Keylogging

In a few minutes after the reboot, we find a file named Explorer in the %systemroot%
Explorer is a text log of all explorer.exe activities. This is a common type of keylogger, see the
picture below
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BlZ{2000 73T AR

[ windowsUpadate. bog GlZ(2000 F:20 AM
1 i1 i Tzt (oL SLHAD0 f48 AR
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FIT] Enterh
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Vicheck results

https://www.vicheck.ca/malware.php?hash=4{681733fd9e473c09f967fa87c9faef

From: david@humanright-watch.org [mailto: david@humanright-watch.org] On Behalf Of??
Sent: Friday, May 28, 2010 2:31 AMTo: XXXXXXSubject: About EIDHR ProjectOf youEIDHR
European project on detailed consultation with my friends in the EU, in order to apply a
smooth, they still need to add some information, specific items of information and content
outline are attached to the back, and wish you well.Zhang YingFrom: SHARPE Simon (RELEX-
BEIJING)Sent: Monday, May 24, 2010 6:15 PMSubject: FW: EIDHR project request for
proposalsHello, everybody:

The EU now has a EIDHR projects seek. The purpose of the project is funded projects to
promote human rights, covering a wide area. We can share with other interested friends to this
information.

The theme of project activitiesThe plan has the following themes will be given priority:1.
Thinking, freedom of religion and belief and freedom2. Freedom of speech and freedom of
expression, including arts and cultural expression, information and communication rights,
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including media freedom, freedom against censorship and network3. Peaceful assembly and
freedom of association rights, including the right to establish and join trade unions4. In a
country the right to freedom of movement, to leave any country (including their own) and the
right to return to their
Project activitiesProject activities can range from monitoring, advocacy, public information,
raising aware of capacity building, training, and dialogue with stakeholders and a series of
forms. Ultimate goal is to improve the country's civil society organizations autonomy.The
minimum total project funding of 15 million euros, up 120 million euros. Project duration should
be less than 18 months, but not more than 3 years. More important is the annex of the project
steering, first need to submit a brief project concept book, the application deadline is June 15.
Project application to fill out the link in the Annex A, B, C and so on form.There are two ways to
apply:1. PADOR system through the application for registration.
http://ec.europa.eu/europeaid/onlineservices/pador/index_en.htm2. Or to apply for the Project
Idea and the Form A, B, C Mailing Address:Mailing address
European CommissionEuropeAid Co-operation Office
Unit F4 - Finances, Contracts and Audit for thematic budget lines
Call for Proposals Sector
Office: L-41 03/154
B - 1049 BrusselsBELGIUM
Express Address
European Commission
EuropeAid Cooperation OfficeUnit F4 - Finances, Contracts and Audit for thematic
budget lines
Call for Proposals Sector
Office: L-41 03/154
Central Mail Service
Avenue du Bourget 1
B-1140 Brussels (Evere)BELGIUM
Details on the project in https: / / webgate.ec.europa.eu / europeaid / onlineservices /
index.cfm? Do = publi.welcome & nbPubliList = 15 & orderby = upd & orderbyad = Desc &
searchtype = RS & aofr = 126352If you need more information, please feel free to contact us.
Thank you!
EU Delegation Ming Xia
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