List of Aurora / Hydraq / Roarur files
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| see multiple searches for Hydrag MD5 information leading to this post -Trojan.Hydraq

detection and naming so | am adding a few things now.

McAfee issued a guide outlining all the symptoms of Aurora infection "How Can | Tell if | Was

Infected By Aurora?"

Links to Virustotal
The list of files provided by McAfee is the following

securmon.dll E3798C71D25816611A4CABO31AE3C27A  (Wed Dec 16 13:20:28
2009)

Rasmon.dll 0F9C5408335833E72FE73E6166B5A01B (Tue Jul 21 01:38:07
2009)

a.exe CD36A3071A315C3BEGAC3366D80BB59C

b.exe 9F880AC607CBD7CDFFFA609C5883C708  (Tue Jul 21 01:38:27
2009)

AppMgmt.dil 6A89FBE7B0DS526E3D97B0DA8418BF851 (Sat Sep 19 02:36:44
2009)

A0029670.dll 3A33013A47C5DD8D1B92A4CFDCDA3765 (Wed Dec 16 05:55:31
2009)

msconfig32.sys TA62295F70642FEDFODSAS637FEB7986

You also may have the following files or same name files but different MDS hash

Additional - list from ANTY Security
30755.malware*(?)_1B59487D4DC029D92B61ABD4F69C9923

(Tue Jul 21 01:38:27

2009)

1.bin* BCBEF5AB2C75C171FEDCCAOA33BCF7F7 (Tue Jul 21 01:38:27
2009)

Rasmon.dll 32CC9F9DA93DD4ESFD3D203881197CBF _ (Tue Jul 21 01:38:07
2009)

Rasmon.dll 2CFCD8C34F22FFB772C99C9293C21BDA _ (Tue Jul 21 01:38:07
2009)

Rasmon.dll 3A33013A47C5DD8D1B92A4CFDCDA3765  (Wed Dec 16 05:55:31

2009)
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http://contagiodump.blogspot.com/2010/02/list-of-aurora-hydraq-roarur-files.html
http://contagiodump.blogspot.com/2010/01/trojanhydraq-detection-and-naming-fail.html
http://www.mcafee.com/us/local_content/reports/how_can_u_tell.pdf
http://www.blogger.com/goog_1265645069627
http://www.mcafee.com/us/local_content/reports/how_can_u_tell.pdf
http://www.virustotal.com/analisis/ddedea70d9834c7867fa4d99ca999cb46e198314ab56f4a4f8e371f72c49d583-1263877625
http://www.virustotal.com/analisis/cf6992dd67403dd92d4111935c789bcb5aefbae2905f172ac11fe476a9d079a6-1263978884
http://www.virustotal.com/analisis/97a5f25be001667958fee414b2801be9749751697b35c528983fd047305a37ea-1264632117
http://www.virustotal.com/analisis/a0dbee0e7238d028e4efd54fa24b94dc10c6a5f488b09ba49b37d90f22845b00-1265007052
http://www.virustotal.com/analisis/12bc4eefe30cf34537278d207ae9d0316cfc430a5f8db936edbcab355cb9fdc9-1263818224
http://www.virustotal.com/analisis/f6ba6f1b8558c8274c24ba2fbf32e6189b5778929a4a86e6bb4fbcff687c8047-1263878745
http://www.virustotal.com/analisis/3ecf09aaf0a455aa9d7d375c8eb2efb41a9202420b83bf6bbda017aca3e3412b-1263711847
http://www.antiy.com/cn/security/2010/s100128_002.htm
http://www.virustotal.com/analisis/f3ee10fca92f1ea133a592c419219c6de95c4339ccf9acf7a374a72f5861c070-1264023300
http://www.virustotal.com/analisis/287571186a4cb7522ae37770c8f338d06a7d6055665fc5b6788b51627ed2673b-1263825379
http://www.virustotal.com/analisis/f6ba6f1b8558c8274c24ba2fbf32e6189b5778929a4a86e6bb4fbcff687c8047-1263878745

Rasmon.dlI 4A069A20B8262B20E7440C8AB9C54E 11 (Tue Jul 21 01:38:07

2009)

Rasmon.dlI 80FC413CF908CD4506C3F790E484822E (Tue Jul 21 01:38:07
2009)

Additional - list from Security.nl

jucheck.exe 79ABBA920201031147566F5418E45F 34 (Sun Nov 22 18:25:44
2009)

AdobeUpdateManager.exe 9A7FCEE7FF6035B141390204613209DA(Sun Nov 22 18:10:09
2009)

zf32.dll EB4ECA9943DA94E09D22134EA20DC602 (Fri Mar 5 18:29:00
2004)

* Password protected archive, please contact me for the password if you need it.
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http://www.virustotal.com/analisis/3029fba090bf5f38d8f0507a7e8dc0114005c207b670db71a5431eb88182d01d-1264585293
http://www.virustotal.com/analisis/b8c412842037e537d2fc24f18e79c6b081fcb1f38ef5ff4564d7a18714f2171c-1264022887
http://www.security.nl/files/aurorafiles.txt
http://www.virustotal.com/analisis/004bb363791d79f5bea04dd4971505b19ff54b08fe9d81691341c304c21d06d7-1264948228
http://www.virustotal.com/analisis/82b43130b98b93d7dc0c40651733df3aa383ebd9d0512fcdd9469beeacae1653-1264576184
http://www.virustotal.com/analisis/1ccc522b30441d2f3eb08530ee0370431b45d8a5e90c16c745e71df1238d8113-1265186382
http://4.bp.blogspot.com/_xQabPlo6k5s/S3EFZK40VpI/AAAAAAAAApI/d4wbtFvu0ig/s1600-h/strawb.jpg

