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Introduction

The modern cyber warfare landscape has evolved significantly as threat actors pivot toward simple yet

highly effective and evasive malware. While the primary objective of advanced persistent threat (APT)

groups like SideCopy has historically been the surveillance and exfiltration of sensitive data from

government officials and high-ranking personnel, their strategic scope has recently broadened to include

academic institutions.

SideCopy campaign operations typically initiate through spear-phishing campaigns that leverage the abuse

of mshta.exe to execute malicious scripts and circumvent standard security protocols. This delivery

mechanism facilitates the deployment of a remote access trojan (RAT), which serves as the central pillar of

their offensive infrastructure. 

Trellix ARC has been closely tracking SideCopy's tactical evolution, including this recent expansion in their

targeting. In this blog, we will explore a recent campaign deploying their preferred remote access trojan

and, more importantly, dissect the mshta.exe execution chain, key payloads, and the mechanisms used to

establish long-term persistence.
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Anatomy of an infection: SideCopy kill chain

Figure 1: Infection chain

Kill chain overview

1. Initial Access: Delivers a weaponized ZIP archive via spear-phishing to trick the user into a

compromise.

2. The LNK Dropper: A deceptive shortcut uses spoofed icons to trigger the initial malicious script

execution.
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3. HTA Downloading: Fetches a remote HTA stager from the attacker's server to bridge the next phase

of the attack.

4. Obfuscated HTA Staging: Deobfuscates scripts in memory to drop the persistence loader, the

second-stage HTA, and a decoy document.

5. Persistence Mechanism: Modifies Windows Registry Run Keys to ensure the malware automatically

restarts upon every reboot.

6. Living-off-the-Land (LotL): Exploits the .NET BinaryFormatter to bypass security and re-animate

malicious objects in memory.

7. Memory Activation: Utilizes mshta.exe and .NET methods to launch the RAT payload without ever

writing it to the physical disk.

8. Data Exfiltration: Transmits stolen screenshots, files, and credentials to the C2 server via encrypted

channels.

Technical analysis: SideCopy campaign lifecycle

1. Initial access

SideCopy gains initial access through spear-phishing campaigns that deliver weaponized ZIP archives.

These archives contain a malicious .LNK file paired with a decoy GIF file. To enhance the social

engineering lure, the .LNK file utilizes a PDF icon and deceptive naming conventions to masquerade as a

legitimate DOCX document, misleading the victim into executing the initial infection stage.

Figure 2: Zip file contents
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2. The weaponized LNK

The weaponized LNK contains malicious URL https[:]//docsportal%2Ein/public/reps/com/161%2Ephp to

download and execute a heavily obfuscated HTA file, identified as com.hta.

Figure 3: Exiftool reveals malicious URL in LNK file

3. Downloading of secondary payload (HTA stager)

Upon execution, the LNK shortcut fetches an obfuscated HTA file from docsportal[.]in, caching it as com.hta

in the standard Windows internet cache. Following successful execution, the malware employs an anti-

forensic self-deletion routine by removing the HTA file from the disk once the subsequent infection stages

are initialized. The HTA file contains an embedded ne4snapk.dll, and during execution the embedded DLL

file is loaded into mshta.exe through a .NET deserialization attack.

Figure 4: Network activity of mshta.exe to download com.hta
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Figure 5: ne4snapk.dll is injected to mshta.exe

4. Obfuscated HTA staging

Upon execution, the script deobfuscates and loads ne4snapk.dll, which serves as a dropper for three

embedded components: a persistence loader (appT.bat), a secondary exploit stage (startT.hta), and a

decoy document (commskl.docx) intended to misdirect the user. These files are stored in GZIP-compressed

format. At runtime, the malware decompresses and drops these payloads onto the host filesystem. Once

the environment is staged, the malware achieves persistence by modifying the Windows Registry, ensuring

automated execution after every system reboot.
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Figure 6: Dropped decoy document file

 

Figure 7: Dropped BAT and malicious HTA file
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5. Persistence mechanism

The threat actor establishes reboot persistence by modifying the Windows Registry to trigger a malicious

batch file, i.e., appT.bat. This script serves as a persistent loader designed to launch the secondary HTA

stage in a stealthy background process.

Registry Modification: The adversary injected a value into the Windows Run Key (typically

HKCU\Software\Microsoft\Windows\CurrentVersion\Run), pointing to C:\Users\Public\User\appT.bat.

The Loader (appT.bat): This file contains a specific command designed to initialize the HTA

environment without user interaction:start /b mshta.exe "C:\Users\Public\User\startT.hta"

Stealth Execution: By utilizing the /b switch, the attacker ensures that mshta.exe runs the startT.hta

file in the background without opening a new console window, significantly reducing the chance of

manual detection by the user.

Figure 8: Registry activity for persistence

6. Living-off-the-land: .Net deserialization attack

The obfuscated code within startT.hta executes a multistage deobfuscation routine to reconstruct a two-part

XAML payload directly in memory. Our analysis of this process identified the critical components

responsible for the reflective loading of the primary malicious DLL. To evade disk-based detection, the

malware decodes its core payload into volatile memory space, transitioning from a Base64-encoded string

to an active, in-memory process via .NET Deserialization.

The following steps outline the abuse of specific .NET classes and functions during the infection chain:

Base64 Decoding (mVfyZYlugN): The initial stage utilizes a custom routine to perform base64

decoding of the string.

Memory Stream Conversion (DIVaHVNU): This utility function prepares the payload for execution

through three specific technical steps:

System.Text.ASCIIEncoding: Converts the decoded text into a raw byte array.

System.Security.Cryptography.FromBase64Transform: Performs a secondary cryptographic

transformation to unmask the final binary data.

7/17

https://www.trellix.com/en-us/img/newsroom/stories/sidecopy-threat-intel-mshta-rat-deployment-8.jpg
https://www.trellix.com/en-us/img/newsroom/stories/sidecopy-threat-intel-mshta-rat-deployment-8.jpg


System.IO.MemoryStream: Ingests the resulting bytes into a virtual "file" in RAM, ensuring no

malicious artifacts are written to the physical disk.

Binary Object Reconstruction (BinaryFormatter): The malware leverages the

System.Runtime.Serialization.Formatters.Binary.BinaryFormatter class to perform a deserialization

attack.

Note: By abusing the deserialize method, the malware reconstructs the byte stream into a live object.

Although Microsoft has officially categorized BinaryFormatter as obsolete due to its inherent security

vulnerabilities, SideCopy continues to exploit it to achieve fileless code execution.

Figure 9: Dissecting the malicious startT.hta script
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Figure 10: Decoded XAML file reveals the instructions that perform .NET deserialization attack in memory and Reflective

loading of Ioluegnt.dll into mshta.exe

7. Payload activation in memory

Following the deserialization phase, the malware executes a reflective loading sequence to inject the

malicious ioluegnt.dll directly into the memory space of the mshta.exe process. This "fileless" execution

bypasses traditional disk-based security scanning by utilizing a series of .NET Reflection primitives:

Assembly Ingestion: Using System.Reflection.Assembly.Load, the malware ingests the raw binary

bytes of the RAT from memory, registering it as a valid module within the host application.

Object Instantiation: The Activator.CreateInstance method is called to initialize the malicious object in

memory.

Initial Execution: Upon successful instantiation, the malware triggers the DoMainWork method within

TestClass, and launches the RAT's operational capabilities.

Figure 11: Malware checks for antivirus product on victim machine
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Figure 12: Overview of malicious capabilities embedded in the Ioluegnt.dll binary

8. Data exfiltration

SideCopy facilitates encrypted exfiltration via port 5863 to dns[.]educationportals[.]biz (resolved to

45[.]61[.]157[.]22). Although the actor utilizes AES encryption, the discovery of a hardcoded cryptographic

key (NMXIKS09?:709,!~lnsYUS) allows defenders to decrypt and analyze C2 communications. Monitoring

for this specific port and IP is highly recommended for immediate detection.

Figure 13: Data is encrypted and transmitted to the attacker after successful TCP connection

The IP address used for data exfiltration by the threat actors has also been seen in other malware

campaigns in recent times.
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Operational capabilities: Command and control matrix

The following table details the command set utilized by the threat actor to facilitate data exfiltration, remote

execution, and persistence mechanisms.

Command Definition/explanation

Disconnected Terminate the session

SystemInformation Victim machine reconnaissance

pkill Process kill

Software Gets list of installed software on victim machine

RD Captures and uploads the victim’s screen images

SetCurPos & right, SetCurPos & left Performs mouse click events on the victim machine

Passwords Steals passwords

GetHostsFile Shares the hosts file

GetCPText Grabs Clipboard data

ListFiles Gets a list of files

ListDrives Gets a list of drivers

Rmfile and rnfile Removes and renames files

Mkdir, rmdir, rnfolder, mvdir Performs create, remove, rename, and moving directories/folders

Run Runs the file

Execute Executes commands

Shell Starts a shell session

addSys & reg Persistence through Registry

addSys & start Persistence through Registry startup entry

fileupload Uploads victim files to the attacker’s server

Table 1: RAT with command execution capabilities
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Conclusion and general recommendations

The current activities of SideCopy underscore a disciplined and highly strategic approach to intelligence

collection. While their historical focus has been on Indian government entities, their recent pivot toward

academic institutions highlights an expanding set of strategic priorities.

Having maintained a high operational tempo over the past several years, the group has demonstrated

significant multiplatform proficiency. Although their latest kill chains have been observed primarily on

Windows, SideCopy is equally recognized for its ability to compromise Linux and Android environments. 

By continuously refining their infection stages, most notably through the heavy abuse of mshta.exe and

complex, multilayered obfuscation, they remain a formidable and adaptive adversary for regional security.

Email Security Gateways: Deploy advanced email filtering to intercept spear-phishing attempts.

Configure the gateway to quarantine high-risk attachments—specifically LNK, ISO, and HTA files.

Disable MSHTA: Block mshta.exe execution via AppLocker or reassociate .HTA files with Notepad to

prevent accidental execution.

Behavioral EDR: Implement EDR solutions that alert on anomalous process spawning, such as

mshta.exe initiating network connections or launching PowerShell.

Egress Filtering: Enforce strict firewall rules to block non-standard outbound ports (e.g., 5836) and

known malicious IP ranges.

Dynamic Sandboxing: Use signature-less analysis (e.g., Trellix IVX) to deconstruct multistage scripts

in a secure environment.

Network Traffic Monitoring: Implement deep packet inspection (DPI) to identify non-standard

protocols and encrypted heartbeats. Monitor for persistent connections to uncommon ports (e.g., 5836)

and utilize threat intelligence feeds to automatically sinkhole known SideCopy command and control

(C2) domains.

Trellix protection against APT attacks: Recommended mitigation

Trellix provides a robust framework to dismantle the SideCopy kill chain. Trellix Email Security prevents

initial access by blocking spear-phishing attempts and malicious LNK files. At the execution phase, Trellix

EDR and Trellix IVX detect in-memory payloads and "living-off-the-land" maneuvers, stopping Ioluegnt.dll

before it can establish a foothold. 

Finally, Trellix Network Security and Trellix Insights monitor for command and control activity, utilizing Trellix

Global Threat Intelligence to detect encrypted communications on non-standard ports. Together, these

solutions offer comprehensive coverage across delivery, execution, and exfiltration, significantly reducing

the operational risk posed by stealthy, fileless espionage campaigns.

Indicators of compromise (IOCs)

Type Samples Filename and

description

ZIP 0647336477bdd277450b0c36f104f3f82da721e98d56b67bbeeec05cc48f2d1c Initial vector
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LNK 0e0b77f79fe5d06f11de2959559379e94d62512e073c267b481a58d19d265240 Commskll.docx.lnk

contains link to

download HTA file

after successful

connection.

HTA 34c20f5abc04375822f3f68e3e9915c7e388e8adb1ade597672920d53f2c067c Com.hta file

contains

obfuscated data

for the next stage

DLL ac340859805220f97f98b299b32d82b1ccbb2c04c8c09516f3937feda937af80 ne4snapk.dll

contains appT.bat,

startT.hta and

Ioluegnt.dll as gzip

files

BAT 8435ec938ca225c3131a624715832845ad9adc5faa93488486bc19c094b4d3ec appT.bat

HTA a5e36cf05bcc9ac4e9ebf2a13f95aef8e3847086fe7340c36d6aba6616ae1174 startT.hta,

contains

obfuscated final

payload (Fileless

Malware Loader)

DLL cceee5c983360842351ffdb8979676fd2fccd4e4c387ac77e4506291d8083c5c Ioluegnt.dll

(ReverseRAT)

AESKey "NMXIKS09?:709,!~lnsYUS" Key used in

encryption

Domain dns[.]educationportals[.]biz C2 server used for

data exfiltration

Port 5863 Destination C2

Server port

IP 45[.]61[.]157[.]22 C2 Server IP

Address

URL hxxps[://]docsportal[.]in/public/reps/com/161[.]php Secondary

Payload URL
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Trellix detection coverage

Product Detections

Trellix Endpoint

Security (ENS)

LNK/Downloader.hbk JS/Dropper.zc BAT/Agent.ga Trojan-JBHG!637CC781292E

Trellix Endpoint

Security (HX)

GT:JS.NETLoader.3.B19F5875 Heur.BZC.YAX.Nioc.14.10665911

Gen:Variant.MSILHeracles.243859

Trellix Network

Security (NX) Trellix

IVX Trellix Cloud

MVX Trellix Malware

Analysis Trellix

Email Security

Trellix Detection as

a Service Trellix NX

Trojan.Nioc Trojan.NetLoader Trojan.Reomot Suspicious Network DNS Query

Suspicious Network Activity from Lnk File Trojan.Generic.MVX 

Trojan.JS.Generic.MVX FEC_Trojan_HTML_Generic_82_FEBeta

Trellix EDR Browsed suspicious domain weblink [T1566.002

T1204.001] Executed Windows-native binary mshta.exe [T1218.005] Attempt to

download/execute a web payload via Windows-native binary mshta.exe [T1105,

T1071.004, T1218.005] Created batch file [T1059.003] Windows Registry Run

Keys modified for Autostart Execution for persistence [T1059.003, T1547.001]

Added content to registry executed at next Windows logon [T1547.001, T1112]

File deleted using Mshta.exe [T1070.004, T1218.005] Suspicious LOLBAS

execution referencing Users\Public folder [T1059.003]

URL Trellix coverage

dns[.]educationportals[.]biz

hxxps[://]docsportal[.]in/public/reps/com/com[.]hta

hxxp[://]docsportal[.]in/public/reps/com/com[.]hta

hxxps[://]docsportal[.]in/public/reps/com/161[.]php

High riskPUPs (potentially unwanted programs)

High riskPUPs (potentially unwanted programs)

High riskPUPs (potentially unwanted programs)

High riskPUPs (potentially unwanted programs)

C2 server IP Trellix coverage

45[.]61[.]157[.]22 Medium risk PUPs (potentially unwanted programs)
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