Possible Pakistan-nexus Backdoor Targeting Afghanistan

B dmpdump.github.io/posts/Backdoor Targeting Afghanistan
September 15, 2026

On August 29, 2026, a ZIP file containing an executable named Special Job Opportunities
and Recruitment Information in Various Ministries of Afghanistan.exe and a DLL
named dgxi.dll was uploaded to Virus Total from Afghanistan. The executable name and the
upload origin suggest the likely targeting of an Afghanistan government agency. As expected,
the executable is a legitimate executable (ApplicationFrameHost.exe, a Windows
executable), and the DLL is a malicious library that is side-loaded by the renamed executable.

-~

Name Type Size
d dxgi.dll Application extension 457 KB
[#] Special Job Opportunities and Recruitment Information in Various Ministries of Afghanistan.exe  Application T KB

Figure 1: Zip content.

A review of the side-loaded DLL revealed a targeted backdoor using the following C2:
185.235.137[.]135:9000.

Backdoor Overview

The DLL establishes persistence by making a copy of the renamed ApplicationFrameHost.exe
executable using GetModuleFileNameW to retrieve its own path and copying itself and the
accompanying DLL to %AppData%\Microsoft\ApplicationHost\. The executable is copied
as ApplicationHost.exe. Persistent execution is established using the common registry run
key HKCU\Software\Microsoft\Windows\CurrentVersion\Run.
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if ( SHGetFolderPathwW(@LL, 26, @LL, @, pszPath) )
return @;
memset(v16, @, sizeof(vlie));
vl = -1LL;
do
++ul;
while ( pszPath[vl] );
sub_l18@@esDCe(vlec, (_ int64)pszPath, wvl);
v2 = sub_lseeesr2e(vlis, L"\\Microsoft\\ApplicationHost\\ApplicationHost.exe™, 46LL);

WL
v3 = *(_OWORD *)v2;

v17[@] = *(_OWORD *jv2;

4 = *(_ ml28i *)(v2 + 16);
vi7[1] = v4;

*(_QWORD *){v2 + 16) = @LL;
*(_QWORD *){v2 + 24) = 7LL;

*(_WORD *)v2 = @;
sub_18B@BSEAB(V1E);
if ( RegOpenkKeyExk(HKEY CURRENT USER, L"Software\\Microsoft\\Windows\\CurrentVersion\‘\Run", @, 2u, &phkResult) )

1

vs = 8;
Figure 2: Registry run key.

The main backdoor logic is implemented in an exported function named
DXGIDeclareAdapterRemovalSupport (). First, this function implements anti-debugging and
anti-analysis checks:

« |t detects debuggers with CheckRemoteDebuggerPresent() and OutputDebugStringA()
timing.

« |t detects the presence of common analysis tools: ida.exe, ida64.exe, x64dbg.exe,
x32dbg.exe, windbg.exe, ollydbg.exe

« |t performs timing and integrity checks.

bool fn_antidebug()

i
HANDLE CurrentProcess; // rax
DWORD TickCount; // ebx
BOOL pbDebuggerPresent; // [rsp+2eh] [rbp-18h] BYREF

pblebuggerPresent = @;
CurrentProcess = GetCurrentProcess();
CheckRemoteDebuggerPresent (CurrentProcess, &pbDebuggerPresent);
if ( pbDebuggerPresent )

return 1;
TickCount = GetTickCount(};
OutputDebugstringA("AntiDebugCheck”);
return GetTickCount() - TickCount > 188;

Figure 3: Sample anti-debugging.
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khar fn_anti_analysis_tool check()}

1
HANDLE Toolhelp32Snapshot; // rax
void *wl; // rsi
unsigned int v3; // =bx
const _ ml281 **w4; /) rdi
_QWORD v5[6]; // [rsp+4Bh] [rbp-288h] BYREF
PROCESSENTRY32 pe; // [rsp+78h] [rbp-258h] BYREF
_ m128i MultiBytestr[17]; // [rsp+lash] [rbp-128h] BYREF
vs[@] = "ida.exe™;
v5[1] = "idaBd.exe™;
v5[2] = "x64dbg.exe";
v3[3] = "x32dbg.exe";
vi[4] = "windbg.exe™;
vS[5] = "ollydbg.exe";

Tooclhelp32Snapshot = CreateToolhelp32Snapshot(2u, @);
vl = Toolhelp32snapshot;
if { Tooclhelp32Snapshot == (HANDLE}-1LL )
return 8;
pe.dwsize = 384;
if { Process32First(Tocolhelp32Snapshot, &pe) )

while ( 2 )

1
WideCharToMultiByte(®, @, (LPCWCH)pe.szExeFile, -1, MultiBytestr[@].ml28i_is, 2e@, @LL, @LL);
sub_l8ee2eere(MultiBytestr, 260LL);

w3 o= B3

vd = (const __ml281i **)v5;
do

1

if ( sub_18eelBe84(MultiBytestr, *vd) )

CloseHandle(vl);
return 1;

Wy

TET

vy

while ( v3 < 6 );

if { Process32Next(vl, &pe) )
continue;

break;

h
}

Figure 4: Sample anti-analysis.

The backdoor checks if it is being executed with the - -startup argument. If it is not, it drops
and opens an embedded decoy PDF named Document <4digits>.pdf under
AppData\Roaming\. The - -startup argument is likely used by the malware developer to
avoid dropping the PDF with each test run.
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. 03T a I YYIgY Lo L0 aop L -~ B P
data: 0000DEO1E0952CED db o ® 118 CreateDirectoryA(vi2, 8LL);
.data: P
.data:0000000180052CBE db @ ¢ Eg Ef ( Ibyte 180070571 )
.data:0000000180052CEF db @
.data:00BEBRE1ERE52CCE pir_pdf db 25h, Sen, 44n, 4sh, 20h, 3in, 26h, 35h, | o 1ot - :33325123933?‘_'(9"")‘
.data:#BEARAR1EBRS2CCH ; DATA XREF: fn_pd | o 22 P 139979575.': ij
.data:#BEARAR156052CCE 4 dup(@85h), @Dh, BAh, 31h, 2@h, 3@h, 2 e yrE =
.data:#BEARAR156H52CDT 64h, BDh, Bih, 2 dup(3Ch), 2Fh, 54n, 73 | 7%
.data:BBEABER1SBBS2CEL db ash, 61h, 74h, 81h, 6Ch, &Fh, &7h, " 10e
.data:BBEABER1SBBS2CEC db 67h, , 73h, 2@h, 32h, 28h, 38h, 2@h, . 1s
.data: @00E0BR130052CF7 db 61h, 6Ehy~&gh, 28h, 65h, 6Eh, 2Dh, S55h, R ) ..
s = FYy26 .
.data:@REEEER180052002 db 2Fh, 53k, ~z2h, 75h, 63h, 74h, 54h, : ES Sug’igaagﬁgéig;a)‘2%;'&;:&;3?%;‘ o mizsi Q5. o
.data: @00000R18005208D db 52h, 2 dup(&Fh), 2eh, 32n, 33h, 28 | .70 F T ottilontis tomteon(taoa[0] mizs'ipis),\ s y oo
.data:@0000OR180052017 db 52h, 2Fh, 40h, 61h, g6h, 2oh, 6eh, | o7 belecoril j(E el iasi 8 8
.data:000REOD1E0052D23 db 2Fh, 4Dh, 61h, 72h, &Bh, s4h, 20h, . i ‘E ?betl igaa;ézn S"' 118);
.data:000REOD1E0052D2E db 65h, 4 dup(3Eh), eph, @h, 65 Eh, B4 - T oyee
.data:@eeEEER138052D34 db Gah, @Dh, @Ah, 32h, 28h, 38h, 2ehs
w16 = :
.data:B000RE0130652045 db Bah, 2 dup(3Ch), 2Fh, S54h, 79, 76h, o ; 13;:’;5123"2?"“_‘(9"")'
.data:ABEARAR1ZERS2DAF db 61h, 67h, 65h, 73h, 2Fh, 43h, GFh, 75h, ’ s 190070501 = 4
.data:ABEERAR1EBRS2DSA db 31h, 2Fh, 48h, 69h, G4h, 73h, SBh, 26h, =~ yrE g
.data:ABEARAR1EBB52D65 db 28h, 52h, SDh, 2@h, 2 dup(3Eh), @0h, BA _ .
.data:@BEEROR1ZBHSIDEF db 64h, 6Fh, 62h, Gah, @Dh, @ah, 33h, 26h, | o gg ! 7E;(f“?—;82:2315:'§)_’
.data:BBEABEE15BBS2DTA db 62h, B&h, @Dh, @ah, 2 dup(3Ch), 2Fh, 41 o LA .. .
.data:BREERER15E0S2DE. db 68h, 6Fh, 72h, 28h, 57h, &1h, 73h, &9h, : ﬁz Crfa_tEFllE’(Ea'a[e]""1281—15’ Ox4B606B00U, B, BLL, 2u, BxB3u, BLL);
.data:@00000R18005208F db 53h, 61h, 69h, &6h, 69h, 29h, 2eh, 2fh,| O DLEy-aLL )
.data:@00000R18005209A db 61h, 74h, 69h, 6Fh, GEh, 44h, 61h, 74h, o : ~ "
'j:::fgggggﬁgiggggggﬁ :: g’;:‘ g;:‘ g?:‘ 2;:’ :;:J 32:’ 3';:‘ gg:‘ * 144 uriteFile(Files, ptr_bpdf, Bx1BFS6u, (LPDWORD)&chData, OLL);// Writes PDF to disk
.data: , 35h, 31h, 28h, 3h, 34h, 27h, 33h, .
.data:000REOD180052DBC db 20h, 2Fh, 4Dh, &Fh, 64h, 44h, 61h, 74h, : ﬁg E},Dseﬁ':“fleiééé%ﬁl
.data:eEEREER1EA052DCT db 3&h, 32h, 36h, 32h, 33h, 38h, 34h, 36h, 1 if ( lbyte )
.data:@eeERER1580520D3 db 3eh, 35h, 3lh, 28h, 38h, 34h, 27h, 33h, L .
.data:@eeERER150052DDE db 2eh, 2Fh, Seh, 72h, 6Fh, 6ah, 75h, 63h, | | ﬂg "ZE Isggzaigzafig“}(m""
.data:#BEARAR15BH52DED db BFEh, BFFh, @, 4Dh, @, 63h, B, 63h, B, " e e 189979E?§'— i’.
.data:ABEARAR1EBBS2DFS db 8, 73h, @, GFh, @, 66h, @, 74h, @, BAEh VrE s
Aot AAARAARAT SAAEITAN Al AEL A 7oL A 23k A ECh A &rkh A 151 .
00510C0 00000001800S2CC0: .data:ptr_pdf (Synchronized with Hex View-1, Pseudococ v | * 152 w21 = sub_1380201C8(};
; 5 ® 153 Sleep(v2l % 26 + 98);
® 154 ShellExecuteA(@LL, "open”, Data[@].m128i_i8, BLL, 8LL, 1);// Opens decoy PDF
os x| 1
® 156 fn_terminate_fastf((_ intsa)lpPathiame);
1B s 157 1
I-Sb ® 158 fn_terminate_fastf((_ int64)&v26);
ten )

Figure 5: Argument check and execution of embedded PDF.

The embedded dropped PDF is in Pashto and is titled cuw L, sgJ i85 > - sl )l cwl,
cd ginJswe o - (Machine translation: Office of the Prime Minister - The Office of the
Director General - List of Officials ). The PDF contains a list of individual names and their
corresponding position name, salary, department, and phone number.
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Figure 6: Decoy PDF.

The backdoor configuration is XOR encrypted with key thisscert23$SecretKey206. Upon
decryption, we obtain the following C2 infrastructure: 185.235.137.35:9000. This IP address
is owned by HZ Hosting Ltd.
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vis[@].ml281i_is4[@] Bx5C505041505C5045LL;// encrypted IP address:45585c5d4150585c4501840a6858
viS[B].ml281i i32[2] = @xAB4R145;
v15[@].m128i i16[6] = Bx5060;
_mmword 18SBBYEFCE = BLL;
quord_13@87eFDe = BLL;
#(_QWORD *)&xmmword _188078FCR = sub 180287098 (@xEull);
*(( QWORD *)Exmmword 188@70FCE + 1) = xmmword 138870FCE;
vl = wmmword_188878FCE + 14;
quord_13887eFDe = xmmword _15BB7BFCE 4+ 14;
fn_memcpy like(( ml128i *)wummword_l8@e7eFCe, v15, @xEull);
#(( QWORD *)&xmmword 188878FCH + 1) = vi;
atexit(sub_l8@83A860);
fn_SRW_lock mutex 2(Rdword_188078F78);

}

if { dword 188@878F74 > *vd )

fn_SRW_lock_mutex(&dword _13@878F74);

if ( dword 138070F74 == -1 )
L
viS[@e].ml28i_i32[@] = @x4359534D; [/ encrypted port 4d585943. Decrypts to %888
= WLl

qword_138878F%@ = 6LL;

w2 = (_DWORD *)sub 130887808 (4ull);

*( _QWORD *)&xmmword 188878FBB = v2;
quord_18887@F98 = ( inted)(v2 + 1);

#y2 = v15[@].m128i_i32[@8];

#({_QWORD *)&xmmword_188076F88 + 1) = v2 + 1
atexit(sub 123883AT7EG);
fn_SRW_lock mutex 2({&dword_188878F74);

}

1

if { dword 128@78FB@ > *vd )

1
fn_SRW_lock_mutex(&dword _13@878FB0);
if { dword_188078FBE == -1 )

| gmemcpy (w15, "thisscert23fSecretkey286™, 24);// XOR key

d _1onnTacno Pt Il

gword_188878FAS = BLL;

Figure 7: Encrypted configuration.

L_|___| 185.235137.35 HosT 5 Actions ~ +, Summarize Host
<2 REMOTE_ACCESS @® AS OF SEP 17, 2026 20:00 UTC

B Summary & Network and Routing & Frankfurt am Main, Germany (50.1...

ReverseDNS o Data Autanomous AS50711 (HZ-EU-AS - HZ Hosting Lid) Nethierlarids ?

Forward DNS megazonehub.xyz System

o o Dot Organization HZ Hosting Ltd \"B,elgium

50 Iztochen Bivd. - Kamenitsa Park, 4000, Plovallv, BULGARIA

1 oF
27Total Services 443/ HTTP | 56777 ROP ORG-FNL9-RIPE Luxembourg

Cz
Routing Prefix  185.235137.0/24 Paris. Gorgle

WHOIS Network  HZ Hosting Ltd Keyboard shortcuts | Map Data | Terms.

HZ-NAS7

Figure 8: Encrypted configuration.

After decrypting the C2 configuration, the backdoor initiates a connection loop to the C2. The
first connection sends a registration beacon with basic system information. The following
victim machine details are sent in JSON format:

e clientId: Uses the MachineGuid from HKLM\SOFTWARE\Microsoft\Cryptography.
¢ machineName: Uses GetComputerNameA.
e osVersion: Uses RtlGetVersion from ntdll.dll.
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e clientVersion: Uses a hard-coded value of 1.0.0, suggesting this is one of the first
releases of this backdoor.

Sample registration beacon:

{
"clientId": "<MachineGuid>",
"machineName": "<MachineName>",
"osVersion": "Windows 10 (Build
X)II'

"clientVersion": "1.0.0"

The backdoor supports the following 13 commands. The communication with the C2 is mostly
in JSON format.

Command Action

OxA Send system profile (cpu, memory, disks, network information, uptime)
0x14 Directory and drive listing

0x16 Read files in chunks (download victim -> C2)

0x18 File upload (C2-> victim) as a .tmp

0x19 File write

Ox1A Finalize write, including renaming .tmp to actual extension

0x1B Process execution, receives path and argument. Uses “cmd.exe /c start” for

non-executables

0x1D Delete file/directory

Ox1E Process listing, retrieves pids, parent process pids, number of threads,
working set size, and path

0x20 Process termination by pid (with TerminateProcess)

0x28 Create a shell (Spawns hidden cmd with anonymous pipes)

0x29 Kill the shell




Command Action

0x2A Input to shell (raw C2 payload for cmd stdin )

All packets include the 9xDEADBEEF magic number, protocol version, message type, and
payload length. The payload is typically JSON, but some commands, like file transfer and
shell commands use a mixed binary format containing a JSON header followed by raw binary
data.

WE = vZ2b3

if ( v23 != @xDEADBEEF || w24 =1 )
return &;

vl = w263

w19 = 8LL;

w2@ = 8LL;

if v26

i FkS revenm kil oam P Ol e e I e i Y

Figure 9: Checks for the OXDEADBEEF magic number in the code.

eeepaaee ef be ad de 91 @8 81 8@ 92 @8 @88 BB Vb 22 B3 BC ........ .... 17cl .

Figure 10: Sample magic number in a packet.

I0Cs

o ZIP file: d69d27294c78889fc8694e13¢c122438125eb3d3e6023e0624b3137c71982a852
e dgxi.dll: abceacdab670b88e8a8ec9ff5daba77d9f1c896d6479b2dadb700474a8c40880
e C2:185.235.137[.]135:9000
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