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Overview

Analysis of server-side data associated with The Gentlemen identified the eb.sys file, along
with materials related to TukTuk C2, DLL side-loading configurations, EDR neutralization, and
vulnerable driver research.

Notably, the complete project structure of the TukTuk framework was identified, for
which no prior public disclosure or documentation could be confirmed.

The same server also contained 224 Jira tickets and eight attachments assessed to have
been exfiltrated from a global technology company's Jira environment, as well as
credential and infrastructure-related information associated with a global healthcare
company's Infrastructure-as-Code (laC) Platform.
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Executive Summary

¢ The eb.sys sample matched GentleKiller by hash

¢ The complete TukTuk C2 project was identified, including Windows Agent, Linux Agent,

Backend, and Panel — indicating a cross-platform design

* Greenshot DLL sideloading configurations were identified, along with ProcMon, Slack,

and Postman research

o Step-by-step materials covered EDR neutralization, BYOVD, vulnerable driver
hunting, and kernel-level research

o 224 Jira tickets and eight attachments were exfiltrated from a global technology

company, including data related to its U.S. defense and defense-industry customers
¢ Credentials and infrastructure data from a global healthcare company's laC Platform

were identified, including AWS, production databases, Azure AD, Bitbucket, and
infrastructure configuration management

1. The Analyzed Server

Server Overview and Collection

The subject of this analysis is a single server detected by our threat intelligence service,

AGATHA. All findings presented in this report are based on data collected from this server.

A set of files was collected from the server, and the subsequent analysis is based on this data.

Collected File Inventory

The collected data can be broadly divided into three categories.

Category

Components

Attack Tools & Frameworks

Complete TukTuk C2 project (tuktuk-v2.0 _10.zip: agent / agent-linux / backend / panel),
TukTuk.exe

Greenshot DLL sideloading set (Greenshot.exe + malicious log4net.dll)

EDR killer family (eb.sys, EDRK:iller, WarsawKiller, UnknownKiller, wsftprm.sys)
Research & Training Materials

Step-by-step EDR neutralization and vulnerable driver training materials (Lesson 1—4)
DLL sideloading research (sideload-research: ProcMon, Slack, Postman)

Exfiltrated Data
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Global technology company Jira tickets (224) + attachments (8), including data related to its
U.S. defense and defense-industry customers

Global healthcare company laC platform credentials (AWS, Azure AD, Bitbucket, production
DB)

This inventory serves as a map for the subsequent analysis, with each item examined in detail
in the following sections. It shows that the server held (1) attack tools, (2) related research
and training materials, and (3) exfiltrated data together in one place.

2. Attribution to The Gentlemen

The attribution of this server to The Gentlemen is based on multiple indicators found on the
server that match existing public threat reports on The Gentlemen. The technical details of
these indicators are covered in the TukTuk C2 Framework and EDR Neutralization sections;
this section consolidates the basis for the attribution.

Indicator 1 — eb.sys hash match

The eb. sys file collected from the server matches, by its hash, the GentleKiller sample
documented in public reports (SHA256:
97BD65E98CDC4E93D49EDD4EA905D43A61244DF0FD3323E6649330DE3B1BEQ91).

EDRKiller.c
EDRKiller.exe

® index.html
README.txt
WarsawKiller.c
WarsawKiller.exe

wsftprm.sys

Figure 1. EDRKIiller and WarsawKiller source files, executables, and the wsftprm.sys driver
identified on the server

Indicator 2 — Greenshot DLL sideloading structure
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The composition of the greenshot sideload folder (legitimate Greenshot.exe + malicious
log4net.d1l) is consistent with the DLL sideloading technique known to have been used in
The Gentlemen attack.

greenshot-defaults.ini
Greenshot.exe
Greenshot.exe.config
Greenshot.ini
GreenshotPlugin.dll
LingBridge.dl|
log4net.dli

updater.bat

Figure 2. greenshot sideload folder containing Greenshot.exe and malicious log4net.dll

Static analysis of log4net.d11 further identified TukTuk C2-related code and C2
configuration values, linking the sideloading set directly to the TukTuk framework.

Indicator 3 — TukTuk dashboard identifiers

The hostname DESKTOP-22EVPBQ and the operator identifier Neo, observed in the TukTuk
C2 dashboard in screenshot2.png on the server, match information referenced in The
Gentlemen's public report.
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Windows Security

Windows Security

Enter your credentials to continue.

¢ Admin

DESKTOP-22EVPBQ\Admin

Figure 3. TukTuk C2 dashboard showing hostname DESKTOP-22EVPBQ
Referenced Public Sources

o The DFIR Report, "Flash Alert: EtherRAT and TukTuk C2 End in The Gentlemen
Ransomware" (May 11, 2026)
o Related X (Twitter) post : https://x.com/evangeorgevoug/status/2038198328631193700

3. TukTuk C2 Framework

Identification

The TukTuk C2 was identified on the server through several artifacts: a dashboard
screenshot, the executable, and indications of its development environment.

Dashboard

The TukTuk C2 management dashboard was found in screenshot2.png on the server. The
dashboard displays connected agents along with their IP addresses, privilege levels, and
operating system versions. (The hostname and operator identifier visible in this screenshot
also match information in The Gentlemen's public report; this correspondence is treated as an
attribution indicator in the Attribution to The Gentlemen section.)

TukTuk.exe
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The executable TukTuk.exe and the compressed archive tuktuk-v2.0 10.zip were
identified in the same path.

TukTuk.exe

tuktuk-v2.0_10.zip

Figure 4. TukTuk.exe and tuktuk-v2.0 10.zip identified on the server

Based on its observed functionality, TukTuk.exe is assessed to facilitate access to and control
of the TukTuk server; its login screen prompts for a server address, operator name, and
password before connecting.
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TUKTUK

http://192.168.144.133:1337

CONNECT

Figure 5. TukTuk C2 login screen used to access and control the TukTuk server

TukTuk.exe has a pre-existing submission history on VirusTotal and was flagged as malicious
by 2 of 68 security vendors.
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444a83a68ab75be641113e7d86979d844a0f3478f01f9

TukTuk.exe

overlay

Figure 6. VirusTotal detections for TukTuk.exe, flagged as malicious by 2 of 68 vendors
Development Environment

screenshot.png contained indications that the development of TukTuk C2 was carried out
using artificial intelligence (Al).

Auanor Harged M caenax topmost { 0x 0DC ). Tenepe NPOEEPH CKOMHLIOTOR YTO OH BUAEH NOBE[X
Sier

Figure 7. Screenshot indicating TukTuk C2 development was carried out using artificial
intelligence

Project Structure

The tuktuk-v2.0_10.zip archive was confirmed to have no prior public disclosure.
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X | e74088419de2e5b47b1889f2bal369cb4b436405ce03cf07da4527916819923 Q

COMMENTS (0

Join our Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.

©)

We currently don't have any comments that fit your search

No comments found for your current query. You might try refining your search terms or checking the
syntax.
Check our documentation to learn about query tips and modifiers.

Try a new search

Figure 8. VirusTotal comments search for the tuktuk-v2.0 10.zip hash returning no prior
public discussion

The archive is organized into four primary directories:

Collectively, these directories represent the complete project structure of the TukTuk C2
framework identified on the server.
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tuktuk

B tuktuk-agent

B tuktuk-agent-linux

B tuktuk-backend

B tuktuk-panel

Figure 9. TukTuk C2 project structure containing Windows Agent, Linux Agent, Backend, and
Panel directories

Windows Agent

The tuktuk-agent directory contains the source code of the TukTuk Agent operating in a
Windows environment.

The agent is executed on compromised systems, where it:

¢ Collects system information
o Communicates with the C2 server
+ Executes commands delivered through the Panel

The source code is written in C# and corresponds to remote-control functionality provided
through the Panel, including:

¢ File management
e Screen capture
¢ Command execution

Figure 10. Windows Agent Pol1() function retrieving C2 commands and shell sessions
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Linux Agent

A separate tuktuk-agent-linux directory was identified.

The presence of a Linux agent, independent of the Windows agent, supports the assessment
that TukTuk was developed to operate across multiple operating systems rather than being
confined to the Windows environment.

Figure 11. Linux Agent pol1() function retrieving C2 commands

Backend

The tuktuk-backend directory contains the backend component of the framework.

Analysis confirmed that the Backend processes agent connections according to
Listeners created in the TukTuk Panel.

The Backend is responsible for functions related to:

o Agent status
e« Command delivery
¢ Result reception

Figure 12. TukTuk Backend main() initializing the database, API router, and HTTP server

Panel

The tuktuk-panel directory contains the management interface.

Implemented in Node.js with Electron, it can be packaged and run as a Windows executable
(.exe).

The Panel serves as the management interface for TukTuk C2, providing functionality
to monitor connected agents and execute remote commands.

The logo, menu layout, and overall interface differ from previously documented versions of the
TukTuk panel available in public sources.
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Tuk Tuk

Files Screenshot Cred Prompt Shell Mode

offline DESKTOP-SOTCSL7 92.168.254.128 Jser Microsoft Windows 10 Pro (10.0.19045)

offline DESKTOP-SQTC5L7 92.168.254.128 Microsoft Windows 10 Pro (10.0.19045)

® online DESKTOP-SOTC5L7 192.168.254.128 ser Microsoft Windows 10 Pro (10.0.19045)

Figure 13. TukTuk Panel showing connected agents and Shell Mode remote command
execution

Top-right menus

The top-right section of the TukTuk Panel contains:

e Servers

Agents

Processes
Gallery
Credential

Figure 14. TukTuk Panel top-right menus: Servers, Agents, Processes, Gallery, and
Credentials
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Servers

The Servers menu provides access to the backend systems to which the agents are
connected.

Connect to Server

192.168.254.128:8080

Connect

Figure 15. TukTuk Panel Servers menu Connect to Server dialog

Agent

The Agent menu displays the list of compromised hosts connected to the TukTuk framework
and their activation status.

Tuk Tuk

Files Screenshot Cred Prompt Shell Mode

offline DESKTOP-SOTC5LY 192.168.254.128 [ Microsoft Windows 10 Pro (10.0.19045)

offline DESKTOP-SOTC5L7 192.168.254.128 ser Micrasoft Windows 10 Pro (10.0.19045)

LT DESKTOP-SOTC5L7 192.168.254.128 Microsoft Windows 10 Pro (10.0.19045)

Figure 16. TukTuk Panel Agents menu listing compromised hosts and activation status

Processes

The Processes menu enables remote control of processes running on compromised hosts.
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Tuk Tuk

Files Screenshot Cred Prompt

Refresh

Memory Compression 4623 MB

explorer 48.0 MB

electron 47.8 MB
electron 290 MB
dwm 248 MB
electron 213 MB
devenv 21.0MB

RMMAgent 202 MB
Figure 17. TukTuk Panel Processes menu showing remote process control

Gallery

The Gallery menu displays screenshots saved from compromised hosts.

Files Screenshot Cred Prompt Shell Mode

Figure 18. TukTuk Panel Gallery menu displaying screenshots saved from compromised
hosts

Credential
The Credential menu displays the list of credentials received from compromised hosts.

Tuk Tuk

Files Screenshot Cred Prompt Shell Mode:

DESKTOP-SOTC5L7 username password prompt 8/12/2026, 3:05:13 AM

Figure 19. TukTuk Panel Credentials menu listing credentials received from compromised
hosts
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Top-left menus

The top-left section of the TukTuk Panel contains:

o Files

e Screenshot

e Cred Prompt

e Command Mode

Tuk Tuk

Files Screenshot Cred Prompt Command Mode

Figure 20. TukTuk Panel top-left menus: Files, Screenshot, Cred Prompt, and Command
Mode

Files

The Files menu enables the upload of files from the local system to compromised hosts.

File Manager

Local System

C:\Users\roofigo\src\
[DIR] Documents and Settings

msys64
PerfLogs
[DIR] Program Files
Program Files (x86)
ProgramData
[DIR] Recovery
System Volume Information
Users
DIR] Windows
[FILE] $Recycle.Bin
[FILE] appverifUuldil

[FTIE] Config.Msi

‘ Upload — ‘ +— Download

Figure 21. TukTuk Panel Files menu used to upload files to compromised hosts

Screenshot

The Screenshot menu enables the remote capture and storage of the current screen of
connected compromised hosts.
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Screenshot

Screenshot Cred Prompt

offline JESK TCSL7 192.168.254.128
offline

® online C5L7 58.254.128 s Microsoft Windows 10 Pro (10.0.19045)

Figure 22. TukTuk Panel Screenshot menu requesting remote screen capture from a
compromised host

Cred Prompt

The Cred Prompt menu elicits credentials by spoofing a Windows Security dialog.
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Credential Prompt

Windows Security

Please verify your credentials to view the stored [

Figure 23. TukTuk Panel Cred Prompt menu configured to spoof a Windows Security dialog

Upon execution of the command, a window visually identical to the legitimate Windows
Security interface appears on the compromised host.
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Windows Security X

Windows Security

Please verify your credentials to view the stored passwords

Password

OK Cancel

Figure 24. Spoofed Windows Security dialog displayed on the compromised host
Information entered by the user is recorded in the TukTuk framework.

Sending credential prompt...

Username: username

Password: password

Credential sawvec

Figure 25. Credentials entered in the spoofed prompt recorded in the TukTuk framework

Command Mode

The Command Mode menu provides predefined command shortcuts that enable an operator
to remotely retrieve information from a compromised host.
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ysinfo

System Information ===

Computer MName: DESKTOP-SOTCSL7Y

User Name: root

Domain: DESKTOP-SOTCSLY

05 Version: Microsoft Windows NT 6.2.9200.0
64-bit 05: True

Processors: 2

System Directory: C:\Windows\system32

Manufacturer: VMware, Inc.
Model: VMware2@,1
Total RAM: 2.8 GB

B

Figure 26. TukTuk Panel Command Mode showing predefined shortcuts including sysinfo

Clicking Command Mode again activates Shell Mode, which displays shortcuts for
commands available in the Windows environment.

In addition to these predefined options, the operator can directly enter and execute arbitrary
commands on the compromised host.

Tuk Tuk

Files Screenshot Cred Prompt | Shell Mode

Figure 27. TukTuk Panel Shell Mode activated from Command Mode
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» whoami

whoami

desktop-sotc517\root

Ps C:\Users\root:»

Figure 28. TukTuk Panel Shell Mode with Windows command shortcuts and arbitrary
command execution

DLL Sideloading via Greenshot

A malicious log4net.dl1 file known to have been used in the attack by The Gentlemen was
identified.

The key files are:

e Legitimate Greenshot.exe
e Modified log4net.dll

The legitimate Greenshot executable loads the malicious log4net.d11 from the same
directory, thereby launching the TukTuk Agent.

The log4net.dl1 file has previously been submitted to VirusTotal and is currently detected as
malicious by 17 vendors.

096ec37870eb401793592c9b53b5b52fc7a70b113bc2d9cd3f53231142d6c584

log4net.dll

pedll exploit cve-2026-24291 assembly

Figure 29. VirusTotal detections for malicious log4net.dl1, flagged by 17 of 72 vendors
Static analysis of the malicious log4net.d11 identified:

e Code associated with the TukTuk C2 framework
e Server addresses
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¢ Configuration information
¢ Token-related information used for C2 communication

Identified services included:

o Slack
o GitHub
¢ Dropbox

Figure 30. TukTuk C2 configuration in Log4net.dll including the domain borjumaniya.store
and Slack, GitHub, and Dropbox settings

Notably, both are the domain and the GitHub repository that were previously identified as C2
infrastructure in the analysis report published on X.

DLL Sideloading Research

A separate sideload-research directory was identified on the analyzed server.
The directory contains data analyzing and testing the potential for DLL sideloading targeting:

Greenshot

ProcMon
Slack
Postman
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Figure 31. sideload- research directory containing DLL sideloading tests against Greenshot,

Graenshot
Greenshot-Portable
Prochon
Slack
test_Greenshot
test_Postman
|& analyze.psi
|5y analyze slack.pst
|y analyze2 psi
build_slack bat
|8 build_slack.ps1
|y check_dotnet psi
|y check_log4net_usage psi
|y check_slack.ps1
|&y deep scan.psi
|y download_slack psi
|y extract_slack.psi
|y full_slack_test.psi
[ Greenshot_capture.pml
[ greenshot_log.pml
g2l greenshot_results.cev
W Greenshot-installer.exe

BE Greenshot-Portable-1.2.10.6.zip

|5y hide slack.psi

|&y ildasm_scan.ps1

& index.html

|y package.psi

() Postman-installer.exe
@ ProcessMonitorzip
|y test_launch.ps

|y test_launch2.psi

|5y test_slack_dlls.psi

|y test_slack_phantom. ps1
|y test_slack_proxy.psi
|y test_slack_sideload.psi

ProcMon, Slack, and Postman

4. Analysis of Training and Research Materials on EDR Neutralization

4KB
3KE
SKE

3KE

2KEB
145,608KE
2,944KR

4KB

Research materials on EDR neutralization and vulnerable drivers were identified on the

server.
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The materials were structured step-by-step from Lesson 1 to Lesson 4.

The collection progresses from learning the operating principles of existing EDR killers and
proof-of-concept (PoC) BYOVD:

¢ Implementing live EDR neutralization tools
¢ Searching for new vulnerable drivers
¢ Researching kernel-level attack techniques

lessonl
lesson2
lesson3

lesson4

Figure 32. EDR neutralization research materials organized from Lesson 1 to Lesson 4

Lesson 1: GentleKiller and UnknownKiller

Identified materials include:

e eb.sys

e UnKnownKiller.c

e UnknownKiller.exe

e BYOCD UnkownKiller.md

eb.sys has been analyzed in public reports as a driver associated with a variant of
GentleKiller.

UnknownKiller source code and executable files utilizing the driver were identified.
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eb.sys
LESSON_BYOVD_UnknownKiller.md
step0_launch_target.bat
stepl_install_driver.bat
step2_Kkill_process.bat
step3_cleanup.bat

UnknownKiller.c

UnknownKiller.exe

Figure 33. Lesson 1 materials including eb. sys, UnknownKiller source code, and related
scripts

A document describing BYOVD-based EDR neutralization was also included, explaining
how protected processes are accessed and terminated using the eb. sys driver.

## 5. Kill Chain (nocnepoBaTenbHOCTL ATAKKM)

1. Initial Access (HauanbHbi gocTyn)
— Jlobon meTon: OUWMHI, SKCNAOWT, YKpPAAEHHble YYETHblE AAHHblE
|
2. Privilege Escalation (noBblueHWe MNpuMBUAErWIA)
— Mony4yeHne NpaB NOKAJLHOIrO AAMUHUCTPATOpPA
|
3. Defense Evasion (06xom saumtbl) « Mbl 3JECH
I HOocTaeka eb.sys Ha guck
I sc create eb type= kernel binPath= ...
— sc start eb
— UnknownKiller.exe MsMpEng.exe « ybBusaem aHTuBupyc / EDR
I
4. Execution (BbinonHeHWEe)
— 3anyck OCHOBHOW BpefOHOCHOW Harpy3kuM 6e3 npoTUBOAENCTBMA
I
5. Impact (Bo3pgeicTeune)
— ludpoBaHne, 3KCOUNLTpAUMA, 3aAKpenyeHue. . .

**PeanbHble APT-rpynnbl, ucnonb3yowme BYOVD:**
Lazarus Group

BlackByte (ransomware)

AvosLocker (ransomware)

Cuba ransomware
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Figure 34. BYOVD-based EDR neutralization kill chain using eb.sys and UnknownKiller

Lesson 2: EDRKiller and WarsawKiller

Identified materials include:

e EDRKiller
e WarsawKiller
e LESSON2 EDR vs BYOQVD.md

The materials include educational content for understanding bypass techniques against actual
EDR security products, as well as hands-on materials on EDR neutralization.

tools
LESSON2_EDR_vs_BYOVD.md
step0_check_sysmon.bat
stepl_attack with_sysmon.bat

step2_analyze_logs.bat

Figure 35. Lesson 2 materials including LESSON2 EDR vs BYOVD.md and related test scripts

LESSON2 EDR vs BYOVD.md compares automatic recovery times following process
termination for major EDR products.

It appears to measure the window of opportunity for follow-on attacks by analyzing periods
during which protection is active and inactive.
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### 11.1 BusyanbHoe cpasBHeHue: OKHO 6e3 3awuTbl

Bpems » @s 10s 20s 30s 40s 50s 60s 70s

| ] 1 |
I 1 1 T 1 I T 1

Defender: | g [ | [ ]
kill t recover (~3-5 cek)

CrowdStrike: EE:: ;
kill t recover (~60 cek)
—— 59 CEKYHA BE3 3AWWTH ———

Sophos:: i R
kill 1 t recover (~15 cek, BONHAMW)
Webroot : EEEEEEEEEREEEREEREDEELEERERER

t1t1t HenpepbiBHAs roHka kill/recover (~0.5 cek)

B = 3aumTa paboTaer = 30WWTA OTKJIYEHA

Figure 36. Comparison of EDR automatic recovery times following process termination

Lesson 3: Vulnerable Driver Hunting

Identified materials include:

bd test k7old.bat
bd test tfsysmon.bat
bd test safetica.bat
Driver Hunting.md

Files for conducting repeated tests against multiple drivers using a previously known EDR
Killer were identified.

bd test batch.bat
bd_test k7old.bat

bd test safetica.bat
bd_test_tfsysmon.bat

LESSON3_Driver_Hunting.md
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Figure 37. Lesson 3 driver-hunting scripts including bd test k7old.bat,
bd test tfsysmon.bat, and bd test safetica.bat

Driver Hunting.md describes the testing procedure for screening drivers usable for EDR
neutralization.

The method involves:

1. Registering each driver as a Windows kernel service

2. Verifying its operational status and file existence

3. Removing the service after the test is complete

4. Determining whether the driver can operate in a real-world environment based on driver
loading results

### 3.2 MeToponorus TeCTUPOBAHWUS
Ina kaxporo gpavBepa BbINMOJIHAEM:

" “batch

@echo off

REM === lllar 1: Co3paém cepBUC ===

sc create TestDriver type= kernel binPath= C:\tmp\driver.sys

REM === lllar 2: MbiTaeMcs 3arpy3nTb ===
sc start TestDriver 2>&1
echo RESULT=%errorlevel%

REM === llar 3: MNpoBepsieM cTATYC ===
sc query TestDriver

REM === lllar 4: MNposepsieM, ygaanéH nu ¢ann EDR ===
dir C:\tmp\driver.sys

REM === lllar 5: QuucTka ===
sc stop TestDriver 2>nul
sc delete TestDriver 2>nul

**Kopgpl owMBOK 2arpysku: **

| Kog | Hazeauue | MpuuumnHa |

[----- [-—--mo - [----m——- I

@ | SUCCESS | JpavBep 3arpyxeH |

5 | ACCESS_DENIED | EDR 3a6nokmpoBan (blockhash) |

193 | BAD_IMAGE (@xC1) | EDR noBpeaun/noamenHun éamn |
577 | INVALID_SIGNATURE | Mognucb He npowna npoeepky |

[
[
[
[
| 1275 | DRIVER_BLOCKED | MS Vulnerable Driver Blocklist |
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Figure 38. Driver hunting methodology for loading, testing, and removing candidate kernel
drivers

Lesson 4: Kernel-Level Research

Identified materials include:
O0day Driver Research.md

Code for analyzing internal driver behavior or researching new kernel bypass techniques was
identified.

drivers
tools

LESSON4_0day_Driver_Research.md

Figure 39. Lesson 4 materials including 6day Driver Research.md and related driver
research files

O@day Driver Research.md indicates that The Gentlemen was conducting its own research
into 0-day drivers.

The document describes a previously undisclosed driver vulnerability that had not yet been
assigned a CVE and documents subsequent steps taken to verify the vulnerability.

5. Exfiltrated Data

Global Technology Company (Jira)

Overview

In addition to the TukTuk framework and related attack materials, the analyzed server
contained data assessed to have been exfiltrated from the Jira environment of a global
technology company that provides a range of test, measurement, and network solutions
used in the development and validation of key products across the semiconductor,
telecommunications, electronics, and defense industries.
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A total of 224 Jira tickets and eight Jira attachments were identified in the server's jira-
loot folder. An attacker-created document organized the collected Jira materials into

categories including internal technical support records, credentials, infrastructure-related

information, customer communications, vulnerability-related materials, and technical

attachments.

JIRA DATA EX

HETHOD
Stolen PAT + SOCKS Proxy

ATTACK KILL CH

105 High-Value Tickets

Impact
[
[l
(11
[l
B3]

| confirmed Credentials Found

ords

Username Password

net net

MNetOptics (all produ
MetOptics (all products)
Metdptics (all products)
Visien 7308

NVOS 6.7.8 5SH

NVYOS SSH {legacy)
CloudBees CJOC Admin
Confluence APL

Network Drive

TAC 55H Back

L sarver 55H (Ubuntu)
iRedAdmin (mail admin)
Mail test account
MySQL {TAP automation)
NTO Keystare
NTQ ECDSA key
NTO ECDSA key (alt)
MariaDB (xSA installer)

Hawkeye server

Theft E Jira PAT

LTRATION REPORT

arch

2@926-93-20 21:39

40,008+ Tick:

xfiltrated

} - MDA materials

Source

TFCCM=1944 (default)

IFCCM-1944
ITAP-123
ITAP-123
ITAP-123
MVSNTO-2274 {after
ssword "root")

pattern in comments)

FACTAUTO-51 {bas in KBs secret YAML)

NESIW-1139 ({bi ZG16YnVpbGR1cjpMZGYmDDASMA==}
mount-networ ve.psl

NVSNTO-1368

KSFDO=

CLOUDLENS=16295

HAWKEYE-2787

HAWKEYE-2787

HAWKEYE-2787

NES-

HAWKEYE-2787
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Figure 40. Jira data exfiltration report summarizing 224 downloaded tickets and 19 data
categories

The 224 Jira tickets were organized into 19 categories, including credentials,
vulnerabilities, defense-related information, and infrastructure.

Some attachments contained penetration testing reports, confidential PoC code, and
internal technical documents associated with external organizations.

Indications were also found that PowerShell scripts were used to collect Jira system
information and search Jira tickets for shared credentials and infrastructure-related
data, including information associated with cloud infrastructure, VPN environments, source
code management, and other enterprise systems.
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AWS IAM Ac Keys (Account:
Access Key ID ree
K5FDD-1783
LABSDEVOP5-914
K5FDD-793
KSFDO-9
1658

1658

Secret
fluence APT Key
AWS TAM {Jenkins)

A yle Vault
(AES256)

Grafana admin

AWS ThreatSim agent y THREATSIM-681 (base6d4 encoded token)

| Search Results Summary (55 Categorie
Category Tickets Found
confidential nda 4270

api key token 3066

nue financial 1795
1043

1019

data breach
vpn credentials

pentest

esxl root «

cve exploit

| Downloaded Attachments

Figure 41. Exfiltrated AWS keys, tokens, search results, and Jira attachments identified in the
collected data

The findings indicate that the exposed Jira environment contained not only the organization's
internal information, but also technical data shared by customers and partners through
support and business activities.
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U.S. Defense & Defense-Industry Data

Among the exfiltrated Jira data, technical and operational information associated with
U.S. defense organizations, defense contractors, and aerospace and defense
companies was identified.

The exposed materials included:

o System and software configurations

o Equipment and system identifiers

¢ Host and network information

¢ Authentication and access issues

¢ Operational logs

o Software license management

* Asset and order management information
¢ Technical support and troubleshooting records
¢ Technical requirements

¢ Access-restricted attachments

¢ Confidential Proof-of-Concept materials

Records associated with U.S. defense organizations included authentication issues, system
identifiers, host information, software versions, and technical support logs.
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Us Vision One: Cannot login to the admin UI and SSH password policies are enabled

Us Vision password policies

Description

Customer (End-User): C

Partner (if any): N/A

Model: 6 94

Cards installed: N/A

05 version: 5.12.0.12-20220614-034201-e30696

Reason for Assistance:
Question:

The customer is unable to login to the CLI (via SSH) and the web UI at the sa policy is enabled.
Is this expected behavior?

Figure 42. Jira ticket documenting a U.S. defense-related authentication issue affecting admin
Ul and SSH access

Large File Adnin
Files ["6 \V1_20230112_080226_5-12-8-12_logs_1_of 1.zip"] were uploaded at transfer, with the comment:

"Customer: US

(ase 1226380

Hostname: S N1
IP Address: 150,  .242
System ID: b 194
NVOS Version:  5.12.0.12

Figure 43. Uploaded system logs containing hostname, IP address, system identifier, and
software version

Other records covered software license issuance and equipment account management.




Item Number  System Name Serial Number Item Description Order Number  Order PO Number  Instance Number

“AN| * ; icense 45 *159

“AN ' 632_ i Assembly 45) *159;

"AN g assembly module. 45 *159.

45| *159;

“AN . assembly module

“AN| i i AC power module. 45| *159;
“AN| n i AC power module. 45| *159;
“AN o isi| dule Assembly 45| *159.
*AN . i G QSFP+ ports QTY (4) 45) *159
“AN . FM) full license - to enable 40Gbps of functionality - QTY (1) 45| “159.
“AN i i FM) - GRE Tunneling license - QTY (1) 45 *159;
“AN o FM) - de-duplication feature license - QTY (1) 45| *159:
“AN * SFP+ ports QTY (8) 48] *159;
AN " G SFP+ ports QTY (8) 45) *159
“AN| B i G SFP+ ports QTY (8) 45 *159
*AN| . ver - SR 850nm 45 *159
“AN| ' ver - SR 850nm 45 *159
“AN| o ver - SR 850nm 45 *159
“AN| a ver - SR 850nm 45 *159
*AN 2 ver - SR 850nm 45 *159;
“AN| 5 ver - SR 850nm 45 *159:
“AN| B i ransceiver 850nm (150 meters) 45| *159;
“AN & isi| ransceiver 850nm (150 meters) 45| *159:

“AN| " ia Vi ransceiver 850nm (150 meters) 45| *159.

Figure 44. Asset and license records including equipment identifiers, order information, and
software licenses

Materials associated with defense contractors and aerospace organizations included
equipment configurations, system logs, asset records, and technical cooperation
discussions. Confidential PoC documents and access-restricted attachments were also
identified.

Global Healthcare Company (laC)

The analyzed server also contained credential and infrastructure-related information
associated with a global healthcare company's Infrastructure-as-Code (laC) Platform.
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Security Assessment Report

| Executive Summary

During the security assessment of the laC (Infrastructure as Code) platform, critical security vulnerabilities were identified that allow complete
compromise of cloud infrastructure credentials, database access, and CI/CD pipeline controls. Hardcoded credentials in plaintext configuration files provide
access to AWS (AccountAdministrator level), Azure AD (3 environments), production MSSQL database, Bitbucket source code repository, and Chef
infrastructure management.

Figure 45. Security assessment report for the healthcare organization's 1aC platform, covering
AWS, Azure AD, Bitbucket, and infrastructure configuration environments

The identified information was associated with multiple enterprise environments, including:

e AWS and cloud storage
Production-related databases

Bitbucket

Infrastructure configuration management

Development and production environments

Administrator-level AWS Access Key information was identified along with information
associated with cloud storage resources and databases.
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1. AWS Credentials in Plaintext .env File

AWS access keys with AccountAdministrator privileges were found stored in plaintext in r \.env on the DevOps workstation.

Parameter Value
Access Key ID AKIA
Secret Access Key

Account ID

IAM User

User Path

Created 2022-09-12

Tag "jbbp jenkins - laC team local execution”

Group Memberships

Group Access Level
untAdm Full Admin
Monitoring / Read
Base access

Owner level

S3 Bucket Access
93 S3 buckets enumerated, 83 accessible at bucket level. Key buckets include:

Bucket Category
149903 Audit Logs
Terraform State

SAP HANA Backup

DB Backups -
Kubernetes Backups HIGH
Terraform Configs -

Note: Resource-based bucket policies (explicit deny) prevented content listing/download. This is a positive security control, but the IAM-level access
remains overprivileged.

$ aws sts get-caller-identity
{

Impact: Full administrative access to AWS account 149 ). Attacker could provision infrastructure, modify IAM policies, access
CloudTrail logs, and potentially pivot accounts via cross-account roles.

Recommendation: Rotate AWS access keys immediately. Migrate to IAM Roles with temporary credentials (STS AssumeRole). Store secrets in
AWS Secrets Manager or t. Implement IP-based access restrictions on IAM policies.

2. Production Database Credentials Exposed

Production MSSQL RDS database credentials stored in plaintext in .

Parameter Value
Host cloudx
Database Ial
Username iac

Password
Impact: Direct access to production laC database containing infrastructure provisioning data, user accounts, and configuration metadata.

Recommendation: Rotate database password. Use IAM database authentication. Restrict network access to known CIDR ranges only. Store
credentials in Secrets Manager with automatic rotation.

Figure 46. Administrator-level AWS access keys and production database credentials
identified in a plaintext environment file

Additional materials contained authentication and development environment credentials,
infrastructure configuration information, cross-account cloud data, VPC endpoint information,
and certificate-related information.
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An environment configuration file contained 12 pieces of entitlement information, and a
separate summary documented the access scope associated with the identified administrator-
level cloud credentials.

9. Insecure Credential Storage Pattern

All credentials (12+ secrets) are stored in a single plaintext .env file without encryption, access controls, or secret rotation policies.

Recommendation:

+ Migrate all secrets to . . ..
+ Implement automatic secret rotation (90-day maximum lifetime)
« Use environment-specific secret stores (separate DEV/PROD)
+ Add .env to .gitignore and scan repositories for leaked secrets
+ Implement pre-commit hooks to prevent secret commits

10. PermissionsBoundary Provides Partial Mitigation INFO

Despite AccountAdministrator group membership, AWS PermissionsBoundary policy ( Vp ) effectively blocks S3 content
access operations. This Is a positive security control that limited the impact of the credential exposure.

Allowed Blocked
sts:GetCalleridentity s3:ListBucket (content)
iam:GetUser $3:GetObject
iam:ListGroupsForUser $3:GetBucketPolicy
s3:ListAllMyBuckets 53:PutObject

Recommendation: Maintain and strengthen PermissionsBoundary policies. Apply similar boundaries to all service accounts. Consider adding
IP-based conditions to further restrict access.

Figure 47. Environment file containing more than 12 secrets, with a summary of access scope
for the exposed cloud credentials

The identified materials differed from previously disclosed leaked data associated with the
same organization, suggesting the possibility of separate or additional intrusion activity.

Conclusion

Analysis of the server identified eb.sys, the TukTuk C2 framework, DLL sideloading
configurations, and EDR neutralization research, showing an association with The
Gentlemen. The complete TukTuk v2 project, with no known prior public disclosure, was
found alongside step-by-step training materials.

The server also contained data assessed to have been exfiltrated from a global
technology company, including information related to its U.S. defense and defense-
industry customers, as well as separate credentials associated with a global healthcare
company's laC platform.
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Relevant findings have been shared with the affected organizations and institutions.
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