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https://mp.weixin.qq.com/s?__biz=Mzg4OTU4MjQ4Mg==&mid=2247489382&idx=2&sn=c47ebd85b40162a561df697d0089a067&poc_token=HOA6j2qj3083JtO4akyPCPByDuZVkoMrbpG1h3oQ

o N{HZEHY : exe
e C2:

https://nd-
cohen.cn.cdn.dnsvl[.]com/sw.jshttps://111.6.166[.]181/sw.jshttps://111.8.3[.]1214/sw.jsh
ttps://112.46.50[.]158/sw.jshttps://113.142.216[.]156/sw.jshttps://116.153.4[.]1140/sw.js
https://116.163.31[.]1213/sw.jshttps://116.163.31[.]218/sw.jshttps://117.187.145[.]1123/
sw.jshttps://119.0.110[.]163/sw.jshttps://120.222.189[.]1193/sw.js

HEHEE - https://sandbox.gianxin.com/tg/report/toNewReport.do?
rid=3880b67f65cb041da40c33a69€926996&sk=02440341
o MR ZHEAINIA Word BN , BITRERANDFENE |, FIEIES ntdil.dl
BLenir , MaMERFRIFEADIT , & MNEK CobaltStrike Tz 35 C2 EIE1E.

o RBRIRWF
1) VXN : 87 PEB ¥ BeingDebugged #REAL , YR BN |, FIE
HFEEHAR.
2) ¥BRERIN : AR GlobalMemoryStatusEx ZREVBERNF KR/ , BRFF/INTH
1GB (Ox400FFFFF) B , ¥IE A]gEAL T FEEk B IUMLIR IR,
3) CPU #3440 : Y8R GetSysteminfo $XEX CPU A%/ ¥k , %4
dwNumberOfProcessors /NFEF 1 B |, ¥IE R BEL T HATHIE.
4) BEIZRN : BEFAR GetTickCount &R E)EIRG , ZEH1T£4) 500 ms [k
IRIRE R TR AARE: ; & SKIRI A2/ NT5ET 449 ms (0x1C1) , WFIE REL A REFF
TERS (A DR B D FRAEUAT A

o BE ntdIl.dll {RALER : BEAFTIFRGAL L ntdll.dll FISCEIAE , 8152 RIS LE 5 E
3 . text TX, FEEERA VirtualProtect ¥ R7EF ntdll.dll S XIB# ATE , ¥
W P RIAT I RSIENE , WKE ntdil.dil KIRLGHED , 208 1 F7R, XF
Unhook AT ZE AT Ak EDR/AV F£24¢ DLL _EiRE M) API Hook , 1R E X API
HIEIASREN |, 1F EDR MR EMAILFE 1T A,

o [&]1 NTDLL .text EREE
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ENFPITIRER BT
: FEARE X INRE AT T AES 828 , FRE NFEEAARNMBHEEGHARE, AT
FRAFEMPITIR |, A ZEPITEIFIE , RSB RBERITRRTIE | 21 2 fr
/To

) FPITHAR - IMRASASEREYS , I CertEnumSystemStoreW &% API i A
%]E—.H:%ﬁﬂiklu EAERIT , FEABRITITARALES REARNE.

) BPITHAR | R ERENIEPITRB , WA CreateThread 8IFE4FE , EHEITHE
ﬂ??‘)ﬁﬂ*]i‘j‘cﬁ , VERERITRER A SEIRALEI,
3) PATHEIFHLE -
ERREENASEFE LT CER (AAkNE) : BId CreateTimerQueueTimer jEfEHA
MEENA |, RN PR B S TSR | IREHE RIP E3ChEM
kernel32!BaseThreadInitThunk , #] 50 ms Jatk & R4 RIP 4k 1T , AT HIFIEfEE
178 Shellcode k42,
WH_CBT £F{43% Word s8& : FEATFMLFEL WH_CBT $F 73 “Microsoft Word”
FERSTEAE , FEXPRIERUERT , B4 F RN & A EARAhIER Word EFR , F2Rp
ENG , (R WA KIS A Word 48 , UK P, #FaaBs R BERIT
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if ( w222 )
gword 1486546878 = (GetProcAddress)(v222, Bv297);
CurrentProcess = GetCurrentProcess();
CurrentThread = GetCurrentThread();
w227 = GetCurrentProcess(};
DuplicateHandle(v227, CurrentThread, CurrentProcess, &TargetHandle, ©®, @, 2u);
if { gword_ 148854872 && TargetHandle )
1
phNewTimer = nullptr;
w228 = GetTickCount();
CurrentProcessId = GetCurrentProcessId();
CreateTimerQueueTimer(
&phNewTimer,
nullptr,
Callback,
nullptr,
w228 ¥ 8x33A + 8318,
CurrentProcessId % Ox88A + 12734,
8);
¥
strepy (w293, “crypt32.d11™};
w238 = (LoadLibraryA)({v293};
if ( wv23e )
1
v297.ml281_ia[e] = &7;
w231 = 1;
v232 = &v297.m1281i i8[1];
do
1
U232
v233 = byte 1480512F8[v231] ~ byte 140051408[v231 ¥ @xC];
U231
*(v232 - 1) = v233;

while { &v299 != v232 });
v234 = (GetProchAddress)(v23e, &v297);
1pstartAddress = v213;
if ( w234 )
v234(@x10008, @, 0, sub 148001618);

¥
if { hHandle )
1

WaitForSingleObject({hHandle, @xFFFFFFFF);

}

else

1
Thread = CreateThread(nullptr, @, w213, nullptr, @, nullptr);

if ( Thread )
WaitForsingleObject(Thread, @xFFFFFFFF};
¥

E2 EERERITHMERNIZF KL CobaltStrike AT , FATHREE C2 iiBEHREER
& 3 FR.



ik Cobaltstrike

RN HTTPS

C2 bkt https.//nd-cohen.cn.cdndnsvl.com:443/swjs
il 443

URL nd-cchen.cn.cdn.dnsvl.com/swjs

111.6.166.81/sw]s
111.8.3.214/sw s
112.46.50.58/sw]s
113.142.216.56/sw)s
116.153.4.140/sw.js
116.1683.31.213//5w]s
116.163.31.218/sw]s
117.187.145.123 /5w 5
119.0.110.63 /5w s
120222189193 /5w s

User-Agent Mozillas5.0 {Windows NT 10.0; Wingd; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 5afan/537.36
: > =]
&3 BECE {5 232 HX

=7 N

o BEARL 1 akx-xxKFE-P AR A zip

e MD5 : 48da63173b01d21120c07d9b34227cb4
o IR : Zip

o C2:

43.144.20[.]241:4123119.91.242[.]155:1091

HRERERE - https://sandbox.qgianxin.com/tg/report/toNewReport.do?
rid=4bb0b7b1450d5db8a38ee25f5a41f5b1&index=1&sk=07155066
o IR ZEAR AN ANEIAE4EE , 1Z17/a181T Donutloader NEHAT Shellcode , i
MNFANED ; FEES REAGEREST ETW F AMSI & , ;&% L C2 fR$ras |
FHUHE T RES.

Shellcode M : Y4BT NFITH#KME] Donutloader NEF[MHITEEAR , RHA
BEATELE Shellcode MEFITH , 2NE 4 Fiok -

A7 DUMP H#

HmE FER R i b BE s FR
R1_64_Hunting_Raw_ShellcodeEngine_StackStrings_R1Beta Shellcode-ShellcodeEngine - =5 TianQiong
Windows_Trojan_Donutloader_f40e3759 1F# P+ 3-Donutloader - fak =5E Elastic Security
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&4 Shellcode %,
ETW/AMSI ## : A3 FE EtwEventWrite, AmsiScanString Z%4 RSk
ARHRED , ALEE ETW (Windows ZE4RER) BEWIEM AMSI FOESHREHE , WM
BB S1TH , BEHERESTRATNTEEN , 21E 5 FiR.

L] EI3ES 105 =3 [3928] weixinexe  EHIUET EtwEventWrite BREL{UDER, HEHER ETW BEKSE fars

. RERE [3928] weixin.exe  ERUES AmsiScanstringEH{UE312, HBE BEhookkE mm W
m

L] fEEE [3928] weixin.exe EHUE T EtwEventWrite EEECIDEL, XEFLE eTW BE KT faks

SEThiD)
EETHID:

&5 RIEEAE ETW/AMSI

=. loC &%)

HVV IOC

43.144.20[.1241:4123119.91.242[.]155:1091https://nd-
cohen.cn.cdn.dnsvl[.]com/sw.jshttps://111.6.166[.]81/sw.jshttps://111.8.3[.]214/sw.jsh
ttps://112.46.50[.]58/sw.jshttps://113.142.216[.]156/sw.jshttps://116.153.4[.]140/sw.]js
https://116.163.31[.]213/sw.jshttps://116.163.31[.]218/sw.jshttps://117.187.145[.]1123/
sw.jshttps://119.0.110[.]163/sw.jshttps://120.222.189[.]193/sw.jscloud-qd-
ludrjwdidm[.]cn-
gingdao[.]fcappl[.]lrunemp.icbcbc[.]com[.]cn/rewardsapp/ncfootererp.icbcbc[.]com[.]cn/an
alytics/vl uploadapi.icbcbc[.]Jcom[.]cngit.icbcbc[.]com[.]lcnwebtest.icbcbc[.]com[.]cnl6
3.181.35[.]1238:443163.181.228[.]219:443117.126.128[.19:443140.207.247[.]1167:443111.124
.194[.1162:443116.176.95[.145:443101.227.5[.]171:443113.113.100[.]46:4431.194.31[.]1501
.82.232[.157106.227.102[.]1162111.124.194[.]1166120.220.81[.]138122.228.214[.150140.249.
145[.]114171.43.169[.1135182.242.63[.1144183.60.202[.]151219.147.77[.157220.181.166[.]1
1220.181.167[.]18027.152.185[.]11358.218.215[.]73uwitss[.]coml111.230.218[.]1210:42356htt
ps://82.156.5[.1140https://134.175.120[.]21968.64.183[.]164wocaonibal.]org

6/8



471 10C

St
MD5 Xt&
2b8975199cd350870fdec7ad 745f0f73 install m3uel6.zip
b383754492d3f16b446902aa720d0db8 install s0sp005.msi
606f1310042c088ff67c%aa277d86edl 2026.08 03FHALEERIMEFEWPS exe
2d4f738279d187 4f4ef642c9ce57f8aa install_n5w012.msi
f514e57bd3eb6e36a25f91ccd2f99435 install_n5w013.msi
6064c2ac9a45b51ec8b3e86358800ff6 install b&j007.ms
2bbfab27832794398d7a2a0199e964ad install_b&j001.msi
3f70c3a5244cb2calb88sf81b1b8dfabf install_b&j019.msi
da6a114917bdb41286172fcaecbalba3 FEMH S exe
9105fb31d2149633a1bb8670d6323873 LydiaPigou.zip
a2725962feab5c3424c7fd 10689912 2026.08 05F;RBERAMESE sutexbdexe
ab1d791117f08c8830dbb5436f341c05 setup r8014 dowload.zip
7457acf4ae83faae52dbo09d15eab181 setup r8010.exe
083316688a2a0e61f45¢74a953053f55 wezt-win-8.1.65-x64 (1).exe
27a292bf49ef4daad0fd1bac78937d7c —EgEhIES. . exe
52bc38d7alf167c876cca38099%a7fb44 install cOb016.exe
€5b2b23d907599a1de2dbf876640d2c4 install cOb013.exe

/P

https://unby6br.oss-cn-beijing.aliyuncs[.]com@nbay3.0ss-cn-
beijing.aliyuncs[.]com2026mn.o0ss-cn-
hongkong.aliyuncs[.]com38.22.234[.]137:1082283new0.05s-Cn-
beijing.aliyuncs[.]combo2b8y.0ss-cn-
beijing.aliyuncs[.]comgxfsxs[.]lcnhttp://aidrmvo[.]cnimg.yunshang[.]lgponnanuvvol.]cnupx
rig[.lnetxjsjkjdsjjd.s3.ap-southeast-1.amazonaws[.]com
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