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Background

FortiGuard Labs recently observed several malicious samples that were sending malformed
DNS queries. After conducting an in-depth analysis, | determined that these samples are
TrickBot variants that use DNS tunneling to communicate with their command-and-control
(C2) servers.

TrickBot is a modular malware family that FortiGuard Labs has repeatedly captured over the
past decade. Its modular architecture enables it to extend its capabilities by downloading and
executing additional modules on compromised devices. Previously observed TrickBot variants
primarily relied on HTTP to communicate with its C2 servers.

While DNS-based TrickBot variants, including Anchor DNS, have been publicly documented
previously, this analysis focuses on recently observed samples and provides an in-depth
technical analysis of their implementation and behavior.

In this analysis, | use one of these samples to demonstrate the obfuscation techniques the
TrickBot variant employs to protect itself from analysis. | examine the persistence
mechanisms it establishes on compromised devices, the process of generating malformed
DNS queries for C2 communication, and the method used to transport command-and-control
data through DNS packets.

Static Analysis

Figure 1 shows the captured TrickBot sample files, with one of the samples analyzed using a
PE inspection tool. The sample is identified as a 64-bit executable and is not protected by a
packer.
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Figure 1: Captured samples and analysis in a PE tool.

Although these samples have different file hashes, they exhibit identical PE characteristics,
startup code, and overall behaviors. This suggests they originate from the same TrickBot
campaign.

Obfuscation Techniques

To protect itself from static analysis, TrickBot employs several obfuscation techniques.

Constant strings in this TrickBot variant are encrypted and then decrypted at runtime. Most
constant numbers are dynamically calculated at runtime. Figure 2 shows how the malware
defines and decrypts the constant string “Kernel32.dII”. The decryption method includes
executing SUB or XOR instructions.
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.text :0000000140011A738 mov [rbp+@ABh+var F8], 54h ; 'T’

. text :0000000140011A7C mov [rbp+2ABh+var F7], 6Eh ; 'n’

.text :PPPEROO140011A80 mov [rbp+@Adh+var_F6], 78h ; "{’
.text:0000000140011A84 mov [rbp+@aBh+var_FS], 77h ; ‘w’
.text:0000000140011A88 mov [rbp+8ABh+var F4], 6Eh ;

. text : 00OA0O140011ASC mov [rbp+BAgh+var F3], 75h ; Encrypted
.text:0000000140011A90 mov [rbp+@AGh+var_F2], 3Ch ; "Kernel32.dil"
.text :0000000140011A94 mov [rbp+@AGh+var F1], 38h ;

.text :0000000140011A98 mov [rbp+@Aeh+var Fe], 37h ; '7'
.text:0000000140011A9C mov [rbp+@A@h+var EF], 6Dh ; 'm’

.text : 0000000140011AA0 mov [rbp+@AGh+var EE], 75h ; 'u’
.text:00000001400114A454 mov [rbp+@ABh+var_ED], 75h ; 'u’
.text:0000000140011AA8 mov [rbp+8A@h+var EC], ril3b
.text:0000000140011AAC mov al, [rbp+@A@h+var_F8]

.text: 000000014001 1AAF mov edx, rl3d

.text:0000000140011AB2 Repeatedly subtract 9 to decrypt.
.text:0000000140011AB2 loc 148811AB2: ; CODE XREF: sub 148011A84+C1ij
.text:0000000140011AB2 = movsx  ecX\ [rbp+rdx+@AGh+var_ F3]

.text :0000000140011AB7  sub ecx, 9

. text : 000000014001 1ABA mov [rbp+rdx+8ABh+var_FB], cl
.text:0000000140011ABE inc rdx

.text:0000000140011AC1 cmp rdx, @cCh

.text 000000014001 1AC5 ~ jb short loc 140011AB2

Figure 2: Decrypting the constant strings “Kernel32.dII”.

All Windows APls are resolved at runtime using hash-based lookups. | have named the

function responsible for this operation Get_ APl_By_ Hash(). Figure 3 shows that the malware

passes the hash C8AC8026 to the function at 0x14004990, which returns the API address of
LoadLibraryA() in the RAX register. TrickBot then calls this API to load the “Kernel32.dll” file,

whose name was a previously decrypted constant string.

T N R T N T o e Tt ot W o

I TR W e T e e

Fru s:LoadLibraryA
Decrypted "Kernel32.dil"

rax:LoadLibraryA
rax:LoadLibraryA

#||0000000140011AC7 | |mov edx,1
e [00000001400114CC | | x0r ecx,ecx APl Hash Code
@ ||0000000140011ACE lea r9d,qword ptr'/:!s:{rdx—l]
#(|0000000140011AD2 | |mov r8d,C8ACB026
| 0000000140011AD8 | | E&MW 4d99F6b.140004990 —— Get_API_By_Hash()
o [PLEGELGEENDE  test rax,rax Retrieved API
e @|(0000000140011AED | | Je 4d99f6b.140011AED
i @ ||0000000140011AE2 | | Tea rcx,qword ptr ss:[irbp-58] —==—"
i ® || 0000000140011AE6 | | CEIE rax .
! slooooo0onsoo1acs | |mov F1z,rax o tom Ratriavad APS
] @||0000000140011AEB | | jmp 4d99F6b.140011AF0
L_|---»@[00000001400114ED | |mov ri2,ri3
---------- »@ || 0000000140011AF0 mov dword ptr ss:Erbp-70J,7A
@ | 0000000140011AF7 | |mov byte ptr ss:Qrbp-6CH,3D
# 0000000140011 AER mov bvte ptr cc-Prhn-cRE 1E

Figure 3: Dynamically retrieving the LoadLibraryA() API.

A partial list of the APIs used in this TrickBot variant, along with their hash codes, can be

found in the Appendix.
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Maintain Persistence

This TrickBot maintains persistence on the victim’s computer by leveraging the Windows Task
Scheduler.

LE 11 ”

The malware variant accepts several command-line parameters, such as “-u”, “-s”, “--log,” and

When the TrickBot executable is launched with no parameters or without the “-u” flag, it
executes the persistence maintenance workflow to create a new task that runs every several
minutes.

The task’s name is formed using a randomly selected folder name from the %AppData%
folder, the decrypted constant string “ autoupdate #” and a random numeric value. As shown
in Figure 4, it calls a function to generate a task name, such as “Wireshark autoupdate
#72784”. This time, TrickBot disguises the scheduled task as an automatic Wireshark update.
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2. A
TEX=FFEFEFFFFFFFFFFE File foldes I
rAN=000000000014FAAD &L Wireshark autoupdatezrz7as”
dnSpy File folder
. text:000000014000C0ES 4d997Eb. exe: SCDES #BSES — :
FileZilla File folder |
g perror c .
S5 0ump1 R 0ump2  P4/Dump3  @WDumps 5 Dump 5 IDMComp File folder
Address HEX - - - | Microsoft File folder
000000000014FAA0 |20 S 25 00100 00 00 00(B1 47 90 FS(EF T}
000000000014FABD | 1A DO 00 0000 00 00 00|22 OO 00 00|00 O 00 Meozilla File folder
000000000014FACO |20 FC 14 00100 00 00 00|00 00 00 00|00 OO 00
00000000001 4FADD | 00 00 00 00100 00 00 00|08 01 00 00|00 0000 Sun File folder !
< ; >
= SweetScape File folder
Command: | Commands are comma separated (like assembly imstruetc . _— Default i
e =i i e e Wireshark 0AM  File folder Beai_~
| Paused  [DLLUnloaded: poooFFFEmIIOODOOGleIZAl | s~ 1 0:05:48: 22
1 Sitens .

Figure 4: Calling a function to generate a random task name.

To create the scheduled task, the malware instantiates an ITaskService COM object that
implements the Task Scheduler automation interface. The API CoCreatelnstance() is called
with the ProgID “Schedule.Service.1” to create the COM object.

Subsequently, it uses several interfaces of the COM object to configure the task properties,
including the task name, task action, and task triggers.
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Figure 5 illustrates a successfully installed task with the following configuration:

¢ The Task Name: “Wireshark autoupdate #72784”.
¢ The Task Action: Execute the command “E:\4d99f6b.exe” with parameter “-u”.
» Triggers: Runs at the device startup and repeats the task action every 5 minutes.

@ Tack Schedule _

File Action View Help

e E H
\_ 4 | ! | . A | | Wireshark autoupdate® 72724 F‘lop:ruullecel Computer) x
o Tégisi]:d:le; f:-ucLaE{ Narme Status o
% lasx scheduler Library = General | Tnggers Achions Conditions Seltings History (disabled)
" GoogleSystem ® Wireshark avtoupdates72784|  Ready |
| Micresoft When you create a tazk, you can specify the conditions that will trigger the tasi.
| Mazilla
| OfficeSoftwareProtect .
‘ Diaily AL 416 PM every day - After riggered, repeat every 3 minutes fora durati..  Enabled
T it log on At log on of DESKTOP-EBLFBITvwin-10 - Tngger expires st 12/31/2036 11:5...  Enabled
General Triggers Actions  Canditions  Setting
Action Details
Start o program  E\Ad99f6b.exe -u
New... Edit... Delete
< Cace
€ »

Figure 5: Task created in the Task Scheduler.

TrickBot stores the task name and the full path of its executable file in two NTFS Alternate
Data Streams (ADS). The stream named “$TASK” contains the Base64-encoded task name,
while the stream named “$FILE” holds the Base64-encoded full path of the TrickBot
executable file.

Upon execution, the malware first reads data from the two streams, then executes the same
code flow to recreate the task using the retrieved information. This prevents TrickBot from
creating multiple duplicate scheduled tasks under different task names.

Figure 6 displays the output of three commands used to examine and decode the Base64-
encoded data stored in the “STASK” and “$FILE” streams.
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E:\>»dir /r
Volume in drive E has no label.
Volume Serial Number is 7AE3-651C

Directory of E:\

|06/10/2026 ©3:16 PM 678,912 4d99f6b.exe
19]14d99+6b.exe:$FILE:$DATA
27|4d99f6b.exe:$TASK : $DATA

1 File(s) 678,912 bytes

@ Dir(s) 53,587,726,336 bytes free

E:\>more < "4d99f6b.exe J$TASK]: $DATA"
U3VuIGF1dG91cGRhdGUjMzI1IMTE

"Wireshark autoupdate #72784"

E:\>more < "4d99f6b.exe ]$FILE) $DATA"
| .
RTpcNGQSOWY2YiS51leGU ~mu "E:\4d99f6b.exe"

Figure 6: ADS streams and extracted data.

DNS Tunneling

DNS tunneling is a technique used to bypass network security controls by hiding non-DNS
traffic inside standard Domain Name System (DNS) queries and responses. Figure 7
illustrates the general DNS tunneling model.

MNormal DNS Server Malicious C2 Server
» ety
Malicious C2 Data
DNS Traffic Passing Transported
sa1D133fcizeazcarp  Through Firewall Controls to the C2 Server
253FADDREABI10FDID Controled
95BFBAMesturn.in by the Attacker

Malicious Data
Embedded in DNS Traffic

! DNS Tunneling Model

=

Victim Device The Attacker

Figure 7: DNS tunneling model.
Once the TrickBot executable is launched with the “-u” parameter, it communicates with its C2
server over DNS Tunneling. Figure 8 shows that TrickBot sends malformed DNS queries over
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Figure 8: DNS traffic between the TrickBot variant and a public DNS server.

TrickBot DNS Tunneling — DNS Query

The original C2 server was shut down when | analyzed the malware. | developed a Python
script to simulate the C2 server’s response, allowing the analysis to continue. The data
presented in this analysis is derived from the simulated C2 server.

TrickBot wraps its command-and-control request packets in encrypted DNS query packets.
This section details how TrickBot transfers the data across three types of packets.

Data Encoding and Domain Construction

The malware encrypts and formats control command data before embedding it in DNS traffic.

The process involves:

1. Encryption: The command data is XORed with the key 0xB9.

2. Hex Encoding: The encrypted data is converted into a hexadecimal string.

3. Subdomain Formatting: To mimic a legitimate domain structure, a period (.) is inserted
into the hexadecimal string every 63 characters.

4. Domain Prepending: The formatted string is prepended to the decrypted constant
domain “.westurn.in”.

8970D9E4F4BE8F88FD3394A2C57A1763E2B9BA96D8D7DAD1D6CBE6GDDD7CA96F.DFC
EAF2EDFGE994FC8

1FS5FF81F3EDEGEE8F8B808B898997FF8EFF8BFF8D818B.FF8SAFBFASF8A8D8CF88D8DF
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C8DF88FFD8F8D8E
8E8A88F8FC968996EEDOD7DDD.6CECA998199C18F8D968889898896899789978997.wes

turn.in

TrickBot calls the Windows API function getaddrinfo() to send malformed DNS queries and

receweresponse&

Packet Structure

The plaintext data of a packet is shown in Figure 9. All DNS query packets generated by this
TrickBot variant follow this packet structure.

Fragmentation
Header

Packet Session ID
”

Packe\tType

00000000 30} Cco i: 5D 4D 07 36 31 44 8A 2D 1B 7C C3 AE DA
00000010 5B |2F 6l 6E 63 68 6F 72 5F 64 6E 73 2F 44
00000020 |45 53 4B 54 4F 50 2D 45 38 4C 46 38 4A 54 5F 57
00000030 |36 32 32 30 3(Cpacket Payload 46 32 46 34 38 32 46
00000040 |33 42 36 33 34 35 41 34 34 45 34 41 36 44 3¢
00000050 |34 37 33 31 41 45 2F 30 2F 57 69 6E 64 6F 77
00000060 |73 20 20 78 36 34 2F 31 30 30 31 2F 30 2E 30
00000070 |2E 30 2E[

Figure 9: Plaintext data of a 0x30 packet.
The plaintext packet, shown in Figure 9, consists of the following fields:

+ Packet Type: 0x30, 0x31, and 0x32.
+ Packet Session ID: A 10H-byte-long UUID used to correlate packets belonging to the

same session.

0E*]M 61DS- |AgU
[ /anchor dns/D
ESKTOP-EELFEJT W
629200.F7E2F482F
3BC6345R44E4R6D6
47731RE/0/Window
s 8 x64/1001/0.0
-0

+ Fragmentation Header: The first byte indicates the fragment index, and the next byte
indicates the total number of fragments. In this case, the fragment index is 0, and the

total number is 3.

Note: If the 0x30 type packet size exceeds 96 bytes (0x60), TrickBot splits the packet into
multiple smaller packets (max 96 bytes each). This field appears only in 0x30 packets.

Packet Payload: The payload data of the control command.

Figure 10 shows logs from my Python DNS server illustrating how the three 0x30-fragment
packets are received and reconstructed.
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s/DESKTOP-EBLFBIT W629200.F7F2F482F3BCA345A44E4A6D647731AE/0/Windows 8 x64/1001/0.0.06.

«03/anchor_dns/DESKTOP-EBLFBIT_W629200.F7F2F482F3BC634

1AE/6/Windows '1801/0.0.0.8/AD30DCA92

Figure 10: Display showing how 0x30 fragment packets are reconstructed.

Packet Type Functions

According to the data content carried by the three types of packets, they serve distinct roles:

o Packet type 0x30 (Request): Transport TrickBot’s control command requests data to the
C2 server.

o Packet type 0x31 (Size Query): Request the packet size of the upcoming response.
Upon receiving the size, TrickBot allocates the necessary memory buffer to store the
incoming data, which will be transported in 0x32-byte packets.

o Packet type 0x32 (Response Data): Transport TrickBot’s control command response
data. When TrickBot sends this type of packet, the payload contains two DWORDs:

o First DWORD: A value received in the response to the previous 0x30 packet.
o Second DWORD: A data offset, instructing the C2 server from which point to transmit
data.

TrickBot DNS Tunneling — DNS Response

Normal DNS response packets typically contain the IP addresses associated with the queried
domain. This section explains how TrickBot hides the malicious data within the IP addresses
of these responses.

The 0x32 response packets illustrate how the C2 server transports data through the DNS
tunnel. These packets are responsible for delivering control command response data to the
TrickBot, corresponding to the requests previously sent in 0x30 packets.

IP Indexing and Data Encoding

TrickBot reserves the high 6 bits of the first octet of each IPv4 address for an index value (IP
index) that starts at 1, leaving the low 2 bits unused. Consequently, the IP index is obtained
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by right-shifting the first octet by 2 bits (equivalent to dividing it by 4), as shown in Figure 11.

% Domain Name System (response) -

Transaction ID: @xScee
Flags: @xB18@ Standard query respense, No error Decrypted 0x32 Query Packet
Questions: 1 0 1 2 3 4 5 b 7 8 9 A B C D E F
Answer RRs: 63 32 D0 71 6& 0OC 49 31 89 4C 96 7A 6C A2 60 BE &0
Authority RRs: @ " |8b A4 2C 06 03 BS F2 09 00
Additicnal RRs: @ L - “-\

v Queries - Data Offset -

8B69CBD3B5FB8830F52FC305130981093F1D956FBAGL4BBOBY .westurn.in: type A, class IN H“M“\x
¥ Answers Index S

class IN, 1 —4.9.242.184] —— Ox9F2B8

class IN, 5 _—-8.8.8.183 Size of Payload Data
class IN, 3/12.182,65.59 \

class IN, 16.p62.15.132 !

8B69C303B5F@8830F52FC3D5130901093F1D95EFEARL4BB0B9 . westurn. in: type A,
BB69CBD3B5FBE830F52FC3D5130961D53F1D95EBFBAGL4BBOBY .westurn. in: type A,
8B69CED365FB8830F52FC305130901093F10956FBAA14B6869 .westurn.in: type A,
8B59C8D3B5FBB838F52FC305130981093F1DI5EBFBARLI4BEERY . westurn. in: type A,

» BBE9CBD3BSFRBE3@FS2FC3D5130901093F1095EFEARLSBB889 .westurn. in: type A, class IN, ™ 2e.126.1.8
B8B69CBD365F8830F52FC305130901093F1D956FBARL4BBABY . westurn.in: type A, class IN, addr 24.9.73.139 A
BE69C8D3E5F0833@FS2FC3D513D901D93F1D95BFBARLABEEBY . westurn, in: type A, class IN, addr 28.8.36.102 Y
BEGSCED3E5FBE830F52FC305130961093F1D956FBABL4B6669 .westurn.in: type A, class IN, addr 32.137.8.73 '
BB69C3D365F@8830F52FC3D5130901093F1D95EFEARL4EBB0B9 . westurn. in: type A, class IN, addr 36.131.4.36 Payload
8B69CBD3B5FBE830F52FC305130981093F1D95BFBAB14BBBBY .westurn.in: type A, class IN, addr 48.02.73.255 Data
B8B65CED3B5FOEE30F52FC3D5130901093F1D95BFBAR14BB6B0 . westurn.in: type A, class IN, addr 44.15.15.183 I
8B53C8D3B5FB8338F52FC305130981093F1D95BFBARLI4BREBY . westurn.in: type A, class IN, addr 48.15.77.139 §
BEG69CED3B5FBEE3@FS2FC3D5130981093F1D95BFBABL4BE8B9 . westurn.in: type A, class IN, addr 52.§.182.133 .f
B8B69CBD3B5FA8830F52FC305130901093F1D956FBARL4BBABY . westurn.in: type A, class IN, addr 56.p81.117.207 !f
ARAGIMANIRSFARAIRFSIFCINGT AINAATNOIFINASRFRAMT ARRARG wastwrn fns +wvne 4 rlace TM  adde &A@ D22 05 1 )

Figure 11: Display of a 0x32-type response packet.
The first two IPv4 addresses are also reserved as detailed in Figure 11:

o First IP: Data offset (e.g., 0xX9F2B8)
* Second IP: Size of the payload data (e.g., 183) in the current DNS packet.

The maximum 6-bit index value is Ox3F (63). Since the first two IP addresses are reserved,
the remaining 61 addresses can carry payload data. Each address can carry 3 bytes of
payload. Therefore, the maximum payload size that can be transferred in a single 0x32
response packet is (63-2)*3 = 183 bytes.

Data Reassembly

While DNS protocols allow multiple IPv4 addresses in a response packet, some middle DNS
resolvers may randomly reorder them before returning the response, causing the encoded
payload to be out of order. To address this issue, TrickBot implements a sorting function that
reorders the received IPs in their original order based on the IP index (the high 6 bits of the
first octet).

To reassemble the original payload data, TrickBot needs to read the 3 payload bytes from
each IP address (starting with the third IP address) and store them in a previously allocated
memory buffer.

Figure 12 examines how the sorted IP addresses are reassembled into the original payload
data.
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Sorted IP Addresses 4.,

)

SeDumpl @4 Dump [x=]Locals 4
Address ASCII
00000000004B1EFO A T AT
00000000004B1F00 roh.nd_.D/s.KSE
00000000004B1F10 POT$8E-(8FL,_T30
00000000004B1F20 26W40298F. 0<2F7@
00000000004B1F30 84FD3F2HECBL543P
0000000000461 F40 44ATA4EX6D6\ 774"
00000000004B1F50 Al3dg/EhiVr1Jvmp
00000000004B1F 60 KjvtqlyxDH1 | ngqD.
00000000004B1F70 AxG.wD5.wna. Rp7.
00000000004B1FB0 I PR
nonOOO0OON4R1 FA0 «««x«Tbibibibibib

@eDumpi &% Dump2

B% Dump 3

Reassembled Data—;

g% Dumps 1

\ddress
¥0000000004ADSC

2F 31 2F 61

6E 63 68 GF

73 2F 44 45

1/anchor_dns/DE

SKTOP-ESLF81T_Wée
29200.F7F2F482F3
BC&345A44E4A6D64
7731AE/grvimvIV]

53 4B 54 4F|50 2D 45 38
32 39 32 30|30 2E 46 37
42 43 36 33|34 35 41 34
37 37 33 31|41 45 2F 67
4B 79 4A 71|6C 48 44 44|71 6E 47 78|41 35 44 KyJq1HDDgnGxAS Dw
61 6E 77 37|70 52 6E 00|00 FO AD BA|EE FE AB anw7pRn. . 3. ©Fpe«
B L e e

54 5F 57 36
38 32 46 33

J0000000004AD5D
10000000004ADSE
JO000000004ADSF
YO000000004ADG0
J0000000004ADG1
JO000000004ADGE2
J0000000004ADG3

46 32 46 34
34 45 34 36 44 36 34
72 56 69 6D |76 4A 56 6A
77
AB

Figure 12: Data reassembled from sorted IP addresses.

Performance Analysis

In my test environment, it took 40 seconds to transfer a 1.2 MB file via TrickBot DNS tunneling
to the TrickBot variant. The transfer speed of DNS tunneling is about 30.7 KB/s.

TrickBot Control Commands

| will next elaborate on the structure and functionality of TrickBot’s control commands.

The data structure for the commands used in the DNS tunnel is the same as that used in
TrickBot's HTTP protocol-based version. The following sections examine the control
commands in chronological order.

Requesting Command “0”

The initial request command sent to the C2 server follows this format:
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/anchor_dns/DESKTOP-

ESLF8JT W629200.F7F2F482F3BC6345A44E4A6D647731AE/0/Windows 8
x64/1001/0.0.0.0/4E2D56B35DDF7C44B2E42B7B33AADD57EFC3411D262559337CE94D8
6BA6D76 F5/EjR6paOELV59E8K2mR8PUbLI80ODIEaxyb/

Structure breakdown:

"lanchor_dns": The campaign or group name.
"IDESKTOP-ESLF8JT_W629200.F7F...... 31AE": It's the victim Client_ID, composed of
the computer name, OS version, and hardware ID.

"/0": The request command number.

"/Windows 8 x64/1001": System information. Notably, the malware incorrectly parses
Windows 10 as "Windows 8."

"10.0.0.0": Intended to represent the public IP of the compromised device. However, this
value is hardcoded as “0.0.0.0” within the malware payload.

"4E2D56......76F5": A random 64 bytes (0x40) hexadecimal data.

"EjR6pal...... axyb™": Verification data (like Session ID). This is a random 32-byte (0x20)
string. It is unique and only available in a command session.

Command “0” is the first command sent to the C2 server, serving to register the victim on the

C2 server.

Based on the behavior of the HTTP version, | crafted a simulated response command

(replying to the request command “0”) in my DNS server:

"/1/anchor_dns/DESKTOP-
EBLF8JT _W629200.F7F2F482F3BC6345A44E4A6D647731AE/EjR6paOELV59E8K2mR8PU
bI80ODIEaxyb"

TrickBot parses the response packet by directly locating the fourth “/”. It then compares the

subsequent 32-byte verification data against the one sent in the request command packet.
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Figure 13: TrickBot verifies the 32-byte verification data.

As shown in Figure 13, TrickBot calls a memcmp-like function to compare the verification
code. The lower portion of the figure displays the received response packet. The “/1/” at the
beginning can be replaced with any other valid command number for this response packet
because TrickBot ignores the entire data field preceding the verification data.

Requesting Command “1”

-ﬂ 4d%5Eb.exe - PID: TE08 - Module 4d998b.exe - Thread: 14476 - x84dbyg [Elevated] - O x
Fle ‘View Decbug Tradng Plugins Favowrites Opbons Help  Fob 19 2024 (TitarEngne
DE I ¥t e§ t2ald-ev @iy oL R
& v A leg . Ercalcwlnts ¥ MemoryMap (L) Coll Stack  "SESEM o] Sopt # References W Threads 8 Handes
#|[(O00000 TG0 ECAE test raw,rax
: id
iy i Ch1| |de 4d89F6b, 140016007 - T e
i ] Tea rdx,gword ptr sz:frb RAX 00000000005 F 2096 " /EJREpaAnELVS SESK2TR 3PUDIBOD | Eanyh™ i
| ) cmp qword ptr ss :[ REX uouuuuo:l-tuoa*iuu 4d93Téb. 00000001 4004ZE0D
! L] cmovae rdx,qword per b+ L BLX : "EjR6pA0ELVS IEBK2NRBPUBTAND 1 Eaxyb™
| o000 lea rox,guord pt ds:[rax+1] EDX 20 "EJREQAOELVEIESK IR EPUDTS00 T E axyh™ [
'\ wl|oon ! mov r8,aword pt o b 2Fil PR )
i F—— <) 097G ““"““L ? scan Pass Two Varification Codes + 11z 72][) unicked
i o [[0oD00001 I test eax,eax mememp() 4= "y GOGOOO0OGOSF 2097 OOOGOOOOOOSF D87 ~E R6PADEL VS 3¢ 8K 2TR 8PUBIB00 1 Eanyd™
- cmove ehx,riSd 21 rdx 00D0D00D0000SEES20 O0DODO00ODSEES20 “EJREPADELVSIESK2ITRSPUDIE00 | EaNyD™
. add rsi,ris !: rd 0000000000000020 0000000000000020
: dx (s i L JILL S 4000 e e 0 e
. [mov rdx,qword ptr ss:@rbp-9 5 |5 tespezoy 2
et | coooooooooasroco ) 2 feo. 0042
Dbump1l  WeOump2  WDump3 UMOumpd  BUOuwmpS @ watchl  beliocals | o Struct | ; esatotiat e el Db e ~
Addrass | a q D0 | G0000001400A2E00 | 409960, D0000001400A2E00
00000000005E 2050 ehar g 000000014007 B2 30 | 4099760, 000000014007 8290
00000000005F 206 $3 48 54 4F 50 20 45 38|4C 46 38 4A54 SF 57 36 SKTOP-EBLFIT we D14 | 0000000000000000
00000000005F207d | 32 28 32 30|30 6 23 29200,F7FIF482F2 C GO00000000000000
comeomoititd 441 2 Bt 6 ki 0 0 B e R e
00000000005F 209 4L 4 4 4 L : - Bl i
00000000005F 204(| |56 35 39 45|38 4B 32 8D|52 38 50 55 62 40 38 30| VSSEEK2mREPULIS0 : : et gttt K e e b et
00000000005F 2080 |44 6C 45 61|78 79 62 0000 00 AD BA|0D FO AD Bﬂ DiEaxyby|. . .°.5.° W00 IFE 18 | 0000000000000068
0000000005 F 2 DC (e Bt AR B b A LA AR i B AR A5 il . frl'lﬂl'lr.\l'h’.!ﬂﬂf;l'lnmél:
00000000005F20D0 (00 00 00 0000 00 0O ooloo 00 00 00/00 00 00 00).....ciiiiiuuae : GOGO0O0000SECE2a | = /anchor_dns DESKETOP-ESLFRIT ¥

TrickBot next sends the command “1” to the C2 server to request tasks to execute on the
victim’s device. An example of a Command “1” request packet is shown below:

/anchor_dns/DESKTOP-
EBLF8JT _W629200.F7F2F482F3BC6345A44E4A6D647731AE/1/ZQqRydar6 QBCEYo4IMW
UodsgQ7AzJhHc/

As with previous commands, the final 32-byte (0x20) string serves as a verification code. The
C2 server must echo this value back in the command response packet for TrickBot to
authenticate.

A corresponding response packet for the request command “1” appears as follows:

Kresponse command number}/anchor_dns/DESKTOP-
EBLF8JT_W629200.F7F2F482F3BC6345A44E4A6D647731AE/
ZQqRydar6QBCEYo4IMWUodsgQ7AzJhHc/96322307/bWFsaWNpb3VzX2V4ZV9th2R1bGU
gcGFyYW1IdGVy

The 32-byte-long string after the fourth “/” is the verification code, just as it is for the other
commands explained earlier. The following “96322307” is a unique command string ID that
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identifies the command string in this packet. The final part (“oWFsaWNp...”) is the command
string encoded in Base64.

Decoding the Base64 string reveals the command structure: “malicious_exe_module
parameter”. The command is split by the space into two components:

¢ Module Name (Required): The name of the module to download and execute (e.g.,
“‘malicious_exe_module”). It is included in request commands, such as in command “5”.

« Parameters (Optional): Arguments passed to the module during execution (e.g.,
parameter).

This TrickBot variant supports 12 response control commands, listed in the table below.

Response Command Description

Number

“0” Executes a Windows command-line command.

“17 “2” Downloads an EXE module to be executed on the victim’s
device.

“37, “4” Downloads a module and executes it using rundll32.exe,

invoking the module’s “Control_RunDLL” export function.

“9”, “6” Downloads a module and injects it into a randomly selected
process using process hollowing technique.

“r”, “8” Downloads a module and injects it in a randomly selected
process using process doppelganging.

‘9” Executes Windows commands via anonymous pipes
connected to cmd.exe.

“10” Executes PowerShell codes through anonymous pipes
connected to cmd.exe.

“11” Executes raw machine code (ASM code) directly within
TrickBot’s memory.
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Requesting Command “5”

TrickBot sends a request command “5” to the C2 server to download an executable module.

This action is typically triggered by the command handler functions for response commands

“1”, “3”’ “4”’ “5”’ and “7”-

Below is an example of a request command “5” packet:

/anchor_dns/DESKTOP-

ESLF8JT_W629200.F7F2F482F3BC6345A44E4A6D647731AE/5/test_dll/

¢ “5”: The request command number.
o “test dlII”: The name of a module to download from the C2 server. The name was
previously Base64-encoded in the response packet for command “1”.

The response packet contains the module data, which is delivered separately across multiple

0x32-type packets.

& cru

| Log

® Breskpoints

B8 MemoryMap [} CallStack &3seH o Saipt

.~ References

0000000140014B5E
0000000140014B62
0000000140014B66
0000000140014E6A
0000000140014B6E

0000000140014B76

0000000140014B78
0000000140014B7E

0000000140014
0000000140014

85
89

0000000140014

0000000140014
0000000140014893
0000000140014 §99
0000000140014 890
0000000140014 8A2
£

91

El

0000000140014 et |

mov
mov
Tea
Tea
mov

qword ptr ss:rbp-50f,ri2
byte ptr ss:[firbp-60J,r12b
r8,qword ptr ss:[irbp-c0j
rdx,qword ptr ss:jrbp-80j§
rex, rbx

4d99feb. 1400126F4
test al,al

~je 4d99feb. 140014032

Send Command "5"

Tea ré rd
ea rax,qwor

mov rcx,rbx

4d99f6b. 140017CD0 |

»;;:S:d;;?:;.umumz Save the module to a temp file.
lea rbx,gword ptr ss:irbp-30}

cmp gword ptr ss:firbp-68§,10

cmovae rbx.oword otr ==:Brbo-208

r ss:firbp-60
r ss:igrop-

L)

B4 Dump 1

¥%% Dump 2 ,pmmpa

Woump4  Ppumps @8 watch1  Ix=lLocals

Address

000000000L3FETE
0000000001 3F87F
000000000L3IFE80
0000000001 3F861
0000000001 3F882
000000000L3FEES
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0000000001L3FE85
0000000001 3F886
0000000001 3F887
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000000000L3IFEEA
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FF 00
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00
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™
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.E.dASX7TASxTASXT
9,.8745x7..d7ESXT
ASxTASxTASy7DSx7
9.a7Isx7T.=7ASx7
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Figure 14: Downloading a module by requesting the command “5”.

Figure 14 shows the handler function for the response command “3”, which sends a request
command “5” packet to download the DLL module shown in memory. TrickBot saves the DLL
module to a randomly named temporary file.

The malware then launches rundll32.exe to execute the downloaded DLL module, invoking
the CreateProcessW() API, as shown in Figure 15. The malicious DLL module (tcp469A.dIl)
then executes within the rundll32.exe process, starting at its “Control_RunDLL” export
function.

00007FFFFB9BCESF | [ 1nt3

mov rll,rsp CreateProcessW
O0007FFFFB98CEAS sub rsp,58
00007FFFFB9BCEAT mov rax,gword ptr ss:firsp+As]) rax:CreateProcessW
00007FFFFB898CEAF | |mov gword ptr ds:[r11-10],rax ax :CreateProcessh

i 7FFFFB9BCEE3 | [mov rax,qword ptr ss:firsp+AOj) ~ax:CreateProcessi
00007FFFF898CEEB | |mov gword ptr ds:[rll-18],ra
00007FFFFE9BCEBF mov rax,gword ptr ss:frsp+
O0007FFFF898CECTY | |mov gword ptr ds:[rll-2

0007FFFFB98CECE | [mov rax,gword ptr ss:fir

D0007FFFF898CED3 | |mov qword ptr ds:
00007FFFFB98CED7 | |mov eax,dword ptr ss;

]

rax:CreateProcessW
rax:CreateProcessW
rax:CreateProcessW
r
I

~ax:CreateProcessi
~ax :CreateProcessW

mmininTCccoceas™onc Lotk fﬁ-:na-r‘ ntr oo «F

L4 >
Ypump1  @hoump2 @HDump3 S EWDump4  Ppumps @ watch1  Ix-llocals ¥ Struct

Address UNICODE yd |

00000000013F4320 vvvvevnnn / .................................................

TR ATl [ R Lo oo 5o oo 2500 0 56 0 0 5 00 5 515 0558 65 O S OE DD Ea S S iirreannaas

0000000001 3F4420

00000000013F44A0f "C:\Windows)System32\rund1132. exe"” C:\Users\win-10\AppData\Local

00000000013F45204 \Temp\tcp469A.d11,Control_RunDLL start................ ..ot ]

0000000001 3F45A0T """ s

00000000013F4620] v vvvverrrnnanens e

Figure 15: Execute a downloaded DLL module on the victim’s device.

Conclusion

This analysis examined a TrickBot variant that uses DNS tunneling for command-and-control
(C2) communication instead of the HTTP protocol used by earlier variants. DNS tunneling is
achieved by embedding specially encoded data in DNS queries and responses.

The malware establishes persistence via Windows Task Scheduler, stores its configuration in
NTFS Alternate Data Streams, and uses encrypted strings and runtime API resolution to
hinder analysis.

Its modular architecture enables in-memory module execution and supports functions such as
command execution, process injection, and PowerShell execution. Despite adopting DNS
tunneling, this TrickBot variant retains the modular design and capabilities that make the
malware family a persistent threat.
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Fortinet Protections

Fortinet customers are already protected from this campaign with FortiGuard’s AntiSPAM,
Web Filtering, IPS, and AntiVirus services as follows:

The C2 server domain associated with this malicious campaign is rated as Malicious
Websites by the FortiGuard Web Filtering service.

The domain is also covered by FortiGuard’s Botnet Domain DB service.
FortiGate and FortiNDR detect the TrickBot DNS Tunneling with the IPS signature:
Trick.Botnet

FortiNDR Cloud detects TrickBot DNS tunneling through behavioral analysis of DNS traffic.
For more details, please refer to FortiNDR Cloud: DNS Based Threat Detection and
Response.

FortiGuard Antivirus service detects these TrickBot sample files with the following AV
signature:

W64/TrickBot.WCl!tr

Fortinet FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard AntiVirus
service, and the FortiGuard AntiVirus engine is part of each solution. As a result, customers
using these products already have up-to-date protections.

To stay informed of new and emerging threats, you can sign up to receive future alerts.

We also suggest that our readers complete the free NSE training: NSE 1 — Information

Security Awareness, which includes information on Internet threats and is designed to help
end users identify and protect themselves against phishing attacks.

The FortiPhish Phishing_Simulation Service, together with Fortinet’'s Security Awareness and
Training_Service, uses real-world phishing scenarios to train and test employees against

common social engineering tactics. By improving users’ ability to recognize and respond to
suspicious content—especially during high-risk periods of distraction or urgency—these
services help reduce the risk of successful phishing and malware attacks.

If you believe this or any other cybersecurity threat has impacted your organization, please
contact our Global FortiGuard Incident Response Team.
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https://community.fortinet.com/blogs-103/fortindr-cloud-dns-based-threat-detection-and-response-202903
https://community.fortinet.com/blogs-103/fortindr-cloud-dns-based-threat-detection-and-response-202903
http://www.fortinet.com/fortiguard/labs
https://training.fortinet.com/?utm_source=blog&utm_campaign=2019-q3-nse-institute
https://training.fortinet.com/local/staticpage/view.php?page=nse_1&utm_source=blog&utm_campaign=2020-q2-nse-1
https://training.fortinet.com/local/staticpage/view.php?page=nse_1&utm_source=blog&utm_campaign=2020-q2-nse-1
http://www.fortinet.com/products/phishing-simulation?utm_source=blog&utm_medium=blog&utm_campaign=fglab-phishing
http://www.fortinet.com/training/security-awareness-training
http://www.fortinet.com/training/security-awareness-training
http://www.fortinet.com/corporate/about-us/contact-us/experienced-a-breach

MITRE ATT&CK Techniques

Technique ID Technique Name

T1071.004 Application Layer Protocol: DNS

T1572 Protocol Tunneling

T1053.005 Scheduled Task/Job

T1564.003 Hide Artifacts: NTFS File Attributes

T10585.002 Process Injection: Process Hollowing

T1055.005 Process Injection: Process doppelganging

T1218.011 Signed Binary Proxy Execution: Rundll32

T1059.001 Command and Scripting Interpreter: PowerShell

T1105 Ingress Tool Transfer

T1059 Command and Scripting Interpreter
I0OCs

C2 Server Domain:

westurn.in

Associated Sample SHA-256:

[TrickBot Samples]

DF527A5C2FBDE43816CD02F4CD49EEE4BB82FB4A3C7045021360888C7D504C98
6C677EB2B3FFD288083C59A13D7BB712D4754AF61A5563873F76C440962346F4
105F652E6B8F31C371F2385877E43B6772AFF5D3168D5D4635F8A1FCBB321421
33C331EDEDBF8EE9829895424423CE3FD17E359D2E784FCBCE396AACFF458CF5
3B19A82E1354AC14A3DA7C840CBDDOCES0DB38432D78E767B36F08E45024C23D
BF80245BA792992FBFE24ABAC33F8FD66F24CDEBS5FOF21CFDF45A29D107C8D3B
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Appendix:

Hash Code API Name

1297812C  GetlLastError
1FCOEAEE GetProcAddress
223296ED  GetShortPathNameA
279DEAC1  FindNextFileW
2CA1B5EG Istrcat

2D40B8E6  IstrlenA

32432452  FindFirstFileW
3287EC73  RtlInitUnicodeString
3D9972F5  Sleep

475587A1  GetFileAttributesW
4B935B8E  FreelLibrary
052AC19C  IsWow64Process
58FE7ABE GetTempPathA
5AA7E70B  MultiByteToWideChar
5CBS5EF72  FreeSid

5E7EEODO SetEvent

69260152 GetTickCount
723EBODS5  CloseHandle
774393E8  GetModuleFileNameA

774393FE

GetModuleFileNameW

20/21



7B4842C1  FindClose

81FOFODF  DeleteFileA

8D5A50DC CreateEventA

08F8F114 CreateFileA

8FB8B5BD WSACIeanup

9ABFB8A6  VirtualAllocEx

9C480E24  GetVersionExA
9EG6FA842  TerminateProcess
A48D6762  GetModuleHandleA
B8538A52 InitializeSecurityDescriptor
BEAOBF35 WriteProcessMemory
C09D5D66  TerminateThread
C54374F3  WaitForSingleObject
C8AC8026 LoadLibraryA

CCDO3C3A SetSecurityDescriptorDacl
OD89AD0O5  GetCurrentProcess
OE91A280  GetProcessld

EF48EQ03A  SetFilePointer

OFA4F502  GetTempFileNameA
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