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General information

Since mid-summer 2026, CERT-UA has been marked by a change in the tactics, techniques
and procedures of the UAC-0099 cyber threats cluster. In particular, the fact of launching a
software tool for implementing cyber threats in the form of a DLL file disguised as a plugin
called "NppExpport.dil", using the legitimate file of the Notepad++ 8.8.3 program delivered to
a computer in the form of an archive with other standard software components, is
documented. In addition, the updated MATCHBOL bootloader and new software has been
applied: LUNCHPOKE and BURNYBEAR.

Typically, the infection chain begins with an email containing an embedded image, the clicking
on which will lead to a hyperlink (usually a reduction service of URLSs) is used), from where
the request will be directed to the file service from which the ZIP archives will be uploaded, for
example, "Us.zip" Apps.

The mentioned archive contains a double-expanded VBS script, in the name of which a
significant number of spaces can be deliberately added to the final extension .vbs, for
example, "Zavodskyi district.pdf .vbs". In turn, if you start, the script will ensure the download
of the bait file (for example, "Zavodskyi district.pdf") and the archive "Evernote.zip". The
archive contains a complete set of Notepad++ components of version 8.8.3, as well as the
directory "/plugins/NppExpport/" and the third-party plague library "NppExpport.dll", protected
by the password archive "update.rar" and the executed WinRAR "winar.exe" file.
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The software code VBS-script will create a directory
"%PUBLIC%\Libs % RAND 9999%\Notpad\ ", will extract the contents of the downloaded
archive "Evernote.zip" and launch "notepad+.exe", which will directly start downloading the
previously mentioned DLL file "NppExport.dil".

The "NppExport.dil" file is classified as a software tool LUNCHPOKE, the main purpose of
which is to create a directory "%PUBLIC%\Libraries\fFthantY3-Ytrevc-ab3\ ", extracting the
contents of the archive "updater.rar" with the use of password (in particular, the files
"RemoteLIBUpdaterex" and "InitTest.dl" and "IntTest.dl" the standard utility "\W1n3r-U090 Ty-
ApS5\Updates%PUBLIC%\Libraries\fFthY3-Ytrevc3w-ab3\RemoteLibUpdater.exefFFthY 3-
Ytrevc3w-ab3

The executable file "RemoteBUpdater.exe" is classified as a software tool BURNYBEAR, the
functionality of which is designed to download the DLL file "InitTest.dll". At the same time, if
the launch of "RemotelibUpdater.exe" is carried out incorrectly, namely without specifying
arguments, BURNYBEAR instead activates the logic designed to exhaust computer resources
(RAM and processor).

The InitTest.dll file is a modified version of a previously known software and classified as
MATCHBOIL.V2. As before, it provides the creation of a planned task, updating the
configuration, in particular the address of the control server, and the download of other
software. Among the differences, it should be noted the use of WinRAR to extract the
contents of loaded objects (programs), as well as to fed this utility with Dropbox in case of its
absence in the system.

We draw the attention of system administrators to the need to update the common software
products in a timely manner. Some clusters of cyber threats are actively exploiting their
vulnerabilities at the stage of primary compromise. As an example, the following are versions
of some widely used software products, relevant as of July 21, 2026:

WinRAR: 7.23 (https://www.win-rar.com/download.html)

7-Zip: 26.02 (https://www.7-zip.org/download.html)

Notepad++: 8.9.7 (https://notepad-plus-plus.org/downloads/)

*According to the Notepad++ development team, the loading of plugins in the form of libraries
is the standard functionality of the software product, its architectural feature. Therefore,
around the entry in NIST NVD with the ID identifier CVE-2025-56383, a debate continues, so
CERT-UA does not refer to it, but recalls it in a comment to simplify the search for information.
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Graphic images:
Puc.1 lMpuknag naHutora ypaxkeHHs
Puc.2 BmicT apxiBy "Evernote.zip"

Pwuc.3 lMpuknag gekomninsoBaHoro nporpamHoro kogy LUNCHPOKE

Puc.4 lMpwvknag gekomninsoBaHoro Ta geobgyckosaHoro nporpamHoro kogy BURNYBEAR

Puc.5 Mpuknag dyHkuin MATCHBOIL.V2

IHaukaTopwu KiGep3arpos
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RemotelLibUpdater.exe (BURNYBEAR)
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Xocmosi:

%LOCALAPPDATA%\RemoteClient\RemoteFileViewer.exe
%LOCALAPPDATA%\SMTPClient\SMTPClientApplication.exe
%LOCALAPPDATA%\SMTPClient\config.ini
%LOCALAPPDATAS\Temp\WinRAR. exe
%PUBLIC%\Documents\Thumbs.DB
%PUBLIC%\Documents\Thumbs.rar
%PUBLIC%\Libraries\W1ln3r-U090Ty-Ap5\
%PUBLIC%\Libraries\W1ln3r-U090oTy-Ap5\RemoteLibUpdater.exe
%PUBLIC%\Libraries\W1n3r-U090Ty-Ap5\RemoteLibUpdater.exe setup nodisplay
%PUBLIC%\Libs %RAND INT 0-999999%\
%PUBLIC%\Libs %RAND INT 0-999999%\Evernote.zip
%PUBLIC%\Libs %RAND INT 0-999999%\Notepad\
%PUBLIC%\Libs %RAND INT 0-999999%\Notepad\notepad++.exe
%PUBLIC%\Wallpapers\Background.exe

%PUBLIC%\Temp Documents\

%PUBLIC%\Temp Documents\3aBoacbkui paunoH.pdf
%PUBLIC%\Temp Documents\Jopatok 7.pdf

%PUBLIC%\Temp Documents\9206.docx
Global\RemoteLibInstall

\FileClient\Checker

\W1n3r-U090Ty-Ap5\Updates

MonepeaHa

BekTopu nepsuHHOI kKomnpomeTauii UAC-0145 ctaHoM Ha nnnenb 2026 poky.
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