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Analyst note: Proofpoint uses the UNK_ designator to define clusters of activity that are still developing and

have not been observed for long enough to receive a numerical TA designation.

Key Findings

Since May 2026, Proofpoint Threat Research has been tracking a suspected China-aligned threat cluster

named UNK_MassTraction exploiting Roundcube mailservers belonging to the physics and engineering

departments of US and Canadian universities.

The campaigns exploit multiple n-day vulnerabilities in Roundcube to steal credentials and either install a

webshell for follow-on access or deploy the VShell backdoor into the server’s memory.

The actor is likely abusing Roundcube servers as a pivot point to enter target networks, and the operators

have deliberately crafted their infection chain to avoid detection.

Context

Beginning in May 2026, Proofpoint observed a new cluster of activity – tracked as UNK_MassTraction –

exploiting CVE-2024-42009, a cross-site scripting vulnerability in Roundcube. The campaign targeted physics

and engineering departments at major US and Canadian universities, with a focus on administrators and

professors in departments with either national security ties, or entities studying astrophysics and particle

physics. While the targeting appeared specific to these departments, the exploit only requires that the email is

opened in the mail client to achieve access to the mailserver so the recipients may have been

inconsequential.

However, the targeted departments were likely specifically chosen because they were all running versions of

Roundcube vulnerable to the n-day vulnerabilities, indicating that UNK_MassTraction had conducted

reconnaissance into the targets prior to conducting the campaign. The activity has similarities to a campaign

1/8

https://www.proofpoint.com/us/blog/threat-insight/one-email-closer-edge-unkmasstraction-physics-exploitation
https://nvd.nist.gov/vuln/detail/cve-2024-42009
https://www.trellix.com/blogs/research/the-silent-fileless-threat-of-vshell/


disclosed by Trellix, which used a filename parsing vulnerability akin to CVE-2023-2868 to deliver VShell;

however, Proofpoint cannot currently link the reported activity to UNK_MassTraction.

Figure 1. UNK_MassTraction infection chain.

The campaign uses an initial cross-site scripting (XSS) vulnerability to execute JavaScript inside of the victim

browser. That access is used to load a JavaScript payload that steals credential information stored in the

browser, then uses a second vulnerability to get a foothold in mailserver, either via webshell or running the

VShell backdoor in memory.

Delivery and exploitation

The emails targeting university departments used both compromised senders, as well as abused domains

vulnerable to spoofing due to lax DMARC policy to send the emails. The lures were generic, implying a larger

targeting swath beyond what Proofpoint could observe. The innocuous message may also indicate an attempt

to resemble marketing or spam content because targets may open the email but ultimately overlook it (and not

investigate it), which is still sufficient for the actor to gain access.
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Figure 2. UNK_MassTraction lure emails.

The messages exploit CVE-2024-42009, which does not adequately sanitize JavaScript items in the HTML,

and can allow JavaScript to be executed via the onanimationstart function. If the email is opened in the

webmail client of a vulnerable Roundcube instance, the embedded JavaScript is executed. Earlier activity

from the actor left Chinese language artifacts in the message body HTML.
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Figure 3. Message body HTML of exploit-laden email.

The JavaScript stored in the message body is a loader for a remotely hosted next stage payload.

Figure 4. Decimal-decoded JavaScript from message body.

The next stage is a fully-featured Roundcube stealer we call IceCube, that first escapes Roundcube's iFrame

instantiation via DOM traversal, giving the stealer access to the whole DOM in the browser and Roundcube

authentication session.

Figure 5. IceCube JavaScript payload showing iFrame Escape and extensive comments.

This access is used to steal usernames and passwords, two-factor authentication material, cookies, and

conduct reconnaissance against the browser including the language in use, screen size, and form field values.

The initial data gathered is sent via HTTP POST to the C&C server. IceCube then uses the session’s CSRF

token to set up gadgets to exploit another Roundcube vulnerability, detailed below. The JavaScript is

verbosely commented, including multi-line comments, with well-marked execution phases, and iterative

updates flagged as fixes. It is likely IceCube was created with the help of a large-language model.

Pivot to server side

Following the data theft stage, IceCube will use what it calls “helpers” to exploit a second Roundcube

vulnerability, a deserialization exploit (CVE-2025-49113) that abuses the parsing of the embedded

Crypt_GPG_Engine to install a simple webshell we call SquareShell. IceCube attempts to send PHP
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serialized data containing a PHP gadget to Roundcube's database; when that data is deserialized, the

embedded commands execute. When Roundcube deserializes this object and the request ends, PHP

calls __destruct() on it, which passes _gpgconf into a shell execution path. The vulnerability is that

Roundcube's preferred deserializer will instantiate any class it finds in a serialized blob, which allows the PHP

gadgets to be executed.

Figure 6. PHP gadget shell command.

The embedded gadget is a shell command that first attempts to write a webshell to disk. The SquareShell

webshell is remotely reachable at the endpoint plugins/newmail_notifier/mail_preview.php that allows for

remote code execution. The webshell is timestomped by copying the last modified time of a legitimate plugin

to blend into the environment. The webshell can use any of the following system utilities for

execution: system, passthru, exec, shell_exec, assert, and popen. 

*Proofpoint scanned relevant address space to identify the presence of SquareShell on compromised servers

and coordinated with government and industry partners to notify the identified victims.

fig7

Figure 7. PHP SquareShell webshell content.

The infection chain displays some mature facets, including cleaning up local storage and removing evidence

of operator presence in the victim browser, the use of regular checks to make sure the browser or host is not

already infected, as well as use of a few fail-safes to ensure progress towards compromising the Roundcube

server is made. IceCube refers to these items as “fallbacks”. The tooling makes use of robust logging so an

operator could easily troubleshoot if any parts of the infection chain fail.

If the webshell deployment fails, the gadget downloads and executes a shell script from a fallback channel.

This fallback channel was introduced in June 2026; previously the chain would silently fail. The shell script

sets up execution of an architecture-dependent ELF loader (which Google Threat Intelligence refers to

as SNOWLIGHT). The shell script has been used in other exploit-driven intrusions by Chinese adversaries,

likely indicating a privately shared capability. The shell script broadens PATH and checks for preferred
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directories to deploy the loader, then gets the target architecture of host, fetches the relevant loader payload

from the C&C, and executes it with the nohup utility.

fig8

Figure 8. VShell loader bash script.

IceCube also sets up what it calls “deferred triggers” to ensure continuance of the infection chain. The

deferred triggers monitor if the user closes the page or changes tabs, checks if the mouse leaves the browser

window, and hijacks the logout button. If any of those actions are taken, IceCube hooks those events, and re-

attempts exploitation of CVE-2025-49113, and beacons to the C&C that the user left the Roundcube session.

Following these actions or a timeout, IceCube destroys user and malware-initiated sessions on the server,

forcing the user to log out and removing forensic evidence from the Roundcube server.

VShell backdoor

The loader checks if another loader is already running (by checking for the presence of the

file /tmp/log_de.log), then spoofs a process, [kworker/0:2] and beacons data back to the C&C server over a

socket. The loader sets up in-memory loading of a next stage VShell backdoor from the C&C

server.adversaries.

fig9

Figure 9. Main function of the VShell loader connecting to a C&C server and executing the response

with fexecve()under the name [kworker/0:2].

VShell is a publicly available, fully featured implant written in Go that China-aligned adversaries have used in

Linux, macOS, and Windows intrusions. Its interactive shell and port-forwarding features are the most likely to

be used to pivot into the target network. This malware family has been extensively researched and reported

by our colleagues at Google, Cisco Talos, Nviso, Trellix, EclecticIQ, and Censys.

Attribution

Inseveral cases, Proofpoint identified virtual private server (VPS) IP addresses within the received headers of

UNK_MassTraction phishing emails that belong to a covert infrastructure network likely used by multiple

China-aligned threat actors. The group’s access to this covert network, coupled with the low volume targeting

of Canadian and US universities, VShell usage, and the presence of Chinese language artifacts within the

phishing email, leads us to assess that UNK_MassTraction is likely a China-aligned espionage motivated

threat actor that has demonstrated moderate operational security awareness. Chinese adversaries

have previously used exploits against mailservers in a similar manner: treating them as edge devices to pivot

into a target network. This is distinct from other adversaries using similar exploits where the contents of the

mailserver are the main target, rather than an access point.

Conclusion

While the targeting of this campaign is captivating to the imagination, it is unlikely that UNK_MassTraction will

be solving deep theoretical physics questions or the Fermi Paradox in the near future. UNK_MassTraction

displayed a mature toolkit and unique usage of n-day vulnerabilities. The campaign is a reminder that email
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delivery can facilitate compromise of mailservers, and that Chinese operators will continue to treat them like

any other edge device. Defenders should prioritize defending the mailservers of their networks as thoroughly

as they do their VPN concentrators and other remote access nodes on their networks.

Indicators

Indicator Type Description First

Seen

jpcontreras@newfield[.]cl Email

address

Compromised

email address

May

2026

45.150.109[.]151 IP

address

IceCube

JavaScript

backdoor de-

livery and

C&C

May

2026

194.213.18[.]133 IP

address

IceCube

JavaScript

backdoor de-

livery and

C&C

June

2026

45.86.229[.]111 IP

address

VShell C&C

server

June

2026

hxxps://45.150.109[.]151.sslip.io:23088/app/js/jquery.min.js URL IceCube

JavaScript

backdoor de-

livery and

C&C

May

2026

hxxps://194.213.18[.]133.sslip.io:23088/app/js/jquery.min.js URL IceCube

JavaScript

backdoor de-

livery and

C&C

June

2026
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hxxps://45.150.109[.]151.sslip.io:23088 URL IceCube

JavaScript

backdoor de-

livery and

C&C

May

2026

hxxps://194.213.18[.]133.sslip.io:23088 URL IceCube

JavaScript

backdoor de-

livery and

C&C

June

2026

hxxp://45.86.229[.]111/slw:8080 URL VShell deliv-

ery URL

June

2026

a02f124c5ce4180bd130a62ee03262f399c33491de3aed36e0b15155ae4926c0 SHA256 IceCube

stealer

June

2026
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