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Verticals Targeted: Financial, Cryptocurrency

Regions Targeted: Global

Related Families: Rokarolla

Executive Summary

Researchers have identified Rokarolla, a newly discovered Android

banking trojan distributed through malicious websites impersonating

trusted applications such as TikTok, Google Chrome, and Google

Play Protect. The malware targets at least 217 banking and

cryptocurrency applications and leverages Android Accessibility

Services, phishing overlays, SMS interception, keylogging, screen

monitoring, and call blocking to facilitate financial fraud. Rokarolla

exposes at least 137 operator commands and employs multiple

persistence and evasion mechanisms, allowing attackers to maintain
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extensive control over infected devices while minimizing user

awareness and intervention.

Key Takeaways

Rokarolla targets at least 217 banking and cryptocurrency applications through credential

theft and phishing overlays.

The malware relies heavily on Android Accessibility Services to automate actions, harvest

data, and facilitate fraud.

Operators can steal SMS messages, intercept authentication codes, capture keystrokes,

manipulate clipboard contents, and monitor device activity.

The malware supports multiple fallback C2 domains, increasing operational resilience.

Rokarolla can disable security controls, conceal its presence, and interfere with

communications that could alert victims to fraudulent activity.

Background

Rokarolla demonstrates the continued sophistication of Android banking malware by

combining credential theft, device surveillance, accessibility abuse, and fraud-enablement

capabilities within a single malware family. Rather than relying on a single collection method,

the malware employs multiple mechanisms to obtain sensitive information and maintain

access to infected devices. The breadth of targeted banking and cryptocurrency applications

suggests a financially motivated operation focused on maximizing opportunities for fraud and

account compromise. Researchers also observed infrastructure redundancy and dynamic

configuration capabilities that may help operators maintain access even if portions of their

infrastructure are disrupted. Zimperium recently reported on Rokarolla.

Technical Analysis

Initial Infection and Deployment

Rokarolla is distributed through malicious websites that impersonate legitimate software

distribution portals. Victims are presented with applications disguised as trusted software,

including popular consumer applications and security-related tools. The initial dropper installs

a second-stage payload while masquerading as Google Play Protect, helping to establish

trust during the installation process.

Following installation, the malware requests Accessibility Service permissions along with

access to SMS messages, notifications, and other sensitive device functions. These

permissions enable many of the malware's core surveillance and fraud capabilities.
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Accessibility Service Abuse

Accessibility Services play a central role in Rokarolla's operation. The malware abuses these

services to monitor user activity, interact with applications, collect screen content, automate

actions, and facilitate credential theft. Researchers observed the malware parsing user

interface elements, identifying application content, and leveraging accessibility functions to

support its overlay attacks and surveillance operations.

Command-and-Control Infrastructure

The malware communicates with its C2 infrastructure over HTTPS and initially transmits

detailed device telemetry, including hardware information, Android version data, localization

settings, battery status, memory utilization, and storage information. This data is used to

generate a unique bot identifier and profile infected devices.

Researchers observed support for multiple fallback domains and remote configuration

updates, allowing operators to dynamically modify active infrastructure and maintain

communications if individual domains become unavailable. The malware exposes at least 137

distinct commands that provide operators with extensive control over infected devices,

supporting surveillance, credential theft, fraud facilitation, and device management functions.

Financial Credential Theft

A primary capability of Rokarolla is the theft of banking and cryptocurrency credentials

through overlay-based phishing attacks. The malware retrieves a remotely managed list of

targeted applications and associated phishing resources from its C2 infrastructure. When a

targeted application is launched, Rokarolla displays a fraudulent HTML-based overlay that

mimics the legitimate application's login interface.

Victims may unknowingly enter usernames, passwords, payment card information, and other

sensitive data into the fraudulent interface, which is subsequently transmitted to attacker-

controlled infrastructure. Because the phishing content is displayed directly over legitimate

applications, users may have difficulty distinguishing the malicious interface from the

authentic application.

Device Unlock Credential Harvesting

Researchers observed functionality designed to collect Android device unlock credentials,

including PINs, passwords, and unlock patterns. The malware accomplishes this by

presenting lock screen overlays that closely resemble legitimate Android authentication

prompts, enabling attackers to capture credentials entered by victims.
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SMS Theft and Call Interception

Rokarolla includes extensive communications interception capabilities. The malware can

exfiltrate SMS messages, send messages from the victim's device, and potentially obtain one-

time passcodes delivered through SMS. These capabilities may facilitate account compromise

against services that rely on SMS-based authentication.

Researchers also documented functionality that allows the malware to block, disable, or

intercept phone calls. Such capabilities could interfere with fraud alerts, verification calls, or

other communications intended to notify victims of suspicious account activity.

Surveillance and Data Collection

The malware incorporates numerous surveillance functions, including:

Keylogging capabilities

User interface logging

On-screen text extraction

WhatsApp contact harvesting

Screenshot collection

Clipboard manipulation

Researchers noted that clipboard modification functionality could be used to replace

cryptocurrency wallet addresses or other sensitive values without the victim's knowledge,

potentially facilitating financial theft.

Snapshot-Based Screen Monitoring

Instead of relying on continuous screen-streaming technologies, Rokarolla employs a

screenshot-based monitoring mechanism. The malware periodically captures screenshots,

compresses them into PNG format, and transmits them to C2 infrastructure along with

associated timestamps. This approach enables operators to monitor victim activity while

collecting visual information from the device.

Evasion and Persistence

Rokarolla incorporates multiple techniques intended to evade detection and maintain

persistence. Researchers observed attempts to disable Google Play Protect, hide the

application icon from the device launcher, suppress audio notifications and vibrations, and

obstruct user interaction through deceptive overlays. The malware can also keep the device

display active to prevent interruptions caused by screen locking or timeout events.
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Analyst Commentary

Rokarolla highlights the continuing effectiveness of Accessibility Service abuse within the

Android threat landscape. Rather than depending on a single credential theft technique, the

malware combines phishing overlays, device unlock credential harvesting, SMS interception,

call blocking, keylogging, clipboard manipulation, and screenshot collection to create multiple

paths for fraud and account compromise. This layered approach increases operational

flexibility and provides attackers with alternative methods for obtaining sensitive information

when individual collection techniques are unsuccessful.

The malware's ability to dynamically retrieve targeted application lists, phishing content, and

updated infrastructure configurations further demonstrates how Android banking trojans

continue to adopt more modular operational models. Defenders should prioritize detection of

unauthorized Accessibility Service usage, suspicious overlay activity, SMS handler

modifications, unexpected call management permissions, and application sideloading

behavior.

PolySwarm can provide additional visibility into emerging Android malware families, malicious

infrastructure, suspicious APKs, and evolving indicators of compromise by leveraging threat

intelligence generated by a global community of security vendors and independent

researchers. As Android banking trojans continue to evolve beyond simple credential theft into

comprehensive fraud-enablement platforms, access to diverse threat intelligence sources can

help defenders accelerate investigations, improve detection coverage, and identify emerging

threats earlier in the attack lifecycle.

IOCs

PolySwarm has multiple samples associated with Rokarolla.
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Click here to view all samples of Rokarolla in our PolySwarm portal.

Don’t have a PolySwarm account? Go here to sign up for a free Community plan or

subscribe.

Contact us at hivemind@polyswarm.io | Check out our blog | Subscribe to our reports.

Topics: Threat Bulletin, Android Malware, Android banking trojan, mobile banking fraud,

cryptocurrency malware, Rokarolla, banking malware, Android phishing overlays
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